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Document Conventions 
N otes a n d  Wa rn i ngs  

N ote 

" N otes" are t i ps ,  shortcuts or a l ternat ive a p p roaches to the task at hand .  I g nor i ng  a 
note shou l d  have no  negat ive consequences, but  you m i g ht miss  out  on a t r i ck  that  
m a kes your l i fe eas ier. 

Refe ren ces 

" References" descr i be  where to f ind  exte r n a l  documentat ion re l eva nt to  a s u bject .  

Im porta nt 

" I m portant"  boxes  deta i l  t h i ngs  that  a re eas i l y  m issed :  conf ig u rat ion  changes tha t  
o n l y  app ly  to t he  c u rrent sess ion ,  o r  serv ices that  need  resta rt ing  before a n  u p date 
w i l l  app l y. I g no r i ng  a box l a be l ed " I m porta nt "  w i l l  n ot cause data l oss, but may ca use 
i rr i ta t ion  a n d  f rust rat i on .  

Wa r n i n g  

" Wa rn i ngs"  s h o u l d  not b e  i gnored. I g nor i ng  warn i ngs  w i l l  most l i ke l y  cause data l oss. 

R H254- R H E L  7-en-1 -20140711 x i  



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

Introduction 
Red H at System Ad m i n i st rat i o n  Ill 

Red Hat System Administration Ill ( R H 254) is des igned for experi enced L i n u x  system 
adm in i st rators with the Red Hat Cert i f ied System Admin istrator ( R HCSA) cert i f icat ion or 
equ iva l e nt s k i l l s .  This cou rse i s  i ntended to h e l p  students  broaden  the i r  a b i l ity to adm in ister 
L i n u x  systems at an enterpr ise l eve l .  

Red Hat System Administration Ill i s  focused o n  dep loyment  and  m anagement of network serve rs 
r u n n i ng cach ing  D N S  service, Mar i aDB ,  Apache  H TTPD, Postf i x  S M T P  n u l l c l ients ,  network f i l e  
shar i ng  w i th  N FS a n d  S M B, i SCS I  i n it i ators a n d  ta rgets, advanced n etwork ing  a n d  f i rewa l l d  
conf i g u rat ions ,  a n d  the  u s e  o f  B a s h  s h e l l  scr i pt i ng  t o  h e l p  a utomate, conf i gu re, a n d  t roub l es hoot 
the system .  Through  the lectu res a n d  hands-on l a bs i n  th i s  cou rse, stu d e nts who have a l ready 
earned the  RHCSA cert i f icat ion w i l l  be  exposed to a l l  com petenc ies covered by the  RHCE  exa m.  
Th is  cou rse d oes not cover a l l  RHCSA tasks .  S tudents who  need a rev iew of RHCSA sk i l l s  a re 
encouraged  to attend RHCSA Rapid Track ( R H199) .  

Cou rse O bject ives 
• Bu i l d  sk i l l s  needed to be a successf u l  sen io r  Red  Hat Enterpr ise L inux  system a d m i n istrator 

respons i b l e  for manag ing  n etwork serv ices 

• Prepare for attenda nce i n  an R H C E  cert i f icat ion exa m 

Aud ie n ce 
• Exper ienced L i n u x  adm in i st rators w i sh i ng  to l earn  a utomat ion  tech n i q u es t h rough  scr ipt i ng ,  

dep loyment  of key network serv ices and  how to  manage  featu res of Red  Hat  E nterpr ise L i n u x . 

Pre requ is ites 
• R HCSA cert i f i cat ion  or  equ iva l e nt exper ience. 
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I nt roduct ion 

Orie ntat i o n  to t h e  C l assroom E nvi ro n m e nt 

I n  th i s  cou rse, students wi l l  do  most h a nds-on pract ice exerc ises and  l a b  work with two computer  
systems,  wh ich  w i l l  be  referred to as  desktop a n d  server.  These mach i nes have the  hostna mes 
desktopX.exam p l e.com and  serverX .examp le.com,  where the  X i n  the  computers' host n ames w i l l  
be  a n u m b e r  t h a t  w i l l  va ry from student  t o  student .  Both mach i nes have a sta ndard u s e r  acco u nt .  
student, with  the  password student. The root password on  both systems is  redhat. 

I n  a l i ve i n st ructor- led  c l a ssroom, students w i l l  be ass igned a physica l computer ( " foundat ionX" ) 
wh i ch  wi l l  be used to access t hese two mach i nes.  The  desktop a n d  server systems a re v i rt u a l  
mach ines r unn i ng  on  t h a t  host.  Students shou l d  log  i n  t o  th i s  m a c h i n e  as u s e r  kiosk w i t h  t h e  
password redhat. 

On foundat ionX, a spec ia l  command ca l l ed  rht - vmct l  is used to work with the  desktop 

a n d  serve r mach i nes.  The  commands  i n  the tab l e  be low shou ld  be r un  as the  kiosk user  on  
fou ndat ionx, and  can  be used  w i t h  se rver ( a s  i n  the  exa m p l es) o r  desktop. 

rht - vmctl commands 

Act ion Com mand  

Sta r t  se rve r mach i ne  r h t - vmc t l  start  se rve r 

V iew " physica l conso le "  to log i n  a n d  work rht - vmct l  view se rve r 

wi th  server mach i n e  

Reset serve r  mach i ne  to i t s  prev ious  state r h t - vmc t l  reset se rve r 

a n d  resta rts v i rtua l mach i ne  

At the  start o f  a l ab  exercise, i f  t he  instruction " reset you r  server "  appea rs, t ha t  means  t he  
command  rht - vmct l  reset  serve r shou ld  be r u n  i n  a prompt on the  fou ndat ionX system as  
user  kiosk. Li kewise, i f  the  i nst ruct ion " reset your desktop" a p pears, that  means the  command 
r h t  - vmctl reset desktop shou l d  be run  on  fou ndat ionx as  user kiosk. 

Each student  is on the  1 Pv4 n etwork  172.25.X.0/24, where the  X matches the n u m ber  of the i r  
desktopX and  serverX systems.  The i n st ructor runs  a centra l u t i l i ty server wh ich  acts  as  a router 
for the  c l a ssroom networks and which p rovides DNS,  DHCP, HTTP, and  other  content serv ices, 
c l assroom.examp le.com.  

Classroom Machines 

Mach i ne  name IP  addresses Ro le  

desktopX.exa mp le.com 172.25.X.10 Student  " c l i ent "  computer  

serverX.exa mp l e.com 172.25.X.1 1 Student  "serve r"  computer 

c l a ssroom .exa mp le.com 172.25.254.254 C l ass room u t i l i ty server 
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I n ternat iona l i zat ion 

Inte rnat i o n a l izat i o n  

La n g uage s u p po rt 
Red Hat  Enterpr ise L i n u x  7 off ic i a l l y  supports twenty-two l a n guages: E n g l i sh ,  Assamese, Beng a l i ,  
Ch i nese (S imp l i f ied) ,  C h i nese (Trad i t iona l ) ,  French ,  G e r m a n ,  Guj a rat i ,  H i nd i ,  I ta l i a n ,  Japanese, 
Kannada ,  Korean ,  M a l aya l a m ,  M a rath i ,  Od ia ,  Portuguese ( B ra z i l i a n) ,  Pun jab i ,  Russ ia n ,  S pa n ish ,  
Tam i l ,  and  Te l u g u .  

Per-user  l a n g ua g e  se lect ion  
U se rs may p refe r to use  a d i ffe rent  l a nguage  for the i r  desktop env i ro n ment  t h a n  the  system­
wide defa u l t .  They may a l so want to set  the i r  a ccount  to use a d i fferent keyboa rd layout  o r  i npu t  
method.  

Language setti ngs  

I n  the GNOME desktop env i ronment.  the user  may be prom pted to se t  the i r  preferred l anguage  
and  i npu t  method on  f i rst l og i n .  I f  no t ,  then  the  eas iest way  for a n  i nd iv id u a l  user  to adj u st the i r  
p referred l anguage  a n d  i n put  method  sett i ngs  i s  to use t he  Reg ion  & Language app l i cat ion .  R u n  
the  c o m m a n d  gnome - cont rol - center region,  or  f r o m  the  t o p  bar, se l ect ( U ser) > Sett ings .  

I n  the  w indow that  opens ,  se l ect Reg ion  & Lang uage .  The  user  can c l i c k  on  the  Language  box  
and  se l ect the i r  preferred l anguage f rom the  l i st that  a ppea rs. Th is  w i l l  a l so u pdate t he  Formats 

sett i ng  to the  defa u l t  for that  l a n g uage. The next t ime the user logs in ,  t hese cha nges  w i l l  take 
f u l l  effect. 

These sett i ngs  affect the G N O M E  desktop env i ro n ment  a n d  any app l i cat ions, i n c l u d i n g  gnome ­

t erminal, started i n s i de  it .  H owever, t hey do  not app l y  to that  acco u nt if accessed t h rough  a n  
ssh l o g i n  from a remote system or  a loca l  text conso l e  (such  as  t ty2). 

N ote 

A user  can m a ke the i r  s h e l l  env i ronment  use the  same  LANG sett i ng  as the i r  g ra p h ica l  

env i ro n ment .  even  when  they log in  th rough  a text conso l e  o r  over ssh .  O n e  way  to  do  
th i s  i s  to p l ace code s im i l a r  to the  fo l l owi n g  i n  t he  user ' s  -I. bashrc f i l e. Th i s  exa m p l e  

code w i l l  set t he  l a nguage  u s e d  on  a text l og i n  to m a t c h  t h e  one  c u rrent l y  s e t  f o r  t he  
use r ' s  G N O M E  desktop env i ronment :  

i=$ ( g rep ' Language= ' /var/lib/Accoun tSe rvice/u s e r s /${USER} \ 
I sed ' s/Language=// ' )  

if [ 1 1 $i 1 1  ! =  1 1 1 1  ] ; t h e n  
expo r t  LANG=$i 

fi 

Japanese, Korean ,  C h i n ese, o r  other l a n guages with a non-Lat in  cha racter set may n ot 
d i sp lay  proper ly  on  loca l  text conso l es.  

I nd iv id u a l  commands  can be made  to use another  l a nguage  by sett i ng  the LANG va r i ab l e  on  the  
command - l i ne :  

[use r@h o s t  - ] $ LANG=fr_FR . utf8 date 
jeu . avril 24 17 : 55 : 01 CDT 2014 
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I nt roduct ion 

S u bseq uent  commands  wi l l  revert to us ing t he  system 's  defa u l t l a nguage  for output .  The locale 

com mand can be used to check the cu rrent va l u e  of LANG and  other  re lated env i ronment 
va r i ab l es.  

Input  met hod sett ings  

GNOME 3 i n  Red Hat  Enterpr ise L i nux  7 a utomat ica l l y  uses  the  I Bus i n put  method se lect ion 
system,  wh ich  makes i t  easy to change keyboa rd l ayouts and  i n put methods q u i ck l y. 

The Reg ion & Language  app l icat ion can  a l so be used to enab l e  a l ternat ive i n put methods .  In the  
Reg ion  & Language  app l i cat ion ' s  w indow, the  In put Sources box shows what  i n put methods  a re 
cu rrent ly  ava i l a b l e. By defa u l t ,  Eng l i sh  ( U S) may be the  on l y  ava i l a b l e  method .  H i g h l i ght  Eng l i sh  

( U S) and  c l i c k  t he  keyboard i con to see  the  c u rrent keyboard l ayout.  

To add a n other  i npu t  method, c l i c k  on  the + button at the  bottom l eft of the In put Sources 

window. An Add an  Input Source window wi l l  open .  Se lect you r  l anguage,  a n d  then you r  
p referred i n put  method o r  keyboa rd l ayout.  

Once more t h a n  one  i n put method i s  conf igu red ,  the  user can  switch between  them q u ick ly  by 
typing Super+Space (someti mes ca l l ed  Windows+Space).  A status indicator w i l l  a l so appear 

i n  the  G N O M E  top bar  wh ich  has two fu nct ions .  F i rst ly, it i nd icates wh ich  i nput  method is  act ive. 
Second ly, i t  a cts as a menu  wh ich  can  be used to switch between  i nput  methods or  se l ect 
advanced fea tu res of more com p lex i n put  methods .  

Some of the  methods a re ma rked with gears,  wh ich i nd i cate that  t hose methods have adva nced 
conf ig u rat ion  opt ions and  capab i l i t ies.  Fo r exa m p l e, the Japa nese Ja panese ( Kana  Ka n ji )  i n put  
method a l l ows the  user  to pre-ed i t  text  in  Lat in  and use DownArrow and UpArrow keys to se l ect 
the correct c h a racters to use. 

U S  Eng l i s h  spea ke rs may f ind a l so th is usefu l .  For exa mp le, u nder  Eng l i sh  ( U n ited States) i s  the 
keyboard layout Eng l i sh  ( internat iona l  AltGr dead keys), which t reats Alt G r  (or the r ight Alt )  

on a P C  1 04/105 -key keyboa rd as a "seconda ry-sh i f t"  modi f ier  key and  d e a d  k e y  act ivat ion key 
for typi ng  add i t iona l  cha racters. There a re a l so Dvora k  and  other  a l ternat ive l ayouts ava i l a b le .  

N ote 

Any U n icode c h a racter can be entered i n  the  G N O M E  desktop env i ro n ment  i f  the  user  
knows the  character ' s  U n icode code po int ,  by typ ing Ct rl+Shift+U ,  fo l l owed by the  
code po int .  After Ct rl +Shift+U has  been  typed ,  a n  under l i ned u w i l l  be  d i sp layed to  
i nd icate that  t he  system is  wa i t ing  for U n icode code po int  ent ry. 

For exa m p le ,  the  l owercase Greek l etter l a m bda  has the code po int  U+03 B B, and  can  be 
entered by typ i ng  Ct rl+Shift+U, then  03bb,  then  Enter .  

System-wide defa u lt l a ng uage sett ings  
The system 's  defa u l t  l a ng uage i s  set to U S  Eng l i sh ,  us ing  the  UTF-8 encod i n g  of U n icode a s  its 
character set (en_US . u t f8) ,  but th i s  can be cha nged d u ri ng  or  after i nsta l l a t ion .  

From the  command l i n e, root can change the  system-wide loca l e  sett i ngs  w i th  the  localectl 

command.  I f  localectl i s  r un  with no  a rg u m e nts,  i t  w i l l  d i sp l ay the cu rrent system-wide l oca l e  
sett i ngs .  

To set the system-wide l anguage, run the  com m a n d  localectl set - locale LANG=1oca1e, 

where locale is the  appropr iate $LANG from the  " Language  Codes Refe rence" ta b l e  
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Language  packs 

i n  th i s  c h a pter. The  change  wi l l  ta ke effect for u se rs o n  the i r  n ext l og i n ,  a n d  is stored i n  
/etc/locale . cont.  

[ root@host  -]# localectl set - locale LANG=fr_FR . utfB 

In  G N O M E ,  an adm in i st rat ive user can change  th i s  sett i ng  from Region & Language and c l ic k i ng  
on  t he  Log i n  Screen button at the  u pper  r ight  corner o f  the  w indow. C h a n g i ng the  Language 

of the  log in  screen  w i l l  a l so adjust the  system-wide defa u l t l anguage sett i ng  stored i n  the 
/etc/locale . conf conf i gu rat ion  f i l e. 

I m po rta nt 

Loca l text  conso les such as  t ty2 a re m o re l imited i n  the  fonts that  they can  d i sp l ay 
t h a n  gnome - te rminal a n d  s s h  sess ions .  Fo r exa m p l e, Japanese, Ko rean ,  a n d  Ch i nese 
c h a racters may not d i sp l ay  as  expected on  a loca l text conso l e. For th is  reason i t  may 
m a ke sense to use Eng l i sh  o r  a nother  l a n g uage w i th  a Lat in c h a racter  set for the 
system's  text conso le. 

L i kewise,  loca l text conso les a re more l i m ited i n  the  i n put  methods t hey support ,  and  
th i s  i s  managed separate l y  from the  g raph i ca l  desktop env i ro n ment .  The avai l a b l e  
g l o b a l  i n pu t  sett i ngs  c a n  be conf igu red  t h rough  localectl f o r  b o t h  loca l text v i r tua l 
conso les  and  the  X11 g raph i ca l  env i ro nment .  See the  localectl(l ) ,  kbd(4) ,  and  
vconsole . conf(5) man  pages  fo r  m o re i nformat ion .  

La n g uage  pac ks 
When us i ng  non -Eng l i sh  l anguages, you may want to i nsta l l  add it ion a l  " l a nguage  packs" to 
prov ide  add i t iona l  t ra n s l at ions ,  d i c t iona r ies ,  a n d  so forth .  To v iew the  l i st of ava i l a b l e  l angpacks,  
run yum langavailable. To v iew the l i st of l a n g packs cu rrent l y  i n sta l l ed  on the system, 
run  yum langlist .  To add an add i t i ona l  l a n g pack  to the  system,  run yum langinst all 

code, where code is the  code in squa re b ra c kets after the  l anguage  n a m e  in the  output  of yum 

langavailable. 

Refe re n ces 

locale(7) ,  localectl(l ) ,  kbd(4) ,  locale . conf(5), vconsole . conf(5), 

unicode(7 ) ,  u t f - 8(7) ,  and  yum - langpac ks(8) man  pages 

Convers ions  between the  names  of t h e  g ra p h ica l desktop env i ro n m e nt 's  
X11 l ayouts a n d  the i r  names i n  localect l  can be found  i n  t he  f i l e  
/usr/share/Xll/xkb/rules/base . lst .  
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Language Codes 

Language $LANG value 

Eng l i sh  ( U S) en_U S.utf8 
-

Assamese as_I N .utf8 

Benga l i  bn_ I N .utf8 -

C h inese (S imp l i f ied)  zh_CN .utfB 

Ch inese (Trad i t iona l )  zh_TW.utfB -

French f r_FR.utfB 

German de_DE.utfB -

Gujarat i  g u_I N .utfB 

H ind i  h i_ I N .utf8 -

I t a l ian it_ IT.utf8 

J apanese j a_J P.utfB -

Kannada kn_I N .utf8 

Korean ko_KR.utf8 
-

M a laya l a m  m l_I N . utfB 

M a rath i  mr_I N .u tf8 
-

Od ia  or  _ I N .utf8 

Portuguese ( Braz i l ian) pt_BR.utf8 

Punjab i  pa_ I N .utf8 
-

Russian ru_RU.utf8 

Span ish es_ES.utfB -

Ta m i l  ta_I N .u tfB 

Te l ugu  te_ IN . utfB -

-

-

-

-
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red hat ® 

® TRAINING 

CHAPTER 1 

CONTROLLING SERVICES AND 

DAEMONS 

Overview 

Goal To review how to manage services and the boot-up p rocess 

using syst emc t l. 

Objectives • Manage how syst emd starts up system daemons and 

network services, u s i n g  syst emc t l. 

• Control a n d  troubleshoot system boot using syst emd 

targets. 

Sections • Controll ing Services with sys t emc t l  (and Practice) 

• Contro l l i n g  the B oot P rocess (and P ract i ce) 

Lab • Contro l l i n g  Services a n d  Daemons 
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Chapter 1 .  Contro l l i ng  Se rvices and  Daemons 

Cont ro l l i n g  S e rvi ces wit h systemct l 

Object ives 
After com p l et i ng  t h i s  sect ion ,  students s h o u l d  be a b l e  to: 

• List system daemons  and network servi ces started by the systemd serv ice and socket un its .  

• Contro l  system daemons and  network services us i ng  syst emct l. 

I nt rod uct ion  to systemd 
System sta r tup  and  server processes a re managed  by the  systemd System and Service Manager. 

Th is  progra m  p rovides a method for act ivat i ng  system resou rces, server daemons,  and  other 
processes, both at  boot t ime and  on  a r unn i ng  system.  

Daemons a re p rocesses that  wa i t  or  r un  i n  the  backg round  perform ing  va r ious  tasks .  To l i sten for 
con nect ions, a daemon uses a socket. Sockets may be created by daemons  o r  may be separated 
from the daemon and be created by a nother  p rocess, such  as systemd,  wh i ch  then passes the 
socket to the daemon when a connect ion i s  esta b l i shed by a c l i e nt. 

A service often refers to one or more daemons ,  but start i ng  o r  stopp ing  a se rvice may 
i nstead make a one-t ime  change to the state of the system (for exa mp le, to confi g u re network 
i nterfaces) ,  wh i ch  does not i nvo lve leav ing  a daemon p rocess runn i ng  afterwa rd. 

A bit of h istory 

For many yea rs, p rocess ID 1 of L i nux  and U N I X  systems has been the init process. This process 
was respons i b l e  for act ivat i ng  other  serv ices on  the system.  Frequent ly  used daemons were 
started on  systems at boot t ime with System V a n d  L i nux  Sta ndard Base (LSB) in it scr i pts. 
Less freq uent l y  u sed daemons were started on  demand  by a n other  service, such  as  initd or 
xinetd.  These systems have severa l l i m itat ions ,  wh i ch  a re addressed with systemd .  

I n  Red  H at E nterpr ise L i n u x  7, process ID  1 is  syst emd, the  new i n it system.  A few of the  new 
featu res provided  by systemd i nc l ude :  

• Pa ra l l e l i zat ion  capa b i l i t i es, wh ich  i n c rease the  boot  speed of a system.  

• On-demand  sta rt i ng  of daemons w i thout  req u i r i ng  a sepa rate service. 

• Automat ic  service dependency management  p revents long t imeouts ,  such  as  not sta rt i ng  a 
network serv ice when  the  network is not ava i l ab le. 

• A method of t rack ing  re l ated processes together  us ing  L i n u x  control g rou ps. 

2 

N ote 

With systemd,  she l l -based serv ice scr ipts a re used on l y  for a few l egacy serv ices. 
Therefore, confi g u rat ion  f i les with she l l va r ia b l es ,  such as  t hose fou n d  i n  
/etc/sysconfig, a re be ing rep l aced.  Those st i l l  i n  use a re i n c l uded  as  systemd 
env i ro n m e nt f i l es and  read as  N A M E=VA L U E  pa i rs. They a re no longer  sourced as  a 
she l l  sc r ipt .  

R H254-R H EL  7-en-1 -20140711 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

I nt rod uct ion  to syst emd 

systemct l  and systemd un its 

The syst emct l  command  is used to manage  d i fferent  types of system d  o bjects ,  ca l l ed units. A 
l i st of ava i l a b l e  u n it types ca n be d i sp l ayed w i th  systemct l  - t  help.  

Im p o rta nt 

The systemc t l  may a b b reviate or  " e l l i ps ize" u n i t  names, p rocess t ree ent r ies ,  and 
u n it descr ipt ions u n l ess run w i th  the  -1 opt ion. 

Some common un i t  types a re l i sted as fo l l ows: 

• Service units have a .service extens ion  and rep resent  system serv ices.  Th is type of u n it is  used 
to start  frequent l y  accessed daemons,  such  as  a web server. 

• Socket units h ave a .socket extens ion  a n d  rep resent i nterprocess comm u n icat ion  ( I PC )  sockets.  
Control  of the socket w i l l  be  passed to a daemon  or  newly started service when a c l i ent 
connect ion  is made. Socket u n its a re used to de lay  the  start of a serv ice at boot t ime  and  to 
start l ess freq uent l y  u sed services on demand .  These a re s im i l a r  in p r i nc i p l e  to services wh i ch  
use t he  xinetd superserver to sta rt on  demand .  

• Path units have  a .path  extens ion  and  a re used to de lay  the  act ivat ion  of a serv ice u nt i l  
a spec i f i c  f i l e  system c h a n g e  occ u rs.  Th i s  i s  common ly  u s e d  f o r  serv ices wh ich  u s e  spoo l  
d i rector ies ,  such as  a pr int ing system.  

Service states 

The status  of a service can be viewed with sys t emctl status name . type. I f  the un i t  type is  
not p rovided ,  systemctl wi l l  show the sta tus  of a service u n it ,  i f  one ex i sts. 

r-· ! [ root@serverx - ] #  systemctl status sshd . service 

' s s h d . se rvice - OpenSSH server  d aemon 
Loaded : loaded ( / u s r/lib/sys temd/system/ s s h d . se rvice ; enabled ) 
Act ive : ac t ive ( r unning ) since Thu  2014 - 02 - 27  11 : 51 : 39 EST ; 7 h  ago 

Main P I O : 1073 ( s s h d ) 
CG rou p : /system . slice/ s s h d . s e r vice 

L.._1073 / u s r/sbin/ s s h d  -D 

Feb 27 11 : 51 : 39 s e rve r 0 . example . com systemd [ 1 ] : S t a r t ed OpenSSH se rver d aemon . 
Feb 27 11 : 51 : 39 serve r 0 . example . com s s h d [ 1073 ] : Could not  load h o s t  key : /et  . . .  y 
Feb 27 11 : 51 : 39 serve r 0 . example . com s s h d [ 10 73 ] : Serve r lis tening  o n  0 . 0 . 0 . 0  . . .  . 
Feb  27 11 : 51 : 39 serve r 0 . example . com s s h d [ 1073 ] : Serve r listening  on : :  p o r t  22 . 
Feb 27 11 : 53 : 21 serve r 0 . example . com s s h d [ 12 70 ] : e r r o r : Could n o t  load host  k . . .  y 
Feb 27 11 : 53 : 22 serve r 0 . example . com s s h d [ 12 70 ] : Accepted pas swo r d  for  root  f . . .  2 
Hint : Some lines we re ellipsized , use  -1 t o  show in full . 

Severa l keywords i nd icat ing  the  state of the  service can  be fou n d  i n  t he  status output :  

Keyword:  Descr i pt ion :  

loaded U n it conf i g u rat ion  f i l e  has  been p rocessed.  

act ive ( ru n n i ng )  Runn i ng  w i th  one  or  more cont i n u i n g  p rocesses. 

act ive (ex i ted)  S uccessfu l l y  comp leted a one-t ime  conf ig u rat ion .  

ac t ive  (wa i t i ng )  Runn i ng  bu t  wa i t ing  for a n  event .  

i nact ive N ot r u n n i n g .  
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Chapter l .  Contro l l i n g  Serv i ces a n d  Daemons 

Keyword: Desc r i pt ion :  

enab l ed  W i l l  be started at boot t i m e. 

d i sab led  W i l l  not be sta rted at  boot  t i me.  

sta t i c  Can not be enab l ed ,  but  may be started by a n  enab led  u n it 
a utomat ica l l y. 

N ote 

The syst emctl status  NAME command  rep l a ces t he  se rvice NAME status 

com m a n d  used  i n  prev ious  vers ions  o f  Red  Hat  Enterpr ise L i nux .  

List i n g  u n it f i l es with  systemctl 
• Query the  state of a l l  u n its to ver ify a system startup .  

r 
: [ roo t@se rverx - ] #  systemctl 

L_ 
• Q uery the  state of o n l y  the  serv ice u n its .  

f [ root@serverx - ]# syste�ct� �  - type::ervice 

---�---�-------------- �---' 
• I nvest igate any un its wh i ch  a re i n  a fa i l ed or ma intenance state. Opt iona l l y, add the  -1 opt ion 

to show the  fu l l  output .  

! [ root@serverX -]#  systemctl status  rngd . service -1 ; 
• The status a rgu ment  may a l so be used to determ ine  if a pa rt i c u l a r  u n it is act ive and  show i f  

the  un i t i s  enab led to start at boot t i me. A l te rnate com mands  can  a l so eas i ly  show the  act ive 
and enab l ed states: 

l�ot@s;�verX - ]� systemct�--�� - act�ve sshd I [ root@se rverx - ] #  systemctl is - enabled sshd 

• L ist the act ive state of a l l  loaded u n its .  Opt ion a l l y, l i m it  the type of u n it .  The - - all opt ion w i l l  
add  i nact ive u n its. 

[ root@se rverX - ] #  systemctl lis t - units - - type=service 

[ root@se rverx - ] #  systemctl list - units - - type=service - - all 

• View the  enab l ed and  d i sa b l ed sett i ngs  for a l l  u n its .  Opt ion a l l y, l im it the  type of u n it .  

- --------- - ---� j [ root@serverX - ] #  systemctl list - unit - files - - type=service 

_, �-- - - ----- -�- --�-��-�-

• View on l y  fa i l ed services.  

4 

;�- -- --�-.----T-��-l [ root@se rverX - ] #  syst:mct:
_ 

� - f��led

-

�- ty�e=service 

- ·-----· ��---- - -----� 
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Sta rt ing  a n d  stopp i ng  system daemons on  a r u n n i n g  system 

Sta rt i n g  a n d  sto p p i n g  system d aemons on a ru n n i n g  

syste m 
Start i ng ,  stoppi ng ,  resta r t i ng ,  re load ing ,  and  ver i fy i ng  status  a re common act ions  performed 
when a d m i n iste r i ng  serv ices. 

• View the  status  of the sshd service. 

[ root@serverx - ] #  systemctl status sshd . service 

sshd . service - OpenSSH server  daemon 
Loaded : loaded ( /u s r /lib/systemd/system/s s h d . s e rvice ; enabled ) 
Act ive : act ive ( r unning ) since Thu  2014 - 02 - 2 7  11 : 51 : 39 EST ; 7h ago 

Main PIO : 1073 ( s s h d ) 
CG roup : /system . slice/s s h d . service 

L.__1073 / u s r/sbin/sshd  - D  

• Verify that  the process i s  r u n n i ng .  

[ root@se rve rX - ] #  ps - up 1673 
USER PIO  %CPU %MEM VSZ RSS TTY 
root 1073 0 . 1  0 . 0  82992 3612 ? 

• Stop the  service a n d  ver ify the  status.  

[ root@serverx - ] #  systemctl stop sshd . service 

[ root@serverx - ] #  systemctl status sshd . service 

s s h d . service - OpenSSH s e rve r daemon 

STAT START TIME COMMAND 
Ss  15 : 15 0 : 00 /us r/sbin/sshd  - D 

Loaded : loaded ( /u s r/lib/systemd/system/ s s h d . se rvice ; enabled ) 
Ac t ive : inact ive ( dead ) since Thu  2014 - 02 - 2 7  18 : 51 : 39 EST ; 2s ago 

Main PIO : 1073 ( code=exited , statu s=0/SUCCESS ) 

• Start the  service a n d  v iew the  status. The process I D  has  changed .  

[ root@serverX - ] #  systemctl s t a r t  sshd . service 

[ root@serverX - ] #  systemctl status sshd . service 

s s h d . se rvice - OpenSSH server  daemon 
Loaded : loaded ( / u s r/lib/systemd/sys t em/ s s h d . se rvic e ;  enabled ) 
Ac t ive : ac t ive ( r u n n in g )  since Thu  2014 - 02 - 2 7  18 : 52 : 39 EST ; 2s ago 

Main PIO : 1253 ( s s h d ) 
CG roup : /system . slice/ s s h d . se rvice 

L.__1253 / u s r / s bin/sshd  - D 

• Stop, then  sta rt .  t he  serv ice i n  a s i ng l e  command .  

[ root@serverX - ] #  systemctl restart sshd . se rvice 

[ root@serverx - ] #  systemctl s t atus sshd . se rvice 

s s h d . se rvice - Ope nSSH se rver  daemon 
Loaded : loaded ( /u s r /lib/systemd/sys t em/ s s h d . se rvice ; enabled ) 
Ac t ive : ac t ive ( r unning ) since Thu  2014 - 02 - 2 7  18 : 54 : 39 EST ; 2s ago 

Main P I O : 1268 ( s s h d ) 
CG roup : /system . slice/ s s h d . se rvice 

L.__1268 / u s r/sbin/sshd  - D 
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Chapter 1 .  Contro l l i ng  Services and  Daemons  

• I ssue i nst ruct ions  for a service to read  and  re load  its conf ig u rat ion  f i l e  w i thout a com p l ete stop  
and  start .  The p rocess I D  w i l l  no t  cha nge.  

[ root@serverx -]# systemctl reload sshd . service 

[ root@serverx  - ] #  systemctl status sshd . se rvice 
sshd . se rvice - OpenSSH server daemon 

Loaded : loaded ( /u s r/lib/sys t emd/system/ s s h d . se rvice ; enabled } 
Ac t ive : act ive ( r u n n ing ) since Thu 2014 - 02 - 27 18 : 55 : 09 EST ; 32s  ago 

Main P I O : 1268 ( s s h d ) 
CGroup : /system . slice/sshd . se rvice 

L._1268 / u s r/sbin/ s s h d  - D  

Un i t  dependenc ies 

Services may be sta rted as dependenc ies of other  se rvices. I f  a socket un i t  i s  e na b l ed and  the 
service u n it w i th  the  same name is  not ,  t he  serv ice  w i l l  automat ica l ly be started when  a req uest 
i s  made on the network socket. Services may a l so be t r iggered  by path u n its when  a f i l e  system 
cond i t ion i s  met .  

The syst emc t l  list - dependencies UNIT command  can be used to d i sp l ay a t ree of other 
u n its which m u st be started i n  conj u nct ion  w i th  a spec i f ic  u n i t .  The - - reve rse opt ion to th is  
command w i l l  show what  un i ts  need to have the  spec i f ied un i t  started i n  order to run .  

Mask ing  services 

A system may have conf l i c t ing  services i n sta l l ed  for a certa in  fu nct ion ,  such as  fi rewa l l s  ( i ptab l es 
and  f i rewa l l d ) .  To prevent a n  adm in istrator f ro m  acc identa l l y  start i ng  a se rvice,  a service may be 
masked. Mask i ng  creates a l i n k  i n  the  conf ig u rat ion  d i rector ies so that  i f  the service is  started,  
noth ing w i l l  happen .  �1 [ root@se rverx - ] #  systemctl mask network 

ln -s  ' /dev/n ull ' ' /et c/systemd/system/netwo r k . se rvice ' 
[ root@se rverx - ] #  systemctl unmask network  

L .

rm ' /etc/systemd/system/netwo r k . se rvice ' 

I m po rta nt 

A d i sab l ed  serv ice w i l l  not be started automat ica l l y  at boot o r  by other unit  f i l es ,  
but  can be started manua l ly. A masked serv ice ca nnot be started m a n u a l l y  or 
automat ica l l y. 

E na b l i n g  system daemons to sta rt or  stop at  boot 
Serv ices a re sta rted at boot t ime when  l i n ks a re c reated i n  the  app ropr iate systemd 

conf ig u rat i on  d i rector ies.  These l i n ks a re created a n d  removed with systemctl  comma nds .  

• View the  status  of a service. 

[ root@se rverx - ] #  systemctl status sshd . se rvice 

• Disab l e  the serv ice and  ver i fy the status. N ote that  d isa b l i n g  a service does not stop the 
se rvice. 
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S u m m a ry of systemctl comm a n d s  

�-�-- ·---�---· 

[ root@serverx - ] #  systemctl disable sshd . service 

t [ root@serverX - ] #  systemctl status sshd . service 

Enab l e  t he  serv ice a n d  verify the  status .  

; [ root@serverX -]# systemctl enable sshd . service I [ root@serverX - ] #  systemctl  is - enabled sshd . service 
I 

S u m m a ry of systemctl com m a n d s  
Serv ices can  b e  sta rted and  stopped o n  a r u n n i n g  system a n d  enab l ed o r  d i sab led  for a utomat ic  
start  a t  boot t ime. 

Comma nd :  Task :  

systemctl status  UNIT View deta i l ed  i n fo rmat ion  about  a u n i t state. 

sys t emctl stop UNIT Stop a serv ice on  a ru n n i ng system .  

syst emct l  s t a r t  UNIT Start a serv ice o n  a r u n n i n g  system.  

syst emc t l  r e s t a r t  UNIT Restart  a serv ice on  a r u n n i n g  system .  

syst emc t l  reload UNIT Re load conf i g u rat i o n  f i l e  of a r u n n i n g  serv ice.  

syst emct l  mask UNIT Com p l ete ly  d i s ab l e  a serv ice from be ing  
sta rted ,  both m a n u a l l y  and  at boot.  

sys t emct l  unmask UNIT M a ke a masked serv ice ava i l a b le .  

syst emc t l  enable UNIT Conf ig u re a serv ice to start at boot t ime. 

sys t emc t l  disable UNIT Disa b l e  a serv ice from start i ng  at boot t i me.  

sys t emc t l  list - dependencies UNIT L i st u n its wh i ch  a re req u i red a n d  wa nted by 
the  spec i f i ed  u n i t .  

Refe re n ces 

syst emd(2) ,  systemd . unit(5), systemd . service(5), systemd . socket(5), and  
systemctl(1 ) m a n  pages 

Add i t i ona l  i n format ion may be ava i l a b l e  i n  the chapter on  m a n a g i n g  services with 
systemd i n  the Red Hat Enterprise Linux System Administrator's Guide for Red H at 
Enterpr ise L i n u x  7, wh ich  can  be fou n d  at  

http://d ocs.redhat.com/ 

RH254- R H E L  7-en-1 -20140711 7 



C h a pter 1 .  Contro l l i ng  Services a n d  Daemons 

P ra ct i ce:  U s i n g  systemct l  to M a n a g e  Serv i ces 

G u ided exerc ise 

I n  t h i s  l a b, you w i l l  manage  a service u n it that  i s  a l ready i n sta l l ed  o n  t h e  system. r'*'*� Machlnes� 
O utcomes: 

The ch ronyd service is  d i sab l ed  and no  longer  r u n n i n g  on  the system. 

Before you begin. .. 

Reset your  serverX system.  

D 1 .  Observe t h e  resu l ts o f  the  systemctl restart a n d  systemctl reload com m a nds .  

8 

D 1 .1 .  D i sp lay  the  status  o f  the  sshd service.  N ote t he  process I D  o f  t h e  daemon .  

- --·------ -----

[ s t uden t@serverX - ] $  sudo systemctl  status sshd 

shd . se rvice - OpenSSH server daemon 
Loaded : loaded ( / u s r/lib/systemd/system/ s s h d . se rvice ; enabled ) 
Ac t ive : ac t ive ( r unning ) since Tue 2014 - 06 - 10 09 : 09 : 50 EDT ; 35min ago 
Proces s : 1061 ExecStar tPre=/ us r/sbin/sshd - keygen ( code=exit ed , s t a t u s=0/ 
SUCCESS ) 
Main P I D : 1077 ( s s h d ) 
CG roup : /system . slice/ sshd . se rvice 
L..1077 / u s r/sbin/sshd  - D  

D 1 .2 .  Restart the  sshd serv ice and  view the  status. The  process ID of the daemon  has 
changed .  

[ s t udent@serverX - ]$  sudo  systemctl restart  sshd 

[ s t uden t@serverX - ] $  sudo systemctl status sshd 

sshd . se rvice - OpenSSH server daemon 
Loaded : loaded ( / u s r/lib/systemd/system/s s h d . se rvice ; enabled ) 
Ac t ive : act ive ( r unning ) since Tue 2014 - 06 - 10 09 : 48 : 00 EDT ; ls ago 
Proces s : 2851 Execs t a r t Pre=/u s r/sbin/sshd - keygen ( code=exited , s t a t u s=0/ 
SUCCESS ) 
Main P I D : 2852 ( s s h d ) 
CG roup : /system . slice/sshd . service 
L..2052 / u s r/sbin/sshd  - D 

D 1 .3 .  Re load the  sshd service and  view the  status. The  process ID of the daemon  has 
not changed  and  connect ions have not been i nterrupted.  
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[ s t u d e n t@se rverx - ] $  sudo systemctl reload sshd 

[ s t u d e n t@serverX - ] $  sudo systemctl status sshd 

s s h d. s e r vice - OpenSSH server  daemon 
Loaded : loaded ( / u s r/lib/sys temd/ system/ s s hd.se rvice ; enabled ) 
Ac t ive : act ive ( r unning ) since Tue 2014 - 06 - 10 09 : 48 : 00 EDT ; 12s  ago 
Proces s : 2860 ExecReload=/bin / k ill - HUP  $MAI NPID  ( code=exited , s t a t u s=0/ 
SUCCESS ) 
Proces s : 2851 ExecSt a r t P re=/ u s r/sbin/s s h d - keygen ( code=exited , s t a t u s=0/ 
SUCCESS ) 
Main P I O : 2852 ( s s h d ) 
CGroup : /system . slice/ss h d.service 
L,_2852 / u s r / s bin/sshd  - D  

D 2.  Ver i fy that  the  c h ronyd service i s  r u n n i n g .  

D 3. 

[ s t udent@serverX - ] $  sudo systemctl status chronyd 

c h ronyd . se rvice - NTP client/se rver 
Loaded : loaded ( /u s r/lib/systemd/sys t em/c h r onyd . se rvice ; enabled ) 
Ac t ive : act ive ( r u n n ing ) since Tue 2014 - 06 - 10 09 : 09 : 44 EDT ; 43min ago 
Proces s : 490 ExecS t a r t Post=/us r /libexec/ch ro n y - helper add - d hclien t - s e r ve r s  

( code=exited , s t a t us=0/SUCCESS ) 
P r oces s : 450 ExecS t a r t = / u s r/sbin/ch ronyd - u  c h rony $OPTIONS ( code=exit e d ,  

status=0/SUCCESS ) 
Main P I O : 467 ( ch r onyd ) 
CGroup : /system.slice/ch ronyd.se rvice 
L._457 / u s r / sbin/c h r onyd -u ch rony 

Stop the  c h ronyd serv ice and view the  status.  

[ s t u dent@serverX - ] $  sudo systemctl  stop ch ronyd 

[ s t udent@serverX - ] $ sudo systemctl status ch ronyd 

c h r onyd.se rvice - NTP client/server  
Loaded : loaded  ( / u s r/lib/systemd/system/c h ronyd.se rvice ; enabled ) 
Ac t ive : inact ive ( dead ) since Tue 2014 - 06 - 10 09 : 53 : 36 EDT ; 4s ago 
P roces s : 490 Execs t a r t Post=/us r/libexec/c h ro n y - helper add - d hclien t - servers  

( code=exited , s t a t u s =0/SUCCESS ) 
P roces s : 450 Execs t a r t = / u s r/sbin/ch r o nyd - u  c h rony $OPTIONS ( code=exited , 

s t a t u s=0/SUCCESS ) 
Main P I O : 467 ( code=exit e d ,  s t a t u s=0/SUCCESS ) 

D 4. Determ ine  if  t he  ch ronyd service i s  e n a b l ed to start at system boot. 

[ s t udent@serverX - ] $  sudo systemctl  is - enabled ch ronyd 

enabled 

D 5. Reboot the system .  

... I [ s t udent@serverx - ] $  sudo reboot 

-

-

-

-

D 6. Log i n  to the serverX system and v iew the status  of the ch ronyd se rvice. 
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[ s t uden t@se rve rX - ] $  sudo systemctl  s t a t u s  chronyd 

c h ronyd.se rvice - NTP clie n t / server  
Loaded : loaded  ( /u s r /lib/systemd/system/c h ronyd.service ; enabled ) 
Ac t ive : act ive ( r unning ) since Tue  2014 - 06 - 10 09 : 55 : 22 EDT ; 9min ago 
P r oces s : 487 ExecstartPost=/us r/libexec/chrony- helper  add - d hclien t - servers  

( code=exited , status=0/SUCCESS ) 
P r oces s : 451 Execstart=/us r/sbin/ch ronyd - u  c h rony $OPTIONS ( code=exit e d ,  

s t a t u s =0/SUCCESS ) 
Main P I O : 474 ( ch ronyd ) 
CGroup : /sys tem . slice/ch ronyd.se rvice 
1._474 / u s r / s bin/ch ronyd -u c h rony 

D 7. D i sa b l e  the  ch ronyd service so that  i t  does not start at system boot,  then  v iew the  
status  of the  service. 

[ s t u d e n t@serverx - ] $  sudo systemctl disable chronyd 

[ s t ud e n t@serverX - ] $  sudo systemc tl status chronyd 

c h ronyd . se rvice - NTP clie n t / server  
Loaded : loaded ( /u s r/lib/ systemd/system/ch ronyd . se rvice ; d isabled ) 
Ac t ive : act ive ( r unning ) since Tue 2014 - 06 - 10 09 : 55 : 22 EDT ; 9min ago 
Main P I O : 474 ( ch ronyd ) 
CGroup : /system.slice/ch r onyd.se rvice 
1._474 / u s r / sbin/ch ronyd -u c h rony 

D 8. Reboot the  system. 

I [ s t udent@se rve rx - ] $  sudo reboot 

D 9. Log in to the  serverX system aga i n  a n d  v iew the  status  of the  ch ronyd service. 

10 

[ s t u d en t@serverx - ] $  sudo systemctl  status chronyd 

c h ronyd.se rvice - NTP clien t/server  
Loaded : loaded ( / u s r/lib/sys t emd/system/c h ronyd.se rvice ; d isabled ) 
Ac t ive : inac t ive ( dead ) 
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Contro l l i n g  the  Boot Process 

Co nt ro l l i n g  t h e  Boot P rocess 

O bject ives 
After comp le t i ng  th i s  sect ion ,  students shou ld  be a b l e  to i n f l uence the  boot  process a n d  be a b l e  
t o  repa i r  c o m m o n  boot issues u s i n g  systemd ta rgets. 

Se l ect i n g  a syste md ta rget 
A systemd ta rget is  a se t  o f  systemd u n i ts  that  shou l d  be started to reach  a des i red state. 
I m portant  ta rgets a re l i sted in the fo l l ow ing ta b l e. 

Ta rget Purpose 

g r aphical . target System su pports mu l t i p l e  u sers ,  g raph i ca l  and  text-based 
log i n s. 

mult i - u se r.target System s u pports mu l t i p l e  users ,  text -based l og i ns  on l y. 

rescue . target sulogin prompt.  bas ic  system i n i t i a l i zat ion com p l eted .  

eme rgency . t arget sulogin p ro m pt .  init ramfs p i vot com p l ete a n d  system root 
mounted on  I read -on l y. 

I t  is possi b l e  for a ta rget to be a pa rt of a nother  ta rget; for exa m p l e, the  g raphical . target 

i n c l udes multi - user . target ,  wh ich  i n  t u rn  depends  on  basic . targe t  a n d  others. These 
dependenc ies  can be v iewed from the com m a n d  l i ne  with the fo l l owi ng  command :  

! [ root@serverx - ] #  systemctl list - dependencies graphical . target I g rep target 

l _ _  .�������-

An ove rv iew of a l l  ava i l a b l e  ta rgets ca n be  v iewed with :  

J [ r oot@serverX -]#  systemctl list - units - - type=target - - all 

An overv iew of a l l  ta rgets i n sta l l ed on d i s k  can  be v iewed wi th :  

! I [ root@serverx - ] #  systemctl list - unit - files - - type=target - - all 

Se lect ing  a targ et at runt ime 

On a r u n n i n g  system,  adm in i st rators can  c hoose to switch to a d i fferent ta rget us i ng  the  
syst emct l  isolate com ma nd; for exa m p l e, systemctl isolate multi - user . target .  

N ote 

Not  a l l  ta rgets can  be i so lated .  O n l y  ta rgets that  have Allowisolate=yes set in the i r  
u n i t  f i l es can  be i so l ated;  fo r  exa m p l e, t he  g raphical . target ta rget can  be iso lated ,  
bu t  t he  c ryptset u p . target target  ca n not.  

Sett i ng  a defau l t  ta rget 

When the system sta rts, and contro l  is  passed ove r to systemd from the init ramfs, syst emd 

w i l l  t ry to act ivate the  default . target ta rget .  Norma l l y  the  default . target ta rget w i l l  
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be a sym bo l i c  l i nk  ( i n  /etc/systemd/system/) to e i ther  g r aphical . target o r  mult i ­

user . target .  

The systemc tl too l p rov ides two commands  to manage the  l i n k: get - default a n d  set ­

default.  

[ root@se rverX -]#  systemctl  get - default 

mult i - u se r.target  
[ root@se rverX -]#  systemctl set - default graphical . target i rm ' /e tc/systemd/syst em/default.target ' 

I ln - s  ' /u s r/lib/systemd/system/ g r aphical.target ' ' /etc/systemd/system/default.target ' 

Iii,, [ root@serverx - ] #  systemctl get - default 

g r aphical. target  
.....____ ����� -������ -��� ·������. 

Se lect ing a d i fferent target at boot t ime 

To se l ect a d i fferent ta rget at  boot  t ime, a spec i a l  opt ion can  be a p pended  to the kerne l  
command l i n e  from the  boot  l oader :  syst emd . unit= .  For exa m p l e, to boot the  system i nto a 
rescue she l l ,  pass the fo l l owi n g  opt ion at the i nteractive boot loader  menu :  

I systemd. unit=  rescue. t a r g e t  

To use th is  method of  se lect i ng  a d i fferent ta rget, use the  fo l l owi n g  procedure for  Red Hat  
Enterpr ise L i n u x  7 systems:  

1 .  (Re)boot the  system.  

2. I nterru pt the  boot l oader  menu cou ntdown by press i ng  any key. 

3. Move the cu rsor to the e ntry to be started. 

4. Press e to ed it the cu rrent entry. 

5. Move the cu rsor to the l i n e  that starts with linux16. This i s  the kerne l  command  l i ne .  

6. Append systemd . unit =desi red . ta rget. 

7. Press Ct rl +x to boot with t hese cha nges. 

Recovering  t h e  root password 
Recover ing  the root password i s  a t r i v i a l  task wh i l e  st i l l  l ogged  in as an adm in i strator or a user  
w i th  fu l l  sudo access, but  i s  s l i gh t l y  more i nvo lved when  a n  a d m i n i st rator i s  not logged in .  I n  the  
latter s i tuat ion ,  the adm in i strator cou l d  boot  f rom a L ive C D, mount  the  root f i l e  system from 
there, and ed i t  /etc/shadow. Adm in istrators shou l d  a lso be a b le  to  perform root password 
recovery without the use of exte rna l  med ia .  

1 2  

N ote 

On Red Hat  Enterpr ise L inux  6 a n d  ear l i e r, a n  a d m i n istrator cou l d  boot the  system 
i nto run/eve/ 1 ,  a n d  be presented w i t h  a root prompt. The  c l osest a n a logs  to 
run  l eve l  1 on a Red Hat  Enterpr ise L i nux  7 mach ine  a re t he  rescue . target a n d  
eme rgency . t a r g e t  ta rgets, both o f  w h i c h  req u i re t h e  root password to log  i n .  
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Recover ing  t he  root password 

O n  Red Hat  Enterpr ise L i n u x  7, it is possi b l e  to have the  scr i pts that  run  from the  init ramfs 

pause at certa i n  po ints ,  p rov ide  a root s h e l l ,  and then cont i n u e  when that  she l l  ex i ts .  W h i l e  th i s  
i s  most l y  meant fo r  debugg ing ,  i t  can  a lso be used to recover a lost root password:  

1 .  Reboot the  system. 

2. I nterrupt the  boot l oader  cou ntdown by press i ng  a ny key. 

3.  Move the  cu rsor  to the en t ry that needs to be booted .  

4.  Press e to edit  the se l ected ent ry. 

5. M ove the cursor  to the kerne l  command  l i n e  (the l i n e  that starts with linux16. 

6. Append  rd . b reak (t h i s  w i l l  break just before control  i s  handed from the init ramfs to the  
actua l  system) .  

< /���'> k>-,� N ote 

The init ramfs p ro m pt w i l l  show u p  o n  whatever conso l e  is spec i f ied last on  the  
kerne l  comm a n d  l i ne .  

7. Press Ct rl +x to boot w i th  the  changes. 

At th i s  po i nt ,  a root she l l w i l l  be  presented,  w i th  the root f i l e  system for the actua l  system 
mou nted read-o n l y  on  / sys root .  

-' I m porta nt 

S E L i n u x  is  n ot yet  enab l ed  at  th i s  po i nt ,  so a ny new f i l es be i n g  created w i l l  n ot h ave an 
S E L i n u x  context  ass igned to t hem. Keep i n  mind tha t  some too ls  (such  as  passwd) f i rst 
c reate a new f i l e, t hen  m ove i t  in p l a ce of t he  f i l e  they a re i ntended to ed i t ,  effect ive l y  
creat i n g  a new f i l e  w i thout  a n  S E L i n u x  context.  

To recover the root password from this po int .  use  the fo l l ow ing  p rocedu re: 

1 .  Remount  /sysroot as read -w rite . 

switch_root : /# mount - o remount , rw /sysroot 

2. Switch i nto a c h root j a i l ,  where /sys root i s  treated as  the root of the f i l e  system t ree. 

I swi t c h_roo t : /# chroot /sysroot 
� 

3. Set a new root password:  

i 
i s h - 4 . 2# passwd root 

4. M a ke su re that  a l l  u n l abe led  f i l es ( i n c l ud i ng  /etc/shadow at  th i s  po i nt) get re l abe l ed d u r i ng  
boot. 
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I s h - 4 . 2# touch / . autorelabel 

5. Type exit twice. The f i rst w i l l  ex it  t he  ch root j a i l ,  a n d  the  second wi l l  ex i t  t he  init ramfs 

debug s h e l l .  

A t  t h i s  po int .  t he  system w i l l  cont i n u e  boot i ng ,  perform a f u l l  SEL i nux  re l a b e l ,  then  reboot aga in .  

Diag nose a n d  repa i r  systemd boot issues 
I f  t here a re p ro b l ems d u r i ng  t h e  sta rti ng  o f  serv ices,  there a re a few too l s  ava i l a b l e  t o  system 
admi n ist rators that  can h e l p  with debugg ing  a nd/or  t rou b l eshoot ing :  

Ear ly  debug she l l  

By runn i ng  syst emctl enable debu g - shell . service, a root she l l  w i l l  be spawned  on 
TTV9 (Ct rl+Alt+F9)  ea r ly  d ur ing  the boot sequence. Th is  she l l  is  automat ica l l y  l ogged i n  as 
root so that  an a d m i n istrator ca n use some of the other debugg ing  too l s  w h i l e  the system is sti l l  
boot ing .  

& Wa r n i n g  

R 

Do not forget to d i sab l e  the debu g - shell . se rvice serv ice when  debugg i ng  i s  
com p l ete, a s  it  l eaves a n  unauthent i cated root  s he l l  open  to anyone w i th  l oca l conso le  
access. 

Emergency and rescue ta rgets 

By append i ng  e i ther  systemd . unit= rescue . target or 
systemd . unit =eme rgency . target to the kerne l  command l i ne  from the boot loader, the  
system wi l l  spawn i nto a spec ia l  rescue or  emergency she l l i n stead of  start i ng  norm a l l y. Both 
of t hese s h e l l s  req u i re the  root password. The eme rgency ta rget keeps  t he  root f i l e  system 
mounted read-o n l y, wh i l e  rescue . target waits for sysinit . target to com p l ete f i rst so that 
more of the  system w i l l  be i n i t i a l ized ,  for exa mp l e, l ogg ing ,  f i le  systems,  etc. Ex i t i ng  from these 
she l l s  wi l l  cont i n u e  w i th  the reg u l a r  boot p rocess. 

Stuck jobs 

D u ring  sta rtup ,  systemd spawns a n u m ber  of jobs. I f  some of these jobs can not comp lete, they 
w i l l  b lock  other  jobs from runn i ng .  To i n spect t he  cu r rent job  l i st. a n  a d m i n istrator can use the 
command syst emctl  list - j obs.  Any jobs l i sted as  running m ust com p l ete before the jobs 
l i sted as waiting can cont i nue. 

14 

Refe re n ces 

systemd . target(5), systemd . special(7) ,  sulogin(8) ,  sushell(8) ,  and 
syst emctl(l) man  pages 

/us r/lib/systemd/system/debug - s hell . se rvice 
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Pract ice:  Se lect ing a Boot Target 

Pra ct i ce: Se lect i n g  a B oot Ta rget 

Guided exerc ise 

I n  th is  l a b, you w i l l  conf igure your  s e rve rX system to boot i nto d i fferent targets. 

Outcome: 

A system booted i nto d ifferent targets. 

Before you begin . . .  

• Reset your  se rverX system. 

0 1 .  On your s e rverX system,  switch to the  mult i - u s e r  target m a n u a l l y  without reboot ing .  

0 1 .1 .  
[ s t uden t@s e rverX - ] $  sudo systemctl isolate multi - user . target 

0 2. Log i nto a text-based console as root.  

0 3. Conf igure your serverX to a utomat ica l l y  boot i nto the mul t i - u s e r  target after a 

reboot, then reboot your s e rverx system to verify. 

0 3.1. 

0 3.2. 

[ root@serverX - ] #  systemc t l  s e t - d efault mult i - u se r . target 

rm  ' /e t c/systemd/syst em/defau l t . t arget ' 
l n  - s  ' / us r/lib/systemd /system/mul t i - u s e r . targe t ' ' /etc/systemd/syst em/ 
default . target ' 

[ r oot@serverX - ] #  systemctl reboot 

0 4. Reboot your  s e rve rX system,  then from with in  the  boot loader  menu ,  boot into the 

rescue target. 

0 4.1. Reboot your se rverx mach ine .  

I [ root@serverX - ] #  systemctl reboot 
i 

0 4.2. I nterrupt the boot l oader when the  menu appears by pressing any  key. 

0 4.3. Move the  select ion to the defa u lt entry (the fi rst one) us ing  the cursor keys. 

0 4.4. Press e to edit the cur rent entry. 

0 4.5. M ove the  cursor to the  l i ne  that  starts with linux16. 

0 4.6. M ove the cursor to the end of the l ine (us ing  the End key),  and append the 

fo l lowing text: 
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I systemd.u nit=resc ue.target  

D 4.7. Press Ct rl+x to boot  us ing  the  mod i f ied conf i g u rat ion .  

D 4.8 .  When  prom pted for the  root password ,  enter  redhat.  

D 5.  Set the defa u l t systemd ta rget back to the  g raph i ca l  ta rget. 

[ root@serverX - ] #  systemctl set - default graphical . target 

D 6. Press Ct rl+d to cont i nue  boot i ng  i nto the (new) defa u l t  target.  

1 6  RH254- R H E L  7-en-1 -20140711 
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Lab :  Contro l l i n g  Serv ices a n d  Daemons  

L a b :  Cont ro l l i n g S e rv i ces a n d  D a e m o n s  

Performa nce c h e c k l i st 

I n  th i s  l a b, you wi l l  c h a n g e  the  defa u l t target a n d  e n a b l e  a n d  ver ify that  a serv ice starts upon  
boot.  

�··� : .. �···� 
Outcomes:  

Students w i l l  conf i g u re the  se rverX .examp l e.com mach i ne  to boot to a state su pport i ng  m u l t i p l e  
users w i th  bo th  g ra p h ica l  a n d  text-based l og i ns. Students w i l l  a l so conf i g u re the  rsys log  serv ice 
to start at boot t i me. 

Before you begin . . .  

• Reset you r  serverX system .  

• L o g  i n t o  a n d  set u p  you r  se rve rX system.  

[ s t ud e n t@se rverx  -]$  lab systemd setup  

You have received a req uest f ro m  users to e n a b l e  g raph i ca l  log in  on  se rve rX. The users have 
a l so asked you to look  i nto t he  l ogg ing  serv ice on  the  system ,  s i nce the  log  fi l es do  not seem to 
be gett i ng  popu lated .  You w i l l  m a ke the necessary conf i g u rat ion cha nges and then  reboot the  
system.  

After  the  reboot, ver i fy the system state and rsys log serv ice status  to make s u re everyth i ng  is  
work i ng  as expected .  After com p l et i ng  you r  work ,  run  the  command  lab syst emd g rade on 
se rverX to ver ify t he  resu l ts .  

1 .  Determ ine  i f  the system cu rren t l y  suppo rts g raph i ca l  l og i n  on  boot. I f  not. conf i g u re it  to 
su pport g raph i ca l  a n d  text-based log ins  upon  boot. 

2. Determ ine  if  the rsys log p rocess is  r u n n i ng .  I f  not ,  ver i fy i f  it i s  conf ig u red to start on  boot,  
and f i x  it  i f  i t  i s  not .  

3.  Sta rt the rsys log  serv ice m a n u a l l y  to m a ke s u re that it  w i l l  start proper ly. 

4. Reboot the system.  

5 .  Log i n  to the  serverX system aga in and  switch to user  root.  Ver i fy that  t he  system boots to 
the des i red system state a n d  that the rsys log  service i s  r unn i ng  proper ly. 

6. Verify your  work by r u n n i n g  lab systemd grade on  serve rX. 
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So lut ion  

I n  th i s  l ab ,  you w i l l  c hange  the  defa u l t  ta rget a n d  enab l e  and  ver ify that  a serv ice starts u pon 
boot. �ik"l'-Machines;server)( 
Outcomes: 

Students w i l l  conf ig u re the serverX.examp le.com mach ine  to boot to a state support i ng  m u lt i p l e  
users w i th  both  g raph ica l  and  text-based log i ns .  Students w i l l  a l so conf ig u re the  rsys log  service 
to start at boot t i me. 

Before you begin . . .  

• Reset you r  se rverx system. 

• Log into and set up you r  serverX system.  

[ st u d e n t@serverX -)$  lab systemd setup 

You have received a req uest f rom users to enab l e  g raph ica l  l og i n  on  se rve rx. The users have 
a l so asked you to look i nto the l ogg ing  serv ice on  the system, s i nce the log  f i l es  do  not seem to 
be gett i ng  popu l ated.  You wi l l  make the necessary conf ig u rat ion changes  a n d  then  reboot the 
system. 

After the reboot,  ver i fy the  system state and rsys log  serv ice status to m a ke s u re everyth i ng  is  
work ing as  expected.  After comp let i ng  your  work ,  run the command lab systemd g rade on 
se rverX to ver i fy the  resu lts .  

1 .  Dete rm ine  i f  the  system current l y  suppo rts g ra p h ica l log in on  boot. I f  not ,  conf i gu re it to 
support g ra p h ica l and text-based log ins  u po n  boot.  

1 .1 .  Switch to t he  root  user on the  serverX system.  

I [ s t u dent@serverX -]$  sudo - i  
; 

1 .2. Dete rm ine  the  state that  the  system is cu rrent ly  conf i gu red to boot to. 

[ root@se rverx - ] #  systemctl get - default 
mult i - u se r . target  

1 .3. Set t he  system state to support g raph i ca l  l og in .  

[ root@serverx - ] #  systemctl set - default graphical . target 

rm ' /etc/systemd/sys t em/default . t arget ' 
ln - s ' / u s r/lib/sys temd/system/g raphical . target ' ' /etc/systemd/syst em/ 
default . target ' 

2. Dete rm ine  i f  the rsys log process i s  r unn i ng .  I f  not ,  ver i fy i f  it is conf ig u red  to start on  boot, 
and f i x  it i f  i t  is not .  

2 .1 .  Dete rm ine  i f  the  rsys log process is  r u n n i n g .  
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3. 

4. 

[ root@se rverX - ] #  ps - lef I grep [ r ] syslog 

[ root@se rve rx - ] #  

2 . 2 .  Check  i f  the  rsys l og serv ice i s  e n a b l e d .  

[ root@serverx - ] #  systemctl is - enabled rsyslog . service 

d isabled 

2.3. Enab l e  the rsys l og serv ice. 

[ root@serverx - ] #  systemctl enable rsyslog . service 

So lu t ion  

ln - s  ' / u s r /lib/sys temd/sys tem/r syslog . se r vice ' ' /e t c / s y s t emd/system/mult i ­
u s e r . t a r g e t . want s / r syslog . se rvice ' 

Start  the  rsys log  service m a n u a l l y  to m a ke s u re that  it w i l l  sta rt proper ly. 

3 .1 .  Start  the  rsys log  service.  

[ root@serverx  - ] # systemctl start rsyslog . service 

[ root@se rverX - ] #  

3.2.  Ve rify the  rsys log  serv ice started w i t h o u t  issues. 

[ root@serverx -]# systemctl status rsyslog . service 

rsyslog . se rvice - Sys t em Logging Service 
Loaded : loaded { / u s r /lib/ sys t emd/syst em/ r syslog . se rvice ; enabled ) 
Ac t ive : act ive { r unning ) since Tue 2014 - 05 - 27 00 : 55 : 57 EDT ; 16s ago 

Main P I O : 1910 { r syslog d ) 
CG roup : /system . slice/ r syslog . se rvice 

L...1910 / u s r / s bin/r syslogd - n  

. May 2 7  00 : 55 : 57 serve r l . example . com syst emd [ l ] : Started  system Logging servic e . 

Reboot the  system.  

I [ root@serverX - ] #  systemc tl reboot 

5. Log in to the serverX system aga i n  a n d  switch to user  root.  Verify that the system boots to 
t he  des i red system state a n d  tha t  the  rsys log  service i s  r unn i ng  proper ly. 

5 .1 .  Ver ify the  system state. The  g ra p h ica l  ta rget shou l d  be i n  state act ive on a f u l l y  booted 
up system.  

[ root@se rverX - ] #  systemctl s t a t u s  g raphical . target 
g r aphical . t arget  - G r ap h ical I n t e r face 

Loaded : loaded { /lib/sys t emd / s y s t em/g r aphical . ta r g e t ; enabled } 
Ac t ive : act ive since Tue 2014 - 05 - 27 01 : 11 : 26 EDT ; lmin 52s ago 

Docs : man : systemd . special { 7 )  

5.2.  Verify that  the  rsys log serv ice i s  r u n n i n g  proper ly. 
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Chapter 1 .  Contro l l i ng  Serv ices a n d  Daemons 

[ root@serverX -]#  systemctl status  rsyslog . se rvice 

r syslog . se r vice - System Logging Se rvice 
Loaded : loaded ( / u s r /lib/sys t emd/sys t em/ r syslog . service ; enabled ) 
Ac t ive : ac t ive ( r unning ) since Tue 2014 - 05 - 27 01 : 11 : 22 EDT ; lmin 48s ago 

Main PID : 570 ( r syslog d ) 
CGroup : /system . slice/ r syslog . se rvice 

L-570 / u s r/sbin/rsyslogd - n  

May 2 7  01 : 11 : 22 localhost  systemd [ l ] : Started  Sys t em Logging Service . 

6. Verify you r  work by r unn i ng  lab systemd grade on se rve rX. 

[ root@serverx - ] # lab systemd grade 
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So lu t ion  

S u m m a ry 

Contro l l i ng Serv i ces w i th  systemct l  

In  th i s  sect ion ,  st udents l ea rned how to :  

• Determ ine  the  status of system daemons and network services sta rted by syst emd. 

• Start ,  stop, and e n a b l e  services us i ng  syst emct l. 

Contro l l i ng  the Boot Process 

In this sect ion ,  students  l ea rned how to: 

• Brea k down the Red Hat Enterpr ise L i nux  7 boot p rocess i nto four  steps: 

1 .  H a rdwa re ( B I OS/U E F I )  

2 .  Boot l o a d e r  (grub2) 

3. kernel and init ramfs 

4. sys t emd 

• Contro l  t h e  Red Hat Enterpr ise L i n u x  7 boot p rocess by: 

• Se l ecti ng  a systemd ta rget with systemct l  on  a r unn i ng  system.  

• Pass ing  a rg u m e nts on  the  kerne l  com m a n d  l i n e  d u r i ng  boot. 
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red hat® 
® TRAINING 

CHAPTER 2 

MANAGING I PV6 NETWORKING 

Overview 

Goal To confi g u re a n d  troubleshoot basic 1 Pv6 networking on Red 

Hat  Enterprise Linux systems. 

Objectives • Review how to co nfi g u re 1 Pv4 networking in  R H E L  7. 

• Expla in  the basic concepts of 1 Pv6 networking,  and read 

and write condensed 1 Pv6 addresses. 

• Confi g u re 1 Pv6 networking us ing command- l ine tools a n d  

confi g u ration f i les. 

Sections • Review of 1 Pv4 Networking Config u ration (and Practice) 

• 1 Pv6 N etworking Concepts (and Pract ice) 

• 1 Pv6 N etworking Confi g u ration (and Practice) 

Lab • M a n a g i n g  1 Pv6 Networking 
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Chapter 2 .  Manag i ng 1 Pv6 N etwork i n g  

Revi ew of 1 Pv4 N etwork i n g  Confi g u rat ion  

O bject ives 
After  com p l et i ng  th i s  sect ion ,  students shou ld  be a b l e  to conf i g u re 1 Pv4 network ing  us i ng  nmcli 

a n d  conf ig u rat ion fi l es i n  the /etc/sysconfig/netwo r k - sc ripts d i rectory. 

1 Pv4 networki n g  
Th is  sect ion  assu mes that  students have a bas ic  understan d i n g  of 1 Pv4 network ing  conce pts. 
In part i c u l a r, students shou l d  know someth ing  a bout 1 Pv4 a d d resses, n etwork pref i xes (an d  
netmasks) ,  defa u l t gateways a n d  bas ic  rout ing ,  network i nterfaces, /etc/hosts,  a n d  n a m e  
reso l u t ion .  

N etworkM a n a g e r  overview 
In Red Hat  Enterpr ise L i n u x  7, the conf i g u rat ion of network i nterfaces i s  managed by a system 
daemon ca l l ed N etworkMa nager. For NetworkMa nager :  

• A device i s  a network i nte rface. 

• A connection i s  a co l l ect ion  of sett i ngs  that can be conf i g u red for a device. 

• O n ly one  connect ion i s  active for a ny one d evice at  a t ime. M u l t i p l e  connect ions may exist ,  for 
use by d i fferent devices o r  to a l low a conf i gu rat ion  to be a l tered for the same device. 

• Each connect ion has a name or  ID that  ident i f ies it . 

• The pers i stent conf i g u rat ion  for a connect ion  is  stored i n  
/etc/sysconfig/netwo r k - scripts/ifcfg - name, where name i s  t h e  n a m e  o f  t h e  
con nect ion (a l though spaces a re norma l l y rep l aced wi th  unde rscores i n  t h e  f i l e  name) .  T h i s  f i l e  
ca n be ed ited b y  h a n d  i f  des i red .  

• The nmcli ut i l ity can  be used to create and  ed i t  connect ion  f i l es from the she l l  prompt. 

Viewi ng  network ing  i nformat ion  
The com mand  nmcli dev status  wi l l  show the  status of a l l  network devices:  

[ s t uden t@demo -]$ nmcli dev status 
DEVICE TYPE STATE CONNECTION 
enol ethe rnet  connected enol 
ethe  e t h e r n e t  connected s t a t ic - e t h e  
e n o 2  ethe rnet  disconnected 

-

-

-

-

-

-

-

-

-

-

-

..... 

-

-

-

-

lo loopback unmanaged -

The com mand  nmcli con show w i l l  show a l i st of a l l  con nect ions .  To l i st o n l y  the  act ive 
con nect ions, add  the - - ac t ive opt ion .  
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Add ing  a network  connect ion  

[ s t udent@demo - ]$  nmcli con  show 
NAME U U I D  
eno2 ff9f7d69 - d b83 - 4fed - 9f32 - 939f8b5f81cd 
s t atic - et h 0  72ca57a2 - f780 - 40d a - b146 - 99f71c431e2b 
eno1 87b53c56 - 1f5d - 4a2 9 - a869 - 8a7bdaf56dfa 
[ root@demo -]# nmcli con show - - active 

NAME U U I D  
static - et h 0  72ca57a2 - f780 - 40da- b146 - 99f71c431e2b 
eno1 87b53c5 6 - 1f5d - 4a29 - a869 - 8a7bdaf56dfa 

TYPE DEVICE 
802 - 3 - e t h e r n e t  
802 - 3 - e t h e r n e t  eth0  
802 - 3 - e t h e r n e t  eno1 

TYPE DEVICE 
802 - 3 - e t h e r n e t  eth0  
802 - 3 - et h e r n e t  eno1 

The ip add r show com mand  d i sp l ays the cu rrent conf i g u rat ion  of network i nterfaces on  the  
system.  To l i st on l y  a s i ng l e  i nterface, add  the  i n terface n a m e  as  the  l a st a rg u ment :  

[ s t udent@demo - ]$  ip addr  show eth0 

2 :  e t h 0 : <BROADCAST , MU LTICAST , 0U P , LOWER_UP> mtu 1500 qdisc pfifo_fast s t a t e  UP qlen 
1000 

01ink/e t h e r  52 : 54 : 00 : 00 : 00 : 0b brd ff : ff : ff : ff : ff : ff 

E»inet 172.25 . 0 . 11/16 b r d  172 . 25 . 255 . 255 scope global e t h 0  
valid_lft f o r e v e r  p refe r red_lft forever  

C»inet6  fe80 : : 5054 : ff : fe00 : b/64 scope link  
valid_lft fo reve r p refe r red_lft foreve r 

O An act ive i nterface is UP.  

O The link/et h e r  l i n e  spec i f ies  the h a rdwa re (MAC)  a d d ress of the  device. 

E) The inet l i n e  shows a n  1 Pv4 a d d ress, i ts network p ref ix  l ength ,  and  scope. 

C» The inet6 l i n e  shows a n  1 Pv6 address, i ts n etwork  pref ix  l ength ,  a n d  scope. 

Add i ng a n etwork co n nect ion  
The nmcli con add com m a n d  i s  u sed to add  new n etwork connect ions .  The exa m p l e  nmcli 

con add com mands  that fo l l ow assume that the name  of the network connect ion be ing  added  is  
not a l ready i n  use.  

The fo l l owi ng com m a nd w i l l  add a new connect ion  for the in terface eno2, which w i l l  get  1 Pv4 
network ing  i nformat ion  us i ng  D H C P  a nd w i l l  a utocon nect  on sta rtu p. The conf ig u rat ion  w i l l  be 
saved in /etc/sysconfig/netwo r k - sc ript s/ifcfg - eno2 because the con - name i s  eno2. 

I [ roo t@demo -]# nmcli con add con - name eno2 type ethernet ifname eno2 

The next examp l e  conf ig u res the eno2 i nterface stat ica l l y  i n stead ,  us i ng  the 1 Pv4 a d d ress a n d  
network pref ix 192.1 68.0.5/24 a n d  defau l t  gateway 192.168.0.254, b u t  st i l l  a utocon nects a t  
sta r tup  a n d  saves i t s  conf i g u rat ion  i nto the  s a m e  f i l e. The  exa mp le  is  l i ne-wra pped w i t h  a s h e l l  \ 
esca pe. 

I
I [ roo t@demo - ] #  nmcli con 

H

add con - name eno2 type ethernet ifname eno2 \ 

> ip4 192 . 168 . 0 . 5/24 gw4 192 . 168 . 0 . 254 
I 

Cont ro l l i n g  n etwork con n ect ions  
The nmcli con u p  name command  w i l l  act ivate the  con nect ion name o n  the  network  in terface 
it is bound  to. Note that the com m a n d  takes the name of a connection, not the n a m e  of the  
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network i nterface. Remember  that nmcli con s how can be used to l i st t h e  names of a l l  
ava i l a b l e  connect ions .  

I [ root@demo - ] #  nmcli con up stat ic - e t h0 
[ 

The nmcli dev disconnect device com m a n d  wi l l  d i scon nect the n etwork  in te rface device 

and  b ri n g  i t  down.  Th is  command  can be abb reviated nmcli dev dis device: 

[ root@demo - ] # nmcli dev dis eth0 

I m po rta nt 

Use nmcli dev dis device to d eact ivate a network i nterface. 

The command  nmcli con down name i s  norma l l y  not the best way to deact ivate 
a network i nterface. Th is  com mand  wi l l  b ri n g  down the  connect ion .  But  by defa u l t ,  
most w i red  system connect ions  a re conf ig u red with autoconnect e n a b led .  Th is  
act ivates the connect ion as soon as its network i nterface is  ava i l a b l e .  S i n ce the 
con n ect ion ' s  network i nterface i s  st i l l  ava i l ab l e ,  nmcli con down name w i l l  br ing the 
i nterface down,  but  then Netwo rk M a nager  w i l l  i mmediate l y  br ing  i t  up aga i n  u n l ess the 
connect ion i s  en t i re l y  d i sconnected from the i nterface. 

M od ifyi n g  n etwork con n ect ion  sett i ngs 
N etworkMa nager  con nections  have two k i nds  o f  sett i ngs. There a re static connect ion  
propert ies ,  wh ich  a re confi gu red by the  a d m i n istrator and  stored i n  the  conf ig u rat ion  f i l es i n  
I etc/sysconf ig/netwo r k - scripts/i fcfg - * .  There may a l so be active con nection  data ,  
which the  connect ion gets from a D H C P  server and which a re not stored pers istent ly. 

To l i st the  cu rrent sett ings  for a con nection ,  r u n  the  nmcli con show name com mand ,  where 
name is the  n a m e  of the  connect ion .  Sett i ngs  i n  lowercase a re stat ic  propert ies the adm in istrator 
can change ;  sett i ngs i n  a l l  caps a re act ive sett i ngs  in tem porary use for this i n stance of the  
connection .  

26 R H254-RH  EL  7-en-1 -20140711 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

- 9 
-

-

-

... 

Mod ify i n g  n etwork con n ect ion sett i ngs  

[ root@demo - ] #  nmcli con show s t atic - et h0 

connection . id :  s t atic - et h 0  
connectio n . uu id : 87b53c56 - 1f5d - 4a29 - a869 - 8a7bdaf56dfa 
connectio n . in t e rface - name : 
connec t ion . type : 
connec t ion . autoconnec t : 
connec t io n . time s t amp : 
connection . read - only : 
connec t ion . pe rmission s : 
connection . zone : 
connec t ion . ma s t e r : 
connec t ion . slave - type : 
connection . secondaries : 
connection . gat eway -pin g - t imeou t : 
802 - 3 - e t h e rnet . po r t : 
802 - 3 - e t h e rnet . speed : 
802 - 3 - e t h e r ne t . d uplex : 
802 - 3 - e t he r ne t . a u t o - negotiate : 
802 - 3 - e t h e rnet . mac - ad d ress : 
802 - 3 - e t h e r net . cloned - mac - ad d r e s s : 
802 - 3 - et h e rnet . mac - ad d r es s - blac klist : 
802 - 3 - e t h e rnet . mt u : 
802 - 3 - e t h e r ne t . s390 - s ubchannels : 
802 - 3 - e t h e rnet . s390 - net type : 
802 - 3 - et h e r n e t . s390 - option s :  
ipv4 . met hod : 
ipv4 . d n s : 
ipv4 . d n s - search : 
ipv4 . ad d resses : 
ipv4 . ro u t e s : 
ipv4 . ig n o r e - au t o - ro u t e s : 
ipv4 . ig n o r e - au to - d n s : 
ipv4 . d hcp - clien t - id : 
ipv4 . d h cp - send - h o s t name : 
ipv4 . d h cp - host name : 
ipv4 . neve r - default : 
ipv4 . may - fail : 

802 - 3 - e t h e r n e t  
y e s  
140180345 3 .  
no  

0 

0 

yes 
CA : 9D : E9 : 2A : CE : F0 

a u t o  

man ual 
192 . 168 . 0 . 254 
example . com 
{ ip = 192 . 168 . 0 . 2/24 , gw = 192 . 168 . 0 . 254 } 

no 
no  

yes  

no  
yes  

The nmcli con mod name com mand  can  be used to change the  sett i ngs  for a connect ion .  
These cha nges w i l l  a l so be saved i n  t he  /etc/sysconfig/netwo r k - sc ripts/ifcfg - name 

f i l e  for the  connect ion .  The d i fferent sett i ngs  tha t  a re ava i l a b l e  a re documented in the  
nm - se t t ings(5) m a n  page. 

To set the 1 Pv4 a d d ress to 192.0.2.2/24 a n d  defa u l t  gateway to 192.0.2.254 for the connect ion 
static - et h0: 

[ root@demo - ] #  nmcli con mod static - eth0 ipv4 . addresses " 192 . 0 . 2 . 2/24 192 . 0 . 2 . 254" 

I m p o rta n t  

I f  a connect ion  that  got i ts  1 Pv4 i n fo rmat ion  from a D H C Pv4 server  i s  be ing  changed 
to g et i t  from stat ic  conf ig u rat ion  f i l es o n l y, the  sett i ng  ipv4 . method s h o u l d  a l so  be 
changed from auto to manual. otherwise, the  connect ion may  hang o r  not comp lete 
s uccessf u l l y  when it  is  act ivated , o r  i t  may get an 1 Pv4 a d d ress from D H C P  in add i t ion 
to t he  stat ic  a d d ress. 
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A n u mber  of sett ings  may have  m u l t i p l e  va l ues. A spec i f i c  va l u e  can  be added to t he  l i st o r  
d e l eted from the  l i st f o r  a sett i ng  b y  a d d i n g  a + or - symbo l  to t he  start o f  the  sett i ng  n a m e. 

To add  the  D N S  server 192 .0.2.1 to the  l i st of nameservers to use with the  con nect ion static ­

et he:  

J [ root@demo - ] #  nmcli con mod static - ethe +ipv4 . dn s  192 . 0 . 2 . 1  
' .....,. __ _,____� - ��---

By defau l t ,  changes made  wi th  nmcli con mod name a re a utomat ica l l y  saved to 
/etc/sysconfig/netwo rk - sc ripts/ifcfg - name. That f i l e  can a l so be m a n u a l l y  ed ited 
with a text ed i tor. After  do i ng  so, run nmcli con reload so that NetworkMa nager  read s  the 
conf i gu rat ion  cha nges.  

For backward-compat i b i l ity reasons ,  the d i rect ives saved i n  that f i le  have d i fferent n a m es a n d  
syntax t han  the  nm - se t t ings(5)  names. T h e  fo l l ow ing  ta b l e  maps  s o m e  o f  the  key sett i ng  
names to i fcfg - * d i rect ives. 

Comparison of nm- settings and ifcfg·* Directives 

nmcli con  mod 
ipv4 . met hod manual 

ipv4 . met hod auto 

ipv4 . add resses 

" 192 . 0 . 2 . 1/24 

192 . 0 . 2 . 254 " 

ipv4 . dns 8 . 8 . 8 . 8  

ipv4 . dns - search 

example . com 

ipv4 . ignore - au t o - dns  

t rue 

connec t ion . autoconnect 

yes 

connect ion . id ethE> 

connect ion . inte rface -

name e t hE> 

28 

ifcfg - *  file 
BOOTPROTO=none 

BOOTPROTO=dhcp 

r ·  · · · - - � -
; l IPADDR9=192 . 9 . 2 . 1  

PREFIX0=24 

- -

l 
GATEWAY9=192 . 0 . 2 . 254 ' 

. .  -- -- - - - - - - --��---

DNSE>=8 . 8 . 8 . 8  

DOMAIN=example . com 

PEERDNS=no 

ONBOOT=yes 

NAME=ethE> 

DEVICE=ethE>  

- .. -- ' 

! 
' 

- �- - - - : 

Effec t  

1 Pv4 addresses conf i g u red  
stat ica l l y. 

W i l l  look for confi g u rat ion  
sett i ngs  f rom a D H C Pv4 
server. I f  stat ic  add resses a re 
a lso set, w i l l  not b r i ng  those 
up  un t i l  we have informat ion 
f rom D H C Pv4. 

Sets stat ic 1 Pv4 a d d ress, 
network pref ix ,  and defa u lt 
gateway. I f  more than  one  i s  
set  for the  connect ion ,  then  
i nstead of  0, the  ifcfg - * 

d i rect ives end  w i th  1 ,  2, 3 and  
so on .  

Modi fy /etc/resolv . conf 

to  use th i s  nameserver .  

Mod ify /etc/resolv . conf 

to  use th i s  doma i n  i n  the  
search d i rective. 

I g nore D N S  server 
i nformat ion f rom the D H C P  
server. 

Automat ica l l y  act ivate th i s  
connect ion at boot.  

The name of th is con n ect ion .  

The connect ion i s  bound to 
the  network i nterface wi th  
th i s  name. 
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De let ing  a n etwork connect ion  

nmcli con mod i fcfg - * file Effect 

802 - 3 - e t he rnet . mac ­

add ress . . .  

I m p o rta nt 

HWADDR= . . .  The connect i on  i s  bound  to 
the network i nterface w i th  
th i s  M AC add ress. 

Because N etworkMa nager  tends to d i rect l y  mod i fy the /etc/ resolv . conf f i l e ,  d i rect 
ed its to that  f i l e  may be overwritten.  

To change  sett i n g s  in that  f i l e, i t  i s  better to set DNSn and DOMAIN d i rect ives in t h e  
re l evant  I etc/  sysconf ig/netwo r k - scripts/ i fcfg - * f i l es .  

De let i n g  a n etwork  con nect ion 
The nmcli con del name command  w i l l  de l ete the  connect ion named 
name from the  system ,  d i scon nect i ng  it from the  d evice a n d  remov ing  the  f i l e  
/etc/sysconfig/networ k - sc ript s/ifcfg - name. 

M od ify ing  t h e  system host n a m e  
The hostname com m a n d  d i sp l ays o r  tempora r i l y  mod i f ies  t he  system 's  f u l l y q u a l i f i ed  host n a m e  . 

i [ root@demo -] # host name I demo . example . com 

- - -� - �-�-

l 
- - � - - � - � ----- _ _  _____j 

A stat i c  host name  may be spec i f ied  i n  the /etc/host name f i l e. The host namec t l  comm a n d  
i s  u s e d  to mod ify th i s  f i l e  a n d  may be used to v i e w  the  status  o f  the  system's  f u l l y  q u a l i f ied  host 
name. I f  th is f i le does not ex i st .  the host name is set by a reverse DNS q uery o n ce the i nterface 
has a n  IP a d d ress ass igned .  

- - - - - � - ---

[ root@demo - ] #  host namectl set - host name demo . example . com 

[ roo t@demo - ] #  host namectl  status 

Static host name : demo . example . com 
Icon name : comp u t e r  

Chassi s : n / a  
Machine I D : 9f6fb63045a845d79e5e870b914c61c9 

Boot I D :  aa6c3259825e4b8c92bd0f601089ddf7  
Vi r t ualization : kvm 

Operating  System : Red Hat Ente rprise  Linux  Se rve r 7 . 0  ( Maipo ) 
CPE OS Name : c pe : /o : redhat : e n t e r p rise_lin u x : 7 . 0 : GA : server  

Ke rnel : Linux  3 . 10 . 0 - 121 . el7 . x86_64 
Architec t u r e : x86_64 

[ r oot@demo - ] #  cat /etc/host name 
demo . example . com 

I m po rta n t  

The stat ic host n a m e  i s  stored i n  /etc/host name. Prev ious  vers ions  
of Red Hat  Enterpr i se L inux  stored the  host  name  as  a va ri ab l e  i n  the  
/etc/sysconfig/netwo r k  f i l e. 
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S u m m a ry of com m a n d s  
The fo l l ow i n g  tab l e  i s  a l i st of key com m a nds d i scussed i n  th i s  sect ion .  

Command  Purpose 

nmcli dev status  S how the  N etworkManager  status of a l l  n etwork i nterfaces. 

nmcli con s how L ist a l l  connect ions .  

nmcli con show name L ist t he  cu rrent sett i ngs for the  connect ion  name. 

nmcli con add con - name Add a n ew con nect ion  named name. 

name . . .  

nmcli con mod name . . .  M od i fy the  connect ion name. 

nmcli con reload Te l l  N etworkManager  to reread the conf i g u rat ion  f i l es (usefu l  
after they have been ed ited by hand ) .  

nmcli con u p  name Act ivate the  connect ion name. 

nmcli dev dis dev Deact ivate a n d  d i sconnect the  cu rrent  con nect ion  on  the  
network  i nterface dev. 

nmcli con del name De lete the  con nect ion name a n d  its conf i g u rat i on  f i l e .  

ip add r  show Show the  cu rrent network i nterface add ress conf ig u rat ion .  

hostnamec t l  set - Persi stent ly  set the  host name on  th i s  system .  
host name . . .  

Refe re n ces 

Netwo rkManager(8) ,  nmcli(l ) ,  nmcli - examples(5) ,  nm - set t ings(5) ,  

host namectl(l ) ,  resolv . conf(5) ,  host name(5) ,  ip(8) ,  a n d  ip - add ress(8)  man 
pages 
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Pract i ce: Conf i gu r i ng  1 Pv4 Network ing  

P ra ct i ce:  Conf i g u r i n g  I Pv4 N etwo r k i n g  

Gu ided  exerc ise 

I n  t h i s  l a b, y o u  w i l l  conf i gu re a network i nte rface wi th  a stat i c  1 Pv4 a d d ress.  Once t h e  i n terface i s  
conf i g u red ,  you  w i l l  conf i rm that  i t  works a n d  i dent ify o the r  1 Pv4 nodes  o n  the  l oca l network.  You 
w i l l  a l so exp lo re t he  contents of t h e  conf ig u rat ion  f i l e  c reated by N etworkManager. 

Resou rces: 

Files: /etc/sysconfig/netwo r k - sc ript s/ifcfg - enol 

Machines: se rve rx 

Outcomes:  

The enol n etwork  i nterface on  you r  serverX mach ine  w i l l  be  managed by NetworkManager  
wi th a connect ion  named enol .  I t  w i l l  stat ica l l y  conf i gu re a n  1 Pv4 a d d ress of 1 92.168.0.1 /24 
w i thout  a gateway. The host w i th  a d d ress 1 92 .1 68 .0.254 can  be referenced as "otherhost" .  

Before you begin . . .  

• Reset the serve rX system. 

• Log i nto and set u p  you r  se rve rX system.  The  fo l l ow ing  command  m a kes the  u n conf ig u red 
enol network i nterface ava i l a b l e  after t he  serverX system has  been  reset. I t  i s  used for a l l  of 
the h a nds-on p ract ice exerc ises and labs in the 1 Pv6 chapter. 

! [ s t ud e n t@se rverX - ] $ lab ipv6 setup 
t 

• Become  the  root user. 

[ s t uden t@serverX - ] $  sudo - i  

D 1 .  Before mak i ng  any cha nges ,  d i s p l a y  t h e  l i st o f  ex ist i ng  network i nterfaces to determ i n e  
the  system ' s  sta rt ing conf i g u rat ion .  A l so  d eterm ine  w h i c h  i nterfaces a re ma naged by 
N etworkM a nager. 

D 1 .1 .  The  ip link c o m m a n d  w i l l  d i s p l ay a l l  o f  the  n etwork  i n terfaces recogn i zed b y  
the  system. 

[ root@serverX - ] # ip link 

1 :  lo : <LOOPBACK, U P , LOWER_UP> mtu  65536 qdisc noqueue  s t a t e  UNKNOWN mode 
DEFAULT 

lin k/loopbac k 00 : 00 : 00 : 00 : 00 : 00 brd 00 : 00 : 00 : 00 : 00 : 00 
2 :  e t h 0 : <BROADCAST , MU LTICAST , U P , LOWER_UP> m t u  1500 qdisc pfifo_fast s t a t e  

UP m o d e  DEFAULT q l e n  1000 
link/et h e r  52 : 54 : 00 : 00 : 07 : 0b brd ff : ff : ff : ff : ff : ff 

4 :  eno1 : <BROADCAST, MULTICAST , U P , LOWER_UP> m t u  1500 qdisc pfifo_fas t s t a t e  
UP m o d e  DEFAU LT q l e n  1000 

I _ link/e t h e r  ca : 8a : 8f : 84 : e4 : 8f b r d  ff : ff : ff : ff : ff : ff 

D 1 .2 .  U se the  nmcli to l i st the  network i nterfaces that  N etworkManager  manages. 
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[ r oot@s e rve rx - ] #  nmcli c o n  show 
NAME UUID  TYPE DEVICE 
Sys tem eth0 5fb06bd0 - 0bb0 - 7ffb - 45f1 - d6edd65f3e03 802 - 3 - e t h e r net  eth0  

D 2.  C reate a NetworkMa nager  con nect ion ,  ca l l ed  eno1, for the  eno1 network i nterface. 
Red isp lay  the l i st of managed i nterfaces to conf i rm N etworkManager  manages eno1. 

D 2.1 .  Use nmcli to create the  connect ion for eno1. 

[ root@serverx -]# nmcli con add con - name eno1 type ethernet ifname eno1 

connec tion  ' enol ' ( 6e2fa636 - f7db - 4567 - bc b a - 6d12d0bbcc49 ) successfully 
added. 

D 2.2. D i sp l ay the  n ew l i st of i nterfaces managed by N etworkMa nager. eno1 shou l d  be 
somewhere i n  the  l i st. 

[ root@s e rverx - ] #  nmcli con show 

NAME UUID  TYPE DEVICE 
enol 6e2fa636 - f7db - 4567 - bc b a - 6d12d0bbcc49 802 - 3 - e t h e r net  enol 

, Sys t em eth0 5fb06bd 0 - 0bb0 - 7ffb - 45f1 - d6edd65f3e03 802 - 3 - e t h e r n e t  e t h 0  

D 3.  D isp lay the cu rrent IP add ress informat ion for eno1.  

[ root@serverx -]# ip addr  show eno1 
4 :  enol : <BROADCAST , MU LTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast s t a t e  UP 

qlen 1000 
lin k / e t h e r  ca : 8a : 8f : 84 : e4 : 8f brd ff : ff : ff : ff : ff : ff 
inet6  fe80 : : c88a : 8fff : fe84 : e48f/64 scope link  

valid_lft fo reve r p r efe r red_lft forever 

I t  w i l l  have an 1 Pv6 l i n k- loca l  add ress ass igned to it  ( the address sta rt ing with fe80 : : ) ,  
bu t  it  w i l l  not have a n  automat ic  1 Pv4 address. 

D 4. D i sp l ay the i n i t i a l ,  defa u l t  N etworkManager  1 Pv4 conf i g u rat ion sett i ngs  for the  
con nect ion .  

[ root@serverx - ] #  nmcli con show eno1 g rep ipv4 

ipv4 . method : auto  
ipv4 . d n s : 
ipv4 . d n s - searc h : 
ipv4.add resses : 
ipv4 . routes : 
ipv4 . igno r e - auto - ro u t e s : no 
ipv4 . igno r e - au t o - d ns : no  
ipv4.dhcp - clien t - id :  
ipv4.dhcp - send - h o s t n ame : yes 
ipv4.dhcp - hostname : 
ipv4.neve r - default : no 
ipv4.may - fail : yes 

D 5. Conf ig u re eno1 to have a stat ic  1 Pv4 address of 192.168.0.1/24, w i thout  an add i t i ona l  
g ateway. 
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D 6.  

D 7. 

Gu i ded exercise 

[ root@serverX -]# nmcli con mod enol ipv4 . add resses ' 192 . 168 . 0 . 1/24 ' 

[ root@se rverX - ] #  nmcli con mod enol ipv4 . met hod manual 

Restart the  eno1 network interface a n d  conf i rm its new 1 Pv4 add ress conf i g u rat ion .  

D 6.1 .  Bounce  the  eno1 i nterface by tak i ng  it  down ,  then  b r i ng i ng  it back  u p. 

[ root@serverX - ] #  nmcli con down enol 

[ root@serverX - ] #  nmcli con up  enol 

Connec t ion successfully act ivated ( D - Bu s  active pat h : /org/f reede s k t op/ 
Netwo r kManag e r /Ac t iveConnect ion/2 ) 

D 6.2. Use the  ip add r  command  to conf i rm the  i n te rface 's  conf ig u rat ion .  

[ root@serverX - ] #  i p  add r  show dev enol 

4 :  enol : <BROADCAST , MU LTICAST , U P , LOWER_UP> mtu 1500 qdisc pfifo_fast state ! 

UP qlen 1000 I 
link/e t h e r  ca : 8a : 8f : 84 : e4 : 8f b rd ff : ff : ff : ff : ff : ff 
inet  192.168.0.1/24 b r d  192.168.0.255 scope global eno1 

valid_lft forever prefe r r ed_lf t f o r eve r 
inet6  fe80 : : c88a : 8fff : fe84 : e48f/64 scope link  

valid_lft foreve r p refe r red_lft foreve r 

N ot ice  t he  new i n et address ent ry. 

P ing  eno1 's own 1 Pv4 a d d ress. 

[ root@se rverX - ] #  ping 192 . 168 . 0 . 1  

PING  192.168.0.1 ( 192.168.0 . 1 )  56 ( 84 )  bytes of data. 
64 bytes f r om 192.168.0.1 : icmp_seq=1 t tl=64 t ime=0.091 ms 
64 bytes f r om 192.168.0.1 : icmp_seq=2 t tl=64 t ime=0.043 ms 
AC 
- - - 192.168.0.1 ping s t a t i s t ic s  - - -
2 pac k e t s  t ransmi t t e d ,  2 receive d ,  0% pac ket  lo s s ,  t ime 1006ms 
r t t  min/avg/max/mdev = 0.043/0.067/0.091/0.024 ms 

D 8. P ing  anothe r  1 Pv4 host, w i th  address 192 .1 68.0.254, to make su re i t  is rea c h a b l e  by eno1. 

[ root@serverx  -]# ping 192 . 168 . 0 . 254 

PING 192.168.0.254 ( 192.168.0.254 ) 56 ( 84 )  bytes  of data. 
64 bytes f rom 192.168.0.254 : icmp_seq=1 t t l=64 t ime=0.165 ms 
64 bytes f r om 192.168.0.254 : icmp_seq=2 t t l=64 t ime=0.082 ms 
AC 
- - - 192.168.0.254 ping s t at i s t ic s  - - -
2 pac k e t s  t ransmi t t e d , 2 r eceived , 0% pac ket  lo s s ,  t ime 1010ms 
r t t  min/avg/max/mdev = 0.082/0.123/0.165/0.042 ms 

D 9. Use the ip command  to d i sp l ay the  1 Pv4 rout i ng  ta b l e. 
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[ root@serverX - ] #  i p  route 
default via 172 . 25 . 7 . 254 dev eth0 p r o t o  s t atic me t ric 1024 
172 . 25 . 7 . 0/24 dev eth0 proto kernel scope link s rc 172 . 25 . 7 . 11 
172 . 25 . 253 . 254 via 172 . 25 . 7 . 254 dev e t h 0  proto  s t atic met r ic 1 
192 . 168 . 0 . 0/24 dev enol p r o t o  ker nel scope lin k s rc 192 . 168 . 0 . 1  

D 10. I d e nt i fy the  i nterface conf i gu rat ion  f i l e  for the  enol network i nterface i n  
/etc/sysconfig/netwo r k - scripts .  View the f i l e  contents a n d  note wh i ch  vari ab l e  
ass i gnments re late to the 1 Pv4 confi g u rat ion  t ha t  was  performed ea r l i e r. 

[ root@serve rX - ] # ls /etc/sysconfig/network - scripts/ifcfg - •  

/etc/sysconfig/netwo r k - sc r ip t s/ifcfg - enol 
/etc/sysconfig/netwo r k - sc r ip t s/ifcfg - e t h 0  
/etc/ sysconfig/netwo r k - s c r ip t s /ifcfg - lo 
[ root@serverX - ] #  cat /etc/sysconfig/network- script s/ifcfg - enol 

TYPE=Ethernet  
BOOTPROTO=none 

DEFROUTE=yes 
I PV4_FAILURE_FATAL=no 
I PV6 I N IT=ye s 
I PV6_AUTOCONF=yes 
I PV6_DEFROUTE=yes 
I PV6_FAILURE_FATAL=no 
NAME=enol 
UUID=6e2fa636 - f7 d b - 4567 - bc b a - 6d12d0bbcc49 
DEVICE=enol 
ONBOOT=yes 
IPADDR@=192 . 1 68 . @ . 1  

PREFIX@=24 

I PV6_PEERDNS=yes 
I PV6_PEERROUTES=yes 

D 1 1 .  Conf ig u re the  hosts  f i l e  so that  192.1 68.0.254 ca n be referenced as  "otherhost" .  

I [ root@serverX - ] # echo ' 192 . 168 . 0 . 254 otherhost ' >> /etc/hosts 

D 12. Ping "otherhost"  by name to m a ke su re the a l ias  works. 

34 

[ root@serverx - ] #  ping otherhost 

PING o t h e r h o s t  ( 192 . 168 . 0 . 254 ) 56 ( 84 )  bytes of data . 
64 bytes  f rom o t h e r host  ( 192 . 168 . 0 . 254 ) : icmp_seq=l t tl=64 t ime=0 . 099  ms 
64 bytes  f r om o t h e r host  ( 19 2 . 168 . 0 . 254 ) : icmp_seq=2 t tl=64 t ime=0 . 070  ms  
"C 
- - - o t h e r h o s t  ping statistics - - -
2 pac k e t s  t ransmit ted , 2 received , 0% packet los s ,  t ime 1009ms 
r t t  min/avg/max/mdev = 0 . 070/0 . 084/0 . 099/0 . 017 ms 
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1 Pv6 N etwork ing  Concepts 

1 Pv6 N etwork i n g  Co n c e pts 

O bject ives 
After comp l et i ng  th i s  sect ion ,  students shou ld  be a b l e  to exp l a i n  t he  bas ic  concepts o f  1 Pv6 
a d d resses a n d  n etwork ing .  

I Pv6 overview 
1 Pv6 i s  i ntended as  the  rep lacement  for the 1 Pv4 n etwork p rotoco l .  The  m ajor  p rob l em i t  so lves i s  
the  exha ust ion  of 1 Pv4 add resses by us i ng  a m u c h  l a rger  network a d d ress space. I t  a l so prov ides  
a n u m ber  of enhancements a n d  new featu res for network conf i g u rat ion  management  and 
support for fu ture p rotocol changes. 

The key reason 1 Pv6 is  not yet i n  wide dep l oyment  is  that  the  core protoco l  does not have a 
s imp l e  way for systems that o n l y  have 1 Pv6 a d d resses to com m u n icate w i th  systems that on l y  

have 1 Pv4 addresses. 

The best t ra ns i t ion  p l a n  at p resent i s  to p rovid e  a l l  hosts with both 1 Pv4 a n d  1 Pv6 add resses, so 
that  I nternet resou rces on ly us ing one  of t he  p rotoco ls  can be reached  from the  host .  Th is  is  
ca l l ed a dual-stack confi gu rat ion ,  and i s  the approach on  which th is cou rse wi l l  focus.  

N ote 

There a re a n u m ber  of prom is i ng  t ra ns i t ion  methods  in d eve l o pment  to a l l ow 1 Pv6-on l y  
h osts to u se  t he  1 Pv4 I nternet o r  su pport o the r  forms of 1 Pv4/ 1 Pv6 t ra n s l at ion ,  s uch  
as  N AT64 ( R FC 6145) a n d  464XLAT ( R FC 6877) ,  but  they a re beyon d  the  scope o f  th is  
cou rse. 

The bas ic  pos i t ion  of the I nternet E n g ineer i ng  Task  Force ( I ETF)  i s  that  network 
operators us ing 1 Pv4 shou l d  "obta i n  an 1 Pv6 pref ix ,  turn on  1 Pv6 rout i ng  w i th i n  the i r  
n etworks and  between themse lves and  a n y  peer, u pstream,  o r  downst ream ne ighbors, 
e n a b l e  i t  on  the i r  computers,  a n d  use it  in norma l  p rocess ing .  This shou l d  be  done  
wh i l e  l eav ing  1 Pv4 stab l e, un t i l  a po int  i s  reached that  any  com m u n i cat ion  that  can  
be car r i ed  out  cou l d  use  e i ther  p rotoco l e q u a l l y we l l .  At  that  po i nt ,  t he  economic  
j u st i f i cat ion  for r unn i ng  both  becomes  d e batab le ,  a n d  network  operators ca n j ust if i ab ly  
t u rn  1 Pv4 off." ( R FC 6144, I nt roduct ion)  

I nter p ret i n g  1 Pv6 a d d resses 

1 Pv6 a d d resses 

A n  1 Pv6 a d d ress i s  a 128-bit  n u m ber, norm a l l y  expressed as e i ght co lon -separated g ro u ps of fou r  
hexadec i m a l  n i bb les  ( ha l f-bytes). Each  n i b b l e  represents fou r  b i ts o f  t h e  1 Pv6 add ress, s o  each 
g roup  represents 1 6  b its of the  1 Pv6 add ress. 

----- - -- ---�---� 

! 2991 : Gdb8 : GGGG : GG19 : 990G : GGGG : 0GGG : G991 
' 

To m a ke it eas ier  to write 1 Pv6 add resses, l ead i n g  zeros i n  a co lon-separated g roup  do not need 
to be w ritten .  However, at least one  n i b b l e  m ust be wr i t ten i n  each f ie ld .  Zeros wh ich  fo l l ow a 
nonzero n i b b l e  i n  the  g roup do need to be  wr i t ten .  
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I ZG01 : db8 : 0 : 10 : 0 : 0 : 0 : 1  

S ince  addresses w i th  l ong  st r ings  of zeros are common ,  one  o r  more g roups of consecut ive zeros 
may be comb ined  with exactly one : : b l ock.  

I I ZG01 : db8 : 0 : 10 :  : 1  

N ot ice that  under  these r u l es,  2001 : db8 : : 0010 : 0 :  0 :  0 :  1 wou l d  be a nothe r  l ess conve n ient  
way to w rite the  exa m p l e  add ress. But  i t  i s  a va l i d  rep resentat ion  of the  same add ress, and th i s  
can  confuse  adm in ist rators n ew to 1 Pv6. Some t ips  for wr it i n g  cons istent l y  readab le  a d d resses: 

1 .  Lead i ng  zeros in a g ro u p  must a l ways be supp ressed. 

2.  Use : : to shorten as  much  as  poss i b l e. I f  two runs  of zeros a re equa l  i n  l ength ,  shorten the  
l eftmost r un  o f  zeros by preference. 

3.  

4. 

A l t hough  it i s  a l l owed,  do not use : : to shorten one group  of zeros. Use : 0 :  i n stead ,  a n d  
save : : f o r  r u n s  o f  zeros l onger  t han  a s i ng l e  g roup. 

A lways use l owercase l etters for hexadec i m a l  n u m bers a t h rough  f. 

I m porta nt 

When i n c l u d i n g  a TCP o r  U D P  network port after a n  1 Pv6 a d d ress, a l ways enc lose the  
1 Pv6 address i n  square b rackets so tha t  the  port does  not  look  l i ke i t  is  part of t he  
add ress. 

[ Z001 : db8 : 0 : 10 : : 1 ] : 80 

I Pv6 s u bnets 

A norma l  u n icast add ress i s  d iv ided i nto two pa rts:  the network prefix and interface ID. The 
n etwork pref ix  i dent i f ies the s u bnet .  No two network i nterfaces on  the same su bnet can have the  
same interface I D; the i nterface I D  i dent i f ies a part i cu l a r  i n terface on the  s u bnet.  

U n l i ke 1 Pv4, 1 Pv6 has  a stan d a rd subnet mask, which i s  used for a l most a l l  norma l  add resses, 
/64. In this case, ha l f  of the a d d ress i s  the network pref ix  and h a l f  of it  i s  the i n terface I D. Th is  
means  that  a s ing le  su bnet can  ho ld  as  many hosts  as  necessa ry. 

Typ ica l l y, the  network p rov ider  w i l l  a l l ocate a shorte r p ref ix  to a n  o rga n izat ion ,  such  as  a /48. 

Th i s  l eaves the rest of the network part  for ass i gn i ng  s u bnets f rom that a l l ocated p ref ix .  For a 
/48 a l l ocat ion ,  that  l eaves 1 6  b its for s u bnets (up  to 65536 s u b n ets). 
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1 Pv6 a d d ress a l locat ion 

1 Pv6 a d d ress i s  2001:db8:0:1 ::1/64 
A l l ocat i o n  from provider  i s  2001:db8::/48 

network pa rt i nte rface I D  - -
-

'/48 a l:cat i o; I 
/16 fo r l oca l su b nets 

Figure 2. 1 :  1Pv6 address parts and subnetting 

1 Pv6 a d d ress a l l ocat ion 

Common 1 Pv6 Addresses and Networks 

1 Pv6  ad d ress  o r  

netwo r k  

: : 1/128 

. .  . . 

: : 10 

2000 : : /3 

fd00 : : /8 

fe80 : : /64 

Pur pose 

l oca l host 

The u nspec if ied 
add ress 

The defa u l t route (t he 
1 Pv6  I nternet) 

G loba l  u n i cast 
add resses 

U n i q u e  loca l 
add resses (RFC 4193) 

L i n k- loca l  addresses 
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Des c r i p t i on 

The 1 Pv6 equ iva l ent to 127 . 0 .  0 . 1/8,  set on  
the  l oopback  interface. 

The 1 Pv6 equ iva lent  to 0 .  0 .  0 .  0 .  For a 
networ k  serv ice, th i s  cou ld  i n d icate that  it is 
l i ste n i n g  on  a l l  conf ig u red IP add resses. 

The 1 Pv6 e q u iva l ent  to 0 .  0 .  0 .  010. The 
defa u l t route i n  the  rout ing  ta b l e  matches th is  
network; t he  router for th is networ k  is  where 
a l l  t raff ic  is sent for wh ich  there is not a better 
route. 

" Norma l "  1 Pv6 add resses a re cu r rent l y  be ing  
a l l ocated f rom th i s  space by  I A N A. Th is  i s  
equ iva l e nt to a l l  the  networks ra n g i n g  from 
2000 : : /16 t h rough  3fff : : /16. 

1 Pv6 has no  d i rect eq u iva lent  of R FC 19 18  
pr ivate add ress space, a l t hough  th i s  i s  
c l ose. A s ite can use t hese to se l f-a l l ocate a 
pr ivate routa b le  I P  add ress space i n s ide the  
org a n i za t ion ,  but  these  networks can not be 
used on  the  g l oba l  I nternet. The  s i te m ust 
randomly se l ect a I 48 from th i s  space, but it 
can s u b net the a l l ocat ion i nto /64 n etworks 
norm a l l y. 

Eve ry 1 Pv6 i nterface a utomat ica l l y  conf i g u res 
a link-local address that on l y  works on 
the loca l l i n k  on th i s  network. This w i l l  be  
d i scussed i n  more deta i l  l a ter. 
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1 Pv6 add ress o r  Pu rpose Descr ipt ion  
network  

ttee : : /8 

Link- loca l  addresses 

M u lt icast The 1 Pv6 equ iva l ent to 224 . a .  a .  al 4. 

M u l t icast is  used to t ransm i t  to m u l t i p l e  hosts 
a t  the same t i me,  a n d  is  part icu l a r l y  important 
i n  1 Pv6 beca use it has  no  b roadcast add resses. 

A link-local address in 1 Pv6 i s  an  u n routab l e  a d d ress wh ich  i s  used on l y  to ta l k  to hosts on  a 
spec i f ic  network l i n k .  Every network i nterface o n  the  system is a utomat ica l ly conf i g u red with a 
l i n k - loca l  a d d ress on the  fe80 : : network.  To e n s u re that  it is un i que, the  i nterface I D  of the  l i n k­
l oca l address i s  constructed from the  network i nterface 's  Ethernet ha rd wa re add ress. The usua l  
procedure to convert the  48-bit MAC add ress to a 64-bit i n terface I D  i s  to se t  b i t  7 of the  MAC 
address and i n se rt ff : fe between i ts two m i d d l e  bytes. 

N etwork  pref i x :  fe80 : : /64 

• M AC add ress:  ea : 11 : 22 : aa : bb : cc 

• L i nk- loca l  a d d ress: fe80 : : 211 : 22ff : feaa : bbcc/64 

The l i n k- loca l  add resses of other mach i nes can  be  used l i ke norma l  add resses by other  hosts on  
the  same l i n k. S i n ce every l i nk  has a fe80 : : /64 network on  i t ,  the rout i ng  tab l e  can not be used  
to se lect t he  outbound  i nterface correct l y. The l i nk  to use when  ta l k i ng  to a l i n k- l oca l add ress 
must be spec i f ied with a scope identifier at the end  of the add ress. The scope ident i f ie r  cons ists 
of % fo l l owed by the name  of the network interface. 

For exa m p le ,  to use pings to ping the l i n k- l oca l  add ress fe80 : : 211 : 22ff : feaa : bbcc us ing  
the  l i nk  con nected to the  ethe network i nterface, the  correct comma nd  wou l d  be :  

[ s t uden t@demo - ) $  ping6 fe80 : : 211 : 22ff : feaa : bbcc%eth0 

N ote 

Scope i dent if ie rs a re o n l y  needed when contact i ng  add resses that  have " l i n k" scope. 
Norma l g l oba l  add resses a re used j ust l i ke t hey a re i n  1 Pv4, and se lect the i r  outbound  
interfaces f rom the  rout ing  tab l e. 

M u lt icast 

M u lt i cast p l ays a l a rger  ro l e  in 1 Pv6 than  in 1 Pv4 beca use there i s  no broadcast add ress i n  
1 Pv6. O n e  key m u l t icast add ress i n  1 Pv6 i s  ff02 : : 1 ,  t h e  a l l -nodes l i n k- loca l  add ress. Pi ng i ng  
th i s  add ress w i l l  send traff ic to a l l  nodes  on  t he  l i n k. L i nk-scope m u l t icast add resses (start ing  
ff02 : : /8) need to be spec i f ied  with a scope i dent i f ier, j u st l i ke a l i nk - l oca l add ress. 

[ s t uden t@demo - ) $  pings ff02 : : 1%et h0 

PING  ff02 : : 1%e t h 0 ( ff02 : : 1 ) 56 data  bytes 
64 byt es  f r om fe80 : : 211 : 22ff : feaa : bbcc : icmp_seq=l t t l=64 t ime=0 . 07 2  ms 
64 bytes f r om fe80 : : 200 : aaff : fe33 : 2211 : icmp_seq=l t t l=64 t ime=102 ms ( DUP ! ) 
64 bytes f rom fe80 : : bcd : efff : fea1 : b2c3 : icmp_seq=l t t l=64 t ime=103 ms ( DUP ! ) 
64 bytes from fe80 : : 211 : 22ff : feaa : bbcc : icmp_seq=2 t t l=64 time=0 . 07 9  ms  
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1 Pv6  add ress conf ig u rat ion  

I Pv6 a d d ress confi g u rat ion  
1 Pv4 has  two ways i n  wh ich  addresses get conf i g u red o n  network i nte rfaces. N etwork addresses 
may be conf i g u red on  i nterfaces m a n u a l l y  by the adm in i strator, or  d y n a m i ca l l y  from the  
network  u s i ng  D H C P. 1 Pv6 a l so s u p ports m a n u a l  conf i g u rat ion ,  a n d  two methods  of dynamic  
conf i g u rat ion ,  one  of wh ich  i s  D H C Pv6. 

Stat i c  a d d ress ing 

I nterface I Ds for stat ic  1 Pv6 add resses can  be  se l ected at w i l l ,  j u st l i ke 1 Pv4. In  1 Pv4, there were 
two a d d resses on  a n etwork that cou l d  not be used ,  the l owest add ress in the su bnet  and the  
h ighest a d d ress i n  the  su bnet. I n  1 Pv6,  the  fo l l ow i ng  i n te rface I Ds a re reserved a n d  ca nnot be 
used for a norma l network address o n  a host .  

• The a l l - zeros i dent i f ier  0000 : 0000 : 0000 : 0000 ( " subnet router a nycast " )  used by a l l  routers 
on the  l i n k. ( For  the  2001 : db8 : : /64 n etwork ,  th is  wou l d  be the a d d ress 2001 : db8 : : . )  

• The i dent i f ie rs fdff : ff ff : ff ff : ff80 t h ro u g h  fdff : ff ff : ffff : ff ff. 

D H C Pv6 confi gu rat ion 

D H C Pv6 works a l i tt l e  d i fferent l y  than DHCP for  1 Pv4, because there i s  n o  broadcast add ress. 
Essent ia l l y, a host sends  a D H C Pv6 request from its l i n k- loca l  add ress to port 547/UDP on 
ff02 : : 1 :  2 ,  the a l l - dhcp-servers l i n k- l oca l m u l t i cast g roup. The D H C Pv6 server then  usua l l y  
sends a rep l y  w i t h  appropriate i nfo rmat ion  t o  port  546/UDP  on  the  c l i e nt ' s  l i n k- loca l  address. 

The dhcp package i n  R H E L  7 prov ides su pport for a D H C Pv6 server. 

S LAAC confi g u rat ion 

I n  add i t ion to D H C Pv6, 1 Pv6 a l so s u pports a second dynamic conf ig u rat ion  method ,  ca l l ed 
Stateless Address Autoconfiguration (SLAAC) .  Us i ng  S LAAC, the host b r i ngs  up its i nterface 
with a l i n k- loca l  fe80 : : /64 add ress norm a l l y. I t  then sends a " router  so l i c itat i on "  to ff02 : : 2 ,  

the a l l - routers l i n k- loca l  mu l t icast group. A n  1 Pv6 router on  the  l oca l l i n k  responds  to the host ' s  
l i nk - loca l  a d d ress w i th  a network p ref ix  and poss i b l y  other  i nformat ion .  The host  then  uses 
that  network  pref ix with an  i nterface ID that it  norm a l l y  constructs i n  the same way that l i n k­
l oca l add resses a re constructed.  The  router  per iod ica l l y  sends  m u l t i cast  updates ( " router 
advert i sements" )  to conf i rm or  update the i nformat ion it p rovided .  

The radvd package  i n  R H E L  7 a l l ows a R H E L-based 1 Pv6 router  to p rov ide  S LAAC th rough router  
advert i sements. 

I m po rta nt 

A typ ica l R H E L  7 mach ine conf i gu red  to get 1 Pv4 add resses t h ro u g h  DHCP is  u s u a l l y  
a l so  confi g u red to u s e  S LAAC to g e t  1 Pv6  a d d resses. T h i s  can resu l t  i n  mach i nes 
u nexpecte d l y  obta i n i ng  1 Pv6 a d d resses when  an  1 Pv6 router i s  added  to t he  network.  

Some 1 Pv6 dep loyments com b i n e  S LAAC and D H C Pv6, us i ng  S L A AC to o n l y  prov ide  
network  address i nformat ion and D H C Pv6 to prov ide other i nformat ion ,  such  as  wh ich  
DNS serve rs a n d  search  doma ins  to conf igu re. 
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Pract ice :  I nterpret i ng  1 Pv6 Addresses 

P ract i ce:  I nte r p ret i n g  1 Pv6 Ad d resses 

Q u i z  

M atch the  fo l l owi n g  compressed 1 Pv6 addresses to the i r  cou nterpa rts i n  the  tab l e. 

2800 : : 1  I I  2001 : 3 : 788 : : 2  I I  2001 : 3 : : 7 : 8 : 2  I 
2001 : d b8 : 8 : 7 : : 2  I I  2081 : db8 : : 7 : : 2  I�� 
ff02 : : 1 : 0 : 0  

1 Pv6 add ress Com p ressed 1 Pv6 

a d d ress 

2000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0001 

0002 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0001 

2001 : 0db8 : 0000 : 0007 : 0000 : 0000 : 0000 : 0002 

2001 : 0003 : 0000 : 0000 : 0000 : 0007 : 0000 : 0002 

2001 : 0003 : 0700 : 0000 : 0000 : 0000 : 0000 : 0002 

ff02 : 0000 : 0000 : 0000 : 0000 : 0001 : 0000 : 0000 

0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 

N ot a va l i d 1 Pv6 a d d ress 
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So lut ion  

Match the  fo l l ow ing  compressed 1 Pv6 add resses t o  the i r  counterparts i n  the  tab l e. 

1 Pv6 add ress 

2000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0001 

0002 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0001 

2001 : 0db8 : 0000 : 0007 : 0000 : 0000 : 0000 : 0002 

2001 : 0003 : 0000 : 0000 : 0000 : 0007 : 0000 : 0002 

2001 : 0003 : 0700 : 0000 : 0000 : 0000 : 0000 : 0002 

ff02 : 0000 : 0000 : 0000 : 0000 : 0001 : 0000 : 0000 

0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 

Not a va l i d  1 Pv6 a d d ress 

42 

Com pressed 1 Pv6 

a d d ress 

2000 : : 1 

2 :  : 1  

2001 : d b8 : 0 : 7 :  : 2  

2001 : 3 : : 7 : 0 : 2 

2001 : 3 : 700 : : 2 

ff 02  : : 1 : 0 : 0 

. .  . . 

2001 : db8 : : 7 :  : 2 
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1 Pv6  N etwork i ng  Conf i g u rat ion  

1 Pv6 N etwork i n g  Co nf i g u rat i o n  

O bj ect ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be ab l e  to conf i gu re 1 Pv6 n etwork ing  u s i n g  nmcli 

and confi g u rat ion  f i l es in the /etc/sysconfig/netwo r k - scripts  d i rectory. 

N etwo r k M a nager a n d l Pv6 
To work w i t h  1 Pv6 a d d resses u s i n g  N etworkManager, a l l  t he  comma n d s  t h a t  a re used with 1 Pv4 
network i ng  work with 1 Pv6 network ing .  The re a re some d i fferent sett i ngs  that  a re re l evant  for 
connect ions ,  but m ost commands  w i l l  be s i m i l a r  for 1 Pv6 conf i g u rat ion .  

Add i n g  a n  I Pv6 n etwork  con nect ion  
The nmcli con add com mand i s  used to a d d  new network connect ions .  

The fo l l ow i ng  com m a n d ,  shown i n  a p rev ious  sect ion of th i s  chapter, w i l l  add  a new connect ion 
for  the  in terface eno2,  which  w i l l  a utocon nect  at sta rtup ,  gett i ng  1 Pv4 n etwork ing  i nformat ion 
us ing  D H C Pv4. I t  w i l l  also get 1 Pv6 n etwork i ng  sett i ngs  by l i sten i ng  for router advert i sements  on 
the loca l l i n k. 

i [ roo t@demo - ] #  nmcli con add con - name eno2 type ethernet ifname eno2 

L �������· ��-

The n ext exa m p l e  conf ig u res the  eno2 i n te rface stat ica l l y  i n stead ,  u s i ng  the  1 Pv6 
address and network p ref ix 2001 : db8:0:1 : : c000:207/64 and defa u l t  1 Pv6 gateway 
2001 : d b8:0:1 : : 1 , a n d  t he  1 Pv4 add ress a n d  n etwork prefix 1 92.0.2.7/24 a n d  defa u l t 1 Pv4 
gateway 1 92 .0.2.1 ,  but st i l l  autoco n nects at  start u p  and saves its conf i g u rat ion  i nto 
/etc/sysconfig/network - sc ript s/ifcfg - eno2. The exa m p l e  i s  l i ne-wra pped with a s h e l l  
\ escape.  

r [ root@demo -]# nmcli con add con - name eno2 type ethernet ifname eno2 \ 

I > ip6 2001 : db8 : 0 : 1 : : c000 : 207/64 gw6 2001 : db8 : 0 : 1 : : 1 ip4 192 . 8 . 2 . 7/24 gw4 192 . G . 2 . 1  
! 

Mod ify i ng  n etwork con nect ion sett i n g s  for 1 Pv6 
The nmcli con show name com m a nd ,  where name i s  the  name of the  connect ion ,  can  be used  

to v iew 1 Pv6-re l ated sett ings :  

[ roo t@demo - ]#  nmcli con  show static - eth0  I grep ipv6 

ipv6 . me t h o d : manual 
ipv6 . d n s : 2001 : 4860 : 4860 : : 8888 
ipv6 . dn s - searc h : example . com 
ipv6 . ad d resses : { ip = 2001 : d b8 : 0 : 1 : : 7/64,  gw = 2001 : db8 : 0 : 1 : : 1 } 
ipv6 . ro u t e s : 
ipv6 . ig n o r e - au t o - routes : 
ipv6 . ig n o r e - au t o - d n s : 
ipv6 . neve r - default : 
ipv6 . may - fail : 
ipv6 . ip 6 - p r ivacy : 
ipv6 . d h cp - h o s t name : I_ [ roo t@demo - ] #  
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L i kewise, nmcli con mod name can  be used  to adj u st how connect ions  se t  1 Pv6 add resses. 

To set the 1 Pv6 address to 2001 :db8 :0: 1 : :a00:1/64 a n d  defa u l t  g ateway to 2001 :db8:0:1 : : 1 for the  
connect ion  static - etha :  

[ root@demo - ] #  nmcli c o n  mod static - eth0 ipv6 . address " 2001 : db8 : 0 : 1 :  : a00 : 1/64 

2001 : db8 : 0 : 1 :  : 1 " 

--- ��-- - - - - ------· ---- -�· ---.------� - - -------- -��--------��-� .. -------�---�-� 

I m portant  

I f  a connect ion that  g o t  its 1 Pv6 i nformat ion b y  S LAAC or  a D H C Pv6 server i s  be i ng  
changed to get i t  f rom stat i c  conf ig u rat ion  f i l es on l y, t he  sett i ng  ipv6 . method shou ld  

a l so be changed f rom auto or  dhcp to  manual. Otherwise, the  connect ion may hang  
or  not comp lete successfu l l y  when i t  is act ivated,  o r  i t  may  get a n  1 Pv6 address from 
SLAAC or  DHCPv6 in add it ion  to the  stat i c  a d d ress. 

A n u mber  of sett i ngs  may have m u l t i p l e  va l u es. A spec i f ic  va l u e  can be added to the l i st or 
d e l eted from the l i st for a sett i ng  by add i ng  a + or  - symbo l  to the start of the sett i ng  name. 

To add  the  D N S  server 2001 :4860:4860: :8888 to the  l i st of n a meservers to use w i th  the  
con nect ion static - eth0 :  

[ root@demo - ] #  nmcli c o n  mod static - eth0 +ipv6 . dns 2001 : 4860 : 4860 : : 8888 

N ote 

Stat i c  1 Pv4 and  1 Pv6 DNS sett i ngs  a l l  end u p  as  namese rve r d i rect ives i n  
/etc/resolv . conf. I t  may be a good i dea to ensu re t h a t  there i s ,  at m i n imum ,  a n  
1 Pv4-reachab l e  nameserver (assum ing  a d u a l -stack  system) a nd p refera b l y  at  l east o n e  
nameserver us ing  each  protoco l  i n  case o f  connect iv ity i ssues w i th  e i ther  1 Pv4 or  1 Pv6 
network ing .  

Remember  that  the  f i l e  /etc/sysconfig/netwo r k - script s/ifcfg - name can be d i rect ly  
ed i ted ,  a n d  that  nmcli con reload must be r un  after  sav i n g  so that  NetworkManager  reads  
t he  conf i gu rat ion changes .  

The fo l l ow ing  ta b l e  maps some of the  key NetworkManager  sett i ng  names re levant  to 1 Pv6 
connect ions  to i fcfg - * d i rect ives. 

Comparison of nm-settings and ifcfg·* Directives 

nmcli con mod ifcfg - *  file Effect 

ipv6 . met hod manual I PV6_AUTOCONF=no 1 Pv6 addresses conf i g u red 
stat i ca l l y. 

ipv6 . met hod au to I PV6_AUTOCON F=yes W i l l  conf i g u re network 
sett i ngs  us ing S LAAC from 
router advert isements .  

-

W i l l  conf i gu re network  ipv6 . met hod dhcp 
IPV6_AUTOCONF=no 
DHCPV6C=yes sett i ngs  by us ing  D H C Pv6, but  

- - - - - - not S LAAC. 
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Viewi ng  1 Pv6 network i ng  i nformat ion  

nmcli con mod 
ipv6 . add resses 

" 2001 : db8 : : a/64 

2001 : db8 : : 1 " 

ifcfg - * file 
' 

IPV6ADDR=2001 : db8 : : a/64 

IPV6_DEFAULTGW=2001 : db8 : : 1  
' 
'------'--�"�--�- �-- -- ---�---- - -

Effe c t  

Sets  stat ic 1 Pv4 a d d ress, 
network  pref i x ,  a n d  
defa u l t  gateway. I f  more 
than  one  add ress i s  
set  for the con nect ion ,  
I PV6_SECONDARIES takes a 
doub l e-quoted l i st of space-
d e l i m ited add ress/p ref ix  
def in i t i ons .  

ipv6 . dns DNS0= Mod ify /et c/ resolv . conf 

to use this namese rver .  

Exact l y  the  same as  1 Pv4. 

ipv6 . dns - search DOMAIN=example . com Mod ify /et c / resolv . conf 

example . com to use th is  doma i n  in the  
search d i rect ive. Exact l y  the  
same as 1 Pv4. 

ipv6 . ignore - au t o - dns I PV6 PEERDNS=no I g nore DNS server -
t r u e  i nformat ion f r o m  the  D H C P  

server. 

connect ion . au t oconnect ONBOOT=yes Automat ica l l y  act ivate th i s  
yes connect ion at  boot.  

connec tion . id eth0  NAME=eth0 The name of th i s  connect ion .  

connec tion . in t e r face - DEVICE=eth0 The con nect ion  i s  bound  to  
name eth0 the  network i nte rface w i th  

th i s  name. 

802 - 3 - ethernet . mac - HWADDR= The connect ion is bou nd  to 
add ress the  network i nte rface w i th  

t h is MAC add ress. 

Viewi ng  I Pv6 n etwork i ng  i nformat ion  
Both nmcli dev status  t o  show the NetworkManager  status of a l l  network d evices a n d  
nmcli con  show to show the  l i st o f  ava i l a b l e  connect ions  w o r k  exact ly  as  they d o  f o r  1 Pv4. 

The ip add r show com mand  st i l l  d i sp l ays the  cu rrent conf i g u rat ion  of network  in terfaces on  
the  system.  The exam p l e  that  fo l l ows ca l l s  out  some  ite m s  re l evant  to  1 Pv6. 

[ s tudent@demo - ] $  ip add r show etha 

2 :  e t h 0 : <BROADCAST , MU LTICAST , C»uP , LOWER_UP> m t u  1500 qdisc  pfifo_fast state UP  qlen 
1000 

E>1ink/e t h e r  52 : 54 : 00 : 00 : 00 : 0b brd ff : ff : ff : ff : ff : ff 

E>inet 192 . 0 . 2 . 2/24 b r d  192 . 0 . 2 . 255 scope global e t h 0  
valid_lft fo rever p refe r red_lft forever 

C»inet6  2001 : d b8 : 0 : 1 : 5054 : ff : fe00 : b/64 scope global 
valid_lft forever p refe r red_lft forever 

C>inet6 fe80 : : 5054 : ff : fe00 : b/64 scope lin k 
valid_lft fo reve r p refe r r ed_lft forever 
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O An act ive i nterface is UP. 

O The link/ether l i n e  spec if ies t he  ha rdware ( M AC) add ress of t he  dev ice. 

O The inet l i ne shows a n  1 Pv4 add ress, i ts  network pref ix l ength ,  a n d  scope. 

O The inet6 l i n e  shows a n  1 Pv6 add ress, i ts  network pref ix l ength ,  a n d  scope. Th is  add ress i s  
of  global scope and i s  norma l l y  used .  

O Th is  inet6  l i n e  is for a n  address of link scope a n d  can o n l y  be used for com m u n icat ion on  
the  l oca l  Ethernet l i n k. 

The ip - 6  route s how command  d i sp l ays the  1 Pv6 rout ing  tab l e  for t he  system:  

u n r eachable : : /96 dev lo me t r ic 1024 e r ro r  - 101 
�[ root@demo - ] #  ip -6 route show 

u n r eachable : : ffff : 0 . 0 . 0 . 0/96 dev lo me t r ic 1024 e r ro r  - 101 
• 2001 : d b8 : 0 : 1 : : /64 dev e t h 0  proto  k e r nel metric  256 I u n r eachable 2002 : a00 : : /24 dev lo me t r ic 1024 e r ro r  - 101 
1 u n r eachable 2002 : 7f00 : : /24 dev lo met ric 1024 e r ro r  - 101 

u n r eachable 2002 : a9fe : : /32  dev lo metric 1024 e r r o r  - 101 
u n r eachable 2002 : ac10 : : /28 dev lo met ric 1024 
un reachable 2002 : c0a8 : : /32 dev lo metric 1024 
u n r eachable 2002 : e000 : : /19 dev lo metric  1024 

e r r o r  
e r r o r  
e r r o r  
e r r o r  

- 101 
- 101 
- 101 
- 101 1 u n r eachable 3ffe : ffff : : /32 dev lo metric  1024 

I fe80 : : /64 dev eth0 proto  ker nel met ric 256 L default via 2001 : db8 : 0 :  1 :  : ffff 

_

d

_

e

_

v

_

e

_

t

_

h

_

0

_

p

_

r

_

o

_

t

_

o 

______ ___________ _, 
s t atic metric 1024 

In  the  p revious  examp l e, i gnore the u n reachable routes, wh ich  po int  at n etworks wh ich  a re 
never to be  used .  That  l eaves th ree routes:  

1 .  To the 2001 : d b8:0:1 : :/64 network us i ng  the ethO i nterface (wh ich  p res u m a b l y  has  a n  address 
on that  n etwork) .  

2. To the feB0: :/64 network us ing  the ethO i nterface, for the l i n k- loca l add ress. On  a system 
with m u l t i p l e  inte rfaces, there wi l l  be  a route to feB0: :/64 out each i nterface for each l i nk­
loca l  add ress. 

3. A defa u l t  route to a l l  networks on  the 1 Pv6 I nternet (the : :/0 network) that don ' t  have a 
more spec i f ic  route on  the  system ,  t h rough  the  router at 2001 :db8 :0:1 : : ffff, reach a b l e  with 
the ethO d ev ice. 

I Pv6 t ro u b l eshoot ing  too l s  

Connectivity 

The ping6 command  i s  the  1 Pv6 vers ion  of ping in Red Hat  Enterpr ise L i n u x . I t  com m u n icates 
over 1 Pv6 a n d  can take 1 Pv6 addresses, but otherwise works l i ke ping. 

[ root@demo - ] # pings 2aa1 : dbs : a : 1 : : 1  

PING  2001 : d b8 : 0 : 1 :  : 1 ( 2001 : d b8 : 0 : 1 :  : 1 )  56 data  bytes 
64 byt es  f r om 2001 : d b8 : 0 : 1 :  : 1 :  icmp_seq=1 t t l=64 time=18 . 4  ms  
64 bytes f rom 2001 : d b8 : 0 : 1 :  : 1 :  icmp_seq=2 t t l=64 time=0 . 178 ms 
64 bytes  f r om 2001 : d b8 : 0 : 1 :  : 1 :  icmp_seq=3 t t l=64 time=0 . 180 ms 
"C 

- - - 2001 : d b8 : 0 : 1 : : 1  ping statistics  - - -
3 pac k e t s  t ransmit t e d ,  3 received , 0% pac ket  los s ,  t ime 2001ms 
rtt min/avg/max/mdev = 0 . 178/6 . 272/18 . 458/8 . 616 ms 
[ root@demo - ] #  
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1 Pv6  t ro u b l eshoot i n g  too l s  

L i nk - loca l  a d d resses a n d  the  l i n k- l oca l  a l l - n odes  m u l t i cast g roup  (ff02: : 1 ) can  be p inged ,  bu t  
the  network i nterface to use m ust be spec i f ied  exp l ic i t l y  w i th  a scope zone i dent i f i e r  (such  as  
ff02::1 %eth0). I f  t h i s  i s  l eft ou t ,  t he  e r ror  connect : Invalid argument w i l l  be  d i sp l ayed. 

P ing i n g  ff02:: 1  ca n be usefu l  fo r f i nd i ng  other 1 Pv6 nodes on  the  l oca l  network.  

[ root@rhel7 - ] #  ping6 ff02 : : 1%eth1 
PING ff02 : : 1%et h1 ( ff02 : : 1 )  56 data bytes 
64 bytes f r om fe80 : : 78cf : 7fff : fed2 : f97b : icmp_seq=1 ttl=64 time=22 . 7  ms 
64 bytes f rom fe80 : : f482 : dbff : fe25 : 6a9f : icmp_seq=1 ttl=64 time=30 . 1  ms ( DUP ! ) 
64 bytes f rom fe80 : : 78cf : 7fff : fed2 : f97b : icmp_seq=2 t tl=64 time=0 . 183 ms 
64 bytes f rom fe80 : : f482 : dbff : fe25 : 6a9f : icmp_seq=2 ttl=64 time=0 . 231 ms ( DUP ! ) 
"C 
- - - ff02 : : 1%eth1 ping statistics - - -
2 packets t ransmit ted ,  2 received , +2 d uplicate s ,  0% pac ket los s ,  time 1001ms 
rtt min/avg/max/mdev = 0 . 183/13 . 320/30 . 158/13 . 374 ms 
[ root@rhel7 -]# ping6 - c  1 fe80 : : f482 : dbff : fe25 : 6a9f%eth1 
PING fe80 : : f482 : dbff : fe25 : 6a9f%eth1 ( fe80 : : f482 : dbff : fe25 : 6a9f ) 56 data bytes 
64 bytes f rom fe80 : : f482 : dbff : fe25 : 6a9f : icmp_seq=1 ttl=64 time=22 . 9  ms 

- - - fe80 : : f482 : d bff : fe25 : 6a9f%eth1 ping s tatistics - - -
1 packets t ransmit ted , 1 received ,  0% packet loss ,  time ems 
rtt min/avg/max/mdev = 22 . 903/22 . 903/22 . 903/0 . 000 ms 

Remember  t hat 1 Pv6 l i n k- loca l  add resses can  be u sed by other  hosts on t he  same l i n k , j u st l i ke 
norma l  add resses. 

[ s t udent@demo - ] $ ssh fe80 : : f482 : dbff : fe25 : 6a9f%eth1 
student@fe80 : : f482 : dbff : fe25 : 6a9f%eth1 ' s  password : 
Last login : Thu J u n  5 15 : 20 : 10 2014 f rom demo . example . com 
[ s tudent@server - ] $  

Rout ing  

The t racepat h6 a n d  t raceroute -6  commands  a re the  equ iva l e nt to t racepat h and  
t raceroute  for 1 Pv6. 

' [ root@demo -] # t racepath6 2001 : dbS : 0 :  2 :  : 451 
1? : [ LOCALHOST] 0 . 091ms pmt u 1500 
1 :  2001 : d b8 : 0 : 1 : : ba 0 . 214ms 
2 :  2001 : db8 : 0 : 1 : : 1  0 . 512ms 
3 :  2001 : db8 : 0 : 2 : : 451 0 . 559ms reached 

Resume : pmtu 1500 hops 3 back 3 

Ports a n d  services 

E i ther  the ss  com mand  or  the net stat com mand  can d i sp l ay i nfo rmat ion  a bout  network 
sockets,  and they take a l most i dent ica l opt ions .  

[ root@demo -]# ss - A  inet -n 
Netid State Recv - Q  Send - Q  Local Address : Po r t  Pee r Add ress : Po r t 
tcp ESTAB 0 0 192 . 168 . 122 . 98 : 22 192 . 168 . 122 . 1 : 35279 
tcp ESTAB 0 0 2001 : db8 : 0 : 1 : : ba : 22 2001 : db8 : 0 : 1 : : 1 : 40810 
[ root@demo - ] #  netstat - 46n 
Active I n ternet connections ( w/o serve r s ) 
Proto Recv - Q  Sen d - Q  Local Add ress Fo reign Add ress State 
tcp 0 0 192 . 168 . 122 . 98 : 22 192 . 168 . 122 . 1 : 35279 ESTABLISHED 
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Options for ss  a n d  net s t at 

O pt i on Desc 1 1 p t 1 on 

- n  S how n u m bers i nstead o f  n a mes fo r  i nterfaces a n d  ports. 

-t S how TCP sockets. 

-u S h ow U D P  sockets. 

- I  Show on l y  l i sten i ng  sockets. 

-a  Show a l l  ( l i sten ing  and estab l i shed)  sockets. 

-p  S how the  p rocess us ing the  sockets. 

-A i net D i sp l ay act ive connect ions  (bu t  not l i sten i ng  sockets) for 
the  inet address fa m i l y. That  i s ,  i gnore l oca l U N I X  doma in  
sockets. 

Fo r ss ,  both 1 Pv4 a n d  1 Pv6 con nect ions wi l l  be  d i sp l ayed.  For 
netstat ,  on l y  1 Pv4 connect ions  w i l l  be d i sp l ayed.  (net stat 

-A inet6 wi l l  d i sp l ay 1 Pv6 con n ect ions ,  a n d  net stat - 46 

wi l l  d i sp l ay 1 Pv4 a n d  1 Pv6 at the  same t ime.)  

Refe re n ces 

NetworkManager(8) ,  nmcli(1 ) ,  nmcli - examples(5) ,  nm - set tings(5) ,  ip(8) ,  ip ­

add ress(8) ,  ip - rout e(8) ,  ping6(8) ,  t racepat h6(8) ,  t race rou t e(8) ,  ss(8) ,  a n d  
net s t at (8)  man pages 
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Pract ice:  Conf i gu r i ng  1 Pv6 N etwork ing  

P ra ct i ce:  Co nf i g u ri n g  I Pv6 N etwo r k i n g  

G u ided exerc ise 

I n  th i s  l a b, you w i l l  conf i g u re a network i nterface w i th  a stat ic  1 Pv6 address. Once t h e  i n terface is  
conf i g u red ,  you w i l l  conf irm that  i t  works and i dent i fy other 1 Pv6 nodes on  the  loca l network .  You 
w i l l  a l so exp l o re t he  contents of the  conf ig u rat ion  f i l e  c reated by N etworkManager. 

Resou rces: 

Files: /etc/sysconfig/netwo r k - script s/ifcfg - enol 

Machines: se rve rX 

Outcomes: 

The enol network i nterface o n  you r  serverX mach ine  w i l l  be  managed by N etworkManager  
wi th  a connect ion named  enol .  I t  wi l l  stat ica l l y  conf i g u re a n  1 Pv6 add ress of 
fddb :fe2a :ab1 e : :c0a8: 1/64 and  use fdd b:fe2a :a b1 e : :c0a8:fe/64 as the  1 Pv6 gateway. 

Before you begin . . .  

• Reset the  serverX system.  

Log i nto and  set up your  se rverx system.  

[ s t udent@serverX - ] $ lab ipv6 setup 
! 
L..-�-���--·---- ---�- - - -��� - ---�----

Become the  root user. 

D 1 .  

[ s tuden t@serverx - ] $  sudo - i  

Before m a k i n g  a ny changes, d i sp l ay the  l i st o f  ex ist i n g  network i n terfaces i n  order to 
d eterm ine  t he  system ' s  cu rrent conf i g u rat ion .  A l so d eterm ine  wh ich  interfaces a re 
managed by N etworkM a nager. 

D 1 .1 .  The ip l i n k  c o m m a n d  w i l l  d i sp l ay a l l  o f  the  network i nterfaces recogn i zed by 

the  system.  

-- - ---�----- - -� --------- -- ---------

[ root@serverx - ] #  ip link 

1 :  lo : <LOOPBACK, UP , LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode 
DEFAULT 

link/loopback 00 : 00 : 00 : 00 : 00 : 00 b r d  00 : 00 : 00 : 00 : 00 : 00 
2 :  eth0 : <BROADCAST , MULTICAST, UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state 
UP mode DEFAULT qlen 1000 

link/et he r 52 : 54 : 00 : 00 : 07 : 0b b r d  ff : ff : ff : ff : ff : ff 
4 :  enol : <BROADCAST , MULTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state 
UP mode DEFAULT qlen 1000 

link/ether ce : c4 : 7c : 28 : 4c : 7a b r d  ff : ff : ff : ff : ff : ff 
---�------------ - - - - --

D 1 .2 .  Use  the  nmcli to l i st the network i nterfaces that  N etworkManager  manages. 
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Chapter 2. Manag i ng  1 Pv6 Network ing  

[ root@se rve rX - ] #  nmcli c o n  show 

NAME UUID TYPE DEVICE 
System eth0 5fb06bd0 - 0bb0 - 7ffb - 45fl - d6edd65f3e03 802 - 3 - ethernet eth0 

D 2.  C reate a Network Ma nager  connect ion ,  ca l l ed  enol,  for the  enol network i nterface. 
Red i sp l ay  the l i st of managed i nterfaces to conf i rm N etworkManager  manages  enol. 

D 2.1 .  U s e  nmcli t o  create the  connect ion  for enol. 

[ root@se rverX -]# nmcli con add con - name enol type ethernet ifname enol 

Connection ' encl ' ( 0d687259 - c64b - 4e5b - bece - cabbe952e46f ) successfully 
added . 

D 2.2.  D i sp lay  the  new l i st of i nterfaces managed by N etworkManager. enol shou l d  be 
somewhere i n  the l i st. 

[ root@serverx - ] #  nmcli con show 

NAME UUID TYPE DEVICE 
encl 0d687259 - c64b - 4e5b - bece - cabbe952e46f 802 - 3 - ethernet encl 
System eth0 5fb06bd0 - 0bb0 - 7ffb - 45fl- d6edd65f3e03 802 - 3 - ethernet eth0 

D 3. D i sp l ay the cu r rent  IP address i nformat ion for enol. 

[ root@se rverx - ] #  ip add r  show enol 
4 :  encl : <BROADCAST , MULTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state UP 
qlen 1000 

lin k/ether 06 : 8f : 6e : 13 : 6e : 8e b r d ff : ff : ff : ff : ff : ff 
inet6 fe80 : : 48f : 6eff : fe13 : 6e8e/64 scope link 

valid_lft fo reve r p refe r red_lft fo reve r 

It w i l l  have a n  1 Pv6 l i n k- loca l add ress ass igned to it ( the address on  the  fe80 : : /64 

n etwork) .  

D 4. D i sp l ay the i n i t ia l ,  defau l t  N etworkManager  1 Pv6 conf i g u rat ion sett i ngs  for the  
connect ion .  

[ root@serverx - ] #  nmcli c o n  show enol g rep ipv6 

ipv6 . method : auto 
ipv6 . dn s : 
ipv6 . dn s - search : 
ipv6 . ad d resses : 
ipv6 . routes : 
ipv6 . igno re - au t o - routes : no 
ipv6 . ignore - auto - dns : no 
ipv6 . neve r - default : no 
ipv6 . may - fail : yes 
ipv6 . ip6 - p rivacy : - 1  ( un known ) 
ipv6 . dhcp - host name : 

D 5. Conf i g u re enol to have a stat i c  1 Pv6 a d d ress of fddb : fe2a : able : : c0a8 : 1 with a 
sta nda rd /64 su bnet p ref ix .  Use fddb : fe2a : able : : c0a8 : fe as the  1 Pv6 gateway. 
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Gu ided exerc ise 

[ root@serverX - ] #  nmcli con mod  eno1  ipvS . add resses ' fddb : fe2a : ab1e : : c0a8 : 1/S4 

fddb : fe2a : ab1e : : c0a8 : fe '  
.._ [ roo t@serverX - ] #  nmcli con mod eno1 ipvs . method manual 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

D 6. Resta rt the enol network i nte rface a n d  conf i rm its new 1 Pv6 a d d ress conf i g u rat ion .  

D 6.1 .  Bounce  t h e  enol i n terface b y  tak ing  i t  down ,  t h e n  b r i ng i ng  i t  b a c k  u p. 

[ root@serverX - ] #  nmcli con down eno1 

[ root@serverX - ] #  nmcli con up  eno1 

Connection successfully activated { D - Bus active pat h : /org/f reedesktop/ 
Networ kManager/Activeconnection/2 ) 

D 6.2. Use  the  ip add r com mand  to conf i rm the  i nterface 's  conf i g u rat ion .  

,-
I [ root@serverX - ] #  ip add r show dev enol 

4 :  enol : <BROADCAST , MULTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state 

D 7. 

I 

UP qlen 1000 
link/ether 06 : 8f : 6e : 13 : 6e : 8e b r d ff : ff : ff : ff : ff : ff 
inet6 fddb : fe2a : ab1e : : c0a8 : 1/64 scope global 

valid_lft fo reve r p refer red_lft foreve r 
inet6 fe80 : : 48f : 6eff : fe13 : 6e8e/64 scope link 

valid_lft fo reve r p refer red_lft fo reve r 
L _________ _ 

N ot ice the  g l oba l  a d d ress, fdd b :fe2a :ab1e : :c0a8:1/64, is ava i l a b l e  for use.  

Ping enol 's own 1 Pv6 add ress.  

.--- -
[ root@se rve rx - ] # pings fddb : fe2a : ab1e : : c0a8 : 1  

PING fddb : fe2a : ab1e : : c0a8 : 1 ( fddb : fe2a : ab1e : : c0a8 : 1 ) 56 data bytes 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : 1 :  icmp_seq=l t tl=64 time=0 . 141 ms 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : 1 :  icmp_seq=2 t tl=64 time=0 . 081 ms 
/\( 
- - - fddb : fe2a : ab1e : : c0a8 : 1  ping statistics - - -
2 packets t ransmit ted , 2 received , 0% packet los s ,  time 999ms 
rtt min/avg/max/mdev = 0 . 081/0 . 111/0 . 141/0 . 030 ms 

D 8.  P i ng  the  1 Pv6 gateway to m a ke s u re i t  i s  reachab l e  by enol. 

[ root@se rverX -]# pings fddb : fe2a : ab1e : : c0a8 : fe 

PING fddb : fe2a : ab1e : : c0a8 : fe ( fddb : fe2a : ab1e : : c0a8 : fe )  56 data bytes 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=l t tl=64 t ime=0 . 254 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=2 ttl=64 time=0 . 123 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=3 ttl=64 time=0 . 119 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=4 ttl=64 time=0 . 123 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=5 ttl=64 time=0 . 090 
/\( 
- - - fdd b : fe2a : ab1e : : c0a8 : fe ping s tatistics - - -

i 5 packets t ransmitted , 5 received , 0% packet los s ,  time 4000ms 
- r t t  min/avg/max/mdev = 0 . 090/0 . 141/0 . 254/0 . 059 ms 

ms 
ms 
ms 
ms 
ms 

D 9. Use the  ip command to d isp l ay  the 1 Pv6 rout ing ta b l e. Note the defa u l t gateway l i sted 
for 1 Pv6. 
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e r ror - 101 
1-z;�ot@se�verX �] #  ip -�-·

route 

u n reachable : : /96 dev lo met ric 1024 
un reachable : : ffff : 0 . 0 . 0 . 0/96 dev lo met ric 1024 e r ror - 101 
un reachable 2002 : a00 : : /24 dev lo met ric 1024 
un reachable 2002 : 7f00 : : /24 dev lo met ric 1024 
unreachable 2002 : a9fe : : /32 dev lo met ric 1024 
un reachable 2002 : ac10 : : /28 dev lo met ric 1024 
un reachable 2002 : c0a8 : : /32 dev lo met ric 1024 
un reachable 2002 : e000 : : /19 dev lo met ric 1024 

e r r o r  
e r r o r  
e r ror 
e r ro r 
e r ror 
e r ro r  

- 101 
- 101 
- 101 
- 101 
- 101 
- 101 

un reachable 3ffe : ffff : : /32 dev lo met ric 1024 e r r o r  - 101 
fddb : fe2a : ab1e : : /64 dev eno1 proto ker nel met ric 256 
fe80 : : /64 dev eth0 proto kernel met ric 256 
fe80 : : /64 dev eno1 proto kernel met ric 256 
default via fddb : fe2a : ab1e : : c0a8 : fe dev eno1 proto static met ric 1024 

D 1 0. D i scover other loca l 1 Pv6 nodes o n  the  network .  P i ng  the  l i n k- l oca l a l l -nodes m u l t i cast 
group (ff02 : : 1) t h rough  the  eno1 i nterface to see what  other hosts respond .  

[ roo t@se rve rX - ] # pings ff02 : : 1%eno1 

PING ff02 : : 1%eno1 ( ff02 : : 1 ) 56 data bytes 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=l t tl=64 time=0 . 298 ms 
64 bytes f rom fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=1 t tl=64 time=0 . 306 ms ( DUP ! ) 
64 bytes from fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=2 ttl=64 time=0 . 125 ms 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=2 ttl=64 time=0 . 161 ms ( DUP ! ) 
64 bytes f rom fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=3 ttl=64 time=0 . 107 ms 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=3 ttl=64 time=0 . 136 ms ( DUP ! ) 
64 bytes f rom fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=4 ttl=64 time=0 . 111 ms 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=4 ttl=64 time=0 . 143 ms ( DUP ! ) 
64 bytes from fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=5 t tl=64 time=0 . 131 ms 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=5 ttl=64 time=0 . 167 ms ( DUP ! ) 
64 bytes from fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=6 ttl=64 time=0 . 109 ms 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=6 ttl=64 time=0 . 141 ms ( DUP ! ) 
64 bytes f rom fe80 : : 707e : 68ff : fe3e : fd23 : icmp_seq=7 ttl=64 time=0 . 116 ms 
64 bytes f rom fe80 : : fc46 : acff : fefe : 10b7 : icmp_seq=7 t tl=64 time=0 . 150 ms ( DUP ! ) 
AC 
- - - ff02 : : 1%eno1 ping statistics - - -
7 packets t ransmit ted , 7 received , +7 duplicate s ,  0% packet los s ,  time 5999ms 
rtt min/avg/max/mdev = 0 . 107/0 . 157/0 . 306/0 . 062 ms 

D 1 1 .  I d ent i fy the i nterface conf i g u rat ion  f i l e  for the  eno1 n etwork i nterface i n  
/etc/sysconfig/netwo r k - sc ripts.  V i e w  the f i l e  contents a n d  note wh i ch  va r iab l e  
ass i gnments re late to the  I P v 6  confi gu rat ion  t h a t  w a s  performed ea r l i e r. 
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[ root@serverX - ] #  ls /etc/sysconfig/netwo rk - sc ript s/ifcfg - *  

/etc/sysconfig/netwo r k - sc ripts/ifcfg - e nol 
/etc/sysconfig/netwo r k - sc ript s/ifcfg - eth0 
/etc/sysconfig/netwo r k - scripts/ifcfg - lo 
[ root@serverX - ] #  cat /etc/sysconfig/netwo r k - sc ript s/ifcf g - enol 

TYPE=Ethernet 
BOOTPROTO=dhcp 
DEFROUTE=yes 
IPV4_FAI LURE_FATAL=no 
IPV6INIT=yes 
IPV6_AUTOCONF=no 

IPV6_DEFROUTE=yes 
IPV6_FAILURE_FATAL=no 
NAME=enol 
UUID=4214d89b - f409 - 4853 - 8e31- 4e673845elal 
DEVICE=enol 
ONBOOT=yes 
IPV6ADDR= fddb : fe2a : a b1e : : ceaB : 1/64 

IPV6_DEFAUL TGW= fddb : fe2a : a b1 e : : ceaB : fe 

PEERDNS=yes 
PEERROUTES=yes 
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Chapter 2. Manag i ng  1 Pv6 N etwork ing  

La b: M a na g i n g  1 Pv6 N etwo r k i n g  

Performa nce chec k l i st 

I n  th i s  l ab ,  you w i l l  ass ig n stat ic  1 Pv4 a n d  1 Pv6 a d d resses to a network i nte rface. 

�·i*-Machines;serverX 
Outcomes: 

serverX wi l l  have a N etworkManager  connect ion ,  ca l l ed  enol, that  manages the enol network 
i nterface. I t  wi l l  be  conf i gu red stat ica l l y  w i th  a n  1 Pv4 address of 192.168.0.100/24 and a n  1 Pv6 
add ress of fddb :fe2a :ab1 e: :c0a8:64/64. 

Before you begin ... 

• Reset the serverX system. 

• Log into and set u p  you r  se rve rX system.  

i [ student@serverx - ]$ lab ipv6 setup ! 

• Become the  root user. 

[ student@se rve rx - ] $  sudo - i  

1 .  Create a N etworkManager  connect ion ,  ca l l ed  enol, that  corresponds to the  enol network 
i nte rface. 

2 .  Conf i g u re enol with  a stat ic  1 Pv4 a d d ress of 1 92.168.0.100/24. 

3. Conf i g u re enol with a stat i c  1 Pv6 a d d ress of fddb :fe2a :ab1e: :c0a8:64/64. 

4. Restart  the enol network in te rface and conf i rm its new 1 Pv4 and 1 Pv6 add ress 
conf ig u rat ion .  

5 .  P ing  the  loca l  1 Pv4 gateway, 192.168 .0.254, a n d  the  l oca l 1 Pv6 gateway, 
fdd b :fe2a :ab1 e: :c0a8:fe, to conf i rm t hey can  both be reached th rough  t h e  enol i nterface. 

6. Run  the  g rad i ng  scr ipt to verify your  work.  

[ s t udent@serverx - ] $  lab ipv6 grade 

IPv4 add ress is co r rect . . . . . . .  PASS 
Output omitted 

-�._ J 
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So l u t ion  

So l ut ion  

I n  th i s  l a b, you wi l l  ass i g n  stat ic  1 Pv4 a n d  1 Pv6 add resses to a n etwork i nte rface. 

Outcomes:  

serverX w i l l  have a N etworkM anager  connect ion ,  ca l l ed enol, that  m a nages the  enol n etwork 
i n te rface. I t  w i l l  be  conf ig u red stat ica l l y  w i th  a n  1 Pv4 a d d ress of 192.168 .0.1 00/24 and an 1 Pv6 

a d d ress of fddb:fe2a :able : :c0a8:64/64. 

Before you begin . . .  

• Reset  t he  serverX system. 

• Log i nto and set u p  you r  se rve rX system.  

[ s t u den t@se rverx - ]$ lab ipv6 set up  

• Become the  root user. 

1 .  

[ s t udent@se rverx - ] $  sudo - i  L_ __ _____ _ 

C reate a N etworkM a nager  con nect ion ,  ca l l ed enol, tha t  corresponds  to the  enol network 
i nterface. 

r--- - - --- ---- -�- - - -- - -- ----- -�- - - - - i 
[ root@serverx - ] #  nmcli con add con - name eno1 type e t he rnet ifname eno1 
Connection ' eno1 ' ( 0d687259 - c64b - 4e5b - bece - cabbe952e46f ) successfully added . 
[ root@serverx - ] #  nmcli con show 

NAME UUID TYPE DEVICE 
eno1 0d687259 - c64b - 4e5b - bece - cabbe952e46f 802 - 3 - et he rnet eno1 
System eth0 5fb06bd0 - 0bb0 - 7ffb - 45f1 - d6edd65f3e03 802 - 3 - ethernet eth0 

L__ -----�--�J 
2. Conf ig u re enol with a stat ic  1 Pv4 address of 192 .1 68.0.100/24. 

I [ root@serverX - ] #  nmcl� con mod eno1 ipv4 . addresses 192 . 16� . 0 . 190/24 

J [ root@serverx - ] #  nmcli con mod eno1 ipv4 . method manual 

L- -�-�---� 

3.  Conf i g u re enol with  a stat ic  1 Pv6 add ress of fdd b:fe2a :able : :c0a8:64/64. 

1 

- ;--------
-

---- ----�--- -�-- � --- --- ----�-- --�-��- - �- - -

-

-

-

-

-

! [ root@serverx - ] #  nmcli con mod eno1 ipv6 . addresses fddb : fe2a : ab1e : : c0a8 : 64/64 

I [ root@se rve rX - ] #  nmcli con mod eno1 ipv6 . method manual 

4. Resta rt the enol network i nterface a n d  conf i rm its new 1 Pv4 a n d  1 Pv6 address 
conf i g u rat ion .  

4.1 . Bou nce the  enol i nterface by ta k i ng  i t  down,  then b r i ng i ng  it  back  u p. 
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Chapter 2. Manag i ng  1 Pv6 N etwork ing  

[ root@serverx - ] #  nmcli c o n  down enol 

[ root@serverX - ] #  nmcli con up enol 

Connection successfully activated ( D - Bu s  active path : /org/f reedesktop/ 
Netwo r kManage r/ActiveConnection/2 ) 

4.2. Use the  ip add r  command  to conf i rm the  i nterface 's  conf i gu rat ion .  

[ root@se rve rX - ] #  i p  add r show d e v  enol 

4 :  eno1 : <BROADCAST , MULTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state UP 
qlen 1000 

link/ether ca : 8a : 8f : 84 : e4 : 8f b r d  ff : ff : ff : ff : ff : ff 
inet 192 . 168 . 0 . 100/24 b r d 192 . 168 . 0 . 255 scope global eno1 

valid_lft forever prefer red_lft forever 
inet6 fddb : fe2a : ab1e : : c0a8 : 64/64 scope global 

valid_lft forever p refer red_lft forever 
inet6 fe80 : : c88a : 8fff : fe84 : e48f/64 scope lin k 

valid_lft forever prefer red_lft fo rever 
L._.���������������������--�����������---' 

Not ice the new i n et add ress ent ry. 

5 .  P ing the  l oca l 1 Pv4 g ateway, 192.168 .0.254, and t he  loca l 1 Pv6 gateway, 
fdd b:fe2a:a b1e : :c0a8:fe, to conf i rm they ca n both be reached through  the  enol i nterface. 

[ s t udent@serverx - ] $  ping - I enol 192 . 168 . 9 . 254 

PING 192 . 168 . 0 . 254 ( 192 . 168 . 0 . 254 ) f rom 192 . 168 . 0 . 100 eno1 : 56 ( 84 )  bytes of dat a .  
6 4  bytes f rom 192 . 168 . 0 . 254 : icmp_seq=1 ttl=64 time=0 . 099 m s  
6 4  bytes f rom 192 . 168 . 0 . 254 : icmp_seq=2 t tl=64 time=0 . 056 ms 
64 bytes from 192 . 168 . 0 . 254 : icmp_seq=3 t tl=64 time=0 . 036 ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=4 ttl=64 time=0 . 047 ms 
AC 
- - - 192 . 168 . 0 . 254 ping statistics - - -
4 packets t ransmitted , 4 received , 0% packet los s ,  time 2999ms 
rtt min/avg/max/mdev = 0 . 036/0 . 059/0 . 099/0 . 025 ms 
[ student@serverX - ] $ ping& -I  enol fddb : fe2a : ab1e : : caas : fe 

PING fddb : fe2a : ab1e : : c0a8 : fe ( fddb : fe2a : ab1e : : c0a8 : fe )  from fdd b : fe2a : ab1e : : c0a8 : 64 
eno1 : 56 data bytes 

64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=1 ttl=64 time=0 . 150 ms 
64 bytes from fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=2 ttl=64 time=0 . 103 ms 
64 bytes f rom fddb : fe2a : ab1e : : c0a8 : fe :  icmp_seq=3 ttl=64 time=0 . 049 ms 
AC 
- - - fddb : fe2a : ab1e : : c0a8 : fe ping statistics - - -
3 packets t ransmit ted , 3 received , 0% packet los s ,  time 2003ms 
rtt min/avg/max/mdev = 0 . 049/0 . 100/0 . 150/0 . 042 ms 

6. Run the g rad i ng  scr ipt to verify you r  work.  

[ s t udent@serverx - ] $ lab ipv6 g rade 

IPv4 add ress is cor rect . . . . . . .  PASS 
. . .  Output omit ted . . .  
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So l ut ion  

S u m m a ry 

Review of 1 Pv4 N etwork i ng  Conf i g u rat ion  

I n  th i s  sect ion ,  students lea rned how to :  

• Conf i g u re 1 Pv4 network ing  us i ng  nmcli. 

• Confi g u re 1 Pv4 n etwork ing  us i ng  /etc/sysconfig/netwo r k - script s/ifcfg - * 

f i l es. 

1 Pv6 N etwork i ng  Concepts 

In this sect ion ,  students l earned  how to:  

• Exp l a i n  the bas ic  deta i l s  of 1 Pv6 n etwork i ng .  

• I nterpret text representat ions  o f  1 Pv6  addresses. 

1 Pv6 N etwork i ng  Conf ig u rat ion 

In  th i s  sect i on ,  students l ea rned how to:  

• Conf i g u re 1 Pv6 n etwork ing  us ing nmcli. 

• Conf i g u re 1 Pv6 n etwork ing  us i ng  /etc/sysconfig/netwo r k - sc ript s/ifcfg - * 

f i l es .  
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red hat ® 

® TRAINING 

CHAPTER 3 

CONFIGURING LINK 

AGGREGATION AND BRIDGING 

Overview 

Goal To config u re and troub leshoot advanced network interface 

f u nctional ity, inc lud ing teaming and local software bridges. 

Objectives • Use n etwork tea ming to p rovide l i n k  redund ancy or h igher 

t h rough put.  

• Manage a network team i nterface. 

• Manage local software bridges and associated interfaces. 

Sections • Confi g u ring Network Tea ming (a n d  Practice) 

• M a n a ging Network Tea ming (a nd P ractice) 

• Configur ing Software B ridges (and Practice) 

Lab • Configur ing L ink Aggregation and Bridging 
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Confi g u ri n g  N etwo rk Tea m i n g 

O bject ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be ab le  to  comb ine  two network  l i n ks us ing  
network team ing  to  p rovi d e  l i nk  red u n d a ncy or  h igher  th rough put .  

N etwork tea m i n g  
Network team ing  is  method for l i n k i ng  N I Cs togethe r  l og i ca l l y  to a l low for fa i l over o r  h i gher  
t h roughput .  Team ing  i s  a new imp l ementat ion that  does  not a ffect the o l de r  bond i ng  d r iver i n  
the  L i nux  kerne l ;  i t  offers a n  a l te rnate i m p l ementat ion .  Red  Hat  Enterpr ise L i n u x  7 s u p ports 
channe l  bond ing  for backwa rd compata b i l i ty. N etwork tea m ing  p rovides bette r performa nce and  
i s  more extens i b l e  because  o f  i t s  mod u l a r  des i g n .  

R e d  H a t  Enterpr ise L i n u x  7 i m p l ements network tea m i n g  w i t h  a s m a l l  kerne l  d river a n d  a user­
space daemon ,  t eamd. The kerne l  hand l es network packets effi c ient ly  and teamd h a n d l es log ic  
and  i nterface p rocess i ng .  Softwa re, ca l l ed runners, i m p l ement  load  ba l a nc ing  a n d  act ive-backup 
log ic ,  such as round robin. The fo l l ow ing  ru n ne rs a re ava i l a b l e  to teamd: 

· b roadcast :  a s imp l e  r u n n e r  wh ich  transm its each packet from a l l  ports .  

round robin: a s imp l e  r u n ner  which t ransm its packets i n  a rou nd-rob i n  fash i ng  from each of 
the ports. 

· ac tivebac kup:  this i s  a fa i l over runner  wh ich  watches for l i n k  changes and se l ects an  act ive 
port for data transfers. 

· loadbalance: this r u n n e r  mon itors t raff ic and uses a hash funct ion to t ry  to reac h  a perfect 
ba l ance when se lect i ng  ports for packet t ransm iss ion .  

· lacp:  i m p l ements t he  802.3ad L i n k  Aggregat ion  Cont ro l  P rotoco l .  Can  use the  same t ra nsmit 
port se lect ion poss i b i l it ies  as  the  loadbalance r unne r. 

A l l  network i nteract ion is done  th rough  a team i nterface, com posed of m u l t i p l e  network port 

i nte rfaces. When contro l l i ng teamed port i nte rfaces us i ng  NetworkManager, a n d  espec ia l l y  when 
fa u l t  f ind ing ,  keep the  fo l l ow ing  i n  m i nd :  

• Sta rt i ng  the  network  team inte rface does not a utomat ica l l y  start the po r t  i n te rfaces. 

• Sta rti ng  a port interface a l ways starts the teamed i nterface. 

• Stopp ing the teamed in terface a l so stops the port i nterfaces. 

• A teamed i nterface w i thout  ports can start stat i c  IP con nect ions .  

• A team without  ports waits for ports when sta rt i n g  D H C P  con nect ions .  

• A team with a DHCP con n ect ion wa i t i ng  for ports com p l etes when a port w i th  a carr ier  i s  
added .  

A tea m with a DHCP connect ion  wa i t i ng  for  ports  cont i n u es wa i t ing when  a port  w i thout  a 
carr ier  is added .  
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Confi gu r i ng  network teams  

Config u ri n g  n etwork tea m s  
The nmcli comm a n d  ca n be used to c reate a n d  manage  team and  port i nterfaces. The fo l l owin g  
f o u r  steps a re u s e d  to c reate a n d  act ivate a n etwork t e a m  i nterface: 

1 .  C reate the team i nterface. 

2. Dete rm ine  the 1 Pv4 and/or  1 Pv6 att r i butes of the tea m in terface. 

3 .  Ass ign the  port  i nterfaces. 

4. B r i ng  the  tea m a n d  port i nterfaces u p/down .  

Create the  team i nterface 

Use the  nmcli com m a n d  to c reate a con nect ion  for the n etwork team i nte rface, with the 
fo l l ow ing  syntax: 

r---1 nmcli con add type team con - name CNAME ifname INAME [ config JSON] 
I 

where CNAME w i l l  be t he  name used to refer  to t he  connect ion ,  INAME w i l l  be the  i n te rface name, 
and  JSON spec i f ies t he  runner  to be used.  JSON has t he  fo l l ow ing syntax:  

! i ' { " runner " :  { " name " : "METHOD " } } ' 

where METHOD i s  one  of the fo l l owi ng :  broadcast ,  round robin, ac tivebac kup,  

loadbalance, or  lacp. 

Examp le :  

[ root@demo - ) #  nmcli con add type team con - name teama ifname teama config ' { " runner " :  

{ " name " : " loadbalance " } } ' 

Determine the 1 Pv4/ 1 Pv6 att r ibutes of the  team interface 

Once the n etwork tea m in terface is c reated ,  1 Pv4 and/or  1 Pv6 att r i butes can be ass igned to it .  I f  
DHCP  is  ava i l a b l e, t h i s  step i s  opt iona l ,  beca use  the  defa u l t attr ibutes conf ig u re the  interface to 
get i ts IP sett i ngs  u s i ng  D H C P. 

The fo l l owi ng  exa m p l e  demonstrates how to ass ign  a stat ic 1 Pv4 add ress to t he  t eama interface:  

l[ root@demo - ) #  nmcli con mod teama ipv4 . add resses 1 . 2 . 3 . 4/24 

I [ root@demo - ) #  nmcli con mod teama ipv4 . method manual 

������������ 

Note that  the  ipv4 . add resses have to be ass igned  before the ipv4 . method can  be set to 
manual. 

Ass ign  the port interfaces 

Use the nmcli com m a n d  to c reate each of the port i nterfaces with the fo l l owi n g  syntax:  

I nmcli con add type team - slave con - name CNAME ifname INAME master  TEAM 

L���������.���������������������.����� 

where CNAME w i l l  be t he  name used to refer to t he  port ,  INAME is the  name  of a n  ex ist ing 
i nterface, and TEAM spec if ies the  connect ion name of the  n etwork tea m i n terface. 
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The connect ion  name can be exp l i c i t l y  spec i f ied ,  o r  it  w i l l  be team - slave - IFACE by  defa u lt .  

Examp le :  

[ root@demo - ] #  nmcli con add type team - slave ifname e t h 1  master teama 

[ root@demo - ] #  nmcli con add type team- slave ifname eth2 master teama con - name team0 -

eth2 

Bring the  team and port i nterfaces u p/down 

nmcli command  can a l so be used to m a n age the connect ions  for the team and port i nterfaces 
with the fo l l owi ng  syntax:  

nmcli dev dis INAME 

nmcli con up CNAME 

INAME i s  the  d evice name of the tea m or port i nterface to be managed .  CNAME is the  connect ion  
name  of  that  i nterface. where CNAME i s  t he  connect ion name of the  team or  port i nterface to be 
managed .  

Exa m p l e: 

[ root@demo - ] #  nmcli con up teama 

[ root@demo - ] #  nmcli dev dis eth2 

When the  tea m i nterface is  up ,  the  t eamdctl command can be used to d i sp l ay  the tea m's  state. 
The output  of th i s  command  i n c l udes  the status  of the port i nterfaces. 

�---·-··· 

I [ root@demo - ] #  teamdctl team0 state 
I setup : I runne r : round robin 

po r t s : 
I eth1 
I link watches : I link s ummary : u p 

I 
instance [ lin k_watch_0 ] : 

name : ethtool 
lin k : up 

eth2 

I link watches : 
link s ummary : u p 

I instance [ lin k_watch_0 ] : I name : ethtool 
lin k : up 

L__ 

Refe re nces 

nmcli - examples(5) ,  teamdc t l(8) ,  and teamd(8) man pages 
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Pract ice :  Conf i gu r i ng  N etwork Tea m i n g  

P ra c t i ce:  Co nfi g u r i n g  N etwo r k  Tea m i n g  

G u i d e d  exerc ise 

I n  t h i s  l a b, y o u  wi l l  c reate a n etwork team i nterface. 

�Fi� Machin!� 
Outcomes:  

A network tea m in te rface ca l l ed  teama w i l l  have a stat ic  IP add ress of 192.168.0.100/24 and 
w i l l  be  b u i l t  upon  two port in terfaces:  enol and eno2. I t  w i l l  be  a fa u l t-to l e rant/act ive-backup  
i nterface. 

Before you begin . . .  

• Reset the serverX system. 

• Log i nto and set u p  you r  s e rve rX system.  

[ s t udent@serverX - ] $ lab teambridge setup  

• Become  the  root user. 

[ s t u dent@serverx - ] $  sudo - i  

D 1 .  D i sp l ay t h e  cu rrent state o f  t h e  ex ist i ng  network i nterfaces.  enol a n d  eno2 w i l l  be  the  
i nterfaces that  w i l l  be the  ports fo r  the  tea med i nterface. 

[ root@se rverX - ] #  ip link 

1 :  lo : <LOOPBACK, UP , LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT 
link/loopback 00 : 00 : 00 : 00 : 00 : 00 b r d 00 : 00 : 00 : 00 : 00 : 00 

D 2.  

2 :  eth0 : <BROADCAST , MULTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state UP 
mode DEFAULT qlen 1000 

link/ether 52 : 54 : 00 : 00 : XX : 0b brd ff : ff : ff : ff : ff : ff 
4 :  enol : <BROADCAST, MU LTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state UP 
mode DEFAULT qlen 1000 

link/ether 00 : 10 : 18 : 2b : 98 : 85 brd ff : ff : ff : ff : ff : ff 
i 6 :  eno2 : <BROADCAST , MULTICAST , UP , LOWER_UP> mtu 1500 qdisc pfifo_fast state UP 

mode DEFAULT qlen 1000 
link/ether 64 : 31 : 50 : 18 : 80 : 8f brd ff : ff : ff : ff : ff : ff 

C reate a act ive-backu p tea m ing  i nte rface ca l l ed  t eam0 a n d  ass ig n its 1 Pv4 sett i ngs. 

D 2.1 .  C reate the  t eam0 connect ion .  

[ root@serve rx - ] #  nmcli c o n  a d d  type team con - name tearne ifnarne teame 

config ' { " runner " :  { " name " : "activebacku p " } } ' 

Connection ' team0 ' ( 5dc435ac - e4ac - 403a - 8e8f - 163b163bf49b ) successfully 
added . 
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D 2 .2 .  Def i n e  the  1 Pv4 sett i ngs  fo r  t eame. Ass ig n it  the  I P  add ress 192.168.0.100/24; the  
method  for IP  shou l d  be stat ic .  

[ r oot@serverx -]# nmcli con mod  team0 ipv4 . add resses ' 192 . 168 . 0 . 100/24 ' 

[ root@serverx - ] #  nmcli con mod team0 ipv4 . method manual 

D 3. Assi g n  enol a n d  eno2 as port i nterfaces for teame. 

[ root@serverx - ] #  nmcli con add type team - slave con - name teame - port1 ifname eno1 

master teame 

Connection ' team0 - port1 ' ( f5664c4e - 1d ba - 43f8 - 8427 - 35aee0594ed3 )  successfully 
added . 
[ root@se rve rX - ] #  nmcli con add type team - slave con - name team0 - port2 ifname eno2 

master  teame 

Connection ' team0 - port2 ' ( 174e4402 - b169 - 47d1- 859f - 9a4b3f30000f ) successfully 
added . 

D 4. Check  the  cu r rent  state of the  teamed i nterfaces on the  system. 

[ root@serverx -]# teamdctl teama state 

setup : 
runne r : activebackup 

ports : 
enol 

lin k watches : 

eno2 

link s ummary : up 
instance [ link_watch_0 ] : 

name : ethtool 
lin k : up 

lin k  watches : 
lin k summary : up 
instance [ lin k_watch_0 ] : 

name : ethtool 
lin k : up 

runner : 
active port : eno1 

Not ice how the  teamed i nterface immed ia te ly  becomes act ive with enol as  the  act ive 
port.  

D 5. Open a nother  term i n a l  a n d  ping the loca l  network gateway th rough  the t eame i n terface. 
Let th i s  ping cont i n u e  to run as  you perform the fo l l ow ing  steps. 

[ s t udent@serverx - ] $ ping -I team0 192 . 168 . 0 . 254 

PING 192 . 168 . 0 . 254 ( 192 . 168 . 0 . 254 ) f rom 192 . 168 . 0 . 100 team0 : 56 ( 84 )  bytes of 
data . 

64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=10 t tl=64 time=l . 08 ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=ll t tl=64 time=0 . 789 ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=12 t tl=64 time=0 . 906 ms 
. . .  Output omit ted . . .  

D 6. Go back to the other  root term ina l .  B r i ng  the active port of the tea med interface down 
and see its i m pact upon  t eame. 
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Gu ided  exerc ise 

[ root@serverX -]# nmcli dev dis enol 

[ roo t@serverx -]# teamdctl teama state 

setup : 
runner : activebac kup 

port s : 
eno2 

link watches : 
link s ummary : u p 
instance [ lin k_watch_0 ] : 

name : et htool 
lin k : up 

runner : 
active port : eno2 

The ping cont i nues to work because  t eame switched  ove r to the rem a i n i n g  po rt. 

D 7. Br i ng  the  or ig i n a l  port i n te rface back  u p  a n d  b r i ng  the  other  port i nterface down.  

[ root@serverX -]# nmcli con  up  team0 - port1  
Connection s uccessfully activated ( D - Bus active path : /org/freedes ktop/ 
Networ kManager/Activeconnection/10 ) 
[ root@serverX - ] #  nmcli dev dis eno2 

[ root@se rverx - ] #  teamdctl teama state 

setup : 
r unne r : ac tivebackup 

port s : 
encl 

lin k watches : 
lin k summary : u p 
instance [ link_watch_0] : 

name : ethtool 
link : up 

runner : 
active port : eno1 

Aga in ,  note how the ping cont i n ues to reach  the l oca l gateway. 

D 8. Br ing the  down port i nterface back up and observe how it affects the  tea med i nte rface, 
t eame. 
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66 

[ root@serverx - ] #  nmcli c o n  up  team0 - port2 

Connection successfully activated ( D - Bus active path : /org/freedesktop/ 
NetworkManager/ActiveConnection/11 ) 
[ root@serve rX - ] #  teamdctl teame state 

setup : 
runner : activebackup 

port s : 
enol 

link watches : 

eno2 

link summary : up 
instance [ link_watch_0 ] : 

name : eth tool 
link : u p 

lin k  watches : 
link summary : up 
instance [link_watch_0 ] : 

name : ethtool 
link : u p 

r u n ne r : I active po rt : enol 

The ping cont i nues  to contact the loca l  network gateway, and the cu rrent ly  act ive port 
i n terface does not change  when both port interfaces a re ava i l a b l e. 
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Manag i ng  N etwork Tea m i n g  

M a n a g i n g N etwo r k  Tea m i n g  

O bj ect ives 
Afte r com p l et i ng  th i s  sect ion ,  students shou l d  be ab l e  to t ro u b l eshoot a n d  change  the  
conf ig u rat ion  o f  a tea m i nterface. 

N etwork tea m i n g  confi g u rat ion  f i l es 
N etworkMa nager  c reates conf i g u rat ion  f i l es for network tea m ing  i n  t he  
/etc/sysconfig/network - scripts  the  same way i t  does  fo r  o the r  i nterfaces. A 
conf ig u rat ion  f i l e  is created for each  of the  i nterfaces: for the  tea m ,  a n d  each of the  ports. 

The conf i g u rat ion f i l e  for the tea m i nterface def ines the IP sett i ngs  for the i nterface. The 
DEVICETYPE vari a b l e  i nforms the i n i t ia l i zat ion  scr ipts th i s  i s  a network team interface. 
Para m eters for t eamd confi g u rat ion  a re def ined in the TEAM_CONFIG va r iab le. N ote that the  
contents of TEAM_CON F IG uses JSON syntax.  

# /etc/sysconfig/netwo rk - sc ripts/ifcfg - teame 
DEVICE=teame 
DEVICETYPE=Team 
TEAM_CONFIG= " {\ " runner\ " : { \ " name\ " : \ " b roadcas t\ " } } "  
BOOTPROTO=none 
IPADDR0=172 . 25 . 5 . 100 
PREFIX0=24 
NAME=teame 

L ONBOOT=yes 
The fo l l ow ing  is  a n  examp l e  conf i g u rat ion  f i l e  for a team port i nterface. 

I # /etc/sysconfig/netwo rk - sc ripts/ifcfg - teame -eth1 
DEVICE=eth1 
DEVICETYPE=TeamPo rt 
TEAM_MASTER=teame 
NAME=team0 - eth1 
ONBOOT=yes 

The DEVICETYPE va r ia b l e  informs the i n it i a l i zat ion scr i pts th is i s  a tea m port interface. The 
TEAM_MASTER var ia b l e  d ef i nes  wh i ch  team d evice it i s  a port for. 

Sett i n g  a n d  adj u st i n g  tea m config u rat ion  
I n i t ia l network tea m conf igu ra t ion  i s  set when  the  tea m in te rface i s  c reated.  The defa u l t r u n n e r  
i s  round robin, but  a d i fferent  r u n n e r  ca n be chosen by spec i fy i ng  a J S O N  str i ng  when  the  tea m 
i s  created with the  team . config subcommand .  Defa u l t  va l u es for r u n n e r  para m eters a re used 
when  they a re not spec i f ied .  

A d i fferent runner  can  be ass igned  to a n  ex ist i ng  tea m,  o r  runner  para m eters can  be a dj u sted 
us ing the  nmcli con mod command .  The conf i gu rat ion  cha nges can  be spec i f ied as  a 
J S O N  st r i ng  ( i n  the  case of s i m p l e  changes) or the  name  of a f i l e  w i th  a more com p l ex J S O N  
conf i g u rat ion  can  be g iven .  

nmcli con mod IFACE team . config JSON- configura tion - file - or - s t ring 

RH254- R H E L  7-en-1 -20140711 67 



< '4': ,. 
� 

Chapter 3. Conf i gu r i ng  L i n k  Aggregat ion and  Br i dg i ng  

The fo l l owi ng  exa m p l e  shows how to ass i gn  d i ffe rent pr io r i t ies to port i n te rfaces i n  a n  act ive ­

backup team:  

[ root@demo -]# cat  /tmp/team . conf 

{ 
' ' device " :  " team0 1 1 , 
" mcast_rej oin " :  { 

"count " :  1 
} ,  
" notify_pee r s " : { 

" count " :  1 
} , 
" po r t s " : { 

"eth1 " : { 
" p rio" : - 10 ,  
" sticky " : t r u e ,  

" link_watch " : { 
" name " : " ethtool" 

} 

" eth2 " : { 
" p rio " : 100 , 

" link_watch " : { 
" name " : " e t h tool" 

} 
} 

} ' 

-

-

-

-

-

-

-

-

-

-

1 1 r u nner 1 1 : { -. 
" name " : " activebackup " 

} 
} 
[ root@demo - ] #  nmcli con mod teama team . config /tmp/team . conf 

N ote 

Any changes  made  do n ot go i nto effect un t i l  t he  next t ime  the team i nterface i s  
brought up .  

The link_watch sett i ngs  i n  the  conf i gu rat ion f i l e  dete rm ines how the l i nk  state of the  port 
i nterfaces a re mon itored.  The defa u l t looks l i ke t he  fo l l ow ing ,  a n d  uses funct iona l i ty s i m i l a r  to 
the ethtool command to check the l i n k  of each  inte rface: 

" link_watch " : { 
" name " : " et htool" 

} 

Another  way to check  l i n k  state is to per iod ica l l y  use a n  A R P  p ing  packet to check for remote 
connect iv ity. Loca l a n d  remote I P  add resses a n d  t imeouts wou l d  have to be spec i f ied .  A 
conf i gu rat ion that  wou l d  acco m p l ish  that  wou l d  l ook  s i m i l a r  to the  fo l l ow ing :  

" lin k_watc h " : {  

} ,  

68 

1 1 name " : 1 1 a rp_ping 1 1 , 
"interval " : 100 , 
" missed_max " :  30 , 
" sou rce_host " :  " 192 . 168 . 23 . 2 " ,  
" target_hos t " : " 192 . 168 . 23 . 1 " 
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Tro u b l eshoot i ng  n etwork teams 

N ote 

Be aware that  o mitted opt ions  revert to t h e i r  defa u l t va l u es when  t h ey a re not 
spec i f ied i n  t he  J S O N  f i l e. 

Tro u b l eshoot i n g  n etwork tea ms 
The teamnl a n d  t eamd c t l  commands  a re very usef u l  for t roub l eshoot i n g  network teams.  
These com m a nds  o n l y  work on  network tea ms  that a re up .  The fo l l owi ng  exa m p les  show some 
typica l u ses for t hese commands.  

D i sp l ay the  tea m ports of the  t eama i nterface: 

( root@demo - ] #  t eamnl teama ports  

4 :  eth2 : u p 0Mbit H D  
3 :  eth1 : u p  0Mbit H D  

D isp l ay  the  cu rren t l y  act ive port o f  teama: 

[ root@demo - ] #  t eamnl teama getoption activeport 

3 

Set the  opt ion  for t h e  act ive port of t eama: 

I [ root@demo -] # teamnl teama

. 

setop

_

t

_

i

_

o

_

n

_

a

_

c

_

t

_

i

_

ve

_

p

_

o

_

r

_

t

_

3

�----------�---� 

Use teamdctl  to d i sp l ay  the cu rrent state of t he  teama i nte rface: 

[ root@demo - ] #  teamdctl teama state 

set u p : 
r u n ne r : activebackup 

po rts : 
eth2 

lin k watc hes : 

eth1 

link summary : up 
instance [link_watch_0 ] : 

name : e t htool 
lin k :  up 

lin k watches : 
link summary : u p 
ins tance [link_watch_0 ] : 

name : ethtool 
link : up 

runner : 
active port : eth1 

Use teamdctl to d i sp l ay  the  cu rrent  JSON conf i gu rat ion  for teama: 
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[ root@demo - ] #  teamdctl teama config dump 
{ 

} 

70 

" device " : " team0 " , 
" mcas t_rej oin " :  { 

" co u n t " :  1 
} ,  
" no t ify_pee r s " : { 

" c o u n t " :  1 
} , 
" po r t s " : { 

} , 

" e t h 1 " : { 

} ,  

" lin k_watc h " : { 
" name " : " e t h tool"  

} ,  
" p rio " : - 1 0 ,  
" s t icky" : t r ue  

" e t h 2 " : { 

} 

" lin k_watch " : { 
" name " : " e t h tool"  

} ,  
" p rio " : 100 

" r u n n e r " :  { 
1 1 name 1 1 : " ac t ivebac k u p "  

} 

Refe re n ces 

teamd . conf(5)  a n d  teamnl(8) m a n  pages 
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Pract ice:  Ma nag ing  N etwork Tea m i n g  

P ract ice:  M a n a g i n g  N etwo r k  Tea m i n g  

G u i d ed exerc ise 

I n  t h i s  l a b, you wi l l  manage  your  network team i nterface. You w i l l  deact ivate it ,  change  i ts r u n n e r  
to round robin,  and  react ivate i t .  You wi l l  use t eamdctl  a n d  teamnl t o  g e t  i nformat ion  a bout  

the  team in terface. 

Resou rces: 

Files: /etc/sysconfig/netwo r k - sc ript s/ifcfg - *  

Machines: serverx 

O utcomes: 

A network tea m i nterface ca l l ed  t eame wi l l  have a stat i c  IP add ress of 192.168.0.100/24 and w i l l  
be  b u i l t u p o n  two port i n terfaces:  eno1 a n d  eno2. I t s  r u n n e r  w i l l  be  cha nged t o  round robin,  

then changed  back to activebackup .  

Before you begin . . .  

• Com p l ete the Conf igur i ng  N etwork Tea m ing  pract ice exerc ise i n  the  prev ious sect ion .  Th is  
exerc ise uses the  teamed i nterfaces created i n  that  p ract ice exerci se. 

• Log i nto you r  server system a n d  become root.  

D 1 .  

[ s t u den t@se rverx -]$  sudo -i  

Get the i n i t i a l  s tate of the  teamed i nte rfaces on  the  system.  

[ r oot@se rverx - ] #  t eamdctl teama state 

s e t u p : 
r u n ne r : ac t ivebac k u p  

p o r t s : 
eno1 

lin k watches : 

eno2 

lin k s ummary : up 
instance [ lin k_watch_0 ] : 

name : e t h t ool 
lin k : up 

lin k wat c h e s : 
lin k summary : u p  
i n s t ance [ lin k_wat c h_0 ] : 

name : e t h t ool 
lin k : up 

r u n ne r : 
I ac tive p o r t : eno1 

������--� 
D 2 .  Examine  the  conf i gu ra t ion  f i l es c reated by  NetworkMa nager  that  app l y  to the  tea m 

i nterfaces a n d  its ports.  

D 2.1 .  D i sp l ay  the  f i l e  f o r  t he  tea m i nterface a n d  note h o w  i t  def ines the  r u n n e r  t o  be  
used  a n d  the 1 Pv4 n etwork sett i ngs  fo r  the  i nterface. 

R H254- R H E L  7-en-1 -20140711 71 



Chapter 3. Conf i g u ri n g  L i n k  Aggregat ion and  Br idg i n g  

7 2  

[ r oot@serverX - ] #  cat /etc/sysconfig/network- scripts/ifcfg - teama 

DEVICE=t eam0 
TEAM_CON FIG= " { \ " r u n n e r\ " : { \ " name\ " : \ " ac t ivebac k u p\ " } } "  
DEVICETYPE=Team 
BOOTPROTO=none 
DEFROUTE=ye s 
I PV4_FAI LURE FATAL=no 
I PV6 I N I T=yes 
I PV6_AUTOCONF=yes 
I PV6_DEFROUTE=yes 
I PV6_FAI LURE_FATAL=no 
NAME=team0 
UUI D=5dc435ac - e4ac - 403a - 8e8f - 163b163bf49b 
ONBOOT=yes 
I PADDR0=192 . 168 . 0 . 100 
PREFIX0=24 

' I PV6_PEERDNS=yes 
I I PV6_PEERROUTES=ye s 

D 2.2. D i sp lay  the  conf ig u rat ion f i les for the  port  i n terfaces. Ta ke spec ia l not ice of the 
va l ues of the  TEAM_MASTER a n d  DEVICETYPE she l l  va r iab l es. 

[ root@se rverX - ] # cat /etc/sysconfig/netwo r k - script s/ifcfg - teama - port1 

BOOTPROTO=dhcp 
DEFROUTE=yes 
PEERDNS=yes 
PEERROUTES=yes 
IPV4_FAI LURE_FATAL=no 
IPV6 I N IT=yes 
IPV6_AUTOCONF=yes 
IPV6_DEFROUTE=yes 
IPV6_PEERDNS=yes 
IPV6_PEERROUTES=yes 
IPV6_FAI LURE_FATAL=no 
NAME=t eam0 - p o r t 1  
UUI D=f5664c4e - 1dba - 43f8 - 8427 - 35aee0594ed3 
DEVICE=eno1 
ONBOOT=yes 
TEAM_MASTER=t eam0 
DEVICETYPE=TeamPo r t  
[ r oot@serverX - ] #  cat /etc/sysconfig/network- script s/ifcfg - team0 - port2 

BOOTPROTO=dhcp 
DEFROUTE=yes 
PEERDNS=yes 
PEERROUTES=yes 
IPV4_FAI LURE_FATAL=no 
IPV6I N I T=yes 
IPV6_AUTOCONF=yes 
IPV6_DEFROUTE=yes 
IPV6_PEERDNS=yes 
I PV6_PEERROUTES=yes 
I PV6_FAI LURE_FATAL=no 
NAME=t eam0 - po r t 2  
UUID=174e4402 - b169 - 47d1 - 859f - 9a4b3f30000f 
DEVICE=eno2 
ONBOOT=yes 
TEAM_MASTER=t eam0 
DEVICETYPE=TeamPo r t  
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Gu ided  exerc ise 

D 3.  Br ing the  t eame i nterface down and ed i t  the  conf i g u rat ion  f i l e  to use t he  round robin 

r u n n e r. 

D 3.1 .  B r i n g  the  teame i nterface down .  

I [ root@se rve rx - ] # nmcli dev dis t eamEI 

D 3.2. Ed i t  t he  conf ig u rat ion  f i l e  for t eame a n d  adjust  it to use t h e  round robin runner. 

[ root@serverX - ] #  vim /etc/sysconfig/network - sc ript s/ifcfg - teamEI 

[ root@serverx - ] #  g rep runner /etc/sysconfig/netwo r k - scripts/ifcfg - teamEI 
TEAM_CONFIG= " {\ " r u n n e r \ " : {\ " n ame\ " : \ " round robin\ " } } "  

D 3.3. Use  nmcli t o  make N etwork M a nager  re load  the u pdated conf i g u rat ion .  

[ r oot@serverx - ] #  nmcli c o n  load /etc/sysconfig/netwo r k - sc ript s/ifcfg -
- teamEI 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

D 4. Br i ng  the  t eame i nterface back  up .  

D 4.1 .  Te l l  N etworkMa nager  to  act ivate t eame. 

[ root@serverX - ] #  nmcli con up teamEI 

Connec t ion successfully act ivated ( D - Bus  ac t ive pat h : /org/f reedesktop/ 
Networ kManager/Ac t iveconnec t ion/12 ) 

D 4.2. Check  the  cu rrent state of t eam0. 

[ r oot@serverX - ] #  teamdctl t eam0 state 

s e t u p : 
r u n n e r : round robin 

D 4.3. Log i nto a nother  w indow and ping the loca l  network  gateway t h rough  the  t eam0 

i n te rface. 

[ root@serverx - ] #  ping -I t eama 192 . 168 . El . 254 
P I N G  192 . 168 . 0 . 254 ( 192 . 168 . 0 . 254 ) f r om 192 . 168 . 0 . 100 t eam0 : 56 ( 84 )  bytes 

of data . 
F r om 192 . 168 . 0 . 100 icmp_seq=1 Destination Host  U n reachable 
F rom 192 . 168 . 0 . 100 icmp_s eq=2 Des t ination Host U n r eachable 
F rom 192 . 168 . 0 . 100 icmp_seq=3  Destination Host U n r eachable 
. . .  o u t p u t  omit ted  . . .  

The ping com m a n d  fa i l s  to contact t he  gateway because the  tea med i nterface 
does n ' t  have any act ive ports.  

D 5. Act ivate o n e  of the port i nterfaces for teame. 

D 5.1 .  Use  nmcli to act ivate the  t eame - por t l  i nterface. 
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[ r oot@serverX - ] #  nmcli c o n  up teama - po r t l  

Connection successfully ac t ivated ( D - Bu s  act ive path : /org/freede s k top/ 
Netwo r kManager/Ac t iveConnec t ion/13 ) 

D 5.2. D isp lay  the  state of t he  teamed i nterface. 

[ root@serverX - ] #  teamdctl teama state 

setup : 
runne r : round robin  

por t s : 
eno1 

lin k watc he s : 
link  summary : up  
i n s t ance [ li n k_watch_0 ] : 

name : e t h t ool 
lin k : up 

D 5.3. ping the l oca l network gateway th rough the teame i nterface. I t  shou l d  be a b l e  to 
reach the  gateway. 

[ root@serverX - ] #  ping - I  teama 192 . 168 . 0 . 254 

PING 192 . 168 . 0 . 254 ( 192 . 168 . 0 . 254 ) from 192 . 168 . 0 . 100 team0 : 56 ( 84 )  bytes 
of dat a .  

64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=1 t t l=64 t ime=0 . 516 ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=2 t t l=64 t ime=0 . 703 ms 
64 bytes from 192 . 168 . 0 . 254 : icmp_seq=3 t t l=64 t ime=0 . 422 ms 

D 6. Br i ng  u p  the other  team port for t eame. 

D 6.1 .  Use nmcli to  act ivate the  teame - port2  i nte rface. 

[ root@se rverX - ] #  nmcli con up teama - port2  

Connection successfully ac t ivated ( D - Bu s  act ive path : /o rg/freed e s k top/ 
Netwo r k Manager/Ac t iveConnect ion/14 ) 

D 6.2. D isp lay  the updated state of t he  teamed i nterface. 

[ root@se rve rX - ] #  teamdctl team0 state 

setup : 
runne r : round robin 

p o r t s : 
eno1 

lin k watches : 

eno2 

link s ummary : up 
i n s t ance [ li n k_wat c h_0 ] : 

name : e t h t ool 
lin k : up 

lin k watches : 
link s umma ry : u p  
instance [ li n k_watch_0 ] : 

name : e t h t ool 
lin k : up 

D 7. Use t eamdctl to d i sp l ay the  confi g u rat ion  for teame. 

7 4 R H254-RHEL  7-en-1 -20140711 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

Gu ided  exerc ise 

[ root@serverX -]# t eamdctl teame config dump 

{ 

} 

" device " : " team8 " , 
" po r t s " :  { 

} , 

" enol" : { 
" lin k_wat c h " : { 

" name " : " e t h tool " 
} 

} ,  
" eno2 " : { 

" link_wa t c h " : { 
" name " : " e t h tool"  

} 
} 

' 1 r u n n e r 1 1 : { 
" name " : " ro u n d r o b i n "  

} 

D 8.  Use  the t eamnl com mand  to d i sp l ay the  t unab l e  opt ions  for t eame. 

[ root@serverx - ] #  t eamnl teame options 

que ue_id ( po r t : eno2 ) 8 
p riority ( po r t : eno2 ) 8 
u s e r_lin k u p_enabled ( po r t : eno2 ) false 
u s e r_linkup  ( po r t : eno2 ) t r ue 
enabled ( po r t : eno2 ) t r u e  
que ue_id ( po r t : enol ) 8 
p r io rity ( po r t : enol ) 8 
u s e r_lin k u p_enabled ( po r t : enol ) false 
u s e r_linkup  ( po r t : enol ) t r ue 
enabled ( po r t : enol ) t r u e  
mcast_rej oin_inte rval 8 
mcast_rej oin_cou n t  8 
not ify_pee r s_inte rval 8 
notify_pee r s_coun t  8 
mode round robin 

D 9. Mod ify the  teame i n terface so it uses the  ac tivebac kup r u n n e r  i nstead of 
round robin. 

D 9.1 . The i nterface can  o n l y  be mod i f ied  after it is b ro u g ht d own .  

[ root@se rve rX - ] #  nmcli dev d i s  teame 

D 9.2. Use nmcli to t une  the tea med i nterface to use the activebackup r unne r. 

[ root@serverX - ] #  nmcli con mod teame team . config ' { " runner " : { " name " : 

" activebackup " } } ' 

D 9.3. Exa m i n e  the changes  made  to the  i nterface 's  conf ig u rat ion  f i l e. 
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[ root@serverX - ] #  cat /etc/sysconfig/netwo r k - scripts/ifcfg - teama 

DEVICE=t eam0 
TEAM_CONFIG= " { \ " runn e r \ " :  { \ "name \ " :  \ "ac t i vebackup \ "}} " 

DEVICETYPE=Team 
BOOTPROTO=none 
DEFROUTE=yes 
I PV4_FAILURE_FATAL=no 
IPV6I NIT=yes 
I PV6_AUTOCONF=yes 
IPV6_DEFROUTE=yes 
I PV6_FAI LURE_FATAL=no 
NAME=t eam0 
UUID=5dc435ac - e4ac - 403a - 8e8f - 163b163bf49b 
ONBOOT=yes 
IPADDR0=192 . 168 . 0 . 100 
PREFIX0=24 
I PV6_PEERDNS=yes 
IPV6_PEERROUTES=yes 

D 10. React ivate the  teamed  i n terface and  both of i ts port  i nterfaces. 

76 

D 10 .1 .  Use nmcli to act ivate the tea med i nterface. 

[ root@serverX - ] #  nmcli con up team0 

Connec t ion successfully ac t ivated ( D - Bu s  ac t ive pat h : /org/freedesktop/  L Netwo r kManager/Ac t iveConnect ion/15 ) 

D 1 0.2 .  D i sp lay  i ts  i n it i a l  state. N ote that  t he  port i nterfaces d i dn ' t  get act ivated.  

[ r oot@serverX -]# teamdctl teama state 

setup : 
r u n ne r : activebac k u p  

r u n ne r : 
ac t ive p o r t : 

D 10.3.  Activate the  two port i nterfaces a n d  d i sp l ay the  resu l t i ng  teamed i nterface state. 
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Gu ided  exerc ise 

[ root@serverx - ] #  nmcli con up  teama - portl  

Connection succes sfully ac t ivated ( D - Bu s  ac tive pat h : /org/f reedesktop/ 
Netwo r k Manage r/Ac t iveconnec t ion/16 ) 
[ root@serverx - ] #  nmcli con up teama - port2 

Connec t ion successfully ac t ivated ( D - Bu s  active p at h : /org/f reedesktop/ 
Netwo r k Manage r/Ac t ivecon n e c t ion/17 ) 
[ root@serverx - ] #  teamdctl t eama state 

s e t u p : 
r u n ne r : ac t ivebac kup  

p o r t s : 
enol 

link  wat c h e s : 

eno2 

link s ummary : up  
i n s t ance [ li n k_wa t c h_0 ] : 

name : e t h t ool 
lin k : u p  

lin k wat c he s : 
link s umma ry : up  
instance [ li n k_wat c h_0 ] : 

name : e t h t ool 
lin k : up 

r u n ne r : 
act ive po r t : enol 

Restart ping and m a ke s u re it  works o nce the  f i rst port i nte rface i s  brought back  
up .  

[ roo t@serverx - ] #  ping - I  teame 192 . 168 . 0 . 254 

PING  192 . 168 . 0 . 254 ( 192 . 168 . 0 . 254 ) f r om 192 . 168 . 0 . 100 team0 : 56 ( 84 )  bytes 
of data . 

64 bytes  f rom 192 . 168 . 0 . 254 : icmp_seq=l t t l=64 t ime=0 . 516 ms  
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=2 t t l=64 time=0 . 703 ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=3 t tl=64 t ime=0 . 422  ms  

D 1 1 .  Use the  t eamnl to d i sp l ay the opt ions  ava i l a b l e  to a n  ac tivebackup tea m d ev ice. 

[ r oot@s e rverx - ] #  teamnl teama options 

queue_id ( po r t : eno2 ) 0 
p riority  ( po r t : eno2 ) 0 
u s e r_lin k u p_enabled ( po r t : eno2 ) false 
u s e r_li n k u p  ( po r t : eno2 ) t r ue 
enabled ( po r t : eno2 ) false 
q u e ue_id ( po r t : enol ) 0 
p r iority  ( po r t : enol ) 0 
use r_lin k u p_enabled ( po r t : enol ) false 
u s e r_li n k u p  ( po r t : enol ) t r ue 
e n abled ( po r t : enol ) t r ue  
ac t ivepo r t  3 
mcast_rej oin_inte rval 0 
mcast_rej oin_count  1 
notify_p e e r s_inte rval 0 
notify_pee r s_cou n t  1 
mode ac t ivebac k u p  
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Conf i g u ri n g  Softwa re B ri d g es 

O bject ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be a b l e  to  conf ig u re and  t roub l eshoot l oca l 
software br idges  and  associated i nterfaces.  

Softwa re br idges 
A n etwork br idge  is a l i n k- l ayer d ev ice that  forwa rds t raff ic between networks based on M AC 
a d d resses. I t  l earns  what  hosts a re connected to each network ,  b u i l d s  a tab l e  of MAC add resses, 
t hen  makes packet forward i ng  dec i s ions  based on  that ta b l e. A softwa re br idge can be used i n  
a L i n u x  env i ron ment  t o  e m u late a h a rdware br idge. T h e  most common a p p l icat ion for software 
br i dges i s  in v i rtua l izat ion app l i cat ions  for shar ing  a ha rdware N I C  among  one or more v i r tua l  
N I  Cs .  

Confi g u re softwa re b ridges 
The nmcli can be used to conf i g u re software br idges persistent l y. Fi rst. the  software br idge  i s  
c reated,  t hen  ex ist ing interfaces a re connected to it .  For exa m p l e, the  fo l l owing commands  wi l l  
c reate a b r i dge  ca l l ed  b r a  a n d  attach both t h e  ethl a n d  eth2  i nterfaces t o  i t .  

[ root@demo -]# nmcli con add type bridge con - name bra ifname bra 

[ root@demo - ] #  nmcli con add type b ridge - slave con - name bra - port1 ifname eth1 master bra  

[ root@demo -]#  nmcli con add type b ridge - slave con - name bra - port2 ifname eth2 master bra  

N ote 

NetworkManager  can  on l y  attac h  Ethernet i nterfaces to a br idge. It does not support 
aggregate i nterfaces, such as  a teamed or  bonded i nte rface. These m ust be conf ig u red 
by m a n i p u la t i ng  the conf igu rat ion  f i l es i n  /etc/sysconfig/netwo r k - scripts .  

Softwa re br idge configurat ion f i les  

Software br idges a re managed by i nterface conf ig u rat ion f i l es  found i n  the  
I etc/ sysconf ig/network - scripts  d i rectory. There i s  a n  i fcfg - * conf i gu rat ion fi l e  for 
each software br idge.  

The fo l l ow ing is  a sample conf i g u rat ion  f i le  for a software br idge :  

,--
# /etc/ sysconfig/netwo r k - s c r i p t s /ifcfg - b r1 
DEVICE=b r1 
NAME=b r 1  
TYPE=Bridge 
BOOTPROTO=none 
I PADDR0=172 . 25 . 5 . 100 
PREFIX0=24 

i STP=yes 
i BRIDGING�OPTS=priority=32768 
L_��������-��- ·�������--�- --���������� 

The TYPE=Bridge def i n i t ion  spec i f ies that  th i s  is a software br idge. BRIDGING_OPTS def ines 
add i t i ona l  b r idge  opt ions .  N ote that  th is  br idge has  been ass ig ned  a stat ic IP  address. 
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Confi gu re softwa re br idges 

The fo l l ow ing  conf i gu rat ion  f i l e  attaches a n  Ethernet i nterface to a softwa re br idge :  

# /etc/sysconfig/netwo r k - sc r i p t s /ifcfg - b r 1 - p o r t 0  
TYPE= E t h e r net 
NAME=b r 1 - p o r t 0  
DEVICE=e t h 1  
ONBOOT=yes 
BRIDGE= b r 1  

The s ing le  va r ia b l e  def i n i t ion ,  BRIDGE=brl, i s  what t ies  t h i s  i n terface to the softwa re br idge, 

b r l. 

N ote 

To i m p lement  a software b r i dge  on a n  ex ist i ng  tea med or bonded  n etwork  i nterface 
m a naged  by N etworkManager, N etworkManager  w i l l  have to be d i sab led s i nce i t  o n l y  
s u p ports br idges on  s im p l e  Ethernet i nterfaces. Conf i g u rat ion  f i l e s  f o r  the  b r i d g e  w i l l  
have t o  be created by h a n d .  The  i f u p  a n d  ifdown u t i l i t i es can  be used to manage  the  
software b r i dge  a n d  othe r  network in terfaces. 

The b r c t l  show com m a nd w i l l  d i s p l ay softwa re br idges and the l i st of i n terfaces attached to 
them .  

[ roo t@demo - ] #  brctl show 

b r idge name b ridge id 
b r 1  8000 . 52540001050b 

Refe re n ces 

STP enabled 
yes 

nmcli - examples(5) and b r c t l(8)  man pages 
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P ract i ce:  Co nfi g u ri ng Softwa re B ri d g es 

Gu ided exerc ise 

I n  th i s  l a b, you w i l l  c reate a network br idge. 

Resou rces: 

Files: /etc/sysconfig/netwo r k - script s/ifcfg - *  

M achines: serverX 

O utcomes: 

A network  br idge  ca l l ed  brl w i l l  be attached to the enol network i nte rface. I t  wi l l  have a stat ic  
IP  address of 1 92.1 68.0.100/24. 

Before you begin . . .  

• Reset the  serverX system.  

• Log i nto a n d  set  u p  you r  se rverx system.  

[ s t udent@serverX - ]$  lab  teambridge setup 

• Become the  root user. 

[ s t u dent@serverX - ] $  sudo - i  

D 1 .  Def ine a softwa re br idge ca l l ed b r l  a n d  ass i g n  i t  a stat ic 1 Pv4 add ress of 
192.168 .0.100/24. 

D 1 .1 .  U s e  nmcli to create t h e  softwa re br idge. 

[ r oot@serverX - ] #  nmcli con add type bridge con - name brl ifname brl 

Connection ' b r1 ' ( d9d56520 - 574a - 4e2a - 9f43 - b593a1bdff6 1 )  successf ully 
added . 

D 1 .2 .  Conf i g u re t he  1 Pv4 add ress ing  for the  interface. 

[ root@serve rX - ] #  nmcli con mod br1  ipv4 . add resses 192 . 168 . 0 . 100/24 

[ root@serverX - ] #  nmcli con mod brl  ipv4 . method manual 

D 2.  Attach the  enol i nterface to the  brl software br idge. 

[ root@serverX - ] #  nmcli con add type bridge - slave con - name b r 1 - port0 ifname enol 

master  brl 

Connec t ion ' b r1 - p o r t 0 ' ( 5f5e7ea8 - b507 - 4c10 - a61f - 779369cf82ee ) successfully added . 

D 3. I nspect the conf i g u rat ion f i l es that were c reated for the software br idge  by 
N etworkManager. Look for va r i ab les that  con n ect the two i nterfaces. 
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D 4. 

D 5. 

[ root@se rverx - ] # cat /etc/sysconfig/netwo r k - script s/ifcfg - br1 

DEVICE=b r1 

STP=yes 
TYPE=Bri dge 

BOOTPROTO=none 
DEFROUTE=yes 
I PV4_FAI LURE_FATAL=no 
I PV6 I N I T=yes 
I PV6_AUTOCONF=yes 
I PV6_DEFROUTE=yes 
I PV6_FAI LURE_FATAL=no 
NAME= b r l  
U U I D=d9d56520 - 574a - 4e2a - 9f43 - b593albdff61 
ON BOOT=yes 
I PADDR0=192 . 168 . 0 . 100 
PREF IX0=24 
BRIDGING_OPTS=p rio rity=32768 
I PV6_PEERDNS=yes 
I PV6_PEERROUTES=yes 

Gu ided  exercise 

[ root@s e r v e rx -]# cat /etc/sysconfig/netwo r k - script s/ifcfg - br1 - porta  

TYPE=E t h e r n e t  
NAME=b r1 - p o r t 0  
U U I D=5f5e7ea8 - b507 - 4c10 - a61f - 779369cf82ee 
DEVICE=eno1 
ONBOOT=ye s 
BRIDGE=b r1 

D isp l ay  t he  l i n k  status  of the  network  i nterfaces. 

[ r oot@s e rverx - ] #  ip link 
1 :  lo : <LOOPBACK, U P , LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT 

lin k/loopback 00 : 00 : 00 : 00 : 00 : 00 brd 00 : 00 : 00 : 00 : 00 : 00 
2 :  e t h 0 : <BROADCAST , MULTICAST , U P , LOWER_UP> m t u  1500 qdisc  pfifo_fast  state  UP 

mode DEFAU LT qlen 1000 
lin k / e t h e r  52 : 54 : 00 : 00 : XX : 0b b r d  ff : ff : ff : ff : ff : ff 

4 :  enol : <BROADCAST , MU LTICAST , U P , LOWER_UP> m t u  1500 qdisc  pfifo_fast mas t e r  b r l  
state  UP  m o d e  DEFAULT q l e n  1000 

lin k / e t h e r  00 : 10 : 18 : 2b : 98 : 85 brd ff : ff : ff : ff : ff : ff 
6 :  eno2 : <BROADCAST , MU LTICAST , U P , LOWER_UP> mtu  1500 qdisc  pfifo_fast  state  UP 

mode DEFAU LT qlen 1000 
link/et h e r  64 : 31 : 50 : 18 : 80 : 8f b r d  ff : ff : ff : ff : ff : ff 

7 :  b r l : <BROADCAST , MU LTICAST , U P , LOWER_UP> m t u  1500 qdisc  noqueue s t ate  UP mode 
DEFAU LT 

lin k/e t h e r  00 : 10 : 18 : 2b : 98 : 85 b r d  ff : ff : ff : ff : ff : ff 

Use brctl  to d i sp l ay i nformat ion a bout  software br idges on  the  system.  

[ root@serverX  - ] #  b r c t l  show 

b ridge name b ridge id 
b r l  8000 . 52540001050b 

STP enabled 
yes 

inte rfaces 
enol 

D 6. Ping the  loca l  network gateway u s i n g  the softwa re br idge. 
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[ root@serverX - ] #  ping - I  brl 192 . 168 . 0 . 254 

PING  192 . 168 . 0 . 254 ( 192 . 168 . 0 . 254 ) f rom 192 . 168 . 0 . 100  b r l : 56 ( 84 )  bytes of data . 
64 bytes f r om 192 . 168 . 0 . 254 : icmp_seq=10 t t l=64 t ime=0 . 520  ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=11 t t l=64 t ime=0 . 470  ms 
64 bytes f r om 192 . 168 . 0 . 254 : icmp_seq=12 t t l=64 t ime=0 . 339 ms 
64 bytes f rom 192 . 168 . 0 . 254 : icmp_seq=13 t t l=64 t ime=0 . 294 ms 
. . .  O u t p u t  omitted  . . .  
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Lab:  Conf i g u r i ng  L i n k  Aggregat ion  and  Br i dg i ng  

La b:  Conf i g u ri n g  L i n k  Ag g reg a t i o n  a n d  

B ri d g i ng 

Performa nce c h e c k l i st 

I n  th i s  l a b, you w i l l  c reate a b r i dge  that  is con nected to a n etwork team in terface. 

Resou rces: 

Files: /etc/sysconfig/network - s c r ipt s/ifcfg - * 

M achines: se rve rX 

Outcomes:  

serverX wi l l  have a n  activebac kup  tea m i nte rface, ca l l ed t eame. The teame i nterface w i l l  
be  b u i l t  u p o n  the  port i n terfaces enol a n d  eno2. teame w i l l  be  attached t o  a br idge, ca l l ed  
b r teame. The b r i dge  w i l l  have a stat ic  I P  a d d ress o f  192.1 68.0.100/24. 

Before you begin . . .  

• Reset the  serverX system.  

• Log i nto and set  u p  you r  se rverX system.  

! [ s t ud e n t@serverX - ]$  lab  teambridge setup 
i 

• Become the  root user. 

i ! [ s t uden t@se rverX - ] $  sudo - i  

L 

1 .  Conf i rm t h a t  e n o l  and  e n o 2  a re ava i l a b l e  f o r  use.  D i s p l a y  the cu rrent state of the  ex ist i ng  
network i nterfaces. enol  a n d  eno2  wi l l  be  the  port i nte rfaces that  w i l l  be  tea med i nto a 
s i n g l e  i nterface. 

2. 

3. 

4. 

5 .  

6. 

C reate an activebackup n etwork team in te rface ca l l ed  teame. 

Disa b l e  the t eame d evice t hen  the N etwork Manager  serv ice. 

M a n i p u l ate the i nterface conf i g u rat ion  f i l es so that the teame i nterface is  attached 
to a software br idge  ca l l e d  b r teame. The br idge shou l d  have a s tat i c  IP  add ress of  
1 92 .1 68.0.1 00/24. 

Reset the  network to sta rt the  new br idge, brteamEI, a n d  react ivate the  teame i nterface. 

Reboot serverx, log i n  as  student ,  and test the network con nect iv i ty of the new br idge ,  
b r teame. Verify you r  conf i g u rat ion  by r u n n i n g  lab t eamb ridge g rade. 
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So lut ion  

I n  th i s  l ab ,  you wi l l  create a br idge that  i s  con nected t o  a network tea m i nterface. 

Resou rces: 

Files: /etc/sysconfig/netwo r k - sc ripts/ifcfg - *  

M achines: serverX 

Outcomes: 

serverX wi l l  have a n  act ivebackup tea m i nterface, ca l l ed  teama. The team0 i nterface wi l l  
b e  bu i l t  upon  the  port i nterfaces eno1 a n d  eno2. team0 wi l l  b e  attached t o  a br idge, ca l l ed  
b r t eam0. The br idge  w i l l  have a stat i c  IP  add ress of 1 92.1 68.0.100/24. 

Before you begin . . .  

Reset the  serverX system. 

Log into and set u p  you r  serverX system.  

[ s t udent@serverX - ] $ lab teambridge setup 

Become the  root user. 

[ st uden t@se rverX - ] $  sudo - i  

1 .  Conf irm that  eno1 a n d  eno2 a re ava i l a b l e  fo r  u se. D i sp l ay the  current  state o f  the  ex ist i ng  
network i nterfaces.  eno1 and  eno2 wi l l  be the  port i nterfaces that  w i l l  be  tea med i nto a 
s i ng l e  i nte rface. 

[ root@se rverx - ] #  ip link 

1 :  lo : < LOOPBACK, UP , LOWER_UP> m t u  65536 qdisc  noqueue state UNKNOWN mode DEFAULT 
lin k/loopbac k 00 : 00 : 00 : 00 : 00 : 00 b r d  00 : 00 : 00 : 00 : 00 : 00 

2 :  eth0 : <BROADCAST , MULTICAST , U P , LOWER_UP> m t u  1500 qdisc pfifo_fast s t a t e  UP mode 
DEFAULT q len 1000 

link/e t h e r  52 : 54 : 00 : 00 : XX : 0b brd ff : ff : ff : ff : ff : ff 
4 :  enol : <BROADCAST , MU LTICAST , U P , LOWER_UP> m t u  1500 qdisc pfifo_fast s t a t e  UP mode 

DEFAULT q len 1000 
lin k/e t h e r  00 : 10 : 18 : 2b : 98 : 85 brd ff : ff : ff : ff : ff : ff 

6 :  eno2 : <BROADCAST , MU LTICAST , U P , LOWER_UP> m t u  1500 qdisc pfifo_fast  s t a t e  UP mode 
DEFAULT qlen 1000 

link/e t h e r  64 : 31 : 50 : 18 : 80 : 8f brd ff : ff : ff : ff : ff : ff 

2.  C reate an  act ivebac kup network team i nterface ca l l ed  team0. 

2.1 .  Create the network team i nterface a n d  ca l l  i t  team0. 

[ root@se rverX - ] #  nmcli con add type team con - name teame ifname teame \ 

> config ' { " runne r " : { " name" : " activebackup " } } ' 

Connec tion  ' team0 ' ( 2f608473 - ff8b - 4a0d - b250 - 79567e3f4a13 ) succes sfully added . 

2.2. Ass i gn  eno1 a n d  eno2 as network port  i nte rfaces for team0. 

_J 
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So lu t ion  

[ root@serverX - ] #  nmcli c o n  a d d  type team - slave con - name team0 - port1  ifname eno1 

master  teama 

Connec tion  ' team0 - po r t 1 ' { 3367d0ef - deb5 - 444b - bc01- 0ed3825615a9 ) succes sfully 
added . 

[ root@se rverX - ] #  nmcli con add type team - slave con - name team0 - port2  ifname eno2 

master  teama 

Connec tion  ' t eam0 - po r t 2 ' { 4951d25b - a454 - 4735 - 8c 7 b - a51b983df56b ) successfully 
added . 

2.3.  Conf i rm the  t eam0 i n terface is u p  a n d  work i ng  proper ly. 

[ root@serverX - ] #  teamdctl team0 s t ate 

setup : 
r u n ne r : act ivebac k u p  

p o r t s : 
enol 

link  wat ches : 

eno2 

link s ummary : up  
i n s t ance [ li n k_wat c h_0 ] : 

n ame : e t h tool 
lin k : up  

link  watches : 
link  s ummary : u p  
i n s t ance [link_wat c h_0 ] : 

n ame : e t h t ool 
link : up  

r u n n e r : 
act ive p o r t : enol 

3. D isa b l e  the t eam0 device then  the N etworkMa nager  serv ice. 

[ root@serverX - ] #  nmcli dev dis teama 

[ root@serverX - ] #  systemctl stop NetworkManager 

[ root@serverX - ] #  systemctl disable Netwo rkManager 

rm ' /etc/systemd/system/mult i - u s e r . t a r g e t . wants/Netwo r k Manage r . service ' 
rm ' /etc/sys t emd/system/d b u s - o rg . f reedesktop . Networ kManage r . s e r vice ' 
rm ' /etc/systemd/system/db u s - o rg . f reedesktop . nm - dispatche r . se rvice ' 

4. M a n i p u late t he  i nte rface conf i g u rat i on  f i l e s  so that  the  t eam0 i n terface is attached 
to a software br idge  ca l l ed  b r team0. The br idge  shou ld  have a stat i c  IP  a d d ress of  
192 .168 .0.100/24. 

4.1 .  L i st the  or ig i n a l  i nterface conf ig u ra t ion  f i l es  that  were created by NetworkManager :  

[ root@serverX - ] # cd /etc/sysconfig/netwo r k - scripts/ 

[ root@se rverX ne two r k - s c r ipt s ] #  ls -1 ifcfg - *  
ifcfg - et h 0  
ifcfg - lo 
ifcfg - t eam0 
ifcfg - t eam0 - po r t 1  
ifcfg - t eam0 - po r t 2  

4.2. Ed i t  ifcfg - team0 a n d  de f i ne  a BRIDGE va r iab l e  that  ass ig ns  it  to t he  new br idge 
about  to be c reated ,  b r team0. 
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[ root@serverX netwo r k - s c r ip t s ] #  vim ifcfg - teama 

[ root@serverx netwo r k - s c r i p t s ] #  tail ifcfg - teame 

I PV6I NIT=yes 
I PV6_AUTOCONF=yes 
I PV6_DEFROUTE=yes 
I PV6_PEERDNS=yes 
I PV6_PEERROUTES=yes 
I PV6_FAI LURE_FATAL=no 
NAME=t eam0 
UUID=2f608473 - ff8 b - 4a0d - b250 - 79567e3f4a13 
ONBOOT=yes 
BRI DGE=b r team0 
BRIDGE=brteame 

4.3. Remove the I P  confi g u rat ion  i nformat ion from the  conf ig u rat ion  f i l es  for the  tea m port 
i nterfaces. 

[ root@serverx netwo r k - s c r i p t s ] #  vim ifcfg - team0 - port1  

[ root@serverX netwo r k - s c r i p t s ] #  cat  ifcfg - t eam9 - port1 

NAME=t eam0 - po r t 1  
UUI D=3367d0ef - deb5 - 444b - bc01- 0ed3825615a9 
DEVICE=eno1 
ONBOOT=yes 
TEAM_MASTER=team0 
DEVICETYPE=TeamPo rt  

Repeat  these steps for the  i fcfg - t eam0 - port2  conf i g u rat ion  f i l e. 

4.4. C reate a new interface conf i g u rat ion f i l e  for the br idge, ifcfg - br t eam0. Defi ne  the I P  
conf i g u rat ion i nformat ion i n  that  f i l e. 

[ root@se rverx netwo r k - s c r i pt s ] #  vim ifcfg - brteame 

[ root@serverx netwo r k - s c r ip t s ] #  cat ifcfg - brteame 

DEVICE= b r t eam0 
ONBOOT=yes 
TYPE=Bridge 
I PADDR0=192 . 168 . 0 . 100 
PREF IX0=24 

5. Reset the network to start the new br idge, b r team0, a n d  react ivate the team0 i nterface. 

[ r oot@serverx netwo r k - sc r i pt s ] #  systemctl restart network 

6. Reboot se rve rX, log in as student ,  a nd test the network con nect iv i ty of the new br idge, 
b r team0. Verify you r  conf ig u rat ion  by r unn i ng  lab t eamb ridge g rade. 

86 

6.1 .  Reboot  serverX. 

[ root@se rverx netwo r k - s c r i p t s ] #  reboot 

6.2. Use ping to see i f  the loca l gateway, 1 92.1 68.0.254, can be reached th rough  the  
b r team0 i nterface. 
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So l ut ion  

[ s t udent@serverX - ] $  p i n g  - I  brteame 192 . 168 . 0 . 254 

PING 192 . 168 . 0 . 254 ( 19 2 . 168 . 0 . 254 ) f r om 192 . 168 . 0 . 100  b r team0 : 56 ( 84 )  bytes  of 
data . 

64 bytes f r om 192 . 168 . 0 . 254 : icmp_seq=1 t t l=64 t ime=0 . 172  ms 
64 bytes f r om 192 . 168 . 0 . 254 : icmp_seq=2 t t l=64 t ime=0 . 091 ms 
64 bytes from 192 . 168 . 0 . 254 : icmp_seq=3 t t l=64 t ime=0 . 052 ms 
. . .  O u t p u t  omi t t e d  . . .  

6.3. R u n  the  g rad i ng  scr ipt  to ver ify you r  work.  

[ s t udent@serverx - ] $ lab teambridge grade 

confirming teamed infe r face exis t s  . . . . PASS 
It uses specified p o r t  i n t e r faces . . . . . PASS 
C o r rect team r u n n e r  implemented PASS 
. . .  O u t p u t  omit t e d  . . .  
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-

S u m m a ry 
-

Conf ig u r i ng  Network Tea ming  

I n  t h i s  sect io n ,  s tudents l earned  how to def ine  network team ing  i nterfaces. 
-

Manag ing  N etwork  Tea m i ng 

I n  t h i s  sect i on ,  stu dents l earned how to:  
-

• Nav igate a n d  mod i fy network tea m i n g  conf ig u rat ion  f i l es. 

• Mod ify tea m runner  conf i gu rat ion sett i ngs .  -

• Use teamnl a n d  teamdctl to t ro u b leshoot n etwork team ing .  

Conf i gu r i ng  Softwa re Br idges -

I n  t h i s  sect i on ,  s tudents l earned how to def ine  software br idge n etwork i nterfaces. 
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® TRAI NING 

CHAPT E R  4 

NETWORK PORT SECURITY 

Overview 

Goal To permit a n d  reject access to network services us ing 

advanced S E Linux a n d  fi rewa l l d  f i ltering techniq ues. 

Objectives • Review f irewa l l d  concepts and ma nagement commands 

covered i n  p revious courses. 

• Confi g u re more complex firewa l l  configurat ions using 

fi rewa l l d ' s  su pport for " rich l a n g uage ru les." 

• Desc ribe and i m p l e ment Network Address Tra nslation 

( N AT).  

• Ensure n etwork ports have the correct S E Linux type so 

that services a re a b l e  to bind to them. 

Sections • M a n a g i n g  Fi rewa l ld (and Practice) 

• Managing R i c h  R u les (and Pract ice) 

• Masquerading and Port Forwa rd i n g  (and Pract ice) 

• M a n a g i n g  S E L i n u x  Port Label ing (a nd Practice) 

Lab • Network Port Secu rity 
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M a n a g i n g Fi rewa l l d  

O bject ives 
After complet ing  th is  sect ion  students shou ld  be ab le  to  review f i rewa l l d  concepts and 

m anagement commands covered i n  prev ious courses. 

Fi rewa l l d  ove rview 
firewalld i s  the defau l t  method i n  Red Hat Enterprise L inux  7 for  manag ing  host- level 

f i rewa l ls .  Sta rted from the firewalld . service systemd service,  firewalld manages the 

L i n u x  kernel  netfilter subsystem using the l ow-level iptables, ip6tables, and  ebtables 

commands. 

N ote 
The firewalld . service a n d  iptables . service, ip6tables . service, and  

ebtables . service services conf l i ct w i th  each  other. To prevent acc identa l ly  start i ng  

one o f  the  * t ables . service serv ices ( and  w ip i ng  out a ny runn ing  f i rewa l l  config i n  

the p rocess), i t  is good  p ract ice to  mask them us ing systemctl. 

[ root@se rv e rX -]# for SERVICE in iptables ip6tables ebtables ; do 

> systemctl mask ${SERVICE} . service 

> done 

firewalld separates a l l  i ncoming t raff ic into zones, with each zone having its own set of ru les .  

To check wh ich  zone to use for a n  incoming  connect ion,  firewalld uses th is  log ic ,  where the 

fi rst ru le  that  matches wins :  

1 .  I f  the source address of  an incoming  packet matches a sou rce ru le  setup  for a zone, that 

packet wi l l  be routed through that  zone. 

2 .  I f  the  incoming interface for  a packet matches a f i lter setup  for  a zone ,  that zone  w i l l  be 

used. 

3. Otherwise, the default zone i s  used. The defau l t  zone i s  not a sepa rate zone; i nstead, it  

poi nts to one of the other zones def ined on the system. 

U n l ess overr idden by a n  a d m i n istrator o r  a NetworkManager conf igurat ion ,  the defau l t  zone for 

a ny new n etwork i nterface w i l l  be set to the  public zone. 

A number  of predefined zones a re s h i pped with firewalld, each with the i r  own intended usage:  

Default Configuration of  firewalld Zones 

Zone name Default  config u ration 

t rusted 

home 

90 

A l low a l l  i n coming  t ra ff ic .  

Reject incoming  traffic u n l ess re lated to outgoing t raffic or  match ing 

the ssh, mdns, ipp - clien t, samba- client , or dhcpv6 - client 

p redefi ned serv ices. 

R H254-RHEL 7-en-1-20140711 



Manag ing f i rewa l l d  

Zone n a me Default conf igurat ion 

int e r nal Reject incoming  t raff ic un less re lated to outgo ing traffic or  match ing 

the ssh, mdns, ipp - client, s amb a - clien t , or dhcpv6 - c lien t  

predefined services (same as  t h e  home zone t o  start with).  

wo r k  Reject i ncoming traff ic u n less re l ated t o  outgo ing traffic or  m atch ing  

the ssh,  ipp - clie n t ,  o r  dhcpv6 - clie n t  predefined services. 

pu b lic Reject incoming  t raff ic u n less rel ated to outgo ing traffic or match ing 

the ssh o r  dhcpv6 - c lient p redefi ned services. The default zone for 

newly added network interfaces. 

exter n al Reject incoming  t raff ic u n less re lated to outgoing traffic o r  match ing 

the s s h  p redefi ned service. Outgo ing 1 Pv4 traff ic forwa rded through 

th is  zone i s  masqueraded to look l i ke it  or ig inated from the 1 Pv4 

address of the outgoing network in terface. 

dmz Reject incoming  t raff ic u n less re l ated to outgo ing  traffic or match ing 

the s s h  p redefined service. 

bloc k Reject a l l  i ncoming traff ic u n less re lated to outgoing t raff ic .  

d rop Drop a l l  i n coming traff ic un less re l ated to outgoing t raff ic (do not even 

respond with I C M P  errors). 

M a n a g i n g  f i rewa l l d  
firewalld can be managed i n  t h ree ways: 

1. Us ing  the command- l ine tool firewall - cmd. 

2. Us ing  the g raph ica l  tool firewall - c on fig. 

3. Us ing  the conf i gurat ion fi les in /etc/firewalld/. 

In most cases, ed i t ing the conf ig urat ion fi les d i rect ly  i s  not recommended,  but it  can be usef u l  to 

copy conf igurat ions i n  this way when using config urat ion management tools .  

Conf igure f i rewa l l  setti ngs with f i rewa l l-cmd 

Th is  sect ion w i l l  focus on manag ing  firewalld us ing the command- l ine too l  firewal l - cmd. 

firewall - cmd is  i nsta l led as  part of the ma in  firewal/d packa ge. firewall - cmd can perform 

the same act ions  as  fi rewal l - config. 

The fo l lowing tab le l i sts a n u m ber  of frequent ly used firewal l - cmd commands, a long  with a n  

exp lanat ion .  Note that  un less otherwise specif ied, a l most a l l  commands w i l l  work on the runtime 

conf ig u rat ion ,  un less the - - pe rmanent option is specif ied.  Many of the com mands l i sted take 

the - - zone=<ZONE> opt ion to determine which zone t hey affect. I f  - - zone is omitted from 

those commands, the default zone i s  used. 

Wh i le  configuring a f i rewa l l ,  an adm in i strator wi l l  norma l l y  app ly  a l l  changes to the - -

pe rmanent config u rat ion ,  a n d  then act ivate those cha nges with firewall - cmd - - r eload. 

Whi le  test ing  out new, and poss ib ly  da ngerous, ru les, an a d m i n i strator can choose to work 

on the runtime confi gurat ion by o m itt ing the - - pe rmanent option. In those cases, a n  extra 

opt ion can be used to a utomat ica l l y  remove a ru le after a certa in  amount  of t ime, prevent ing  a n  

a d m i n istrator from accident a l l y  lock ing o u t  a system: - - t imeou t = < TIMEINSECONDS>. 
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firewall - cmd commands Explanation 

- - get - default - zone Query the current defau l t  zone.  

- - set - default - zone=<ZONE> Set the defau l t  zone. Th is  cha nges 

both the runt ime and the permanent 

configurat ion .  

- - get - zones List a l l  ava i l ab le  zones. 

- - get - se rvices L ist a l l  predef ined services. 

- - get - ac t ive - zones L ist a l l  zones cu rrently i n  use ( have 

an i nterface or  source t ied to them),  

a long with their i nterface and  sou rce 

i nformation.  

- - add - so u r ce=<CIDR> [ - - zone=<ZONE>] Route a l l  t raff ic coming from the 

IP address o r  network/netmask 

<CIDR> to the  specif ied zone. I f  no 

- - zone= opt ion i s  prov ided ,  the 

defau lt  zone wi l l  be used.  

- - r emove - so u r ce=<CIDR> [ - - zone=<ZONE> ] Remove the ru le  rout ing a l l  traffic 

coming from the IP address or  

network/netmask <CIDR> from the 

specif ied zone.  I f  no - - zone= opt ion 

i s  p rovided, the defau l t  zone wi l l  be 

used.  

- - add - interface=<INTERFACE> [ - - Route a l l  t raff ic coming from 

zone=<ZONE> ] <INTERFACE> to the spec i f ied zone. 

I f  no - - zone= option i s  provided, 

the defau l t  zone w i l l  be  used. 

- - c hange - in t e r face=<INTERFACE> [ - - Associate the in terface with <ZONE> 

zone=<ZONE> ] i nstead of its current zone. If n o  

- - zone= opt ion is provided ,  t h e  

defau l t  zone w i l l  b e  used.  

- - list - all [ - - zone=<ZONE> ] List a l l  conf igu red i nterfaces, 

sources, services, and ports for 

<ZONE>. I f  no - - zone= option is 

provided, the defau l t  zone w i l l  be 

used.  

- - list - al l - zones Retrieve al l  i nformat ion for al l  zones 

( i nterfaces, sources, ports, services, 

etc.). 

- - ad d - service=<SERVICE> Al low t raff ic to <SERVICE>. I f  no 

- - zone= opt ion i s  provided ,  the 

defau lt zone wi l l  be used.  

- - add - po r t=<PORT/PROTOCOL> Al low traff ic to the <PORT/ 

PROTOCOL> port(s). If no - - zone= 

option is prov ided,  the defau l t  zone 

w i l l  be used. 
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Manag i ng  f i rewa l l d  

firewall - crud commands  Exp l anat ion  

- - remove - service=<SERVICE> Remove <SERVICE> from the 
a l l owed l i st for the  zone .  I f  no - -

zone= opt ion  is prov ided ,  the 
defau l t  zone  wi l l  be  used .  

- - remove - po r t =<PORT/PROTOCOL> Remove the  <PORT /PROTOCOL> 

port(s) from the  a l l owed l i st for 
the zone. If no  - - zone= opt ion  is 
p rovided ,  the defa u l t zone w i l l  be 
used .  

- - reload D rop the runt ime conf ig u rat ion a n d  
app ly  the  pers istent conf i gu rat ion .  

fi rewa l l -cmd exa m p l e  

T h e  fo l l owi n g  exa m p l es show the  defa u l t zone  b e i n g  s e t  to dmz ,  a l l  t raff ic com i n g  from t h e  
192  . 168 . a .  0/24  n etwork b e i n g  ass igned t o  t he  in t e r nal zone,  a n d  the  network ports for 
mysql be ing  opened on  the internal zone.  

[ root@se rve rX -]#  firewall - cmd 

[ root@serverx - ] #  firewall - cmd 

[ r oot@serverX - ] #  firewall - cmd 

I [ root@serverx - ] #  firewall - cmd 

- - set - default - zone=dmz 

- - permanent - - zone=internal - - ad d - source=192 . 168 . 0 . 0/24 

- - pe rmanent - - zone=internal - - add - service=mysql 

- - reload 

....________ ���-�-����� � --- -·��� 

Fi rewa l l d  confi gu rat ion f i les 

firewalld conf ig u rat ion  f i l es a re stored i n  two p l aces:  /etc/firewalld a n d  
/usr  /lib/firewalld. I f  a conf i gu rat ion  f i l e  w i th  the  s a m e  n a m e  is  stored i n  both l ocat ions ,  
the vers ion  from /etc/firewalld/ wi l l  be used .  Th is  a l l ows adm in i st rators to overr ide defa u l t  
zones a n d  sett i ngs  w i thout  fea r o f  t h e i r  changes be i ng  w iped o u t  b y  a package update. 

Refe re n ces 

firewall - cmd(1) ,  firewall - config(1 ) ,  firewalld(1 ) ,  firewalld . zone(5) ,  and  
firewalld . zones(5)  man  pages 
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P ract ice:  Conf i g u r i ng a F i rewa l l  

G u ided exerc ise 

I n  t h i s  l a b, you w i l l  conf i gu re a bas ic  fi rewa l l d  f i rewa l l .  r-··-----------�achines 
Outcomes:  

A f i rewa l l  conf ig u red on  se rve rX to a l low h t t ps t raff ic from you r  desktopX system. 

Before you begin . . .  

• Reset your  desktopX system.  

• Reset you r  se rverx system. 

As part of a n  ongoing project to t ra c k  the  des ignated caffe i nated beverage  fetcher of the  d ay, 
you have been  tasked with conf i gu r i ng  a bas ic  web server a n d  f i rewa l l  on  you r  serverX system .  

You r  set u p  must meet these req u i rements :  

• The  httpd and mod_ssl packages m ust be i nsta l l ed  on  serve rX. 

• The h t t pd . se rvice must be enab l ed  and  started on se rve rx. 

• U nt i l  your  i n -house web deve lopers comp l ete the actua l  a p p l icat ion ,  the web server shou l d  
se rve a p l aceho lder  page  w i t h  the  text COF FEE ! .  

• f i rewa l l d  m u st be enab l ed and  started on  serve rX. 

• The f i rewa l l d  config u rat ion  on  se rverX must use the dmz zone for a l l  unspecif ied 
connect ions .  

• Traff ic from the  172 . 25 . X .  0/24 su bnet must be routed i nto the  wo r k  zone. 

• The wo r k  zone shou l d  have a l l  t he  necessary ports for h t t ps opened ,  but  u nencrypted h t t p  

t raff ic  s h o u l d  be f i l tered.  

D 1 .  Ver ify that  f i rewa l l d  i s  enab led  a n d  runn ing  on  you r  se rverX system.  

D 1 .1 .  
�---- ----- - -· - -----��-- - --- - ---�-��---- -, 

[ s t udent@serverX - ] $  sudo systemctl status firewalld . service 

Verify that  the  Loaded l i n e  ends  in enabled a n d  that  the  Ac tive l i n e  spec i f ies 
running. I f  th i s  is  n ot the  case ,  enab l e  and  start the firewalld . se rvice 

service us ing  systemc t l. 

D 2. I n sta l l  the httpd and mod_ssl packages.  

�-------- - - --- --- --- -· - - - - - - �-� --· - - - - - --- - - -

0 2.1 .  I [ student@serverx - ] $ sudo  yum  install h t t pd mod_ssl 

- - - 1  

D 3. E n a b l e  a n d  start the h t t pd . se rvice service. 
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Gu ided  exerc ise 

D 3.1 .  
[ s t uden t@serverX - ] $  sudo systemctl enable h t t pd . service 

[ s t uden t@serverX - ] $  sudo systemctl start  httpd . service 

D 4. C reate the p l aceho lder  /var /www/h tml/index . html f i l e  w i th  the  contents COFFEE ! .  

D 4.1 .  
[ s t uden t@serverx - ] $  sudo vim /var/www/html/index . html 

[ s t udent@se rverX - ] $ cat /var/www/html/index . html 

COFFEE ! 

D 5. Conf i g u re the  f i rewa l l d  daemon  on  se rverX to route a l l  t raff ic  t h rough  the dmz zone by 

defa u l t .  

D 5.1 .  I [ s t u d e n t@se rverX  -]$  sudo firewall - cmd - - set - default - zone=dmz 

D 6. Conf ig u re the f i rewa l l d  daemon  on se rverX to route a l l  t raff ic  from 172 . 25 . x .  0/24 
t h rough the  wo r k  zone.  

D 6.1 .  
[ s t udent@serverx - ] $  sudo firewall - cmd - - permanent - - zone=work - - add ­

sou rce=172 . 25 . X . 0/24 

D 7. Open u p  i ncoming  h t t p s  t raff ic for the  work  zone . 

D 7.1 . 
[ s t udent@serverX - ] $  sudo firewall - cmd - - permanent - - zone=work - - add ­

service=https  

D 8.  Act ivate the  changes to your  f i rewa l l .  

D 8.1 .  I [ s t u dent@s e r v e r�· 

- ] $  sudo firewall - cmd - - reload 
i 

D 9. I nspect the  conf i g u rat ion  of the  r u n n i ng f i rewa l l  on  you r  se rverX system.  

D 9.1 . 

D 9.2. 

[ s t udent@serverX - ] $  sudo firewall - cmd - - get - default - zone 

dmz 

[ s t udent@serverx - ] $  sudo firewall - cmd - - get - active - zones 

dmz 
i n t e r face s : e t h 0  

wo r k  
sou rces : 172 . 25 . X . 0/24 

ROL 
sources : 172 . 25 . 0 . 252/32 
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D 9.3. 
[ s t u d e n t@se rverX - ] $  sudo firewall - cmd - - zone=work - - list - all 

wo r k  
inte rfaces : 
s o u r ce s : 172 . 25 . X . 0/24 
services : dhcpv6 - client h t t p s  i p p - clie n t  s s h  
po r t s : 
masque rade : no 
fo rward - po r t s : 
icmp - bloc ks : 
rich  r ules : 

D 10 .  From your  desktopX system,  use curl to test  access to both 
h t t p : / / s e r ve rX . example . com a n d h t t p s : / / s e rve rX . example . com. The 
unencrypted con nect ion shou ld  fa i l  w i th  a No rou te to host error message,  wh i le  the 
encrypted connect ion shou ld  show your  content .  

96 

S i nce cu rl does not t rust the  p l aceho l de r  se l f-si gned  cert i f icate on  serverx, you wi l l  
have t o  use t h e  - k opt ion t o  sk ip  cert i f icate va l i dat ion .  

D 10.1 . 

D 10.2. 

[ s t uden t@de s k t opX - ] $ curl http : //serve rX . example . com 

c u r l : ( 7 )  Failed connect  to se rve rX . example . com : Be; No route t o  hos t 

[ s t udent@de s ktopX - ] $ curl - k  https : //serverX . example . com 

COFFEE ! 
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M a nag i ng  R ich  R u l es 

M a n a g i n g  R i ch  R u l es 

O bject ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be  a b l e  to  conf ig u re more comp l ex f i rewa l l  
conf i g u rat ions  u s i n g  f i rewa l l d ' s  support f o r  " r i ch  l a n g u a g e  r u l es." 

R i c h  ru l es concepts 
Apart f rom the  reg u l a r  zones a n d  se rvices syntax  that  firewalld offers, adm in i st rators have 
two other opt ions for a d d i ng f i rewa l l  ru les :  direct rules and rich rules. 

Direct ru les  

D i rect r u l es a l l ow a n  adm in i strator to i nsert h a n d -coded {ip , ip6 , eb} t ables r u l es i nto 
the zones managed  by firewalld. W h i l e  powerf u l ,  a n d  expos ing  featu res of t he  kerne l  
net filte r  subsystem not exposed th ro u g h  othe r  means ,  these r u l es can  be h a rd to manage. 
D i rect r u l es a l so offer l ess f l ex ib i l i ty than  sta n d a rd ru l es a n d  r ich r u l es. Conf igu r i n g  d i rect 
ru les  is  not covered in th i s  cou rse, but documentat ion i s  ava i l a b l e  in the firewall - cmd(1 ) 

and  firewalld . direct (S) man  pages for t h ose adm in i st rators who  a re a l ready  fam i l i a r  w i th 
{ip ,  ip6 , eb}tables syntax .  

U n l ess exp l i c i t l y  i n se rted i nto a zone managed  by firewalld, d i rect r u l es wi l l  be pa rsed before 

a ny firewalld ru l e s  a re. 

A short exa m p l e  of add i ng  some d i rect r u l es to b l a ck l ist an I P  ra nge :  

[ root@se rverx -)#  firewall - cmd - - direct - - pe rmanent - - add - chain ipv4 raw blacklist 

[ r oot@serverX - ] #  firewall - cmd - - direct - - permanent - - add- rule ipv4 raw PREROUTING 0 - s  

192 . 168 . 0 . 0/24 - j  blacklist 

[ root@serverx - ] #  firewall - cmd - - direct - - pe rmanent - - add- rule ipv4 raw blacklist 0 - m  

limit - - limit 1/min - j  LOG - - log - p refix " blacklisted " 

[ root@serverX - ] #  firewall - cmd - - direct - - permanent - - add- rule ipv4 raw blacklist 1 - j  

DROP 

Rich  ru les  

firewalld rich rules g ive adm in i st rators a n  expressive l ang uage i n  wh i ch  to express custom 
f i rewa l l  r u les  that  a re not covered by the bas ic  firewalld syntax;  for exa m p l e, to on ly a l l ow 
connect ions to a serv ice from a s i ng l e  I P  a d d ress ,  i nstead of a l l  I P  a d d resses routed t h rough  a 
zone.  

R ich  r u l es can be  used to ex press bas ic  a l l ow/d e ny ru les ,  but  can a l so be used to conf i g u re 
l ogg ing ,  both to syslog and  auditd,  as we l l  as port forwa rds ,  masq u e rad i ng ,  a n d  rate l i m it i ng .  

The bas ic  synta x of a r ich  ru l e  ca n be ex pressed by the  fo l l owing b l ock :  

r u le 
[ so u r c e ]  
[ de s t ination ] 
service l po r t l p ro t ocol l icmp - bloc k l mas q u e rade l fo rwa rd - port  
[ lo g ]  
[ audit ] 
[ accept l rej ect l d r o p ]  
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A l m ost every s i ng le element of a ru le  can take add it iona l  a rg uments in  the form of 

opt ion=value. 

N ote 
For t h e  f u l l  ava i l ab le  syntax for r i c h  ru les, consu l t  t h e  firewalld . r ic hlanguage(5) 

man page. 

R u l e  ordering 

Once m u l t i p le ru les h ave been added to a zone (or the fi rewa l l  in  genera l ) ,  the order ing of ru les 

can have a b ig effect on how the fi rewa l l  behaves. 

The bas ic  o rder ing of ru les ins ide a zone is the same for a l l  zones: 

1 .  Any port forward ing  and masq uerad ing ru les set for that  zone. 

2. Any logg ing ru les set for that  zone. 

3. Any a l low ru les set for that  zone. 

4. Any deny ru les set for that zone. 

In a l l  cases, the fi rst match w i l l  w in .  If a packet has not been m atched by any ru le in a zone, it w i l l  

typica l l y  b e  den ied, but  zones m i g h t  have a d ifferent defau lt; f o r  exam p le, t h e  t rusted zone w i l l  

accept a ny u n matched packet. Also, after matching a logg ing ru le, a packet w i l l  conti n ue to be 

processed as  norma l .  

D i rect ru les a re an except ion.  Most  d i rect ru les w i l l  be parsed before any  other process ing  is  done 

by firewalld, but the d i rect ru le syntax  a l lows a n  admin ist rator to insert a ny ru le they want 

a nywhere in any zone. 

Test ing a nd debugging 

To make test ing a nd debugg ing  easier, a l m ost a l l  ru les can be added to the runtime conf igurat ion 

with a t i meout.  The moment the ru le  with a t imeout is added to the f i rewa l l ,  the t i mer starts 

count ing down for that ru le. Once the t i mer for a ru le has reached zero seconds,  that ru le is  

removed from the runtime config u rat ion .  

Us ing  t imeouts can be a n  incred ib ly  usefu l  toot  wh i le work ing  on a remote f i rewa l ls ,  espec i a l ly 

when test ing  more compl icated ru le sets. If a ru le works, the a d m i n istrator can add it aga in ,  

but  with the  - - pe rmanent option (or at least without a t i meout) .  I f  the ru le  does not  work 

as  i ntended, maybe even l ock ing the a d m in istrator out of the system,  it w i l l  be removed 

a utomatica l l y, a l lowing the admin istrator to contin ue his or  her work. 

A t i meout i s  added to a runt ime rule by add ing the option - - t imeout=<TIMEINSECONDS> to 

the end of the firewall - cmd that  enab les the ru le. 

Wo rk ing with r ich ru l es 
firewall - cmd has four opt ions for working with r ich ru les.  A l l  of these opt ions can be used i n  

combinat ion w i t h  the reg u l a r  - - pe rmanent o r  - - zone=<ZONE> opt ions. 

r u le= ' <RULE> ' 

98 

Add <RULE> to the spec if ied zone,  or  the defau l t  zone i f  no 

zone is s pecified. 
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Work ing  w i th  r i ch  r u l es 

Opt ion  Exp l anat ion  

- - remove - rich - Remove <RULE> to t he  spec i f ied  zone, o r  the  defa u l t  zone i f  
rule= ' <RULE> ' no zone is spec i f ied .  

- - query - rich - Q u e ry if <RULE> has been  added  to the  spec i f ied zone ,  o r  the  
rule= ' <RULE> ' defa u lt zone if no zone  i s  spec i f i ed .  Retu rns 0 if t he  r u l e  i s  

p resent .  otherw ise 1 .  

- - list - rich - rules Outputs a l l  r i ch  ru l es for t he  spec i f ied  zone, o r  t h e  defa u l t  
z o n e  i f  no  z o n e  i s  spec i f i ed .  

Any conf ig u red r ich r u l es a re a l so shown i n  the  output  from firewall - cmd - - list - all and 
firewall - cmd - - list - all - zones.  

R ich  ru les  examples  

Some exa m p l es of  r i ch  r u l es :  

. !--���--- ----- ------- �-- - - --------- .  - --- . .  �-- ----��--� - -----------, 
[ root@serverX - ] #  firewall - cmd - - pe rmanent - - zone=class room - - add - rich - rule= ' rule 

i family=ipv4 source add ress=192 . 168 . 0 . 11/32 rej ect ' 

L___����-��-�--��� 

Reject  a l l  t raff ic from the I P  a d d ress 192 . 168 . 0 . 11 i n  the  classroom zone. 

When  us i ng  sou rce o r  dest ination with a n  add ress opt ion ,  the family= opt ion  of rule 

must be set  to  e i ther  ipv4 or  ipv6. 

-- - � ---"��---·---- -- -- --- ·· - -�� 
- --� -- -·-- -

·------�- - --------- -- -�� 

[ root@serverX - ] #  firewall - cmd - - add - ric h - rule= ' rule service name=ftp  limit value=2/m I 
accept ' 

A l l ow two new connect ions  to f t p  per m i nute i n  the defa u l t zone.  

N ote that  th i s  change  is  o n l y  made i n  t he  runtime conf i g u rat ion .  

; [ root@serverX - ] #  firewall - cmd - - permanent - - add - rich - rule= ' rule protocol value=esp / drop ' 

' ---�-� ------------- - --- -------- ----

Drop a l l  i n com ing  I Psec esp p rotoco l packets from a nywhere i n  the  defa u l t zone. 

N ote 

The  d i fference between  rej ect a n d  d rop l i es i n  t he  fact tha t  a rej ect w i l l  send  
back  a n  ICMP packet deta i l i n g  that ,  a n d  why, a con nect ion was rejected.  A d rop j ust 
d rops the packet and does noth i ng  e l se. Norma l l y  an a d m i n istrator wi l l  want to use 
rej ect for fr ie n d l y  a n d  n e ut ra l  networks, and d rop o n l y  for host i l e  networks.  

,---- ------- - -- ---

[ root@serverX - ] #  firewall - cmd - - permanent - - zone=vnc - - add - ric h - rule= ' rule 

family=ipv4 source add ress=192 . 168 . 1 . 0/24 port port=7900 - 7905 protocol=tcp accept ' 

i i l � -��-- ----------- ----- --- ----- --�- ----- �------�------ - --- --- ----- _J 

Accept a l l  TCP packets on po rts 7900,  u p  to a n d  i n c l u d i n g  port 7905,  i n  the vnc zone for the  
192 . 168 . 1 .  0/24 s u bnet .  
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Log g i n g  wit h r ich  ru l es 
When  debugg ing ,  or mon itor i ng ,  a f i rewa l l ,  it can  be usef u l  to have a log  of accepted or rejected 
con nect ions .  firewalld can accomp l i sh  this in two ways: by logg ing  to syslog, or  by send ing  
messages to the  kerne l  audit su bsystem,  managed  by auditd.  

I n  both cases ,  l ogg i ng  can  be rate limited. Rate l im i t i ng  ensures that  system log  fi l es do  not f i l l  up 
w i th  messages at  a rate such  that the  system cann ot keep up ,  or  f i l l s  a l l  i ts d isk  space. 

The bas ic  syntax fo r l ogg i ng  to syslog us ing  r i ch  r u l es is :  

I log [ p refix= " <PREFIX TEXT> " [ level=<LOGLEVEL> ]  [ limit value=" <RATE/DURATION> " ]  
I 

Where <LOGLEVEL> is one  of eme rg,  aler t ,  crit ,  e r ror ,  warning, notice,  info, or  debug.  

<DURATION> can be one  of s for seconds ,  m for m i n utes, h for hours, or  d for days. For exa mp l e, 
limit value=3/m w i l l  l i m i t  the l og messages to a max i m u m  of t h ree per  m i n ute. 

The basic syntax for l ogg i ng  to the a ud i t  su bsystem is :  

I audit  [ limit value= " <RA TE/DURATION> " ]  

Rate l i m i t i ng  i s  conf i g u red  i n  the same way as for syslog l ogg ing .  

Logg ing  exa mp les  

Some exa m p l es of l ogg i ng  us ing  r ich r u l es:  

I [ root@serverx - ] #  firewall - cmd - - permanent - - zone=work - - ad d - ric h - rule= ' rule service 

I name= " ssh"  log prefix= " ssh " level= " notice " limit value= " 3/m" accept 

L---�������������������������������-' 
Accept new connect ions  to ssh from the  wor k  zone ,  log  new connect ions  to syslog at the 
notice l eve l ,  and  w i th  a max i m u m  of th ree message per m i nute. 

· I [ root@serverx - ] #  firewall - cmd - - add - ric h - rule= ' rule family=ipv6 source 11 add ress= " 2001 : d bS : : /64" service name= " d n s "  audit limit value= " l/h"  reject ' 

_ timeout=300 

New 1 Pv6 connect ions  from the subnet 2001 : db8 : : /64 in the defa u l t zone to D N S  a re 
rejected for the  next f ive m i nutes, and  rejected con nect ions  a re logged to the  audit system 
with a max i m u m  of one message per hour. 

100 

Refe re n ces 

firewalld . richlanguage(5) ,  firewall - cmd(1 ) ,  a n d  firewalld . direct(5)  man  
pages 
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Pract ice :  Wr i t i ng  Custom R u l es 

P ra ct i ce:  Writ i n g  C u sto m R u l es 

G u i d ed exerc ise 

I n  t h i s  l a b ,  y o u  wi l l  conf i g u re you r  se rve rX system t o  a l low connect ions  t o  a ( new) h t t p  service, 
but  on l y  from desktopX, and with a rate- l i m i ted log message.  

�-·---Machines:. 
Outcomes: 

Custom f i rewa l l  r u les  that  conf ig u re rate- l i m ited l ogg i ng  for spec i f ic  connect ions .  

Before you begin . . .  

• Reset your  deskt opX system.  

• Reset you r  se rverX system.  

You r  company  i s  runn i ng  a t r ia l that  i n c l udes  s ta r t i ng  a web server on  se rve rx, but  for the  
d u rat ion  of the  t r i a l ,  on ly  desktopX shou ld  be ab le  to con nect.  S i nce th i s  cou l d  potent i a l l y  
generate m a ny log  ent r ies ,  t h i s  l o g g i n g  s h o u l d  be l i m ited t o  a max i m u m  of t h ree messages p e r  
second ,  a n d  a l l  l og  m essages shou l d  b e  pref ixed w i t h  the  message " N EW HTTP " .  

I t  has  b e e n  dec ided  t h a t  you,  the  I T  Rock Star, w i l l  i m p l ement  t h i s  us i ng  fi rewa l l d  rich rules. 

D 1 .  F i rst i nsta l l ,  start ,  and  enab l e  h t t pd . 

..--·----- -- -- --� - --- �- - ��-- --- ��-D 1 .1 .  [ s tudent@serverX - ] $  sudo yum install httpd 

���- -�- ----- - ------

r----- ��- -- - -��-- -�-- - - -- -�- �· -��� D t3. I [ s tudent@serverX - ] $  sudo systemctl enable httpd . se rvice 

L_ -�--- -�·��-- �-- -- - -�-�- --...i 

D 2. Conf i gu re a f i rewa l l  r u l e  i n  the defa u l t  zone that  a l l ows traff ic to h t t p  o n l y  from you r  
desktopX system.  T h i s  t raff ic  s h o u l d  be logged ,  but  w i t h  a m a x i m u m  o f  t h ree new 
connect ions  per  second .  

D 2.1 .  Per m a nent ly  c reate t h e  n e w  f i rewa l l  r u l e. 

[ s t uden t@se rverx - ] $  sudo firewall - cmd - - permanent - - add - rich - rule= ' rule 

family=ipv4 source address=172 . 25 . X . 10/32 se rvice name= " h t t p "  log 

level=notice p refix= " N EW HTTP " limit value= "3/s"  accept ' 

�----- --- �  -� - - - - - �- - --�--....1 

D 2.2.  Act ivate the  changes to you r  f i rewa l l .  

r - - - - -- �---- --- - - ----�- - -� - ---- -----� -- �--
i . 
: [ s t udent@serverX - ] $  sudo fJ.rewall - cmd - - reload 

D 2.3.  On you r  se rve rX system,  use  t ail - f  to view the  add it ions  to 
/var/log/messages in rea l t ime. 
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1 02 

[ s t udent@se rve rX - ] $  sudo tail - f  /var/log/messages 

D 2 .4. From your desktopX system, use c u r l  to con nect to the h t t pd service r unn i ng  
on  se rve rx. 

[ s t udent@d e s k t o pX - ] $  curl http : //serverX . example . com 

D 2.5.  I nspect the  output  of your  runn i ng  t ail comm a n d  on se rve rx. You shou l d  see 
a message for the  new connect ion l i ke th is :  

May 9 08 : 04 : 11 se rve rx k e r nel : N EW HTTP IN=eth0  OUT= MAC= . . .  
SRC=172 . 25 . X . 10 DST=172 . 25 . X . 11 LEN=60 . . . .  
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Masq uerad ing  a n d  Port Forward ing  

M as q u e ra d i n g  a n d Port Fo rwa rd i n g  

O bjectives 
After com plet ing this sect ion ,  students shou ld  be ab le to descr ibe and  imp lement Network 

Address Trans lat ion (NAT) .  

Network Add ress Tra ns l at ion ( N AT) 
firewalld supports two types o f  Network Address Translation (NAT):  masquerading and port 

forwarding. Both can be conf igured on a bas ic  level with reg u l a r  fi rewall - cmd ru les, and  more 

adva n ced forwa rd ing conf igurat ions  can be accompl ished with r ich ru les. Both forms of NAT 

modify certa i n  aspects of a packet, l i ke t he source or dest i nat ion ,  before send ing  it on .  

M asquerad i n g  
With masquerading, a system w i l l  forward packets that a re not d i rect ly addressed to i tself  to 

the i ntended rec ip ient, wh i le chang ing  the source address of t he packets that go through to its 

own pub l i c  IP address. When a n swers to those packets come i n ,  the f i rewa l l  w i l l  then mod i fy the 

dest inat ion address to the address of the or ig ina l  host, and  send  t he packet on .  Th is  i s  usua l ly  

u sed on the edge of a network to p rovide I nternet access to a n  internal  network. Masquerad ing  is 

a form of Network Address Translation ( N AT).  

I m portant  
Masq uerad ing c a n  o n l y  b e  u sed with I Pv4, not with I Pv6. 

Firewall  
I nternal  I P: 1 0 . 0 .  0 .  1 
External I P: 1 . 2 . 3 . 4 

Figure 4 . 1 :  A sample network layout for NA T 

An exam p le of how masquerad ing  works based on the network layout described i n  Figure 4 . 1 :  A 

sample network layout for NA T. 
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1 .  O n e  o f  t h e  mach i nes beh ind  t h e  f i rewa l l  sends  a packet t o  a n  address outs ide o f  t h e  loca l  
network.  T h e  packet h a s  a sou rce address o f  10 . 0 .  0 . 100 (t he address o f  t h e  mach i ne) ,  
and  a dest i nat ion  add ress of 2 . 17 .  39 . 214. 

2. S ince the d esti nat ion  address is  not on the loca l  subnet ,  the packet w i l l  be  routed to the 
defa u l t  gateway confi g u red on the  sou rce mach i ne;  i n  th i s  case, 10 . 0 .  0 . 1, t he  IP  add ress 
of the f i rewa l l .  

3. The fi rewa l l  accepts the packet, cha nges the sou rce a d d ress to 1 .  2 .  3 .  4 ( the exte rna l  IP for 
the f i rewa l l ) ,  stores a reference to this connect ion  in i ts con nect ion  state tab le, then passes 
i t  to a router on the I nternet based on  i ts  rout i n g  tab le. 

4. An  a nswer to the  packet comes back  from the  I nternet. The router looks u p  the  con nect ion 
i n  its con nect ion state ta b le, then  changes the  dest inat ion  address to 10 . 0 .  0 . 100 (the 
or i g i na l  sender) , and passes the packet on .  

5 .  The or ig i n a l  sender  receives the  answer to i ts  req uest. 

Configuring  masquerad ing  

To config u re masquerad i ng  fo r  a zone  with reg u l a r  firewall - cmd comm a nds ,  use the  fo l l ow ing 
syntax:  

, [ root@serverX -]# firewall - cmd - - permanent - - zone=<ZONE> - - add - masquerade 
i 
Th is  wi l l  masquerade a ny packets sent to the f i rewa l l  from c l i e nts def i ned i n  the  sou rces for that 
zone (both inte rfaces and s u bnets) that  a re not a d d ressed to the  f i rewa l l  i tse l f. 

To ga in  more contro l  over what c l ients w i l l  be masqueraded ,  a r ich ru le  can  be used as we l l .  

[ root@se rve rX - ] #  firewall - cmd - - permanent - - zone=<ZONE> - - add - ric h - rule= ' rule 

family=ipv4 source add ress=192 . 168 . 0 . 0/24 masquerade ' 

Port forwa rd i n g  
A nother  form of N AT i s  port forwarding. With port forward i ng ,  t raff ic to a s i ng l e  port i s  forwarded 
e i ther  to a d i fferent port on  the same mach ine, o r  to a port on a d i fferent mach i ne. Th is  
mechan ism is  typ ica l l y  used to "h i de" a server beh ind  another  mach ine, o r  to p rov ide  access to a 
serv ice on a n  a lternate port.  

I m po rta nt 

When a port forward i s  conf i gu red to forward packets to a d i fferent  mach i ne,  a ny 
rep l ies from that  mach ine  wi l l  norm a l l y  be sent  d i rect l y  to the  or ig i n a l  c l i ent from that  
mach i ne.  S i nce th i s  w i l l  resu l t  i n  a n  i nva l i d  connect ion on  most conf igu rat ions, the  
mach ine  tha t  i s  forwarded to w i l l  have  to be masqueraded  th rough the  f i rewa l l  that  
performed the  port forward i ng .  

A com mon conf ig u rat ion  is  to  forward a port f rom the  f i rewa l l  mach i ne  to  a mach i ne  
tha t  is  a l ready masqueraded beh i nd  the f i rewa l l .  

A n  examp le  o f  a port forward based on  t h e  n etwork l ayout descr ibed i n  Figure 4. 1 :  A sample 

network layout for NA T. Assume that  the  mach i ne  w i th  the  I P  add ress 10 . 0 .  0 . 100 beh ind  the 
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Port forwa rd i ng  

f i rewa l l  i s  r u n n i n g  a web server on  port 8080/TCP, a n d  that  the  f i rewa l l  i s  conf igu red to forward 
t raff ic com i n g  in on port 80/TCP on its exte r n a l  i nterface to port 8080/TCP on that  mach ine  . 

1 .  A c l i en t  f rom the  I nternet s e n d s  a packet to port 80/TCP on the  exte rna l  i nterface o f  t h e  
f i rewa l l .  

2 .  The f i rewa l l  c ha n g es the dest i nat ion  a d d ress and port of th i s  packet to 10 . 0 .  0 . 100 a n d  
8080/TCP a n d  forwa rds i t  on .  The source address a n d  port rem a i n  u nchanged .  

3 .  The mach i ne  beh i nd  the f i rewa l l  sends  a response to th i s  packet. S i nce th i s  mach i ne  i s  be ing  
masq u e raded  (an d  the  f i rewa l l  i s  conf i g u red  as  t he  defa u l t  gateway), th i s  packet i s  sent  to  
the  or i g i n a l  c l i ent .  appear ing  to come from the  exte rna l  i nterface on  the f i rewa l l .  

Configur ing  port forwa rd i ng  

To conf ig u re por t  forwa rd i ng  w i th  reg u l a r  firewall - cmd commands ,  use the  fo l l ow ing  syntax:  

[ root@se rverX - ] #  firewall - cmd - - permanent - - zone=<ZONE> - - add - fo rward ­

port=po r t=<PORTNUMBER> : proto=<PROTOCOL> [ : toport=<PORTNUMBER>] [ : toaddr=<IPADDR> ] 

Both the  topor t =  a n d  t oaddr=  pa rts a re opt i ona l ,  but  at least one  of t h ose two w i l l  n eed to be  
spec i f ied .  

As a n  exa m p l e, t he  fo l lowing com m a n d  w i l l  forwa rd incoming connect ions  on port  513/TCP on  
the f i rewa l l  to port  132/TCP on  the  mach ine  w i th  the  I P  add ress 192 . 168 . 0 .  254 for c l i ents 

from the  pu blic zone :  

1·---�-�-�-1 [ root@serverX  - ] #  firewall - cmd - - permanent - - zone=public 

L port=port=513 : proto=tcp : toport=132 : toadd r=192 . 168 . 0 . 254

_ 

- - add - forward -

To g a i n  more contro l  over port forward i n g  r u l es ,  t he  fo l l owi ng syntax can  be used w i th  r ich r u l es :  

I 
forward - p o r t  p o r t =<PORTNUM> p r o t ocol= tcp l udp [ t o - po r t =<PORTNUM> ] [ t o - ad d r=<ADDRESS> ] 

An exa m p l e  that  uses r ich  r u l es to forward t raff ic  from 192 . 168 . 0 .  0/26 i n  t h e  wo r k  zone to 
port 80/TCP to port  8080/TCP on  the f i rewa l l  mach i ne  itse l f: 

[ r oot@serverX - ] #  firewall - cmd - - permanent - - zone=work - - add - ric h - rule= ' rule family=ipv4 

source address=192 . 168 . 0 . 0/26 forward - po r t  port=aa protocol=tcp t o - port=8080 ' 

Refe re n ces 

firewalld . richlanguage(5) a n d  firewall - cmd(1)  man pages 
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P ra ct i ce:  Fo rwa rd i n g  a Po rt 

G u ided  exercise 

I n  th i s  l a b, you w i l l  conf i gu re you r  se rve rx system t o  forwa rd a req u est t o  port 443/tcp from 
desktopX to port 22/tcp.  �Fi*--------Machines: 
O utcomes: 

Custom f i rewa l l  ru les that  conf igu re a port forward . 

Before you begin . . .  

• Reset your  desktopX system.  

• Reset you r  se rve rX system. 

You r  company is  runn i ng  a tr ia l  for a new bast ion  host. As pa rt of th i s  t r i a l ,  you r  desktopX 

shou l d  be a b l e  to con nect to the SSH daemon on  you r  serverX system on  port 443/tcp.  S ince  
th i s  i s  p u re l y  a t r i a l ,  you  do  not w ish  to b ind  s shd to that port  d i rect l y, a n d  o n l y  you r  desktopX 

shou l d  be a b l e  to connect us ing  port 443/tcp.  

I t  has  been dec ided that  you ,  the  chosen one,  wi l l  imp l ement  th i s  us i ng  fi rewa l l d  rich rules. 

0 1 .  Conf i g u re t h e  fi rewa l l  on  se rverx t o  forwa rd port 443/tcp to 22/tcp ,  but  o n l y  f o r  you r  
desktopX mach i ne.  T h e  I P  a d d ress o f  you r  desktopX mach ine  i s  172 . 2 5  . X  . 10. 

106 

0 1 .1 .  Permanent ly  a d d  the  port forwa rd ing  f i rewa l l  r u l e  on se rve rX. 

[ s t udent@serverX - ] $  sudo firewall - cmd - - permanent - - add- rich - rule 

' rule family=ipv4 source add ress=172 . 25 . X . 10/32 forward - port port=443 

protocol=tcp t o - port=22 ' 

0 1 .2. Reload the f i rewa l l  conf i g u rat ion to act ivate you r  changes. 

! [ s t udent@se rverx - ] $  sudo firewall - cmd - - reload 

-�- · -· -· -. -��· -----· - --·· ·-- ---. - -

0 1 .3 .  Test i f  sshd i s  now ava i l a b l e  on port 443/t c p  from you r  desktopX system.  

[ s t udent@de s k t opX - ] $ ssh - p  443 serverX . example . com 

The a u t h e n t icity of h o s t  ' [ serverX . example . com] : 443 { [ 172 . 25 . X . 11 ] : 443 ) ' 
can ' t  be e s t ablished . 

ECDSA key finge r p r i n t  is XX : XX : XX : XX : XX : XX : XX : XX : XX : XX : XX : XX : XX : XX : XX : XX .  
Are you s u r e  you wan t  t o  continue connecting  ( yes/no ) ?  yes 
s t u de n t@serverX . example . com ' s  password : st udent 
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M a nag ing  SEL i nux  Port Labe l i ng  

M a n a g i n g S E L i n u x  Po rt La b e l i n g 

O bject ives 
After  comp l et i ng  th i s  sect ion ,  s tudents shou ld  be ab le  to e n s u re n etwork ports  have the  correct 
S E L i n u x  type so that services a re a b l e  to b i nd  to them . 

S E Li n ux  port l a b e l i n g  
S E L i n u x  does more t h a n  j ust f i l e  a n d  process l a be l i ng .  N etwork t raff ic  i s  a l so t i gh t l y  en forced 
by the S E L i n u x  po l i cy. One of the methods that  S E L i n u x  uses for contro l l i n g  network t raff ic 
i s  l a b e l i n g  network ports;  for exa m p l e, i n  the  t argeted po l i cy, port 22/TCP has  the l a be l  
ssh_po r t_t associated w i th  i t .  

W h enever a process wants  to l i sten on  a port ,  SEL inux  w i l l  check  to see i f  the l abe l  assoc iated 
w i th  that  process (the doma in )  i s  a l l owed to b ind that  port  l abe l .  Th i s  ca n stop a rog u e  serv ice 
from tak i ng  over ports otherwise used by other  ( l eg i t imate) n etwork  serv ices. 

M a n a g i n g  S E Li n u x  port l a b e l i n g  
Whenever a n  adm in istrator dec ides  to r un  a service o n  a nonsta n d a rd port ,  there i s  a h i gh  
cha nce that  SEL i nux  po r t  l abe l s  w i l l  need  to  be u pdated .  I n  some  cases,  the  targeted  po l icy has  
a l ready l abe l ed the  por t  w i th  a type  that  can  be used ;  fo r  exa mp le, s ince  por t  8008/TCP i s  often 
used for web app l icat ions ,  that  port is a l ready l a be led  w i th  h t t p_po rt_t,  the defa u l t  port type 

for the web server. 

List i ng  port l abe l s  

To get a n  overview of a l l  the  cu rrent por t  l a be l  ass i gnments ,  adm in i st rators can  use t he  por t  

subcommand  o f  t h e  semanage command .  T h e  - 1  opt ion w i l l  l i st a l l  c u rrent ass i gnments,  i n  t h e  
form :  

I 
! port_label_ t tcp l udp comma, separated, list, of, por ts 

To o n l y  view loca l cha nges to t h e  defa u l t  po l i cy, adm in i st rators can a d d  the - C  opt ion to th i s  
com m a n d .  

Exa m p l e  output :  

[ root@serverx - ] #  semanage port -1 

h t t p_cache_por t_t 
h t t p_cac he_por t_t 
h t t p_po r t_t 

t c p  8 0 8 0 ,  8118 , 8123 , 10001 - 10010 
u d p  3130 
t c p  80 , 8 1 ,  443 , 488 , 8008 , 8009 , 8443 , 9000 

N ote that  a port l abe l  ca n appear  twice in the output ,  once for TCP a n d  once for UDP. 

N ote 

A g ra ph ica l  too l ,  system - config - selinux, i s  a l so ava i l a b l e  fo r  adm in i st rators who 
p refer to  work w i th  G U I  too ls .  Th is too l  is  pa rt of t he  po/icycoreutils-gui package. 
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M a nag ing  port l a be l s  

semanage can  a l so be  used  to ass i gn  new por t  l a be l s, remove port l abe l s, o r  mod ify ex ist i ng  
ones. 

I m po rta nt 

On ly  l oca l mod i f i cat ions  can be removed or  mod i f ied .  To a l l ow a service to b i n d  to a 
port l abe l  norma l l y  associated wi th  another  serv ice, a s m a l l  po l i cy mod u l e  m ust be  
wr itten .  Wr i t i ng  a n d  generat ing  po l i cy  mod u l es fa l l s  ou ts i de  the scope of th i s  cou rse. I t  
is a l so not poss i b l e  to remove a port l abe l  f rom the po l icy without  overr id i ng  the  po l icy 
mod u l e  that prov ided that  l abe l .  

To add a por t  to a n  ex ist i ng  port l abe l  (type), use the  fo l l owi n g  syntax:  

I I [ root@se rve rx - ] #  semanage port - a  - t  port_label - p  tcp l udp PORTNUMBER 

For exa mp le, to a l l ow a gopher service to l i sten on  port 71/TCP: 

[ root@serverX - ] #  semanage port -a -t gopher_port_t -p tcp 71 

N ote 

The t argeted po l i cy sh ips  with a l a rge  n u mber  of port types. Per-serv ice 
documentat ion o n  S E L i n u x  types ,  Boo l eans ,  and port types can be fou n d  i n  the  serv ice­
spec i f ic  S E L i n u x  man pages fou n d  in the selinux-policy-devel package.  

I f  these man pages a re not yet i n sta l l ed on  your  system,  fo l l ow th is  procedu re: 

[ root@serverX - ] #  yum -y install selinux - policy - devel 

[ root@serverX - ] #  mandb 

[ root@se rverx - ] #  man - k  _selinux 

Removing  port l a be l s  

The syntax fo r  remov ing  a custom port l a be l  i s  the  same as  the  syntax fo r  add i ng  a po r t  l a be l ,  
but  i n stead of us i ng  the  -a  opt ion (for Add) ,  t he  -d  opt ion  (for De l ete) i s  used .  

For exa mp le, to remove the  b i nd i ng  of port  71/TCP to gopher _port_t: 

[ root@serverX -]# semanage port -d -t gopher_port_t -p tcp 71 

M od ifyi ng port b ind ings  

I f  a n  adm in i st rator has  acc identa l l y ass igned  the  wrong type  to a port ,  o r  req u i rements have 
changed ,  i t ' s  poss i b l e  to mod i fy the  l abe l  associated with a port. Th is  is a more eff i c ient  p rocess 
t han  removi ng  the old b i nd i ng  and add i ng  a new one. Mod i f icat ions req u i re the - m  opt ion .  

For exa mp le, to mod i fy  por t  71/TCP f rom gopher _por t_t to h t t p_po r t_t,  a n  a d m i n i st rator 
can use the  fo l l owing command :  

[ root@serverX - ] #  semanage port - m  - t  http_port_t - p  t c p  71 
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M a n a g i n g  S E L i n u x  port l a be l i ng  

Refere n ces 

semanage(8) ,  semanage - po rt (8) ,  * _selinux(8) ,  a n d  sys t em - config ­

selinux(8) m a n  pages 
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P ra ct i ce:  M a n a g i n g  S E L i n u x  Po rt La be l i n g 

G u ided exerc ise 

I n  th i s  l a b, you w i l l  conf i gu re you r  se rve rX system to a l low h t t p  access on a nonsta nda rd port .  r•"•� Machines: 
Outcomes: 

A web server r unn i ng  on  se rve rX successf u l l y  serv i ng  content on  a nonsta ndard port .  

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset you r  serverx system.  

• Log i nto and set  u p  you r  se rve rX system.  

l [ s t u d e n t@serverx -]$  lab selinuxport  setup 
i 

You r  org a n izat ion is dep loy ing  a new custom web app l icat ion .  U nfortunate ly  for you ,  t he  web 
a p p l icat ion i s  r unn i ng  on  a nonsta nda rd port ;  in th is case, 82/TCP. 

One of your deve l opers has a l ready conf i gu red the app l i cat ion on  you r  se rve rx. But. n ot 
be ing  a rock star system adm in i strator, he  fa i l ed i n  gett i ng  the  web server to start successf u l l y. 
You r  m iss ion ,  if you choose to accept it ,  is to get the  h t t pd . se rvice serv ice on se rve rx 

successf u l l y  started, and serv ing out  content to you r  desktopX system over port 82/TCP. 

D 1 . Sta rt by restart i ng  the h t t pd . se rvice. 

D 1 .1 .  
[ s t uden t@se rve rx - ] $  sudo systemctl restart httpd . service 

Job for h t t p d . service failed . See ' systemctl s t a t u s  h t t pd . se rvice ' and 
' j o u r nalc tl  - xn ' f o r  details 

D 1 .2 .  View the output  from systemctl status - 1  h t t pd . se rvice. 

--��-- - --- - ---�- - �  

[ s t udent@se rve rx - ] $  sudo systemctl status -1 httpd . service 

Permission denied : AH00072 : make_sock : could not bind to add re s s  
0 . 0 . 0 . 0 : 82 

� 
-- �--��-�-��=- ---- - - - ---- - -- - -- - ; 

D 1 . 3. Check if S E L i n u x  is b l ock i ng  h t t pd from b i nd i ng  to port 82/TCP. 

[ s t u d ent@serverX - ] $  sudo sealert  -a /var/log/audit/audit . log 

��- - - - - � ----- --- --- - - - - � - ----- ---� �o · --�  

D 2 .  Conf i gu re SEL i nux  to a l l ow h t t pd to  b i nd  to port 82/TCP, then  restart t he  
h t t pd . se rvice service. 

1 10  

D 2.1 .  Use semanage to f i nd  a n  appropr iate port type  for por t  82/TCP. 
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Gu ided  exerc ise 

I [ s t u d e n t@se rverX - ]$ sudo semanage port -1  ( g rep http 

h t t p_por t_t seems promis i ng ,  s i nce it  i s  what  the norma l  h t t p  port (80/TCP) 

i s  a l so ass i gned  to. 

D 2.2.  Ass i gn  port 82/TCP the h t t p_po rt_t type.  

I [ s t udent@se rverX - ] $  sudo semanage port -a -t  http_port_t - p  tcp 82 � 
.- D 2.3 .  Restart the  h t t pd . se rvice servi ce. 

I [ s t udent@serverX - ] $  sudo systemctl  restart httpd . service 

.... !....._����-��-������--��--����-��-�-� 
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D 3. Check i f  you can  now access the  web server r u n n i n g  on  port 82/TCP. 

D 3.1 .  1.· 
_

[

_

s

_

t

-

u d

_

e

_

n

_

t

_

@

-

se

_

r

_

v

_

e

_

rx

_

-

_

]

_

$

_

c

_

u

_

r

_

l

_

ht

_

t

_

p

_

:

_

//

_�

s

-

e

_

r

_

v

_

e

_

rx

_

.

_

e

_

x

_

am

_

p

_

l

_

e

_

.

_

co

_

m

_

:

_

s

_

z 

_______ _Jll 
_

Hello 

D 4. Check if  you can  access the n ew web service from your  desktopX system.  

D 4.1 . 
[ s t udent@d e s k t opX - ] $  curl http : //se rve rX . example . com : sz 

c u r l : ( 7 )  Failed t o  connect  to serverX . example . com : 82 ;  No r o u t e  to h o s t  

That er ror  means  you st i l l  ca n ' t  connect from desktopX. Take a m i n ute to t h i n k  
u p  s o m e  p roba b l e  causes f o r  t h i s  fa i l u re. 

D 5. On  your serverx system,  open u p  port 82/TCP on  your f i rewa l l .  

D 5.1 .  O p e n  port 82/TCP i n  the  perma nent conf i g u rat ion  f o r  the  defa u l t z o n e  on the  
f i rewa l l  on  se rve rx. 

I [ s t udent@serverX - ] $  sudo firewall - cmd - - permanent - - add - port=82/tcp 

D 5.2.  Act ivate you r  f i rewa l l  cha nges on serve rX. 

I [ s t udent@serverx - ] $  sudo firewall - cmd - - reload 

D 6. Check  if you can  now access the new web service from you r  desktopX system.  

D 6.1 .  
[ s t udent@d e s k t opX - ] $  curl http : //serverX . example . com : 82 
Hello 

D 7. On  you r  desktopX system,  run  the  command lab selinuxpo rt  g rade to ve r i fy your  
work .  
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D 7.1 . 

1 12  

[ s t ud e n t@des ktopX - ]$  lab selinuxport g r ade 

Tes t i n g  h t t p  access  over p o r t  82 . . .  PASS 
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Lab :  Networ k  Port Secu rity 

Lab:  N etwo rk Po rt Sec u rity 

Perfo r m a n ce check l ist 

I n  th i s  l a b, you w i l l  conf i gu re a custom f i rewa l l  zone, serv ice, and  a custom S E L i n u x  port type. �#+MW� Machines 
Outcomes: 

An S S H D  serv ice l i ste n i n g  on both the reg u l a r  port 22/TCP, as we l l  a s  the  new nonsta ndard port 

999/TCP, protected t h rough a custom fi rewa l l  zone and a custom f i rewa l l  servi ce. 

Before you begin . . .  

• Reset your  desktopX system. 

• Reset your se rve rX sy�em.  

• Log i nto and set u p  you r  serverx system.  

I [ s t uden t@se rverx - ] $  lab custom- sshd setup 
i 

S i nce some of you r  co-workers somet imes have to use  your  se rve rX mach i ne  from a network 
that  b l ocks outgo i ng  access to port 22/TCP, you have decided to b ind your  sshd daemon to the 
nonsta nda rd port 999/TCP. The sshd daemon  shou l d  a l so st i l l  be ava i l a b l e  over the stan dard 

port 22/TCP. The lab cus tom - sshd s e t u p  scr ipt has  a l ready conf i g u red the  sshd daemon 
to l i sten on  these ports ,  but  has  not yet performed  a ny add i t iona l  conf i g u rat ion  that  m ight  be 

necessa ry. 

After  ensu r i ng  sshd l i stens on these ports ,  you w i l l  need to u pdate the  f i rewa l l  on  se rve rX as  
we l l .  Use t he  fo l l ow i ng  c r i ter ia when  conf i g u r i n g  the  f i rewa l l :  

• A l l  connect ions  from t h e  172 . 25 . X .  0/24 n etwork shou l d  b e  routed t h ro u g h  the  work  zone.  

• I n  add it i on  to the reg u l a r  ssh port ,  port 999/TCP shou l d  a l so be ava i l a b l e  i n  the wo r k  zone . 

After you have comp leted you r  work ,  you can  r u n  t he  command  lab custom - sshd g rade on 
you r  desktopX mach ine  to ver ify your work .  

1 .  Ver ify t h a t  sshd i s  i ndeed l i sten i ng  o n  b o t h  port 22/TCP and  p o r t  999/TCP. I f  not ,  
i nvest i gate and f ix .  

2 .  Route a l l  t raff ic  f rom the 172 . 25 . X .  0/24 su bnet t h rough  the  wor k  zone.  

3 .  Open port 999/TCP i n  the  wor k  zone.  

4. From desktopX, ver ify you r  conf ig u ra t ion  by r unn i ng  lab custom - sshd g r ade. 
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So lut ion  

I n  t h i s  l a b, you w i l l  conf i gu re a custom f i rewa l l  zone,  service,  a n d  a custom SEL i nux  port type. 

O utcomes: 

A n  S S H D  service l i sten i ng  on  both the reg u l a r  port 22/TCP, as  we l l  as  the new nonsta n d a rd port 
999/TCP, protected th rough  a custom f i rewa l l  zone and  a custom f i rewa l l  serv ice. 

Before you begin ... 

• Reset you r  desktopX system. 

• Reset you r  se rve rX system.  

• Log i nto a n d  set  u p  you r  se rverX system.  

- �-- ---- -�--
i i [ st uden t@serverX - ] $  lab custom- sshd setup 

I i 
i 

·� ·===--�- ·  --- ������--- - · - · _.,,J 

S i nce some of your co-workers somet imes have to use you r  se rverx mach ine  from a network 
that b locks outgoing access to port  22/TCP, you have decided to b ind you r  sshd daemon to the  
nonsta nda rd por t  999/TCP. The sshd daemon shou l d  a l so st i l l  be  ava i l a b l e  over the  standard 
port 22/TCP. The lab custom - sshd setup  scr ipt has a l ready conf i g u red the  sshd daemon 
to l i sten on  these  ports ,  but  has  not yet  performed any add i t i ona l  conf i g u rat ion that m ight be  
necessa ry. 

After ensur i ng  sshd l i stens  on these ports ,  you w i l l  need to u pdate the  f i rewa l l  on serverx as 
we l l .  Use the  fo l l ow ing cr i ter ia  when conf i gu r i ng  the  f i rewa l l :  

• A l l  con nect ions from t h e  172 . 2 5  . X . 0/24 network shou l d  be routed t h rough  t h e  wo r k  zone.  

• I n  add i t ion  to the reg u l a r  ssh port ,  port 999/TCP shou l d  a lso be ava i l a b l e  i n  the wor k  zone. 

After you have com p leted you r  work ,  you ca n run the  com m a n d  lab custom - sshd grade on 
you r  desktopX mach ine  to ver ify you r  work.  

1 .  Ver ify that  sshd i s  indeed l i ste n i n g  on  both port 22/TCP a nd port 999/TCP. I f  not .  
i nvest igate and  f ix .  

1 .1 .  U s e  ss t o  f i n d  a l l  the  ports where s s h d  i s  l i sten ing .  

[ s t uden t@se rve rx - ] $  sudo ss - t ulpn I g r e p  sshd 

tcp LISTEN 0 128 * : 22 
u s e r s : ( ( " ss h d " , 4864 , 3 ) ) 

t c p  LISTEN 0 128 : : : 22 

u s e r s : ( ( " ss hd " , 4864 , 4 ) ) 
_ ___ j 

1 .2. The previous output  i nd icates that  sshd is on l y  bound  to port 22/TCP. Resta rt the  
sshd . service service a n d  check  the  status  output .  
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[ s t udent@serverX - ] $  sudo systemctl restart  sshd . service 

[ s t udent@serverx - ] $  sudo systemctl status -1 sshd . service 

So l u t i on  

May 12 12 : 41 : 37 serverX . example . com sshd [ 23036 ] : e r r o r : B i n d  t o  p o r t  9 9 9  on  
0 . 0 . 0 . 0  failed : Permission denied . 

Depend ing  on the  speed a n d  conf i g u rat ion of you r  system the  previous  com mand  
m ight a l so i n c l u d e  some  seale r t  output .  I f  a n  S E L i n u x  was  caused by  a serv ice th i s  
i nformat ion typica l l y  shows up  w i th  some de lay  i n  t he  output  of systemc tl status ,  

but  a l a c k  o f  seale r t  output  i s  not a gua ra ntee that  th i s  i s  not a n  S E L i n u x  i ssue. 

1 .3 .  That  Permission denied wh i l e  b i nd i ng  to port  999/TCP is most l i ke l y  a n  S E L i n u x  
den i a l .  U s e  seale r t  to f i nd  a n y  S E L i n u x  messages re lated t o  t h is .  

[ s t udent@serverx - ] $  sudo sealert  -a /var/log/audit/audit . log 

SELinux is  p reve n t i n g  / u s r/sbin/s s h d  from n ame_bind access on t h e  t c p  soc ket . 

1 .4. Use the adv ice from seale r t  to a l l ow sshd to b i nd  to port  999/TCP. 

[ s t uden t@serverX - ] $ sudo semanage port -a - t  ssh_port_t -p tcp 999 

1 .5 .  Restart sshd . se rvice a n d  ver i fy i f  i t  i s  now bound  to port 999/TCP as  we l l .  

[ s t uden t@se rverX - ] $  sudo systemctl restart  sshd . service 

[ s t uden t@se rve rX - ] $  sudo ss - t ulpn I grep sshd 

tcp L I STEN 0 128 

u s e r s : ( ( " s s hd " , 4864 , 3 } } 
* : 999 

2.  Route a l l  t raff ic from the  172 . 25 . X .  0/24 su bnet t h ro u g h  the  wo r k  zone .  

* . * 

- 2.1 .  Perma nent l y  route a l l  t raff ic  from the  172 . 25 . x .  0/24 s u bn et th rough  the  wor k  zone. 

[ s t uden t@se rverx - ] $  sudo firewall - cmd - - permanent - - zone=work - - add -
.,.. sou rce=172 . 25 . X . 0/24 

-

-

-

-

-

.-

3. Open port 999/TCP i n  the  wor k  zone.  

3 .1 .  Add  the  po rt. 

I [ s t uden t@serverX - ] $  sudo firewall - cmd - - permanent - - zone=work - - add - port=999/ 

i tcp 
! 

3.2.  Re load the  f i rewa l l  on  serverX to act ivate you r  changes. 

[ s t udent@serve rx - ] $  sudo firewall - cmd - - reload 
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4. From desktopX, ver i fy your  conf i gu rat ion  by r unn i ng  lab custom - sshd  g rade. 

4.1 .  

1 16  

[ s t u d ent@desktopX - ] $ lab custom - sshd g rade 

ove r all result : PASS 
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So lu t ion  

S u m m a ry 

Manag i ng  F i rewa l l d 

I n  t h i s  sect ion ,  students rev iewed f i rewa l l d  concepts and  m a n agement  commands  
covered i n  p rev ious cou rses. 

M a n a g i n g  R i ch  R u l es 

I n  th i s  sect ion ,  students l earned how to conf i g u re more com p l ex f i rewa l l  conf ig u rat ions  
us i ng  f i rewa l l d ' s  support for " r i ch  l a n g uage r u l es." 

Masquerad i ng  a n d  Port Fo rward ing  

I n  th i s  sect i on ,  students lea rned how to descr ibe  a n d  imp lement  Network  Address 
Trans l a t ion  ( N AT). 

Manag i ng  S E L i n u x  Port Labe l i n g  

I n  th i s  sect ion ,  students l earned how t o  ensu re network ports have t h e  correct S E L i n u x  
t y p e  so that  se rvices a re a b l e  to b i nd  to t h e m .  
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® TRAINING 

CHAPTER 5 

MANAGING DNS FOR SERVERS 

Overview 

Goal To set a n d  verify correct D N S  records for systems a nd 

configure secure caching D N S  name service. 

Objectives • Expla in  how DNS is used to resolve names a n d  a d d resses 

and the pu rpose of key D N S  resou rce records. 

• Confi g u re unbound to act as a secure local  caching 

n a mese rver. 

• Desc ribe common D N S  config u ration problems a n d  how to 

identify a n d  resolve t h e m .  

Sections • DNS Concepts (and P ractice) 

• Config ur ing a Caching N a meserver (and Practice) 

• DNS Troub leshoot ing (and Pract ice) 

Lab • M a naging D N S  for S e rvers 
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Chapter 5. M a n a g i ng D N S  for Servers 

D N S  Co ncepts 

O bject ives 
Afte r com p let i n g  th i s  sect ion ,  students shou l d  be a b l e  to: 

• Exp l a i n  the h i e ra rch ica l st ructure of the Doma in  Name  System (DNS) .  

• Different iate betwee n  doma i ns ,  subdoma i ns ,  and zones. 

• I d ent i fy the d i fferences between d i fferent resou rce record types. 

The Dom a i n  N a me System 
The Domain Name System (DNS) i s  a h ie ra rch i ca l  nam ing  system that serves as  a d i rectory of 
networked hosts a n d  resou rces. I nformat ion in t he  d i rectory maps network n ames to data and  is 
ma i nta ined  in log ica l ent r ies known as resou rce records. The D N S  h iera rchy beg ins  w i th  the  root 

doma in  1 1 • 1 1  at the  top  a n d  branches downwa rd to m u l t i p l e  next- level  doma ins. 

Each level  of the  D N S  h i e ra rchy is d e l i neated by the  1 1 • 1 1  i n  doma in  names,  w i th  1 1 .
" 

as  the  top 
leve l .  Domains such  as  com,  net ,  and org  occupy the  second l evel  of the  h i e ra rchy and doma ins  
such  as example . com and  redhat . com occu py the  t h i rd l eve l  and  so on .  

When  work ing  with D N S, i t  i s  i m portant to c l a r i fy some of  the  common terms used to refer to  the  
st ructure of  the  D N S  h i e ra rchy, such  as  domain, subdomain, and  zone. 

Domain  

A domain i s  a co l lect ion of resou rce records that  ends  i n  a common name and represents an  
ent i re subtree of the  DNS  name space, such as  example . com. The l a rgest poss i b l e  doma in  is the  
root doma in ,  1 1 • 1 1 , wh ich  i n c l udes the  who le  D N S  namespace.  

A top-level domain (TLD) i s  a doma in  that  has o n l y  one component .  Generic TLDs (gTLDs) were 
or ig i n a l l y  organ i zed by theme, a n d  i n c l ude  . com, . edu ,  . net ,  etc. Country code TLDs (ccTLDs) 

a re organ i zed on  a na t iona l  bas is ,  a n d  i n c l ude  . us ,  . u k, . en ,  . ru ,  etc. 

Su bdomain 

A subdomain i s  a doma i n  that  is  a subtree of a nothe r  domain .  Th is  term is used when d i scuss i ng  
the  re lat ionsh i p  of two doma ins  to each other. For exa m p le ,  lab . example . com i s  a s u bdoma in  
of example . com. 

Zone 

A zone i s  the port ion of a doma in  for wh ich  a part icu l a r  n a meserver is  d i rect ly  respons ib l e, 
or a uthor i tat ive. Th is  may be an  ent i re doma in ,  o r  j ust part of a doma in  with some or  a l l  of its 
s u bdoma ins  d e l egated to other  nameserve r(s). 

Anatomy of D N S  looku ps 
When a system needs to perform name reso l ut ion  us i ng  a D N S  server, i t  beg i n s  by send ing  
q u e r ies to the  servers l i sted i n  /etc/resolv . conf i n  order, un t i l  it ge ts  a response or  runs  out  
of servers. The host or  dig commands  can be used to m a n u a l l y  look u p  D N S  names. 

Local  authoritat ive data 

When the  query a rr ives at a DNS server, the server f i rst d eterm ines whether  the i nformat ion 
be ing  queried res ides i n  a zone that  it is  au thor itat ive for. I f  t he  server is  a n  a uthority for the 
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D N S  resou rce records 

zone that the name or address being q ueried be longs to, then the server responds to the c l ient  

with the  i nformat ion contained in  i ts l oca l zone f i l e . Th is  type of response i s  referred to as an 

authoritative answer (aa), s ince the server provid i ng the  response i s  a u thoritat ive for the data 

p rovided.  Authoritat ive answers from a n ameserver have the aa f l ag  turned on in  the  header of 

the DNS response. 

Local cached non-autho ritative data 

I f  the  DNS server is  not a n  authority for the record in  q uest ion ,  but has recent ly  obtai ned the 

record to answer a p revious query, it may st i l l  have a copy of the record i n  its cache. The cache 

is whe re a n swers to queries are stored for a s pec if ied t i me,  determined by a value conta ined in 

every resou rce record response ca l l ed the Time To Live (TTL). I f  a n  a n swer exists i n  the server's 

cache,  it  i s  p rovided to the c l ient.  This answer w i l l  not have the aa f lag set, s ince the server i s  not 

authoritative for the  d ata be ing provided. 

Remote non-authoritative data via recursion 

I f  the DNS server is  not a uthoritative for the  n a m e  be ing q uer ied,  and  it  does not possess the 

record i n  its cache, it wi l l  then attem pt to retr ieve the record v ia a n  iterative process known as 

recurs ion.  A DNS server with a n  empty cache begins the rec u rs ion p rocess by q uery ing one of 

the root nameservers by I P  address retrieved from its l oca l ,  pre-popu lated root hints file. The root 

nameserver w i l l  then  l i ke ly  respond with a referra l ,  wh ich  i nd icates the nameservers that are 

a uthoritat ive for the  TLD that  contains the n a m e  bei ng queried. 

Upon receiv ing the  referra l ,  the DNS server w i l l  then perform a nother iterat ive q uery to the 

TLD authoritat ive n a meserver it was referred to. Depend ing  o n  whether t here are fu rther 

rema in ing  de legat ions i n  the name be ing q uer ied ,  th is  authoritat ive na meserver wi l l  e ither send 

a n  authoritat ive a n swer o r  yet a nother referra l .  Th is  cont inues unt i l  an authoritat ive server i s  

reached a n d  responds w i th  a n  authoritat ive a n swer. 

The f ina l  a n swer, a long  with a l l  the i ntermediate answers obtai ned pr ior  to it , a re cached by the 

DNS server to improve performance. I f  d u ring  a lookup for www . example . com the  D N S  server 

finds out that the example . com zone has authoritative nameservers, it  w i l l  q u e ry those serve rs 

d i rect ly  for a ny future q ueries for informat ion in the example . com zone, rather  than  start ing 

recurs ion again at the root nam eservers.  

D N S  resou rce records 
D N S  resource records (RRs) are entr ies in  a D N S  zone that  specify i nformat ion a bout a part i cu la r  

name or object in  the  zone. A resou rce record conta ins  a t ype, a TTL, a class, and data 

e lements organized in  the fo l l owing format :  

owner- name 
www . example . com . 

TTL 
300 

Resource Record Fields 

Field nam e  Content 

class 
IN 

type 
A 

da ta 
192 . 168 . 1 . 10 

owne r - name The name for th is  resource record. 

TTL The Time To Live of the resource record in seconds. Th is  spec if ies how 

l ong th is  resource record shou ld  be cached by DNS resolvers. 

class The "c lass" of the record, a l m ost a lways I N  ( " I nternet") .  
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F i e l d  n a m e  Content 

type The type i n d i cates the  sort of i nformat ion  stored by th is  record . For 
exa m p le ,  a n  A record maps a host n a m e  to a n  1 Pv4 address. 

data The data stored by th is  record. The exact format  va r ies by record type.  

There a re a n u m ber of im portant resou rce record types: 

A ( 1 Pv4 add ress) records 

A n  A resource record maps a host n a m e  to an 1 Pv4 address. 

[ s t uden t@se rverx - ] $  host - v  -t A example . com 

Trying " example . com " 
- >>HEADER<< - opcode : QUERY, s t a t u s : NOERROR , id : 22681 
flag s : qr  aa rd  ra;  QUERY : 1 ,  ANSWER : 1 ,  AUTHORITY : 1 ,  ADDITIONAL : 2 

QUESTION SECTION : 
; example . com . I N  A 

; ;  ANSWER SECTION : 
example . com . 86400 I N  A 172 . 25 . 254 . 254 

Recieved 96 bytes f rom 172 . 25 . 254 . 254#53 in 1 ms 

AAAA ( 1 Pv6 address) records 

· ��- · -.-. ·- --________ j 
An AAAA resou rce record ( "q uad-A" record) maps  a host n a m e  to an  1 Pv6 add ress. 

\�� ·-�--- - --- ----- - - �- ---��---- - -�-- - - - - - -----�----- -- - --
[ s t uden t@serve rx - ] $  host -v - t  AAAA a . root - servers . net 

Trying " a . root - serve r s . ne t "  
- >>HEADER<< - opcode : QUERY , s t a t u s : NOERROR , id : 18194 
flag s : qr rd  ra; QUERY : 1 , ANSWER : 1 ,  AUTHORITY : 13, ADDITIONAL : 12 

QUESTION SECTION : 
; a . root - servers . net . I N  AAAA 

; ;  ANSWER SECTION : 
a . root - serve r s . net . 604800 I N  AAAA 2001 : 503 : ba3e : : 2 : 30 

Received 64 bytes from 172 . 25 . 254 . 254#53 in 78 ms 
_ _J 

C N A M E  (ca non ica l  name) records 

A CNAME resou rce record a l i a ses one  name  to a nother name (t he  canonical name) ,  wh ich  shou l d  
have A or  AAAA records. 

When  a D N S  reso lver  receives a CNAME record in response to a q u e ry, i t  w i l l  re issue the q u e ry 
us i ng  the  canon ica l  name i nstead of t he  or ig i n a l  name. 

The data f i e l d  of CNAME records ca n po in t  to a name a nywhere i n  D N S, whether  i n te rna l  o r  
externa l to the  zone:  

www - dev . example . com . I N  CNAME lab . example . com . 
www . example . com . I N  CNAME www . red hat . com . 

-- -- -- - - - -- - - ---· -· ·· - · - - - -- - - -��---� 

CNAME records a re usefu l ,  but  shou l d  be  used w i th  some ca re. I n  genera l ,  po in t i ng  a CNAME 

records to other  CNAME records s h o u l d  be avo ided  for effic i ency and f ra g i l i ty reasons a n d  to 
avo id  creat i n g  a CNAME l oop by acc ident .  The cha i n  of CNAME record m u st end  in A and/or  AAAA 

I 
J 
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D N S  resou rce records 

reco rds. N ote that  the re a re l eg i t imate uses for CNAME c h a i n s  when  us i ng  Content De l ivery 
N etworks (CDNs) to i m p rove the speed and re l i a b i l ity of data de l i very  over the  I nternet .  L i kewise,  
NS and MX records must not be  po i nted at CNAME records but  at na mes wi th  A and/or  AAAA 

records. 

[ s t u d e n t@serve rx - ] $  host - v  -t A ipa - ca . se rver0 . example . com 

Trying " ip a - c a . se rver0 . example . com " 
- >>HEADER<< - opcode : QUERY , s t a t u s : NOERROR , id : 11931 

; ;  flag s : q r  aa rd  r a ;  QUERY : 1 ,  ANSWE R : 2 , AUTHORITY : 1 , ADDITIONAL : 2 

; ;  QUESTION SECTION : 
; ip a - c a . serve r 0 . example . com . I N  A 

; ;  ANSWER SECTION : 
ipa - ca . server0 . example . com . 86400 I N  CNAME s e rve r 0 . example . com . 
serve r 0 . example . com . 86400 I N  A 172 . 25 . 0 . 11 

Recieved 125 bytes f r om 172 . 25 . 254 . 254#53 in 1 ms 

PTR (poi nter) records 

A PTR record maps 1 Pv4 or  1 Pv6 a d d resses to a host na me.  They are used for reverse DNS 

resolution. 

PTR records code the  I P  add ress i n  a spec ia l  format that  acts l i ke a host na me. For 1 Pv4 
add resses, the add ress i s  reve rsed ,  most spec i f ic  part f i rst. a n d  the resu l t  i s  t reated as  a host 
in a s u bdoma in  of the speci a l  doma i n  i n -a d d r.arpa .  Fo r 1 Pv6 addresses, the address i s  sp l i t  i nto 
subdoma ins  on n i bb l e  bounda r ies (every hexadec i ma l  d i g it)  and set u p  as  a subdoma in  of t he  
spec i a l  doma in  i p6 .arpa ,  as seen i n  the  fo l l owi ng  exa m p l e. W h i l e  t h i s  syntax may seem stra nge ,  
i t  makes it  s imp l e r  for DNS a d m i n i st rators to de l egate respons i b i l i ty for ranges of a d d resses to 
other D N S  adm in i st rators.  

[ s t u den t@serverX - ] $  host - v  -t PTR 172 . 25 . 0 . 10 

T rying " 10 . 0 . 25 . 172 . in - ad d r . a r p a "  
- >>HEADER<< - opcod e : QUERY, s t a t u s : NOERROR , id : 36389 
flag s : q r  aa r d  ra ;  QUERY : 1 ,  ANSWER : 1 ,  AUTHORITY : 1 , ADDITIONAL : 2 

QUESTION SECTION : 
; 10 . 0 . 25 . 172 . in - add r . arpa . I N  PTR 

; ;  ANSWER SECTION : 
10 . 0 . 25 . 172 . in - add r . a r pa . 86400 I N  PTR d e s k t op0 . example . com . 

Received 127 bytes f rom 172 . 25 . 254 . 254#53 in 2 ms 

[ s t udent@serverX - ] $ host - v  -t PTR 2001 : 503 : ba3e : : 2 : 30 

Trying ' ' 0 . 3 . 0 . 0 . 2 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . e . 3 . a . b . 3 . 0 . 5 . 0 . 1 . 0 . 0 . 2 . ip6 . a r p a "  
- >>HEADER<< - opcode : QUERY ,  s t a t u s : NOERROR , id : 32138 

; ;  flag s : q r  aa rd  ra;  QUERY : 1 ,  ANSWER : 1 ,  AUTHORITY : 0,  ADDITIONAL : 0 

; ;  QUESTION SECTION : 
; 0 . 3 . 0 . 0 . 2 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . e . 3 . a . b . 3 . 0 . 5 . 0 . 1 . 0 . 0 . 2 . ip6 . arpa . I N  PTR 

; ;  ANSWER SECTION : 
0 . 3 . 0 . 0 . 2 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . e . 3 . a . b . 3 . 0 . 5 . 0 . 1 . 0 . 0 . 2 . ip6 . arpa . 86400 I N  PTR 

a . root - se rve r s . net . 

Received 122 bytes from  172 . 25 . 254 . 254#53 in 174 ms 
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NS (name server) records 

A n  NS record m a ps a doma i n name to a DNS n a m e  server which i s  author i tat ive for i ts DNS zone. 

Every pub l i c  au thor i tat ive name server for the  zone m ust have an NS record . 

·--�- ---- - - .. �----

[ s t udent@serverx - ] $  host -v - t  NS example . com 

T rying " example . com " 

- >>HEADER<< - opcode : QUERY , s t a t u s : NOERRO R ,  id : 29362 
; ;  flag s : q r  aa r d  ra;  QUERY : 1 ,  ANSWER : 1 ,  AUTHORITY : 0 ,  ADDITIONAL : 2 

; ;  QUESTION SECTION : 
; example . com . I N  NS 

; ;  ANSWER SECTION : 
example . com . 86400 I N  NS clas s room . example . com . 

Received 80 bytes f r om 172 . 25 . 254 . 254#53 in 0 ms  
----�--- ---------- · -·-' 

SOA (start of authority) records 

An SOA reco rd p rovi des i nformat ion a bout how a D N S  zone works. 

There w i l l  be exact ly  one SOA record for a zone.  I t  spec i f ies wh ich  of the zone 's  name  servers is  
the  pr imary one  (the master) , i nformat ion on how secondary (slave) name servers shou l d  u pdate 
the i r  copy of the i nformat i on ,  and the zone 's  management  contact .  Its data f i e l d  conta i n s  the 
fo l l ow ing  e l ements:  

SOA record data elements 

Data e le ment 

Master 

namese rve r 

RNAME 

Serial numbe r 

Ref resh 

Ret ry 

Expiry 

Minimum 

124 

Content 

The host name of the  n a m eserver wh ich  is the  or i g i n a l  sou rce of 
doma in  i nformat ion ,  a n d  wh ich  may accept dynamic  D N S  updates if  
the zone supports them.  

The  ema i l  add ress of  the  person respons i b l e  for  t he  
D N S  zone  ( the  hostmaster) . The @ i n  the  ema i l  add ress i s  
rep l aced w i th  a 1 1 • 1 1  i n  the  R N A M E. For exa mp le, a n  ema i l  
add ress o f  hostmaste r@example . com i s  wr itten as  
hostmaster . example . com. 

The vers ion n u m ber of the zone, wh ich  is  i nc reased when there i s  a ny 
cha nge to zone records.  

H ow frequent ly  the s l ave servers shou l d  check for zone updates, in 
seconds.  

H ow long  a s l ave server shou l d  wait  before retry ing  a fa i l e d  refresh 
attempt.  i n  seconds.  

I f  refreshes have been fa i l i ng ,  how long a s l ave server shou l d  wait  
before it  stops us ing its o ld copy of the zone to respond to q u e r ies ,  in 
seconds.  

I f  a reso lver looks u p  a n a m e  and it  does not ex ist (gets a nonexistent 

domain (NXDOMAIN) response), how long  it shou l d  cache the  
i nformat ion that  the record does  not ex ist ,  i n  seconds. 
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D N S  resou rce records 

[ s t uden t@serverX - ] $ host - v -t SOA example . com 

Trying " e xample . com " 
- >>HEADER<< - opcode : QUERY ,  s t at u s : NOERROR,  id : 58434 
flag s : qr aa r d  r a ;  QUERY : 1, ANSWER : 1 , AUTHORITY : 0, ADDITIONAL : 0 

QUESTION SECTION : 
; example . com . I N  SOA 

; ;  ANSWER SECTION : 
example . com . 86400 I N  SOA class room . example . com . root . clas s r oom . example . com . 2013091600 

3600 300 604800 60 

Received 121 bytes f rom 172 . 25 . 254 . 254#53 i n  0 ms  

M X  (ma i l  exchange) records 

An MX record maps a doma in  name to a mail exchange wh ich  w i l l  accept ema i l  for that name. 

The data for th is record type is  a p reference  n u m ber  ( l owest preferred )  used to determ ine  the  
order  i n  wh i ch  to p i ck  between m u l t i p l e  MX records ,  a n d  a hos t  name for  a m a i l  exchange  for  that  
name. 

[ s t udent@serverX - ] $  host - v  - t  MX example . com 

Trying " example . com " 
- >>HEADER<< - opcode : QUERY ,  s t a t u s : NOERROR,  id : 47187 
flag s : qr aa rd  ra; QUERY : 1,  ANSWER : 1,  AUTHORITY : 1 ,  ADDITIONAL : 2 

QUESTION SECTION : 
; example . com . I N  MX 

; ;  ANSWER SECTION : 
example . com . 86400 I N  MX 10 class room . example . com . 

Received 96 bytes  f r om 172 . 25 . 254 . 254#53 in 0 ms 

TXT (text) record s 

A TXT record is used to map a name to a rb itrary h u m a n-readab l e  text. 

TXT records a re common ly  used to supp l y  data used by Sender Policy Framework (SPF), 

DomainKeys Identified Mail (DKIM), Domain-based Message Authentication, Reporting and 

Conformance (DMARC), a n d  so on .  

[ s t udent@serverx - ] $  host - v  - t  TXT lwn . net  

Trying  " lwn . ne t " 
- >>HEADER<< - opcode : QUERY, s t a t u s : NOERROR , id : 41137 
flag s : qr r d  r a ;  QUERY : 1 , ANSWER : 2, AUTHORITY : 0 , ADDITIONAL : 0 

QUESTION SECTION : 
; lwn . ne t . I N  TXT 

; ;  ANSWER SECTION : 
lwn . net . 28619 I N  TXT " v= s pf1 ip4 : 7 2 . 51 . 34 . 34 ip4 : 7 0 . 33 . 254 . 29 - all " 

Received 638 bytes  f rom 192 . 168 . 2 . 11#53 in 74 ms  

S RV (service) records 

An SRV record i s  used to locate the  hosts which s u pport a part icu l a r  serv ice for a doma in .  
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Us i ng  a doma in  name formatted to i n c l u d e  a serv ice and a protocol n a m e, 
_service._protocol.domainname, SRV records prov ide  the names  of the  hosts that p rov ide  that  
serv ice for the  doma in ,  as we l l  as  the  port n u m ber  that  the  serv ice  l i stens  on .  SRV records a l so 
i n c l ude  p riority a n d  weight va l ues to i nd icate the  order  i n  wh i ch  hosts shou l d  be used when  
m u l t i p l e  hosts a re ava i l a b l e  for a part i c u l a r  service. 

Th is  exa m p l e  SRV record i nd i cates tha t  the server0 . example . com doma in  provides the  
LDAP service us ing  TCP on port 389 on  host server0 . example . com with  a pr ior ity of 0 a n d  a 
we ight i n g  of 100.  

r:--.--
.. -

1 [ st udent@serverX - ] $  host - v - t  SRV _ldap . _tcp . servere . example . com 

II Trying "_ldap . _t c p . serve r 0 . example . com"  
->>HEADER<< - opcode : QUERY , s t a t u s : NOERROR, id : 35665 I flag s : q r  aa rd r a ;  QUERY : 1 , ANSWER : 1 ,  AUTHORITY : 1 ,  ADDITIONAL : 3 I QUESTION SECTION : 

I
I!', ; _ldap . _t c p . server0 . example . com . I N  SRV 

; ;  ANSWER SECTION : 
_ldap . _t c p . server0 . example . com . 86400 I N  SRV 0 100 389 s e rver0 . example . com . '.1 
Received 154 bytes f rom 172 . 25 . 254 . 254#53 in 0 ms �����������-�����-� 

H osts a n d  resou rce records  
A typica l host ,  whether a c l i ent o r  a server, w i l l  have the fo l l ow ing records:  

• One or  more A and/or  AAAA records mapp ing  its host name to its IP add resses 

• A PTR record for each of i ts IP add resses, reverse mapp ing  t hem to i ts  host name 

• Opt ion a l l y, one  or more CNAME records mapp ing  a l ternate n a mes to its canon ica l host name 

A DNS  zone wi l l  typ ica l l y  have, i n  add i t ion  to  the  records fo r  the  hosts i n  the zone:  

• Exact l y  one SOA record to spec i fy how the  zone works 

• A n  NS record for each of its authori tat ive name  servers 

• One or  more MX records mapp ing  the doma in  name to the m a i l  excha nge  wh ich  receives ema i l  
f o r  add resses end ing  i n  the  doma in  name 

• Opt iona l l y, one  or more TXT records fo r  funct ions such  as S P F  o r  Goog l e  S ite Ver i f icat ion 

• Opt io n a l l y, one  or more SRV records to locate serv ices i n  the  doma in  
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-

P ract i ce:  D N S  Reso u rce Reco rd 
-

Q u i z  -

Match the  fo l l owi ng resou rce record types to t he  descr ipt ions l i sted i n  the  tab l e. 
-

-

-

-

Pu rpose  Reso u rce  reco rd type  
-

Conta i n s  au thor i ta t i ve i nformat ion  fo r a zone, 

such  as  t he  e m a i l  contact and  severa l va l u es t h at -

conf i g u re i nteract i ons  between s l ave a n d  master  

DNS se rvers.  -

M a ps host na mes to 1 Pv4 add resses. -

I dent i f i es t he  a uthor i tat ive namese rve rs for a 
-

zone.  
-

U sed to p u b l i s h  l ocat i on  of network serv ices for a 

doma i n .  
-

-
I d ent i f ies  t h e  m a i l  exchanges respon s i b l e  fo r 

accept i ng  e m a i l s  fo r a doma i n .  
-

M a ps host n a m es to  1 Pv6 add resses.  -

Enab l es reve rse D N S  lookups  of I P  a d d resses to -

host na mes .  

-
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Pu rpose Resou rce record type 

A l i a ses a n a m e  to a ca n o n i c a l  n a m e. 

U sed to p u b l i s h  a r b i t ra ry h u ma n - rea d a b l e  text. 

C o m m o n l y  used fo r S P F, D K I M , a n d  D M A RC .  
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-

S o l ut ion  
-

M atch the  fo l l owing resou rce record types to the  descr ipt ions  l i sted i n  the  tab l e. 

-
P u r pose  Resou rce reco rd type  

-

Conta i n s  a uthor i ta t ive i nfo rmat ion  for a zone ,  SOA 

such a s  the ema i l  contact  and seve ra l va l ues t ha t  
-

confi g u re i nteract i ons  between  s l ave a n d  master  

DNS se rvers .  
-

M a ps h ost na mes to 1 Pv4 add resses.  A 
-

I d en t i f i es t he  au thor i tat ive n a m eservers for a N S  -

zone. 

-

U sed to p u b l i sh  l ocat i on  of n etwork  serv ices fo r a S RV 

d o ma i n .  -

I d e nt i f i es  t he  m a i l  exchanges respon s i b l e  fo r M X  -

accept i n g  e m a i l s  for a d o m a i n .  

-

M a ps h ost na mes to 1 Pv6 add resses. AAAA 

-

E n a b l es reve rse D N S  l ooku ps of I P  a d d resses to PTR 

host  n a m es.  -

A l i ases a name  to a ca non ica l na me. C N A M E  
-

-
U sed to p u b l i sh  a rb i t ra ry h u m a n- rea d a b l e  text .  TXT 

Com m o n l y  u sed for S P F, D K I M ,  and D M A RC.  
-

-

-
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Conf i g u r i n g  a Cach ing  N ameserver 

Confi g u ri ng a Cac h i n g  N a m eserve r 

O bject ives 
After com p let ing  th i s  sect ion ,  students shou ld  be ab l e  to conf i g u re a secure, cach i ng  n ameserver 
us i ng  the unbound DNS server. 

Cac h i ng n a meservers a n d  D N SS EC 

Cach ing  na meserver 

Cach i n g  nameservers store D N S  q u e ry resu l ts in a loca l cache  and removes resou rce records 
from the cache when  the i r  TTLs exp i re. I t  i s  common to set up cach i n g  nameservers to perform 
q u e ries  on  beha l f  of c l i e nts on  the  loca l  n etwork.  Th is  g reat l y  improves the  effic iency of 
D N S  n a m e  reso l u t ions  by reduc i ng  D N S  t raff ic  ac ross the I nternet. As the cache g rows, D N S  
performance improves as  t h e  cac h i n g  nameserver answers more a n d  more c l ient  q uer ies from its 

loca l  cache. 

D N S S EC va l idat ion 

Given the  state less nature of U D P, D N S  t ra nsact ions a re p rone  to spoofi ng  and  ta mper ing .  
Cach i ng  nameservers have h istor ica l l y  been favored targets of attackers look ing  to red i rect o r  
h i j ack  network t raff ic .  Th is  is  often ach ieved by exp lo it i ng  v u l nera b i l i t ies  i n  D N S  server softwa re 
to foo l  a D N S  server i nto accept i ng  a n d  popu l a t i ng  ma l i c ious  data i nto its cache,  a techn i que  
com m o n l y  referred to as cache poisoning. Once  the  attacker  succeeds i n  poison i ng  a DNS  
server ' s  cache ,  they effect ive l y  compromise the  D N S  da ta  received by the  nu merous c l ients 
u t i l i z i ng  the  cach i ng  name serv ice o n  the  DNS server and can  conseq uent l y  red i rect o r  h ij ack  the 

c l ients '  n etwork t raff ic .  

W h i l e  a cach ing  nameserver can  g reat ly  i m p rove DNS performa nce on  the  loca l network ,  t hey 
ca n a l so p rovide i m p roved secu r ity by perform ing  Domain Name System Security Extensions 

(DNSSEC) va l i dat ion .  D N S S EC va l i d at ion  enab led  at the  cach i ng  nameserver a l l ows t h e  
au thent i c ity and  i nteg rity o f  resou rce reco rds  t o  be va l i dated p r i o r  t o  b e i n g  p l a ced i n  the  cache  
for  use by c l i ents ,  a n d  therefore p rotects c l i e nts aga inst t he  consequences of  cache po ison i ng .  

Confi g u ri n g  a n d  a d m i n ister ing  unbound as a cac h i n g  

n a meserver 
Severa l packages a re ava i l a b l e  for conf ig u r i ng  a cach i n g  n a m eserver, i n c l ud i ng  bind, dnsmasq, 

a n d  unbound. I n  th i s  exa m p l e, p l ease fo l l ow a l ong  wh i l e  the  i n st ructor demonstrates t he  
conf i g u rat ion  and  a d m i n istra t ion  of unbound as  a secu re, cach i n g  n a m eserver w i t h  D NSSEC 
va l i dat ion  enab led .  

Conf ig ur ing  unbound 

To conf i g u re unbound as  a secure, cach i ng  nameserver :  

1 .  I nsta l l  unbound.  

As root, i n sta l l  the  unbound package.  

I [ root@serverx -]# yum install - y  unbound 

2. Sta rt and enab l e  u nbound . se rvice. 
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[ root@serverX - ] #  systemctl start unbound . service 

[ root@se rverx - ] #  systemctl enable unbound . service 

ln -s ' /u s r /lib/systemd/sys tem/ unbound . se rvice ' ' /e tc/systemd/sys t em/mult i ­
u s e r . target . wa n t s / u n bound . se rvice ' 

3.  Conf ig u re the  network i n terface to l i sten on .  

By defau l t ,  unbound on ly  l i stens on  the localhost network i nterface. To make u nbound 

ava i l a b l e  to remote c l i e nts as a caching na meserver, use the inte rface opt ion i n  the 
server c l ause of /etc/unbound/unbound . conf to spec ify the  n etwork  i nte rface(s) to 
l i sten on .  A va l u e  of 0 .  0 .  0 .  0 wi l l  conf ig u re unbound to l i sten on  a l l  network i nterfaces: 

I inte rface : 0 . 0 . 0 . 0  
I 

4. Conf i g u re c l ient  access. 

By defa u l t ,  unbound refuses recu rs ive q u e ries from a l l  c l i e nts. In the se rver c l ause of 
/etc/unbound/unbound . conf, use the access - cont rol option to spec ify wh ich  c l i ents 
a re a l l owed to make rec u rs ive que ri es. 

I access - co n t rol : 172 . 25 . 0 . 0/24 allow 

5. Conf i gu re forwa rd i ng .  

I n  /etc/unbound/unbound . conf, create a fo rward - zone c l ause to s pec i fy wh i ch  
DNS  server(s) to forward quer ies to .  D N S  servers ca n be spec if ied by hos t  name us i ng  the  
fo rward - host opt ion ,  or by  I P  add ress us i ng  the  forward - addr  opt ion .  For a cach ing  
nameserve r, forwa rd a l l  quer ies by  spec i fy i ng  a forward - zone of " . " . 

fo rward - zone : 
name : 1 1 • 1 1 

forwa rd - add r : 172 . 25 . 254 . 254 

6. I f  des i red ,  bypass D N S S EC va l idat ion  for se l ect u ns igned zones. 

By defau l t ,  unbound i s  enab l ed  to perform D N S S EC va l idat ion  to verify a l l  D N S  
responses rece ived.  T h e  domain - insecu re opt ion i n  the  serve r c l a use of 
/etc/unbound/unbound . conf can be used to spec i fy a doma in  for wh ich  D N S S EC 
va l i dat ion  shou l d  be sk i pped.  Th is  is often des i ra b l e  when  dea l i ng  w i th  a n  uns igned  interna l 
doma in  that  wou l d  otherwise fa i l  t rust c h a i n  va l idat ion .  

I domain -�nsecu re : example . com 
I 

7. I f  des i red ,  i n sta l l  t r ust a nchors for se l ect s i gned  zones wi thout  com p l ete cha i n  of t rust .  

132 

S ince not a l l  ccTLDs  have comp leted imp l ementat ion of D N S S EC, the  subdoma ins  
o f  these ccTLDs can  be DNSSEC-s igned but  st i l l  have  a b roken chain of  trust. Th i s  
prob lem can  be overcome  by us ing  the  t ru s t - anchor opt ion  i n  the  se rve r c l a use of 
/etc/unbound/unbound . conf to spec ify a t rust a nchor  for the zone. O bta i n  t he  DNSKEY 
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Confi gu r i ng  a n d  a d m i n i ste r ing  unbound as a cach i ng  na meserver 

record for the key signing key (KSK) of the zone us i ng  dig and i npu t  it  a s  the va l u e  for t he  
t ru s t  - anchor  opt ion .  

[ s t udent@se rverX -]$  dig +dnssec DNSKEY example . com 

t r u s t - ancho r : " example . com . 3600 IN DNSKEY 257 3 8 AwEAAawt 7HplI 5M8GGAsxuyCyj F01 
+QlcgVN11CRZ4vP66qbDCX0BnSh Z11BGb//4zSG/8mmBHi r L2 F Lg+mVu I Ixig 
+ i roZYj h4iTKVOhv2hZf t R  wy rQHK++qXvCCWN 3 ki51RG/e8R4kOEV71 r Z80gQvPWx6F91q roqOPpcf 

7PPxippeHOn+PxnP0hpyLyo1mx1rPs/cMpL3j OMufGP+LJYh+fBU7lt0 
sP5i09Ha J P r uzyZM L9BPt pv8ZAdQhwtXVG0+MnET2qT/1+Tlj pxZn6ye e g F RCFRHBj Mo6iiRJnUWra/ 

k l k r g E n2Q+BXGTOMTTKQdYz40xYEa1z7 a  pu3a09dYNBM= " 

8. Save changes to /etc/unbound/unbou nd . conf. 

9. Check the /etc/unbound/unbound . conf conf i gu rat ion  f i le for  syntax er rors. 

[ root@se rverX - ] #  unbound - checkconf 

unbound - checkconf : no e r r o r s  in / e t c / u n bound/unbound . conf  

1 0. Resta rt unbound . service. 

.... [ root@se rverx - ] #  systemctl restart  unbound . service 

-

-

-

-

-

-

-

-

-

-

-

-

1 1 .  Conf i g u re the  f i rewa l l  to a l l ow D N S  t ra ff ic .  

[ root@se rverX -]#  firewall - cmd - - permanent - - add - se rvice=dns 

success  
[ root@serverx -]#  firewall - cmd - - reload 

success  

Dumping and  loa d i n g  unbound cache 

Admin istrators of cach ing nameserve rs need  to d u m p  out  cache data when t ro u b l eshoot ing  
D N S  issues, such  as  those res u l t i ng  f rom sta l e  resou rce records. Wi th  a n  unbound DNS server, 
the  cache can  be d u m ped by runn i ng  the u nbound - cont rol ut i l i ty i n  conj u n ct ion  with the  
d ump_cache subcomma nd.  

[ root@se rverx - ] # u nbound - cont rol dump_cache 

START_RRSET_CACH E  
; r rset  8 6 3 9 5  1 0 3 3 
clas s room . example . com . 86395 I N  A 172 . 25 . 254 . 254 
; r r set 86395 1 0 7 3 
example . com . 86395 I N  NS class r oom . example . com . 
; r rset  86395 1 0 8 3 
example . com . 86395 I N  A 172 . 25 . 254 . 254 
END_RRSET_CACH E  
START_MSG_CACH E  
m s g  example . com .  I N  A 33152 1 86395 3 1 1 1 
example . com . I N  A 0 
example . com . I N  NS 0 
class room . example . com . I N  A 0 
END_MSG_CACHE 
EOF 
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Execut i ng  unbound - cont rol with  t he  d ump_ cache com m a n d  d u m ps out  the  cache to stdout 

i n  a text format .  Th is  output  can be d i rected to a f i l e  for storage  and  be l oaded  back i nto cache 
l ater  with unbound - cont rol load_cache, i f  des i red .  unbound - cont rol load cache 

reads  from stdin to popu late the  cache .  

[ root@serverx - ]#  unbound - cont rol load_cache < dump . ou t  
o k  

F l ush ing  u n bound cache 

Admi n istrators of cach i ng  na meservers a l so need to pu rge outdated resource records from 
cache from t ime to t ime. Erroneous  and outdated resou rce records  i n  cache wi l l  keep the i r  
new l y  corrected cou nterparts f rom becoming  ava i l a b l e  to c l i e nts  u nt i l  t he  TTLs  on the  outdated 
resource records exp i re. Rather t han  wa i t ing  for TTL exp i ra t ion ,  a d m i n istrators can forc i b l y  pu rge  
the  outdated records f rom cache by execut ing  unbound - cont rol with  the  flush subcommand .  

[ root@s e rverX - ] #  unbound - cont rol flush www . example . com 

o k  

I f  a l l  resource records be long ing  to a doma in  n e e d  to b e  p u rged  f rom the  cache o f  a n  unbound 

DNS server, unbound - cont rol can  be executed w i th  the flush_zone subcom mand .  

[ r oot@se rverX - ] #  unbound - cont rol flush_zone example . com 

ok removed 3 r r set s ,  1 messages and 8 key e n t r ies  

U pdat ing  Loca l  Cach ing u nbound Confi gu rat ion with d nssec-tr igger  

I n  add i t ion  to p rovid i ng  cach i ng  name serv ice  for a loca l  s u b n et ,  u nbound can a l so be usefu l  as  
a loca l  cach i ng  nameserver to prov ide  sec u re D N S  name reso l ut ion  for l oca l use on an  i n d iv id u a l  
system. For a l oca l  cach i ng  na meserver set u p, the  namese rve r entry i n  /etc/ resolv . conf 

w i l l  be conf i g u red to po int  to loca l h ost where unbound i s  l i ste n i ng .  The  unbound confi gu rat ion 
w i l l  forwa rd DNS req uests to u pstream nameservers and  va l i date the i r  responses. 

For DHCP  systems runn i ng  loca l  cac h i n g  name service, the u pstream n a meservers spec i f ied 
i n  unbound ' s confi gu rat ion may become outdated i f  DNS servers prov ided by DHCP change. 
The dnssec - t rigger too l  supp l i ed  by the  package of the  same name can be l everaged to 
a utomat ica l l y  u pdate forwa rder sett i ngs  i n  u nbound's  confi g u rat ion f i l e  to point to the new D N S  
se rvers. T h e  u s e  o f  t h e  dnssec - t rigge r too l  i n  conj unct ion  w i t h  unbound i s  most l y  usefu l  for 
secure D N S  name reso l ut ion  on roam i n g  c l ient  mach i nes.  

134 

Refe re n ces 

unbound(8) ,  u nbound - checkconf(8) ,  unbound . conf(5) ,  unbound - cont rol(8) ,  

dnssec - t rigger(8) man pages 
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Pract ice:  Conf i g u r i n g  u n b o u n d  as a Cach ing  N a meserver 

P ra ct i ce:  Co nf i g u r i n g  u n bo u n d  a s  a Cac h i ng 

N a m eserve r 

G u i d ed exerc ise 

I n  t h i s  l a b, you w i l l  conf ig u re u nbound as  a cach i ng  na meserver a n d  a d m i n ister i ts cache data .  

Resou rces:  

Files:  /etc/u n bo u nd/u n bo u n d .conf 

Machines: desktopX 

• se rverX  

Outcomes:  

The u nbound service enab l ed  and conf i g u red as a cach i ng  n a m eserver on  se rverX to l i sten  on 
i nterface 172 . 25 . X . 11 and to accept connect ions from 172 . 25 . X .  0/24. Rec u rs ive q u e ries  a re 
forwarded to 172 . 25 . 254 . 254. The example . com zone is exem pted from D N S S EC va l i da t ion .  

Before you begin . . .  

• Reset the  desktopX system.  

• Reset the  se rve rx system .  

• Log i nto the  desktopX system.  

Log i nto the se rve rX system and sw i tch  to root us i ng  sudo - i. 

You have been asked to improve n a m e  reso l ut ion  perfo rmance a n d  enha nce D N S  secu rity 
in you r  company 's  datacenter. You have dec ided to dep l oy a cach i n g  nameserver us i ng  an 
unbound DNS server. You w i l l  conf i g u re unbound to respond  o n l y  to q u e ries on  the datacenter  
s u bn et ,  172 . 25 . x.  0/24.  Recu rs ive q uer ies w i l l  be forwa rded to t he  company 's  main  i nterna l  
D N S  server a t  172 . 25 . 254 . 254. Th is  ma i n  i nterna l D N S  server h osts a n  interna l ,  s p l i t D N S  
copy o f  t h e  company 's  example . com zone. Th is  example . com zone i s  not D N S S EC-s igned ,  
so i t  w i l l  need to be exem pted from D N S S EC va l i dat ion  on  you r  cach ing  nameserver. After 
conf ig u rat ion  of the cach i ng  n a m eserver i s  comp lete on  se rve rx, you w i l l  test it  by q u ery ing  
for t he  host  names desktopX . example . com a n d  se rverx . example . com from desktopX. 

Ver i fy that the q uer ies made a re popu l ated into the n a m eserve r ' s  cache .  Last l y, you w i l l  p u rge  
serverX . example . com  f rom the  cache.  

D 1 .  I nsta l l  the  unbound package on  se rve rX. 

i [ root@serverX - ] # yum install -y unbound 

D 2. Enab l e  and sta rt the u nbound serv ice. 

[ root@serverX - ] # systemctl enable unbound . service 

ln - s  ' /u s r/lib/sys temd/sys tem/ u n bound . se rvice ' ' /e t c / sy s t emd/syst em/mult i ­
u s e r . target . wants/unbound . se rvice ' 
[ root@se rverx - ] #  systemctl start  unbound . se rvice 

�--- --��-- � · -- ------ ----�-- � - - - · - - - - -- -
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D 3. Conf ig u re unbound to a l l ow q uer ies f rom the  172 . 25 . X .  0/24 s u bn et ,  exe m pt 
the  example . com zone from D N S S EC va l idat ion ,  a n d  forwa rd a l l  q u e r ies to 
172 . 25 . 254 . 254. 

D 3.1 .  B y  defa u l t ,  u nbound l i stens  on  the  loopback  i nte rface. Confi g u re u nbound to 
l i sten on the  172.25.X.1 1  i nterface on se rve rx by add ing  the  fo l lowi ng  opt ion i n  
the  se rve r c l a u se o f  /etc/unbound/unbound . conf. 

[ i n t e r face : 172 . 25 . X . 11 

D 3.2. A l l ow que ries  from the  172 . 25 . X .  0/24 s u bn et by add ing  the  fo l l owi n g  opt ion i n  
the  se rve r c l a u se o f  /etc/unbound/unbound . conf. 

I access - cont rol : 17 2 . 25 . X . 0/24 allow 

D 3.3. Exe m pt the  example . com zone  f rom D N S S EC va l i dat ion by add i ng  the  fo l l ow ing  
opt ion i n  t he  se rve r c l a u se of /etc/unbound/unbound . conf. 

I domain - insecu re : " example . com"  

D 3.4.  Forward a l l  q uer ies to 172 . 25 . 254 . 254 by add ing a forward - zone c l a use to 
the  end of the  /etc/unbound/unbound . conf f i l e. 

fo rwa rd - zone : 
name : 
fo rward - add r :  172 . 25 . 254 . 254 

D 4. Check  /etc/unbound/unbound . conf for syntax e r rors. 

[ root@serverX - ] #  unbound - checkconf 

unbou n d - checkconf : no e r ro r s  in  /etc/unbound/unbou nd . conf 

D 5. Restart the u nbound service. 

[ root@se rve rX - ] #  systemctl restart unbound . service 

D 6. Conf ig u re the f i rewa l l  to a l low D N S  traff ic .  

[ root@serverX - ] #  firewall - cmd - - permanent - - add - service=dns 

success  
[ root@serverx - ]#  firewall - cmd - - reload 

success  

D 7. Verify the  cach i ng  name serv ice by perfo rm ing  que r ies a n d  exa m i n i n g  the  contents of 
the  cache. 

136  

D 7.1 . D u m p  the  cache to see its contents.  
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Gu ided  exercise 

[ r oot@serverX -]# unbound - cont rol dump_cache 

START_RRSET_CACHE 

END_RRSET_CACH E  
START_MSG_CACHE 
END_MSG_CACHE 
EOF  

D 7.2 .  From desktopX, q uery se rve rx for the  A record of host name  
desktopX . example . com. 

[ s t uden t@d e s k t opX - ] $  dig @serverX . example . com A desktopX . example . com 

d e s k t opX . example . com . 86349 IN A 172 . 25 . X . 10 

D 7.3. From desktopX, q uery se rverX for the  A record of host name  
se rverX . example . com. 

[ s t uden t@d e s k topX - ] $ dig @serverX . example . com A serverX . example . com 

s e rverX . example . com . 86364 IN A 172 . 25 . X . 11 

D 7.4. O n  serve rx. d u m p  out t he  cache  aga i n .  You shou l d  see the  q uer ied  records i n  
t he  cache. 

[ root@serverX - ] #  unbound - cont rol dump_cache 

START RRSET_CACHE 

; r r s e t  85886 1 0 8 3 
se rverX . example . com . 85886 I N  A 172 . 25 . X . 11 
; r r set  85878 1 0 8 X 
d e s kt o pX . example . com . 85878 I N  A 172 . 25 . X . 10 
; r r s e t  85878 1 0 7 3 
example . com . 85878 IN NS class room . example . com . 
; r r set  85878 1 0 3 3 
clas s room . example . com . 85878 I N  A 172 . 25 . 254 . 254 
END_RRSET_CACHE 

START_MSG_CACHE 
msg d e s ktopX . example . com . I N  A 33152 1 85878 3 1 1 1 
d e s k t opX . example . com . I N  A 0 
example . com . I N  NS 0 
class room . example . com . I N  A 0 
msg  se rverX . example . com . I N  A 33152 1 85886 3 1 1 1 
se rverX . example . com . I N  A 0 
example . com . I N  NS 0 
class room . example . com . I N  A 0 
END_MSG_CACHE 
EOF  

D 7.5.  P u rge  the  se rverx . example . com record from the  cache. 

[ root@serverX - ] #  unbound - cont rol flush serverX . example . com 

o k  
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D 7.6. On  serve rx, dump out  the  cache aga i n. You s h o u l d  no  l onger  see  the  A record 
for serve rX . example . com i n  the  cache. 

[ root@serve rX - ] #  unbound - cont rol dump_cache 

START_RRSET_CACHE 
; r rset  85878 1 0 8 X 
desktopX . example . com . 85878 IN A 172 . 25 . X . 10 
; r rset  85878 1 0 7 3 
example . com . 85878 I N  NS class room . example . com . 
; r r set  85878 1 0 3 3 
clas s room . example . com . 85878 IN A 172 . 25 . 254 . 254 
END_RRSET_CACHE 
START_MSG_CACHE 

msg desktopX . example . com . I N  A 33152 1 85878 3 1 1 1 
desktopX . example . com . I N  A 0 
example . com . I N  NS 0 
class room . example . com . IN A 0 
msg se rverX . example . com . IN A 33152 1 85886 3 1 1 1 
se rverX . example . com . I N  A 0 
example . com . I N  NS 0 
clas s r oom . example . com . IN A 0 
END_MSG_CACHE 

EOF 
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D N S  Tro u b l eshoot i ng  

D N S  Tro u b l es h o ot i n g  

O bject ives 
After comp l et i ng  th i s  sect ion ,  s tudents shou l d  be ab l e  to: 

• Use dig to t roub l eshoot com m o n  D N S  prob l ems. 

• I d ent i fy symptoms a n d  causes associated w i th  common  D N S  i ssues. 

Tro u b l eshoot i n g  D N S  
Due  to the  c l i e nt-server a rch i tect u re of D N S, proper ly  work i ng  D N S  name  reso l ut ion  on  a system 
i s  a l most a l ways dependent  on  not o n l y  the  proper conf i g u rat ion  a n d  operat ion of D N S  on that  
system,  but  a l so on  that  of i ts  reso l v i ng  nameserver a n d  the  many  a uthor itat ive nameservers 

used to reso l ve its D N S  req uests. S i n ce D N S  is a d i st r i buted d i rectory , recurs ive name  reso l ut i on  
often i nvo l ves nu merous  beh i nd -the-scenes i nteract ions w i th  many d i fferent author i tat ive 
n a meservers.  These n u m e rous  in teract ions  c reate many poss i b l e  po ints  for fa i l u re. 

The use of cach ing  nameservers s i gn i f ican t l y  red u ces D N S  work loads  a n d  improves D N S  
performa nce. However, the  cach ing  fu nct ion a d d s  a n othe r  po in t  o f  fa i l u re b y  creat i ng  scenar ios 
where it i s  poss i b l e  for D N S  responses received by c l i ents  to be i naccurate due  to the  data no  
l onger  be i ng  cu rrent .  

Due to the cr it ica l  ro le  that D N S  p l ays i n  the fu nct ion i ng  of n etwo rk serv ices, it i s  i m porta nt 
that  L i n u x  adm in i st rators be a b l e  to qu i c k l y  reso lve DNS issues when they occ u r, i n  o rder  to 
m i n i m ize service i nterrupt ions .  The key to accurate a n d  eff i c ient D N S  t roub leshoot ing i s  be i ng  
a b l e  to p i n po int  wh i ch  of the  m u l t i p l e  po in ts  i n  the myr i ad  of beh i nd-the-scenes c l i ent-server 
i nteract ions  i s  respons ib l e  for the  u n expected behav ior  observed.  This req u i res the  use  of proper 
too l s  and a c l ea r  unde rsta n d i n g  of the  d i agnost ic data t hey p rovi de .  Domain Internet Groper (dig) 

i s  a good too l  for i nvest igat i ng  D N S  i ssues d u e  to its verbose d i agnost ic  output .  

Name reso l ut ion methods 

Because  DNS serv ice i s  often the  most wide ly  used method of name reso l ut ion ,  it often bears the 
b l a m e  whenever u n expected name reso l ut ion  resu l ts occur. Remember that  as ide  from DNS,  i n  a 
heterogeneous  env i ronment,  n a m e  reso lu t ion  on networked hosts can  occur  v ia  other methods ,  
such a s  loca l hosts f i l es ,  W indows I nternet Name Serv ice ( W I N S) ,  etc .  

On  L i n u x  systems ,  name reso l ut ion  i s  attem pted f i rst w i th  the  hosts f i l e  /etc/hosts  by defa u l t ,  
per  order  spec i f ied i n  /etc/nsswitch . conf. Therefo re, when  beg i n n i ng name reso l ut ion  
t rou b l eshoot ing ,  do  not l eap  to t he  assu m pt ion  that the  i ss u e  res i des w i th  DNS .  Beg in  f i rst 
by i dent i fy i ng  the name reso l u t ion  mechan i sm wh ich  i s  in p l ay, rather  t han  s imp ly  star t i ng  
w i th  D N S. The getent com m a n d  from the  glibc-common package ,  as  we l l  as the  gethostip 

com m a n d  f rom the  syslinux package, can  both be used to perform name  reso l u t ion ,  m i rror i ng  the  
process used by m ost app l i cat ions  i n  fo l l ow ing the  ord e r  of host  name reso lu t ion  as  d i ctated by 
/etc/nsswitch . conf. 

[ s t udent@de s k t opX - ) $  getent hosts  example . com 

172 . 25 . 254 . 254 example . com 

[ s t uden t@de s k t opX - ) $  gethostip example . com 
example . com 172 . 25 . 254 . 254 AC19FEFE 
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I f  t he  resu l t  of getent or get hostip d i ffers from that  p rod uced by dig, then  i t ' s  a c l ea r  
i n d icat ion t ha t  someth i ng  bes ides D N S  is  respons i b l e  fo r  the  u n expected n a m e  reso l ut i on  resu l t .  
Consu l t  /etc/nsswitc h . conf to determ ine  what  other  name reso l ut ion  mecha n i sms  a re 
emp loyed before D N S. 

C l ient-server network connectivity 

For DNS name reso l u t ion  to work proper ly, a system m u st f i rst be ab l e  to conduct c l ient ­
se rver i nteract ions  w i th  i ts  reso lv ing  na meserver o r  other  a uthor itat ive n a meservers. Some 
common DNS issues that  have the i r  or ig i n  at th i s  l ayer  a re the  res u lt of reso l ver  and f i rewa l l  
m isconfi gu rat ions. 

When  us ing  dig to t ro u b l eshoot a D N S  issue ,  if a response is not rece ived from a D N S  server, i t  
i s  a c lear i nd icat ion that the cause l i es with the c l i ent-server n etwork connect iv ity to the D N S  
server. 

[ s t udent@d e s k t opX - ] $  dig A example . com 
; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> A example . com 

global options : +cmd 
; ;  connection t imed o u t ; no serve r s  could be reached 

A poss ib l e  cause i s  the  i n a b i l i ty to reach  the D N S  server due to i ncorrect DNS server 
IP address(es) in a system ' s  DNS conf i gu rat ion .  This cou l d  be in /etc/ resolv . conf 

i n  the  case of a system act ing as a DNS c l ient  or in the forward - zone c l ause of 
/etc/unbound/unbound . conf in  the  case of a system conf i gu red as  a n  unbound cach i ng  
nameserver. 

Another  poss i b l e  cause a re f i rewa l l  r u l es, on e i ther  the  c l ient  o r  server system ,  b lock i ng  D N S  
t raff ic on  port 53. W h i l e  D N S  most l y  uses t h e  U D P  p rotoco l ,  i t  i s  important t o  note t h a t  when  
response data s i zes exceed 5 12  bytes, or  4096 bytes i n  the  case  o f  D N S  servers that  su pport 
Extension Mechanism for DNS (EONS), reso l vers w i l l  fa l l  back  to us ing  TC P to ret ry the  que ry. 
Therefore, proper D N S  confi gu rat ion  shou ld  a l l ow for D N S  traff ic on  port 53 for both U D P  and  
TCP. A l l ow ing  por t  53 t raff ic  for  U D P  on ly  wi l l  resu l t  i n  a t r uncat ion  error  when  the  reso lver 
encou nters a response that  i s  l a rger  than  what i t  can  hand l e  over UDP. 

[ s t udent@desktopX - ) $ dig @serverX . example . com A labhost1 . example . com 
; ;  Truncated , ret rying in TCP mode . 
; ;  Connection to 172 . 25 . 1 . 11#53 ( 172 . 25 . 1 . 11 )  f o r  labhos t 1 . example . com failed : 
h o s t  un reachable . 

dig 's  tcp  or  vc opt ions a re he l pf u l  for t ro u b l eshoot i ng  whether  D N S  que ries can  succeed with 
TCP. These opt ions fo rce dig to use TCP, rather  than the  defa u l t  behav ior  of us ing U D P  f i rst and 
fa l l i n g  back to TCP o n l y  when response s ize necess itates i t .  

�@d e s k topx - ) $  dig +tcp A example . com 

·���������������������� 

When dea l i n g  w i th  D N S  i ssues at the  network layer, dig provides very sparse output  a n d  it i s  
therefore often usef u l  to a l so use a network packet a n a l yzer, such  as t c pdump,  to dete rm ine  
what  is t ra nsp i r i ng  beh i nd  the  scenes at the  network  l ayer. Us i ng  tcpdump, t he  a d m i n istrator 
can  determ ine  i nformat ion  that ca nnot be ascerta i ned  with dig a lone,  such as the  dest i nat ion  
IP  add ress of the  D N S  req u est, if req uest packets l eave the c l i e nt ,  i f  req u est packets reach  the  
server, i f  response packets l eave the  server, i f  response packets reach the  c l ient ,  etc. 
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D N S  response codes 

D N S  res ponse codes 
I f  D N S  c l i e nt-server com m u n icat ion is  successf u l ,  d i g  w i l l  generate m u c h  more verbose output  
d etai l i ng the  na tu re of the  response rece ived from the DNS server. The  status f ie ld  i n  the 

HEADER sect ion  of dig 's  output  reports t he  response code generated by the  DNS server  in  
response to the  c l i e nt ' s  que ry. 

[ s t udent@d e s k t opX - ] $  dig A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> A example . com 
, ,  global option s : +cmd 
; ;  Got answe r : 

; ; - »H EADER« - opcode : QUERY, status: NOERROR , id : 30523 

-�---·. I 
A status  of NOERROR i n d i cates the  q uery was reso lved successf u l l y. I f  t he  server encounters 
prob lems fu l f i l l i n g  t he  c l i ent ' s  q u ery, one of t he  fo l l ow ing  common e rror statuses w i l l  be  
d i sp l ayed. 

DNS Return Codes 

Code Mea n i n g  

SERVFAI L The nameserve r e n cou ntered a p rob lem wh i l e  p rocess i n g  the  query. 

NXDOMAIN The quer ied  name  does not ex ist  i n  the zone .  

REFUSED The nameserver refused the c l i e nt 's  DNS req uest due to po l icy 
rest r ic t ions .  

SERVFAI L 

A common cause of SERVFAI L status  is t he  fa i l u re of the  D N S  server to com m u n icate with the  
nameserve rs au thor i tat ive for the  n a me be ing  q uer ied .  Th is  may be d u e  to the  au thor itat ive 
nameservers be ing  u nava i l a b l e. I t  cou l d  a l so be a prob l em at the network layer i nterfer i ng  with 
the c l i ent-server com m u nicat ion between the  DNS server and  the au thor itat ive n a meservers, 
such  as  network rou t i ng  issues or  f i rewa l l  r u l es at any hop i n  the network path .  

To dete rm ine  why a n a m eserver is  generat i n g  a SERVFAI L status  w h i l e  perfo rm ing  recu rs ion  
on beha l f  of a c l i e nt ' s  q uery, the  a d m i n istrator of the  nameserver w i l l  need to determ ine  wh ich  
nameserver com m u n icat ion i s  ca us i ng  the  fa i l u re. dig's  +t race opt ion i s  h e l pf u l  i n  th i s  scenar io  
to  see the  resu l ts of n a m eserver ' s  iterat ive q u e r ies sta rt i ng  with the  root nameservers.  

NXDOMAIN 

An NXDOMAIN status  i n d icates that  no  records were fou n d  associated w i th  the  name q uer ied .  
I f  th i s  i s  not the  expected resu l t  and the q uery is  d i rected at a server  tha t  is not a uthor itat ive 
for the  na me,  t hen  t h e  serve r ' s  cache may conta i n  a negat ive cache  for the  n a m e. The user can  
e i ther  wa i t  for t he  serve r to exp i re the  negat ive cache of that  name, o r  s u bmi t  a req uest to the  
server a d m i n istrator to f l ush  the  name from the  server ' s  cache. Once the  name i s  removed from 
cache,  the  server w i l l  q u ery the  au thor itat ive na meserver to receive cu r rent resou rce records for 
the na me. 

The other  scena r io  where an NXDOMAIN sta tus  may be u n expected ly  encou ntered i s  when 
query ing  a CNAME record conta i n i n g  an  orphaned CNAME. I n  a CNAME record , the  name on  the  

r ight  s ide  of the  record,  the canon ica l  name ,  shou ld  po int  to a name that  conta i n s  e i ther  A or  
AAAA records. I f  t hese associated A or AAAA records a re nonexistent o r  a re l ater  removed, then  
the ca non i ca l  n a m e  i n  the  CNAME record is  o rpha ned .  When  th i s  occ u rs, q uer ies fo r  the  owner 
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n a m e  i n  the CNAME record w i l l  no  l onger  be reso lva b l e  and w i l l  resu l t  in an NXDOMAIN retu rn  
code.  

REFUSED 

A REFUSED status  i nd i cates that  the  D N S  server has  a po l icy rest r i ct i on  which keeps it from 
f u l f i l l i n g  the  c l ient 's  query. Pol icy rest r ict ions a re often imp l emented o n  D N S  servers to rest r ict 
wh i ch  c l i e nts can  make recu rsive q u e r ies and zone t ra nsfer req uests. Some common causes of a n  
u n expected REFUSED retu rn  code a re c l i ents conf i gu red t o  q uery t h e  wrong D N S  se rvers o r  D N S  
server m i sconf i g u rat ion caus ing  va l i d  c l ient  req uests t o  be refused .  

Ot her  common D N S  issues 

Outdated cached data 

A D N S  retu rn  code of NOERROR s i gn i f ies that no  er rors were encou ntered i n  reso lv ing  a q u e ry. 
H owever, it does not gua rantee that  t he re a re no D N S  issues present .  There a re s i tuat ions where 
the  D N S  record s i n  the  D N S  response may not match the expected resu l t .  The most common 
ca use for a n  i ncorrect a nswer is  that  t he  answer or ig inated f rom cached data ,  wh ich  i s  no  longer  
cu rrent .  

In  t hese s i tuat ions ,  f i rst conf i rm that the response i s  i ndeed nonauthoritat ive cached data .  This 
can  be eas i l y  determi ned by look ing  at the flags sect ion of dig ' s output .  DNS responses,  wh ich  
a re a uthoritat ive answers, w i l l  be i nd i cated by the  presence of the  aa f l ag .  

[ s t uden t@de s k t opX - ] $  d i g  A example . com 
; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> A example . com 

global o p t ions : +cmd 
Got answe r : 

- >>HEADER<< - opcode : QUERY , s t a t u s : NOERROR, id : 22257 

flag s : qr  aa rd  ra ;  QUERY : 1 , ANSWER : 1 , AUTHORITY : 1 ,  ADDITIONAL : 2 

D N S  responses that  or ig i nate from cached data a re not authori tat ive a n d  therefore w i l l  not have 
the aa f lag set. The other  te l l t a l e  s ig n that an  answer i s  com ing  from cache i s  the count ing  down 
of the resou rce record 's  TTL va l u e  in the responses of each su bsequent  q u e ry. TTLs of cached 
data w i l l  cont i n uous ly  count  down to exp i rat ion  whi le  TTLs of a uthoritat ive data wi l l  a l ways 
rem a i n  stat ic .  

Responses for nonexistent record s 

I f  a record has  been removed from a zone a n d  a response is st i l l  received when  query ing for the  
record,  f i rst conf i rm that  the  q uer ies a re not be ing  answered from cached data .  I f  the  a nswer i s  
a uthor i tat ive as  conf i rmed by the p resence of the  aa f l ag  i n  dig ' s  output .  t hen  a poss i b l e  cause 
i s  the  presence of a wildcard (*) record i n  the  zone.  

I * . example . com . IN  A 172 . 25 . 254 . 254 

A w i l d ca rd record serves as  a catc h a l l  for a l l  q uer ies of a g iven type for a nonex istent 
na me. Wi th  the  previous w i l dcard record i n  p l ace, i f  a n  A record p revious l y  ex isted for 
se rverX . example . com and i t  i s  removed, q u e r ies for the name  w i l l  st i l l  succeed and the I P  
a d d ress i n  the  w i l dca rd A record w i l l  b e  p rovided  i n  its p l ace. 

Non-FQ D N  name errors 

In a zone f i l e, host names wh ich  a re not expressed as Fully Qualified Domain Names (FQDNs) a re 
a utomat ica l l y  expanded to FQDNs  by append ing  the name of the  zone.  To i nd icate that  a name 
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Other  common  D N S  i ssues 

is a n  FQ D N  i n  a zone f i l e ,  it m ust be ended  w i th  a " . " , i .e . ,  "www . example . com . " . Fa i l u re to d o  
so can  l e a d  t o  d i fferent issues depend i ng  on  t he  type o f  record t h a t  the  m ista ke i s  m a d e  i n .  For 
exa m p l e, such  a mistake made  i n  t h e  type-spec i f ic  data port ion  of NS records have the  potent ia l 
of i n ca pac i tat ing a n  ent i re zone ,  w h i l e  a m i stake made i n  MX records cou l d  cause a com p l ete h a l t 
of e m a i l  d e l i very for a doma in .  

Loop ing  CNAME records 

W h i l e  techn i ca l l y  feas i b l e, CNAME records that po int  to CNAME records shou l d  be avo ided to 
red uce D N S  l ookup i neff ic iency. A n other  reason th i s  i s  u n d es i ra b l e  i s  the  poss i b i l i ty of c reat i n g  
u n reso l va b l e  CNAME l oops ,  s uch  as :  

t e s t . example . com . I N  CNAME lab . example . com . 
lab . example . com . I N  CNAME t e s t . example . com . 

W h i l e  a CNAME record w i th  a n  orphaned  CNAME wi l l  res u l t i n  a n  NXDOMAIN status ,  l oop ing  CNAME 

records w i l l  retu rn  as  NOERROR. 

Miss ing  PTR records 

Many network services use DNS to perform reverse lookups of i ncom ing  connect ions from 
c l ients .  The a bsence of PTR records in DNS may resu l t  in i ssues,  the na tu re of wh i ch  var ies 
depe n d i n g  on  the serv ice. S S H D, by defa u l t .  w i l l  perform reverse lookups  of connect i ng  c l i ent  I Ps. 

Absence of PTR record s w i l l  l ead  to de l ays in the esta b l i s h m e nt of t hese connect ions. 

M a ny M TAs i ncorporate reverse D N S  lookups of connect i ng  c l ient  I Ps as a defense aga i nst 
m a l i c ious  ema i l  c l i e nts. In fact, m a ny MTAs a re conf i g u red to rej ect c l ient  connect ions for I Ps ,  
which can not be reso lved with a PTR q uery i n  DNS. As such ,  adm in i st rators su pport i ng  network 
serv ices need to ensu re that  they u n d ersta nd  the  req u i rements these se rvices have for not j ust 
fo rward ,  but a lso reve rse D N S  l ookups. 

Round- rob in  D N S  

A name  can  have m u l t i p l e  A or  AAAA records i n  D N S. T h i s  i s  k nown as  round-robin DNS, a n d  i s  
often used as a s imp l e, l ow-cost, l oad -ba l a nc i ng  mecha n i sm to d i st r i bute network resou rce l oads  
ac ross m u l t i p l e  hosts. When a DNS  c l ient  q uer ies fo r  a n a m e  that  conta i n s  mu l t i p l e  A or  AAAA 
records ,  a l l  records a re returned  as  a set. H owever, the  ord e r  that  t he  records a re retu rned i n  the  
se t  perm utates fo r  each q u ery. S i n ce c l i e nts no rma l l y  m a ke use  of the  f i rst address i n  the  set,  
the va r iat ion  i n  the order  of the records in each response effect ive ly  resu l ts in a d i st r ibut ion  of 
network service req uests across the m u l t i p l e  IP add resses in these rou n d-rob in  D N S  records. 

W h i l e  rou nd-rob in  D N S  is  a va l i d  tech n ica l conf igu rat ion ,  t he re a re t imes when this conf ig u rat ion  
is  i n advertent l y  c reated.  When  a req uest to change  the  I P  a d d ress of a n  A record i s  m istake n l y  
i m p l e m e nted as a resou rce record add it ion  rather  t h a n  a resou rce record modif icat ion ,  then  
rou n d -rob i n  D N S  is c reated.  I f  t he  n etwork  resou rces on  the  o l d  I P  a d d ress is ret i red ,  the  load  
d ist r i bu t ion  effect of the  rou nd- ro b i n  D N S  w i l l  resu lt i n  serv i ce  fa i l u res for approx imate ly  h a l f  of 
the  c l i e nts.  

Refe re n ces 

dig(1 ) ,  getent(1 ) ,  get hostip(1)  m a n  pages 
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P ract i ce:  Tro u b l es h oot i n g  D N S  

G u ided exerc ise 

I n  th i s  l ab ,  you w i l l  t rou b l eshoot a n d  reso lve a n a m e  reso l u t ion  issue by systemat ica l l y  ver i fyi ng  
name service conf igu rat ions  to p i npo int  the cause. 

Resou rces: 

Files: /etc/nssw itch .conf 

/etc/hosts 

• /etc/reso lv.conf 

Machines: • d esktopX 

Outcomes: 

The root cause for fa i l ed name reso l ut ion  for example . com on desktopX wi l l  be i dent i f ied  a n d  
f ixed .  After the  i s s u e  i s  reso lved ,  name reso l ut ion  f o r  example . com on desktopX wi l l  s ucceed.  

Before you begin . . .  

• Reset the  desktopX system.  

• Log i nto a n d  set  u p  the  desktopX system. 

i---- -- -

; [ student@desktopX - ] $  lab dnsissue2 setup 
! ' · - . - -------- -- -- - -- --------- - - -- - - - -

A user reports that  there i s  an i ssue occur ri n g  when  an SSH  sess ion i s  i n i t iated to example . com 

from desktopX and a " Could not resolve host name example . com : Name o r  

se rvice n o t  known" er ror  i s  be ing  generated.  Therefore, the  user com p l a i n s  t h a t  there is 
a prob lem with D N S  name  reso l ut ion  of example . com. L i ke a l l  other hosts on  the n etwork ,  
desktopX shou l d  be us ing 172 . 25 . 254 . 254 for DNS reso l u t ion .  You w i l l  t ro u b l eshoot the 
i ssue, i dent ify the  root ca use, app ly a f ix ,  and  then ver i fy that  the  prob l em is  reso lved .  

N ote 

You can not actu a l l y  l og i n  to example . com us i ng  S S H .  See ing  a l og i n  p rompt is a l l  that  
is req u i red ,  a n d  t he  log in  prompt can be cance l l ed by press i ng  Ct rl+C 

D 1 .  Rep l icate the  reported i ssue b y  attempt ing  a n  SSH sess ion  t o  example . com from 
desktopX. 

[ s t udent@desktopX - ] $  ssh example . com 
ssh : Could not resolve host name example . com : Name or service not known 

D 2. Ver ify the  resu l t  of name reso l ut ion  for example . com. 

144 

[ s t udent@desktopX - ] $  getent hosts example . com 

[ s t udent@desktopX - ] $  

- - - - -- - - - ------

-- - - ------ -- - -
1 
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Gu ided  exercise 

0 3. Ve r ify conf i g u rat ions  wh ich  a ffect n a m e  reso l u t ion .  

0 3.1 .  Ve r i fy t he  o rd e r  t h a t  name serv ices a re used .  

[ s t u d en t@des k t opX -]$  g rep Ahosts : /etc/nsswitch . conf 

h o s t s : files d n s  

0 3 .2 .  S i n ce files a re used f i rst, ve r i fy the  contents of  /etc/hosts .  

[ s t ud e n t@de s k t opX - ] $  g rep [ [ : space : ] ] example . com /etc/hosts 

[ s t u dent@d e s k t opX - ] $  

0 3.3.  S i n ce no  hosts f i l e  ent ry ex ist f o r  example . com, ver ify the  contents of 
/etc/ resolv . conf; you shou l d  see that  an incorrect n a meserver I P  is  the 
cause  of the  name reso lu t ion  fa i l u re. 

[ s t u de n t@de s k t opX - ] $  g rep Anameserver /etc/resolv . conf 

n ameserver  172 . 25 . 254 . 255 

[ s t u de n t@de s k t opX - ] $ dig @172 . 25 . 254 . 255 A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> @172 . 25 . 254 . 255 A example . com 
; ( 1  server  found ) 

g lobal o p t ion s : +cmd 
; ;  con nection timed o u t ; no serve r s  could be reached 

0 4. As root ,  fix the error in /etc/resolv . conf a n d  ver i fy that  th i s  reso l ves the name 

reso l ut ion  i ssue. 

0 4.1 .  S i n ce t he  nameserver ent ry popu lated b y  DHCP appears t o  h ave b e e n  manua l l y  
mod i f i ed ,  a s  root, force a ref resh o f  the  data from D H C P  and  va l i d ate that  the 
en t ry i s  f i xed .  

[ s t uden t@d e s k t opX -]$  sudo  systemct l  restart NetworkManage r 

[ s t u de n t@de s k topX - ] $  grep Anameserver /etc/resolv . conf 

n ame s e rver 172 . 25 . 254 . 254 

0 4.2. Ver i fy the resu l ts of name reso l u t ion  for example . com. 

[ s t ud e n t@de s k t opX - ] $  getent hosts example . com 
172 . 25 . 254 . 254 example . com 
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[ s t udent@deskt opX - ] $ dig A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> example . com 
global option s : +cmd 
Got answe r : 
- - >>HEADER<< - - opcode : QUERY, s t at u s : NOERROR , id : 36048 
flag s : qr aa rd  r a ;  QUERY : 1, ANSWER : 1, AUTHORITY : 1, ADDITIONAL : 2 

OPT PSEUDOSECTION : 
; EONS : version : 0 ,  flag s : ;  u d p : 4096 
; ;  QUESTION SECTION : 
; example . com . I N  A 

; ;  ANSWER SECTION : 
example . com . 86400 I N  A 172 . 25 . 254 . 254 

; ;  AUTHORITY SECTION : 
example . com . 86400 I N  NS class room . example . com . 

; ;  ADDITIONAL SECTION : 
clas s room . example . com . 86400 I N  A 172 . 25 . 254 . 254 

Query t ime : 1 msec 
SERVER : 172 . 25 . 254 . 254#53 ( 172 . 25 . 254 . 254 ) 
WHEN : Thu  May 15 07 : 28 : 35 EDT 2014 
MSG SIZE rcvd : 96 

D 4.3. Ver ify that  SSH connect ion  to example . com from desktopX now succeeds.  

[ s t uden t@desktopX - ] $  ssh example . com 

The authenticity of host  ' example . com ( 172 . 25 . 254 . 254 ) ' can ' t  be 
e s t ablished . 

ECDSA key fing e r p r i n t  is 12 : b3 : c8 : 3e : 6b : d2 : 9f : 43 : 67 : a5 : f2 : 2a : f0 : 7c : 2f : b6 .  
Are you s u r e  you wan t to continue  connecting  ( yes/no ) ?  
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Lab :  M a nag ing  D N S  for Servers 

La b:  M a na g i ng D N S  fo r Se rve rs 

Performa nce c h ec k l i st 

I n  t h i s  l a b, you w i l l  use D N S  t ro u b l eshoot ing  tech n iq ues a n d  know ledge  of unbound 

conf ig u rat ion  to reso lve DNS issues w i th  a m isconf ig u red u nbound cach i ng  nameserver. 

Resou rces: 

Files: • /etc/u n bound/u b o u n d .conf 

Machines: • desktopX 

• serve rX 

Outcomes:  

The reso l ut ion  of i ssues with DNS req uests performed from desktopX aga i nst the  unbound 

cach i n g  nameserver r unn i ng  on  se rverX. Proper ly  conf i g u red unbound cach i ng  n a meserver 
r u n n i n g  on  se rve rX. 

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset your  se rverx system .  

• L o g  i nto and  set u p  you r  se rve rX system.  

1-- · -�-

i [ s t uden t@serverx - ] $ lab dnsunboundissues setup 

L __ 

To i m p rove D N S  performa nce a n d  secur ity, a fe l l ow system a d m i n istrator has recen t l y  conf i g u red 
a secure cach ing  namese rver r u n n i n g  the  unbound DNS server  on  se rve rX to serve you r  loca l  
s u bnet .  172 . 25 . X .  C:>/24. The cach i ng  n a meserver uses DNS serve r 172 . 25 . 254 . 254 for name  
reso l ut ion .  The a d m i n istrator re l eased the  cach i ng  na meserver fo r  use j u st p r i o r  to l eav i ng  fo r  a 
week - l ong  vacat ion .  

Soon afte r, you receive reports  of DNS i ssues from use rs t ry ing  to use the  newly conf i gu red 
cach i n g  nameserver for the  f i rst t i me. One user  p rovides a spec i f ic  exa m p l e  a n d  reports that  

name  reso l ut ion  for example . com fa i l s. 

You w i l l  conduct t ro u b l eshoot i n g  to dete rm ine  a n d  correct the unbound misconf ig u rat ion  that  is 
caus i ng  th i s  issue.  

1 .  On  desktopX, rep l icate the reported i ssue to dete rm ine  the  na tu re and  scope of the 
p rob l em .  

2 .  Ver i fy  t h e  operat ion of t he  cach ing n a meserver on  se rve rX by i ssu ing  q u e ries to it l oca l l y  
f rom se rverX. 

3. Fix the  issue d iscovered a n d  ver ify that  it  reso lved t h e  name reso l ut ion  issue. 

4.  W h i l e  the  D N S  com mun i cat ion  n ow works, the retu rn  code i n  the D N S  response i nd icates 
that there may be anot h e r  m isconfi g u rat ion  issue p resent .  Ve r i fy the unbound conf i g u rat ion  
o n  se rverx. 
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5. F ix  the issue d i scovered and verify t hat i t  reso l ved the name  reso l ut ion  issue .  

6. On desktopX, run lab dnsunboundissues g rade to ver i fy the unbound cac h i n g  
na meserver on serverx i s  work ing  proper ly. 
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So l ut ion  

So lut ion  

I n  th i s  l a b, you wi l l  use  D N S  t ro u b l eshoot i ng  tec hn i q ues a n d  know ledge o f  unbound 

confi g u rat ion  to reso lve D N S  i ssues with a m isconf i g u red unbound cac h i n g  na meserver. 

Resources: 

Files: • /etc/u n bou nd/ubound .conf 

Machines: • desktopX 

serverX 

Outcomes:  

The reso l ut ion  of issues with DNS requests performed from desktopX aga i nst the unbound 

cach ing  n a meserver r u n n i n g  on  se rverX. Proper l y  conf i g u red unbound cach i n g  n a m eserver 
r unn i ng  on  se rve rX. 

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset you r  serverx system.  

• Log i nto and set u p  you r  se rverx system.  

! [ s t udent@serverx - ) $ lab dnsunboundissues setup 

!_. �� --- ----

To i m p rove D N S  performa nce a n d  secur i ty, a fe l l ow system adm in i st rator has  recent ly  conf ig u red 
a secure cach i ng  nameserver r unn i ng  the  u nbound D N S  server on  se rve rx to serve you r  l oca l 
subnet ,  172 . 25 . X .  0/24. The cach i n g  n a m eserve r uses D N S  server 172 . 25 . 254 . 254 for name 

reso l ut ion .  The a d m i n is t rator re leased the  cach i ng  nameserver for use j ust pr ior  to l eav ing  for  a 
week- long  vacat ion .  

Soon  after, you  receive reports o f  DNS i ssues from users t ry ing  to use t he  new ly  conf i gu red 
cach i ng  nameserver for the  f i rst t ime. One user p rovides a spec i f ic  exa m p l e  and reports that 
name reso l ut ion  for example . com fa i l s. 

You w i l l  conduct t ro u b l eshoot i ng  to dete rm ine  a n d  correct the  unbound m isconf ig u rat ion  that  is 
caus ing  this i ssue. 

1 .  On  desktopX, rep l i cate the  reported i ssue  to dete rm ine  the na tu re a n d  scope  of the  
p rob l em .  

1 .1 .  From desktopX, i s sue  a q ue ry for the  add ress o f  example . com t o  t he  cach ing  
nameserver on  se rve rx. 

r- -

[ s t udent@d e s k t opX - ) $ dig @serverX . example . com A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el? <<>> @se rve rX . example . com example . com 
; ( 1  server  fou n d ) 
, ,  global option s : +cmd 
; ;  c o n n e c t ion t imed o u t ; no s e r ve r s  could be reached  

2. Ver ify the  operat ion of the  caching na meserver on  se rverx by iss u i n g  q u e r ies to it loca l l y 

from se rverX. 
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2.1 .  I s sue  the q uery to the  localhost i nterface. The q u e ry succeeds with no  erro rs. 

[ s t udent@serverX - ] $ dig @localhost A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> @localho s t  A example . com 
; ( 2  serve r s  found ) 

global option s : +cmd 
Got  answe r : 
- >>HEADER<< - opcode : QUERY , s t a t u s : NOERROR , id : 64095 
flags : qr rd  ra; QUERY : 1, ANSWER : 1 ,  AUTHORITY : 0, ADDITIONAL : 1 

OPT PSEUDOSECTION : 
; EDNS : ve r s ion : 0 ,  flags : ;  udp : 4096 
; ; QUESTION SECTION : 
; example . com . I N  A 

; ;  ANSWER SECTION : 
example . com . 84526 I N  A 172 . 25 . 254 . 254 

Query t ime : 0 msec 
SERVER : : : 1#53 ( : : 1 ) 
WHEN : Wed May 21 05 : 12 : 00 EDT 2014 
MSG SIZE rcvd : 56 

2.2. I s sue  the  q ue ry to the  172 . 25 . X . 11 i nterface. N o  response i s  received and the  q uery 
t i mes out .  

[ s t u dent@serverX - ] $ dig @172 . 25 . X . 11 A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> @172 . 25 . X . 11 A example . com 
; ( 1  server found ) 

global option s : +cmd 
; ;  connection t imed o u t ; no serve r s  could be reached 

2.3. Determ ine  which i nterfaces unbound i s  l i sten i ng  on.  You shou l d  d i scover that  i t ' s  on l y  
l i ste n i n g  on the localhost i nterface. 

[ s t udent@serverX - ] $ sudo ss - tulpn grep -w  53 
tcp UNCONN 0 0 127 . 0 . 0 . 1 : 53 

u s e r s : ( ( " u nbound " , 2192 , 5 ) ) 
t c p  UNCONN 0 0 : : 1 : 53 

u s e r s : ( ( " u nbound " , 219 2 , 3 ) ) 
t c p  LISTEN 0 5 127 . 0 . 0 . 1 : 53 

u s e r s : ( ( " unbound " , 2192 , 6 ) ) 
t c p  LISTEN 0 5 

u s e r s : ( ( " unbound " , 2192 , 4 ) ) 
: : 1 : 53 

3. F ix  the  issue d i scovered and ver i fy that  i t  reso lved the  name reso l ut ion  issue. 

1 5 0  

3.1 .  Conf ig u re unbound t o  l i sten on  a l l  i nterfaces b y  add i ng  the  fo l l owi ng  entry i n  
/etc/unbound/unbound . conf.  

I inte rface : 0 . 0 . 0 . 0  

3.2. Check  the  conf i g u rat ion for syntax e r ro rs. 
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[ s t udent@serverX - ] $  sudo unbound - checkconf 

unbound - chec kconf : no e r ro r s  in /etc/unbou n d / u n bound . conf 

3.3 .  Restart the  service for the cha nges to take p l a ce. 

i I [ s t udent@serverX - ] $  sudo syst emctl restart unbound I 

So l u t i on  

3.4. O n  serverX, rerun  t he  q uery to  the  172 . 25 . x . 11 i n terface. You shou l d  now rece ive a 
response,  but  w i th  a sta tus  of REFUSED. 

[ s t udent@se rve rX - ] $ dig @172 . 25 . X . 11 A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> @172 . 25 . X . 11 A example . com 
; {1 se rver found ) 

global option s : +cmd 
Got answe r : 
- >>HEADER<< - opcode : QUERY ,  s t a t u s : REFUSE D ,  id : 50719 
flag s : qr rd  ad ; QUERY : 0 ,  ANSWER : 0 ,  AUTHORITY : 0 ,  ADDITIONAL : 0 
WARNING : rec u r s ion  requested  b u t  not available 

Query t ime : 0 msec 
SERVER : 172 . 25 . X . 11#53 ( 172 . 25 . X . 11 )  
WHEN : Wed May 2 1  05 : 36 : 43 EDT 2014 
MSG SIZE rcvd : 12 

4. W h i l e  t he  D N S  com m u n i cat ion  now works ,  the retu rn  code in the D N S  response i n d icates 
that the re may be a n othe r  m i sconfi g u rat ion  issue present.  Ver i fy the unbound conf i g u rat ion  
on  se rverX. 

5. 

4.1 . S i n ce REFUSED status  i n d icates a po l i cy  rest r ict i on ,  verify that  the proper access po l i cy  
i s  i n  p lace i n  /etc/unbound/unbound . conf.  You shou l d  see that no access  contro l  

has  been g ra nted fo r t he  su bnet. 

[ s t udent@se rverX - ] $  sudo grep A [ [ : space : ] ] * access - cont rol /etc/unbound/ 

unbound . conf 

Fix the issue d iscovered a n d  verify that  it  reso lved the name  reso l ut ion  issue .  

5.1 .  G ra nt the  172 . 25 . X .  0/24 subnet access to t he  cach ing n a meserver in  
/etc/unbound/unbound . conf. 

[ s t udent@serverX - ] $  sudo grep A [ [ : space : ] ] * access - cont rol /etc/unbound/ 

unbound . conf 

access - cont rol : 172 . 25 . X . 0/24 allow 

5.2.  C heck the  conf i gu rat ion  for syntax er rors. 

[ s t udent@serverx - ] $  sudo unbound - checkconf 

unbound - checkconf : no  e r ro r s  in /etc/unbou n d / u n bou n d . conf  

5.3 .  Resta rt the  service for t he  changes to take p l a ce. 
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[ s t u d ent@serverX - ] $  sudo systemctl restart unbound 

5.4. On  se rverx, rer u n  the previous ly  fa i l ed q u e ry. I t  s hou l d  now succeed.  

[ s t u dent@serverx - ] $ dig @172 . 25 . X . 11 A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> @172 . 25 . X . 11 A example . com 
; (1 server found ) 

g lobal option s : +cmd 
Got  answe r : 
- >>HEADER<< - opcode : QUERY, s t at u s : NOERROR , id : 25229 
flag s : qr rd  ra;  QUERY : 1 ,  ANSWER : 1,  AUTHORITY : 0 ,  ADDITIONAL : 1 

OPT PSEUDOSECTION : 
; EONS : ve r s ion : 0 ,  flag s : ;  udp : 4096 
; ;  QUESTION SECTION : 
; example . com . I N  A 

; ;  ANSWER SECTION : 
example . com . 86339 I N  A 172 . 25 . 254 . 254 

Query t ime : 0 msec 
SERVER : 172 . 25 . X . 11#53 ( 17 2 . 25 . X . 11 )  
WHEN : Wed May 2 1  05 : 56 : 16 EDT 2014 
MSG SIZE rcvd : 56 

5.5. On  desktopX, rer u n  the  query to se rverX. I t  s h o u l d  now succeed.  

[ s t udent@d e s k t opX - ] $ dig @serverX . example . com A example . com 

; <<>> DiG 9 . 9 . 4 - RedHat - 9 . 9 . 4 - 14 . el7 <<>> @serverX . example . com A example . com 
; ( 1  server  found ) 

global options : +cmd 
Got answe r : 
- >>HEADER<<- opcode : QUERY , s t at u s : NOERROR ,  id : 25229 
flag s : qr r d  ra;  QUERY : 1,  ANSWER : 1,  AUTHORITY : 0 ,  ADDITIONAL : 1 

OPT PSEUDOSECTION : 
; EONS : v e r s ion : 0 ,  flag s : ;  udp : 4096 
; ;  QUESTION SECTION : 
; example . com . I N  A 

; ;  ANSWER SECTION : 
example . com . 86339 IN A 172 . 25 . 254 . 254 

Query t ime : 0 msec 
SERVER : 172 . 25 . X . 11#5 3 ( 172 . 25 . X . 11 )  
WHEN : Wed May 2 1  05 : 56 : 16 EDT 2014 
MSG SIZE rcvd : 56 

6.  On desktopX, r un  lab dnsu nboundissues g r ade to ver i fy  the unbound cach i ng  
nameserver on  se rve rX i s  work ing  proper ly. 
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6.1 · 1' [ s t udent@de s k t opX - ] $  lab dnsunboundissues grade 

PASS 
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-

So l ut ion 

-

S u m m a ry 
-

D N S  Concepts 

In th is sect i on ,  students l earned  h ow to:  
-

• Review the  struct u re of the Doma in  N a m e  System.  

- • Deta i l  t he  a natomy of D N S  lookups.  

• I d ent i fy common DNS resou rce records and their  uses. 

- Confi g u ri n g  a Cach ing  N a meserver 

In th i s  sect i on ,  students l earned  h ow to:  

- • I d ent i fy the  need for D N S S EC va l i da t ion  on  a cach ing  nameserver. 

• Confi g u re unbound D N S  server as a cac h i n g  nameserver. 
-

• Ad m i n i ster  u nbound's  cache data .  

- D N S  Tro u b leshoot i n g  

I n  t h i s  sect ion ,  students l earned how to: 

-
• I d ent i fy sym ptoms and  causes of common D N S  issues. 

• I n terpret resu l ts of d i agnost ic too l s  used in D N S  t rou b l eshoot ing .  

- • Defi n e  common D N S  response codes.  

-

-

-

-

-

-

-

-

-
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red hat ® 

® TRAINING 

C HAPTER 6 

CONFIGURING EMAIL 

TRANSMISSION 

Overview 

Goal To relay a l l  emai l  sent by the syste m t h rough an S M T P  

gateway. 

Objectives • Config ure a Red Hat Enterprise L inux server to transmit 

a l l  emai l  t h rough a n  u n a uthenticated SMTP gateway. 

Sections • Configur ing a Send-only Emai l  Config urat ion (and Pract ice) 

Lab • Confi g u ri n g  E ma i l  Tra nsmission 
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Confi g u ri n g  S e n d -o n l y  E m a i l Service 

Objectives 
After com p let i ng  t h i s  sect ion ,  students shou l d  be a b l e  to: 

Conf i gu re a Red Hat Enterpr ise L i nux  server to t ra n s m it a l l  ema i l  th rough  an u nauthent icated 
SMTP gateway. 

E m a i l  a rc h itect u re a n d  n u l l  c l ients 
I n  today's corporate env i ro n ments,  e m a i l  i s  a c o m m o n  method o f  com m u n i cat ion .  End  users 
may use ded icated mail clients such  as Evo lut ion  a n d  mutt  to read and  send  ema i l ,  or the  
organ izat ion may have  a web-based i nterface fo r  i t s  ma i l  serv i ce. 

However, L i n u x  serve rs a l so send ema i l ,  u sua l l y  for a utomat ic  purposes or to report er ro rs to a n  
adm in istrator. They genera l l y use, d i rect ly  or  i n d i rect l y, a standa rd program c a l l e d  / u s r/sbin/ 

sendmail ( p rov ided in R H E L  7 by Postf ix)  to send these messages. 

In pract i ce, most servers a re mon itored and  send out ma i l s  when i nc idents  occu r. Th is  often 
req u i res a conf i g u red /usr /sbin/sendmail to send ema i l s  to not ify the  respons i b l e  system 
adm in istrators by us i ng  the  corporate SMTP server to transm it the  messages. 

A null client i s  a c l i ent  mach ine  that runs a loca l m a i l  server wh ich  forwards a l l  ema i l s  to a n  
outbound m a i l  re l ay f o r  de l i very. A n u l l  c l i e nt does not accept l oca l  de l ivery f o r  any messages, it 
can on l y  send them to the outbound ma i l  re l ay. U se rs may run ma i l  c l i ents  on  the n u l l  c l i ent  to 
read and  send ema i l s. 

Th is  sect ion  w i l l  l ook  at how to conf i gu re a R H E L  7 se rver as a Postf ix n u l l  c l i e nt .  wh i ch  w i l l  use 
sendmail and the  SMTP protocol to t ra nsmi t  m a i l  messages to the  outs ide wor ld t h rough  an 
ex ist ing  outgo ing  mai l  server. 

Transmiss ion of a n  e m a i l  message 
To send a n  e m a i l ,  i n  most cases the  ma i l  c l i ent  comm u n icates with a n  outgo ing  ma i l  server, wh ich  
wi l l  he l p  relay that  message to i t s  f i na l  dest i nat ion .  The ma i l  c l ient  t ransm its messages to the 
ma i l  server  us i ng  the  S i m p l e  Ma i l  Tra nsfer Protoco l  ( SMTP).  

The outgoi ng  ma i l  re l ay  may req u i re no  au thent icat ion  from i nterna l c l ients ,  i n  which case the 
server l i stens on  port 25/TC P. In that  case,  the  re lay  w i l l  rest r ict  which hosts ca n re lay t h rough I P  
address based restr ict ions o r  f i rewa l l  r u l es. 

1 56  

N ote 

In cases where the  outbound SMTP re lay  is reachab l e  from the  I nternet ,  i t  is  norm a l l y  
config u red as  a mail submission agent ( MSA) f o r  secu r ity a n d  ant i -spam reasons.  A n  
MSA l i stens  on  p o r t  587/TCP and  requ i res au thent icat ion o f  the user ' s  m a i l  c l i ent  
before accept i ng  ma i l .  Th is may be by username and  password (as some web m a i l  
services p rov ide) o r  t h rough other  mea n s. 

Th is  cou rse w i l l  o n l y  cover how to conf i g u re a bas ic  u nauthent icated n u l l  c l i ent .  
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Postf ix  

The outgo ing ma i l  re lay  then uses  DNS to look  u p  the MX record ident i fy ing the ma i l  server that  

accepts de l ivery for messages sent to the rec ip ient's domain .  The re lay  then  uses SMTP on  port  

25/TC P to tra n s m it the  ema i l  to that server. 

The rec ip ient 's  ma i l  service may provide a POP3 o r  I M A P  server, such a s  Dovecot o r  Cyrus,  to 

a l low a ded icated ma i l  c l i ent to download the i r  messages.  Frequent ly, the  m a i l  service provides a 

web-based i nterface, a l lowing c l ients to use a web browser as a ma i l  c l ient. 

The fo l low ing  i mage  i l l u st rates how an ema i l  c l ient retrieves incoming  m a i l  from an I M AP server 

a nd sends outgoing m a i l  through a n  SMTP server. The ma i l  c l i ent on  s e rverX . example . com 

fetches i ncoming  m a i l s  f rom the I M A P  server imapX .  example . com. Outgoing m a i l s  are sent to 

smtpX .  example . com. An MX DNS record defines smtpX .  example . com as the  respons ib le  ma i l  

server fo r  the  deskt opX . example . com doma in .  

imapX.example.com smtpX.example.com 

Dovecot Postfix 

Fetch E-mail 
from I M AP server to SMTP server 

serverX.example.com 

Mail Client 

Figure 6. 1 :  Email client communication 

Postfix 
Postfix is  a powerfu l  b u t  easy-to-conf ig u re m a i l  server. I t  i s  the  defau l t  m a i l  server i n  Red Hat 

Enterpr ise L inux 7. Postfi x  is p rovided by the  postfix RPM package. It  i s  a mod u l a r  progra m  made 

u p  of  severa l cooperat ing  programs.  Its components are contro l led  by t h e  mas t e r  process. 

The m a i n  configurat ion f i le of the postfix m a i l  server is  /etc/post fix/main . cf. 

N ote 
There a re other conf igurat ion f i l es p resent in  the /etc/ pos tfix d i rectory. One  of  the 

i mportant f i l es i s  /etc/post fix/mas t e r . cf, which contro l s  what  subserv ices a re 

started. 
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I m portant Postfix Configuration Settings 

Sett ing Purpose 

inet_interfaces 

myorigin 

relayhost 

mydest inat ion 

local_ t ransport  

mynetwo r ks 

Contro l s  wh i ch  network i nterfaces Postf i x  l i stens on for i ncom ing  and  
outgoi ng  messages. I f  se t  to loopbac k - only, Postf i x  l i stens on l y  
on  127 . 0 .  0 . 1  and  : : 1. I f  se t  to all, Postf i x  l i stens  on a l l  network 
i nterfaces. One or  more host names and IP add resses, separated by 
w h ite space,  can  be l i sted .  

Defa u l t :  inet_interfaces = localhost 

Rewrite l oca l l y  posted e m a i l  to appear  to come from this doma in .  Th is  
h e l ps ensu re responses retu rn  to the  correct doma in  the ma i l  server  i s  
respons ib l e  for. 

Defa u l t :  myo rigin = $myhost name 

Forward a l l  messages to the ma i l  server spec i f ied that a re s u pposed 
to be  sent to fore ign  m a i l  add resses. Squa re brackets a round  the host 
name  s u ppress the MX record l ookup .  

Defa u l t :  relayhost = 

Confi gu re wh i ch  doma ins  the  ma i l  server is a n  end  point  for. E m a i l  
a d d ressed to these d o m a i n s  a re de l ivered i nto l oca l ma i l boxes. 

Defa u l t :  mydest inat ion = $myhos t name , localhost .  

$mydomain , localhost 

Determ ine  how emai l  addressed to $mydestinat ion shou ld be 
de l i vered.  By defau l t ,  set  to local : $myhostname, which  uses the  
local m a i l  d e l ivery agent  to de l iver i ncoming  ma i l  to the l oca l 
message store i n  /var/spool/mail. 

Set th i s  to e r ro r : e rror message, e.g. , local_t ranspor t  = 

e r ror : local delive ry disabled, to d i sab l e  loca l  de l ivery 
comp lete ly. 

Defa u l t :  local_ t ranspor t  = local : $myhost name 

A l l ow re lay  t h rough  th i s  ma i l  server f rom a comma-separated l i st of I P  
add resses a n d  networks i n  C I D R  notat ion t o  a nywhere, w i thout  f u rther  
a uthent icat ion .  

I f  t he  mynetworks sett i ng  i s  not exp l i c i t l y  set  in  
/etc/postfix/main . cf,  i t  wi l l  be f i l l ed  automat ica l l y us i ng  the 
sett i ng  for mynetwo rks_style. The defau l t  for mynetwo rks_style 

i s  subnet ,  mean ing  that a l l  s ubnets in wh i ch  the server has an I P  
a d d ress w i l l  b e  added t o  mynetwo r ks.  Th is  i s  often not a des i red 
s i tuat ion ,  espec i a l l y i n  s i tuat ions  where the  server  has  an  exte rna l  IP  
add ress. I t  i s  recommended that  a mynetworks sett i ng  gets added 
m a n u a l l y, o r  mynetworks_style i s  set to host .  

Defa u l t: mynetworks = 127 . 0 .  0 .  0/8 [ :  : 1 ]  /128 

The conf ig u rat ion f i le /etc/postfix/main . cf can be ed ited in two ways:  by hand us i ng  a text 
ed itor such as vim, or  it  can  be ed i ted us i ng  the  postconf u t i l i ty. The postconf com mand  
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Postf i x  

a l l ows fo r  que ry ing  by i n d iv id u a l  o r  a l l  sett i ngs ,  mod i fy i ng  sett i ngs ,  q uery ing  defa u l ts ,  o r  showing  
a l l  sett i ngs  that  d i ffer from the  bu i l t - i n  defa u l ts :  

• Run  the  postconf comm a n d  w i thout a ny parameter to q uery a l l  sett i ngs  from the 
/etc/post fix/main . cf conf i g u rat ion  f i l e: 

[ root@serverX - ] #  postconf 
2bounce_notice_recipien t = postmas t e r  
acces s_map_defer_code = 450 
acces s_map_rej ect_code = 554 
add r e s s_ve rify_cache_clea n u p_inte rval = 12h 
addres s_ve rify_default_t ranspo r t  = $default_t ranspo r t  

• Query a parti c u l a r  set o f  opt ions  by l i st i n g  them after t he  postconf command ,  separated b y  
wh i te space. R u n  the  fo l l owi n g  t o  l i st the  inet_interfaces a n d  myorigin opt ions  w i t h  the i r  
correspond ing  va l ues:  

[ root@serverx - ] #  postconf inet_int erfaces myorigin 

inet_i n t e rfaces = loopback - only 
myo rigin = $myho s t n ame 

�·., 
N ote � 

' 

I f  a va l ue  i n  /etc/post fix/main . cf  starts w i th  a d o l l a r  s i gn ($ ) ,  it i s  not a l i tera l 
va l ue ,  but  i n stead po ints  to t he  va l u e  of a d ifferent sett i ng .  I n  the  prev ious  exa m p l e, 
the  myo rigin sett i ng  w i l l  have the  same va l u e  as  t he  myhost name sett i ng .  Us i ng  
th i s  syntax ca n s imp l i fy ma in tenance, s i nce  t he  va l u e  o n l y  has  to  be updated i n  one  
p l a ce. 

• R u n  the fo l l ow ing  to add new or  change  ex ist i ng  opt ions  in the /etc/post fix/main . cf 

conf i g u rat ion f i l e :  postconf - e  ' se t ting = value ' I f there was a l ready a sett i ng  by that  
name i n  the  conf ig u rat ion  f i l e, i t  w i l l  be u pdated to  the  new va l ue ;  otherwise, i t  w i l l  be  added  to  
t he  bottom of  the  conf i g u rat ion  f i l e. 

R u n  the  fo l l ow ing  to change  the  myo rigin sett i ng  to rewrite the  doma in  part  of the  FROM : 

E-ma i l  a d d ress to example . com: 

[ root@se rve rX - ] #  postconf -e ' myorigin = example . com ' 

I m porta nt 

The postfix serv ice requ i res a reload o r  restart  after the  cha nges have been 
made  to /etc/postfix/main . cf.  
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N ote 
W h e n  troubleshoot ing e m a i l ,  a l og of a l l  ma i l - re lated operat ions i s  kept i n  the  syst emd 

journa l  and /var /log/maillog, which  i n c l udes information of any m a i l  server­

re lated act ions. 

The postqueue - p  command d i sp l ays a l i st of a ny outgoing ma i l  messages that have 

been q ueued.  To attempt to de l iver a l l  q ueued m essages aga in  immed iate ly, r u n  the  

pos tqueue - f  comma nd; otherwise,  Postf i x  w i l l  attempt to resend them about  once 

a n  hour  unt i l  they a re a ccepted or exp i re. 

Postfix n u l l  c l ient config u rat ion 
Remember, to a ct a s  a nu l l  c l i ent, Postfix and  the  R H E L  system must b e  conf igured s o  that the 

fol lowing th ings a re true: 

The sendmail command and  prog ra m s  that use it forward a l l  emai l s  to a n  ex ist ing outbound 

mai l  re lay for de l ivery 

The loca l Postf i x  service does not accept loca l  de l i very for any emai l  messages 

Users may run mai l  c l ients on the n u l l  c l ient to read and send emai ls .  

The fo l lowing d i agram i l l u strates how a n u l l  c l i ent setup  works.  For send ing  ma i ls ,  the n u l l  c l ient 

on serverx de l ivers a l l  m essages to the corporate SMTP ma i l  server smtpX .  example . com. 

1 60 

imapX.example.com smtpX.example.com 
I 

Dovecot 

Fetch E-mail 

from IMAP server 

__ ,L 

serverX.example.com 

Mail Client -- Postfix Null Clien 

Figure 6.2: Null client communication 

f>ostflx 

to SMTP server 
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Confi g u re Postf ix  as n u l l  c l i ent  

N ote 

A comp lete overview of a l l  sett i ngs  that  a re adj u stab l e  in /etc/postfix/main . cf 

and the ir  exp l anat ions  can be  found  in  the post conf(5) man  page. To a ccess th is  man 
page, use  the  man 5 postconf com m a n d .  Omitt ing the  5 w i l l  d i sp l ay  t he  man page 
for the postconf com mand  rather  t h a n  the conf i g u rat ion  g u ide. 

Confi g u re Postf ix as  n u l l  c l i ent 
I n  th is  exa mp le, p l ease fo l low a l ong  w i th  these steps wh i l e  you r  i n st ructor demonst rates 
how to conf i g u re Postf i x  on se rve rX . example . com as  a n u l l  c l i ent that uses t he  
smtpX .  example . com  ma i l  server as  a re l ay  h ost. A l l  ma i l s  passed on  by the  loca l  nu l l  c l i ent  
have the i r  sender  a d d ress doma in  rewritten to desktopX . example . com. 

Adjust the conf i g u rat ion  of the Postf i x  ma i l  se rver on you r  serverX system to act  as  a n u l l  c l i ent  
that  forwards a l l  messages  to the  corporate ma i l  server  on  smt pX .  example . com,  which  is  
respons i b l e  for the  desktopX.exam p l e.com d o m a i n .  

1 .  Adj ust the  relayhost d i rect ive t o  po in t  to the  corporate ma i l  server. The host name of 
the  corporate m a i l  server needs to be e n c l osed in square brackets to prevent an MX record 
l ookup  with the D N S  server. 

I [ root@serverX - ] #  postconf - e  " relayhost = [ smtpX .  example . com ] " 

2. Conf i g u re the  Postf i x  mai l  server to o n l y  re l ay  ema i l s  from the  l oca l system.  

1 .  L e t  the  Postf i x  ma i l  server l i sten o n l y  on  the  l oopback  i nterface f o r  ema i l s  to de l i ver. 

I [ root@serverX - ] #  postconf - e  " inet_inte rfaces=loo

.

pbac k -�nly" 

2. Change  the conf i gu rat ion  of the n u l l  c l ient  so that  ma i l s  o r i g i na t i ng  from the  
127 . a .  a .  0/8 1 Pv4 network and  the  [ :  : 1]  /128 1 Pv6 network a re forwa rded to the  
re l ay  hos t  by the  l oca l nu l l  c l i e nt .  

[ root@serverx -]# postconf - e  " mynetwor-ks=127 . 0 . 0 . 0/8 [ : : 1 ] /128 " 

3. Conf i g u re Postf i x  so a l l  outgoing m a i l s  have the i r  sender doma in  rewritten to the  company 
doma i n  desktopX . example . com. 

4. 

I [ root@serverX - ]# postconf - e  " myorigin=desktopX . example . com" 

Proh i b i t  the Postf ix  ma i l  server from d e l iver ing  a ny messages to l oca l accou nts.  

1 .  Conf ig u re the n u l l  c l i ent  to not act  a s  an end  point for a ny m a i l  doma in .  M a i l s  
where the  rec ip ient  i s  a loca l ema i l  account  a re n o t  accepted f o r  loca l d e l ive ry. T h e  
mydestination opt ion n e e d s  t o  be  s e t  t o  a n  e m pty va l u e  to ach ieve th is .  

i 
! 

[ root@serverx - ] #  postconf - e  " mydestination= "  l 
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2 .  Conf ig u re the loca l  nu l l  c l i ent  to not  sort  any ma i l s  i nto m a i l boxes on the l oca l  system.  

Loca l  ema i l  de l ivery is  turned off. 

[ root@serverx - ] #  postconf -e " local_t ransport=error : local delivery disabled" 

5. Restart the loca l pos t fix n u l l  c l ient .  

[ root@se rverx -]# systemctl restart postfix 

The fo l lowing tab le  shows a s u m ma ry of the /etc/post fix/main . cf config u rat ion f i l e  

sett ings  to  conf igure Postf ix  on se rverx . example . com as a nu l l  c l ient that uses the  

smtpX .  example . c o m  mai l  server a s  a relay host. A l l  messages that a re passed on  by  the  l oca l  

n u l l  c l ient h ave the i r  sender address doma in  rewritten to  des ktopX . example . com. 

Null Client Postfix Settings 

Directive Null Client 

(serverX.example.com) 

inet_interfaces i neU nterfaces = l oopback-on ly  

myorigin myorig i n  = desktopX.exa mple.com 

relayhost relayhost = [smtpX.exa mp le.com] 

mydestination mydesti nat ion = 

local_ transport local_tra nsport = error:  loca l  de l ivery d isab led 

mynetworks mynetworks = 127.0.0.0/8, [ : : 1 ] /128 

Refe re nces 
pos t conf(1) ,  pos tconf(5) ,  mail(1 ) ,  and m u t t (1 )  man pages 
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Pract ice :  Conf i gu r i ng  Send-o n l y  Ema i l  Serv ice 

P ra ct i ce:  Co nfi g u r i n g  Se n d - o n l y  E m a i l  S e rv ice 

G u i d ed exerc i se 

I n  th i s  l a b, you wi l l  conf i g u re a l oca l  ma i l  server as a n u l l  c l ient .  

�·*'� MachinH 

O utcome: 

Confi g u re a l oca l mai l  serve r act ing as  a n u l l  c l i ent  that  forwards a l l  messages to a centra l  server 
for d e l i ve ry. 

Before you begin . . .  

Reset the  serverX system .  

• Reset the  desktopX system.  

• Log i nto and  se t  u p  your  desktop system.  

[ s t udent@des k t o pX - ]$  lab  smtp - nullclient setup  

• Log i nto and  set  u p  your  server system after  the  desktop system setup  is  com p l eted .  

[ s t uden t@se rverX -]$  lab smt p - nullclient setup 

• Become root on you r  se rve rX system.  

-���- - - � ---- . ------ - .  

[ s t uden t@serverx - ] $  sudo - i  

Adj ust the  conf ig u rat ion  o f  t h e  Postf i x  m a i l  server on  you r  d esktopX system t o  a c t  as a n u l l  c l i ent  
that  forwa rds a l l  ma i l  to the  corporate ma i l  server on  smtpX .  example . com. S uccessfu l l y g rade  
the  d esktop and  the  server system w i th  lab smt p - nullclient g rade. 

D 1 .  Switch to user root on se rverX and point the r elayhost d i rect ive to the corporate 

mai l  server. The host n a m e  of the  corporate m a i l  server needs to be e n c l osed i n  squa re 
b rackets to p revent a n  M X  record lookup  with t he  D N S  server. 

; 
: [ root@serverX - ] #  postconf - e  " relayhost= [ smtpX . example . com] " 

D 2.  Conf i gu re the  Postf i x  ma i l  server  to on ly  re lay  ma i l  f rom the  loca l system.  

D 2.1 .  Let the  Postf i x  m a i l  server o n l y  l i sten f o r  ema i l s  to d e l iver on the  loopback  
in terface. Add the  inet_in terfaces=loopbac k - only d i rect ive to the  
/etc/postfix/main . cf conf i gu rat ion  f i l e. 

l [ root@se rverX - ] #  postconf - e  " inet_inte rfaces=loopback - only" j 
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D 2.2.  Change the  Postf i x  conf i g u rat ion  so that  on ly  messages that  or ig i nate from the  
127 . e .  e .  0/8 1 Pv4 network a n d  the  [ :  : 1 ]  /128 1 Pv6 network  a re forwa rded to  
the  re lay host  by the n u l l  c l i ent  o n  serverX.  

i I [ root@serve rx - ] #  postconf - e  " mynetworks=127 . a .  a .  0/8 [ : : 1 ] /128 " 

D 3. Confi g u re the n u l l  c l i e nt so that a l l  outgoi ng  m essages have the i r  sender  doma in  
rewritten to  the  company doma in  desktopX . example . com. 

I [ root@serverX - ] #  postconf - e  "myorigin=desktopX . example . com" 

D 4. Proh ib i t  the Postf i x  ma i l  server from d e l i ver i ng  any ma i l  to loca l accou nts. 

D 4.1 . Conf i g u re the  n u l l  c l i ent to forwa rd a l l  ma i l  to the  re lay server. The 
mydestination opt ion needs to be set to a n  empty va l u e  to ach ieve th i s . 

i [ root@se rve rX - ] #  postconf - e  " mydestination="  
i 

D 4.2. Prevent the  loca l  n u l l  c l i ent  f ro m  sort i ng  any m a i l  i nto m a i l boxes on the  serverX 
system. 

i--------�--��-----��-��-���-�---���---� 
! [ root@serverX - ] #  postconf - e  " local�t ransport=e r ro r : local delivery ' 
' disabled " 

�i �-----��---

D 5. Resta rt the loca l  post fix n u l l  c l ient  on  serverX.  

i [ r oot@serverX -]# systemctl restart postfix 
i 

D 6. Open a n ew term i n a l  on serverX and  test the  n u l l  c l i ent  conf i gu rat ion  by send ing  an  
ema i l  w i t h  Subj ect : se rverX null client and  content null client test to 
s t udent@desktopX . example . com with  t he  mail command on serverX.  The  ma i l  
com m a n d  uses /usr/sbin/sendmail, provided by  Postf i x  to  t ransfer ema i l .  

[ s t udent@serverX - ] $  mail - s  " serverx null client " student@desktopX . example . com 

null client test 

EOT 

D 7. Ver i fy t he  ma i l  a rr ived at the  spec i f ied rec i p i ent by us ing  the mu t t  command - l i ne  ma i l  
c l i e nt to access t he  I M AP server r unn i ng  on  imapx . example . com wi th  the  IMAPS 

protoco l .  The I M AP  server is  access i b l e  for user  s t udent with password s t udent .  

1 64 

D 7.1 . Connect to the  I M A P  se rver r u n n i n g  o n  imapX . example . com with  the  mutt  

command - l i ne  ma i l  c l i ent  w i t h  the  I MA PS protoco l .  

J [ s t uden t@serverX - ] $ mutt - f  imaps : //imapX . example . com 

D 7.2 .  Log i nto the  I M A P  server with user  name st udent and  password s t udent .  
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Gu ided exerc ise 

User n ame at imapX . example . com : student 

Pas swo rd  for s t u d e n t@imapX . example . com : student 

D 7.3. Verify the message a r rived in the ma i l  account  of student ,  then  ex it  m utt with 
t he  q key. 

q : Quit  d : Del u : U ndel s : Save m : Mail r : Reply g : G r o u p  ? : Help 

q 

1 F May 20  ( 0 . 4K )  se rve rx  n ull clie n t  

D 8.  Run the  g rad i ng  scr i pt on  both serverX and desktopX :  

[ s t uden t@s e rverX - ] $  lab smtp - nullclient g rade 

[ s t udent@d e s k t opX - ] $  lab smtp - nullclient grade 
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L a b :  Co nfi g u r i n g  E m a i l  Tra n s m i ss i o n  

Performa nce check l ist 

I n  th i s  l a b, you w i l l  conf i g u re a loca l ma i l  serve r as a n u l l  c l i ent .  �ihiP-Machines:• 
Outcome: 

Confi gu re a l oca l mai l  server act i ng  as  a n u l l  c l i ent  that  forwa rds a l l  messages to a centra l  server 
for d e l ivery. 

Before you begin . . .  

• Reset the  serverX system.  

• Reset the  desktopX system.  

• Log i nto a n d  set  u p  you r  desktop system.  

- - - -------- �- � -- - - - - - - - -- -- - - --�-----�- ---- --- - - -- - - - --- --- - - - - - -·�--

[ st u d en t@de sktopX - ] $ lab smt p - nullclient setup 

• Log into and set u p  you r  server system after the desktop system set u p  is  comp leted.  

-
-�- - - - -- - - - - -- -- - - - - -�-: [ s t udent@serverx - ] $ lab smt p - nullclient setup 

• Become root on you r  se rve rx system.  

;-- - - --- -- - -- - - - ----- - � - - ����--- - · - ·  - - - -- - -- ---�-� - - - - - - --- - - -�, 
[ st udent@serverx - ] $  sudo - i  

Conf i gu re the  Postf ix  m a i l  server on  serverX.exa mp l e.com as  a n u l l  c l i ent  w h i c h  re l ays m a i l  
t h rough  smtpX.examp le.com,  us i ng  desktopX.exa mp l e.com as  you r organ i zat ion 's  doma in  name 
on  outgo ing  ema i l .  

Ver ify that  the  ma i l  server i s  work ing  by us ing  a n  ! M APS-ca pa b l e  ma i l  c l ient  to  ret r ieve a test 
ema i l  from imapX.exa mp le.com (as user  and  ma i l  rec ip ient  s t udent with  I M AP password 
st udent) .  

S uccessf u l l y  g rade  the  desktop a n d  the  server system with lab smt p - nullclient g r ade. 

1 .  Switch to user  root on  serverX and po int  the relayhost d i rective to the  corporate ma i l  
server. The host name o f  the corporate m a i l  server needs  to be enc l osed i n  square brackets 
to p revent the n u l l  c l i ent  from performing  an M X  record l ookup  us ing  D N S. 

2 .  Conf i gu re the  Postf i x  m a i l  server to on ly re lay  m a i l  f rom the loca l  system. 

3. Conf i gu re the n u l l  c l i ent  so that a l l  outgo ing messages have the i r  sender  doma in  rewritten 
to the compa ny doma in  deskt opX . example . com. 

4. Proh i b i t  the Postf i x  ma i l  server from de l iver i ng  a ny m a i l  to loca l  accounts. 
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Perfo rmance check l ist 

5.  Restart the local  postfix n u l l  c l i ent on  serverX. 

6 .  Open a new term i n a l  on  serverX and  test  the  n u l l  c l i en t  conf i gu rat ion  by us ing t he  mail 

command  to send an e m a i l  w i th  Subj ect : serverX null client and content null 

client test to s t udent@desktopX . example . com. 

7. Ver i fy the  m a i l  a rr ived at the  spec i f ied rec ip ient  by us i ng  the  mu t t  command - l i n e  ma i l  c l i en t  
to access the  IMAP server  runn ing  on  imapX . example . com with  the  IMAPS protoco l .  The  
I M A P  server i s  access i b l e  for user  student with password s t udent .  

8 .  R u n  the  g rad i ng  scr ipt o n  both serverX a n d  desktopX :  

[ s t uden t@se rverX - ] $  lab smt p - nullclient  grade 

[ s t udent@d e s k t o pX - ] $  lab smt p - nullclient  g rade 
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So l ut ion  

I n  t h i s  l a b, you w i l l  conf i gu re a loca l m a i l  server a s  a n u l l  c l i ent .  

Outcome: 

Conf ig u re a l oca l  m a i l  server act i ng  as  a n u l l  c l i en t  that forwards a l l  messages to a centra l  server 
for de l i very. 

Before you begin . . .  

• Reset the  serverX system.  

• Reset the  desktopX system.  

• Log i nto and set  up your  desktop system.  

----�-�- · -· - - - . - - ���=-- -----�-.. 0 -L----� ! [ s t udent@de s ktopX - ] $ lab smtp - nullclient setup ! 
L�-- -�--- - ��=� - �--�- · · - - - --- --- --- - ---- � ---- �----- - -- - - ---------�-· ----�-! 

• Log i nto a n d  set u p  you r  serve r system after t he  desktop system set u p  i s  comp leted.  

! [ s t udent@serverx -]$ lab smt p - nullclient setup 

L�-- --�-- -- -·- - - --- --- � - --��- - -- - - -- - - -

• Become root on  you r  se rve rX system.  

I [ s t udent@serverx -]$  sudo -i  

��- - -� - --- - - ---, 
j ! 
i 

\ . .  � - �- -- - - - --�_. o __ ---- ·· - ··- - - • • • - - - --� �� - - � · ----�-- ----- �---�- • •----•  --- _ _____ , 

Conf ig u re the  Postf i x  m a i l  server on serverX.exa m p l e.com as a n u l l  c l i ent  wh i ch  re l ays m a i l  
t h rough  smtpX.examp le.com ,  u s i n g  desktopX.exa m p l e.com as you r  org a n i zat ion ' s  doma i n  name 
on outgo ing  e m a i l .  

Verify t h a t  t he  m a i l  server i s  work i ng b y  u s i n g  a n  I M A PS-capab le  ma i l  c l i ent  to ret r ieve a test 
e m a i l  from i m a pX.exa m p l e.com (as user and m a i l  rec i p ient  st udent with  I MA P  password 
st udent) .  

Successf u l l y  g rade  the  desktop a n d  the  server  system with  lab smtp - nullclient grade. 

1 .  Switch to user root on serverX and point the relayhost d i rect ive to the corporate ma i l  
server. The host name o f  the corporate ma i l  server needs to  be enc losed i n  square b rackets 
to prevent the  n u l l  c l i ent  f rom perfo rm ing  an MX record lookup us i ng  D N S. 

1 .1 .  
[ root@se rverX - ] #  postconf - e  " relayhost= [ smtpX . example . com] " ' ' 

- -- -�---� 

2. Conf i g u re the Postf i x  m a i l  server to on ly re l ay  m a i l  from the  loca l  system.  
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2.1 .  Let the  Postf ix  m a i l  server o n l y  l i sten for ema i l s  to d e l iver on the  loopback  
i nte rface. Add the  inet_interfaces=loopbac k - only d i rect ive to the  
/et c/postfix/main . cf conf i g u rat i o n  f i l e. 
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So l ut ion  

[ root@serverX  - ] #  postconf - e  " inet_interfaces=loopbac k - only" 

2.2. Change  the Postf ix conf i g u rat ion  so tha t  on l y  messages that  or ig i nate from the  
127 . 0 .  0 .  0/8 1 Pv4 network a n d  the  [ :  : 1 ]  /128 1 Pv6 network a re forwa rded to  the 
re l ay  host  by the  n u l l  c l i ent  on  serverX .  

i [ root@s e rverX - ] #  postconf - e  " mynetworks=127 . 0 .  0 .  0/8  [ :  : 1 ] /128 " 

3. Conf i g u re the  n u l l  c l ient  so that  a l l  outgo i ng  messages have the i r  sender  doma in  rewritten 
to the company doma in  desktopX . example . com. 

4. 

3.i . I [ root@se rverX - ]# postconf -e " myorigin=desktopX . example . com" 

Pro h i b i t  the Postf ix  ma i l  server from d e l i ve r i ng  a ny m a i l  to loca l accounts.  

4.1 .  Conf i g u re the n u l l  c l i e nt to forward a l l  m a i l  to the re l ay  server. The  mydest inat ion 

opt ion  needs  to be set to an e m pty va l u e  to ach ieve th is .  

I [ root@serverX -]# postconf -e " mydestination="  

4.2. Prevent the  loca l  n u l l  c l i ent  f rom sort i ng  any mai l  i nto m a i l boxes on  the  serverX system.  

[ root@serve rX - ] #  postconf - e  " local_t ransport=e rror : local delivery disabled " 

5. Restart the  loca l  postfix n u l l  c l i ent  on  serverX. 

-------- ---�-----o 
5.1 .  

[ root@serverX - ] #  syst emctl restart postfix 

6. Open  a new te r m i n a l  on serverX  a n d  test the  n u l l  c l ien t  conf ig u rat ion  by us i ng  the mail 

comm a n d  to send  an ema i l  w i th  Subj ect : se rverX null client and content null 

client  test to s t udent@desktopX . example . com. 

6.1 .  
[ s t udent@se rverX - ] $ mail - s  " s e rverx null client " student@desktopX . example . com 

null client t est 

EOT 

7. Ve r ify t he  m a i l  a r r ived at the  spec i f ied rec i p ient  by us i ng  the  mu t t  com mand - l i ne  ma i l  c l ient  
to access t he  I M AP  server  r u n n i n g  on  imapX . example . com with  t he  IMAPS protoco l .  The 
I M A P  server i s  access ib l e  for user  st udent with password student .  

7.1 . Connect to the  I MA P  server r u n n i n g  on  imapX . example . com  with  t he  mut t  command ­
l i n e  m a i l  c l i ent  w i th  the  I M A PS p rotoco l .  

l [ s t u d e n t@serverX - ] $ mutt - f  imaps : //imapX . example . com I 
7.2 .  Log i nto the  I MAP server w i th  user  n a m e  st udent and  password student .  
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User  name at imapX . example . com : student 

Passwo r d  for  s t udent@imapX . example . com : student 

7.3. Verify the message a rr ived in the ma i l  acco u nt of s t udent .  then  exit  m utt with the q 

key. 

q : Quit d : Del u : Undel s : Save m : Mail r : Reply g : G roup  ? : Help 

q 

1 F May 20 ( 0 . 4K )  serverx null clie n t  

8. Run  the  g rad ing  scr ipt on  both serverX and desktopX:  

[ s t udent@serverX - ] $  lab smt p - nullclient grade 

[ s t udent@deskt opX - ] $ lab smt p - nullclient g rade 
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So l u t ion  

S u m m a ry 

Confi g u ri n g  Send-o n l y  E m a i l  Serv ice 

In  t h is sect ion ,  students l ea rned how to conf i g u re the Postf i x  mai l  se rver to a ct a s  a 
n u l l  c l i e nt that  forwards loca l  ema i l s  to a centra l  S M T P  server. 
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red hat ® 

® TRAINING 

CHAPT E R  7 

PROVID ING REMOTE BLOCK 

STORAGE 

Overview 

Goal To p rovide a n d  use networked i S C S I  b lock devices as remote 

d is ks. 

Objectives • Expla in  at a h igh level how iSCS I is u sed to provide remote 

a ccess to b lock d evices. 

• P rovide remote a ccess using a local disk as a LUN of an 

iSCSI stora g e  targ et. 

• Access remote storage using a n  iSCSI  in it iator a n d  

p repare it f o r  use. 

Sections • iSCSI  Concepts (and Practice) 

• P rovi d i n g  iSCSI  Ta rgets (and P ra ctice) 

• Accessing iSCSI  Storage (and Practice) 

Lab • P rovid ing B l oc k-based Storage 
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Chapter7. Provid ing Remote B lock  Storage 

i S CS I Concepts 

O bject ives 
After complet ing  th is  sect ion ,  students shou ld  be able to:  

Descr ibe the network  stack of iSCSI protocol components. 

Descr ibe the topology d i st inct ions between F ibre Channe l  and iSCS I .  

Descr ibe t h e  d ist inct ion between b lock 1/0 a n d  f i l e  1 /0 .  

I nt rod uction to iSCS I 
The I nternet S m a l l  Computer System I nterface ( iSCS I )  is a TCP/ I P-based protocol for emu lat ing  

a SCS I  h ig h-performa nce loca l  storage bus over I P  networks ,  p rovid ing  data  transfer and  

ma nagement to remote b lock  storage  d evices. As a storage area  network (SAN)  protoco l ,  iSCS I  

extends SANs across loca l a n d  wide a rea networks (LANs ,  WANs ,  a n d  the I nternet), prov id ing  

l ocat ion- i ndependent data  storage retrieval w i th  d istr ibuted servers a n d  a rrays. 

Ethernet 

NIC or TOE 

iSCSI iSCSI H BA 

SCSI sd 

Server cabled to 

Ethernet 

Figure 7. 1 :  SCSI and iSCSJ block storage topologies 

The SCS I  protocol su ite provides the Command Descr iptor B lock  (COB) command set over a 

device bus commun icat ion protoco l .  The orig i na l  SCS I  topo logy used physica l  cab l i ng  with a 20-

meter l im i tat ion for a l l  devices per chan ne l  (cab led bus) .  D evices used un ique  n u meric target 

I Ds (0-7, or 0-1 5 with d u a l  c h a n ne l ) .  Phys ica l  SCS I  d i sks a n d  cab l i ng  were obsoleted by popu lar  

imp leme ntat ion of  F i bre C h a n ne l  (FC) ,  which reta ined  the SCS I  C O B  command set but rep laced 

the d isk  a nd bus com m un icat ion with protoco ls  for longer and faster opt ica l  cab l ing .  

The iSCS I  protocol a l so reta i ns  the COB command set ,  perfo r m i ng bus comm u nicat ion between 

iSCS I  systems that is  encapsu lated over standard TCP/ I P. i SCS I  servers emu late SCSI devices 

us ing  fi les,  log ica l  vo lumes, or  d isks of a ny type as  the under ly ing  storage (backstore) p resented 

as  targets. An iSCSI  service is  typica l l y  imp lemented in softwa re a bove either an operat ing  

system TCP/ I P  stack or  a TCP off load  eng ine  (TOE), a specia l i zed Ethernet network i nterface 
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card ( N I C) that i nc l udes the TCP/ I P  network l ayers to  i ncrease performa nce. iSCS I  can a l so  be 

hardwa re-i mp lemented as  a h ost bus  adapter ( H BA) for a g reater performance i ncrease. 

Enterprise-grade SANs requ i re ded icated traffic i nfrastructure. FC's  i ndependent opt i ca l  

cab l i ng  and  switches guara ntees iso lat ion .  iSCS I  shou ld  a l so  be imp lemented on cab l i ng  that  

i s  i ndependent of sta ndard L A N  t raff ic ,  s i nce performance can  degrade due  to bandwidth 

congest ion on shared n etworks. Both Ethernet and  FC now offer copper and opt ica l  cab l ing  

opt ions, a l l owing network  conso l idat ion combi ned w i th  traff ic c l ass if icat ion.  

Storage a rea network t raff ic is  typi ca l l y  u nencrypted, s i nce physica l  server-to-storage cab l i ng 

is norma l ly  enc losed with in  secure data centers .  For WAN secur ity, iSCS I  and F ibre Channe l  

over Ethernet (FCoE) can ut i l i ze I nternet Protocol Secur ity ( I PSec), a protocol s u ite for  secur ing 

IP  network traffic. Se lect network ing hardwa re (preferred N I Cs ,  TOEs ,  and  H BAs) can  provide 

encrypt ion.  iSCSI  offers Cha l l enge-Handshake Authent icat ion Protoco l  (CHAP) usernames and 

passwords as an authent icat ion mechan ism to l i m it connect ivity between chosen in i t i ators and 

targets. 

Unt i l  recent ly, iSCS I  was not cons idered an enterpr ise-grade storage  opt ion,  pr imar i l y  due to the 

use of s lower 100 and  1000 M b/s Ethernet. compared to FC's  1 and 4 G b/s opt ica l  i nf ra structure. 

With c urrent 10  or  40 G b/s Ethern et and 8 ,  10 ,  1 6, or 20 G b/s FC, and pending 100 Gb/s Ethernet 

and 32 or 128 Gb/s FC, bandwidth ava i l ab i l i ty i s  n ow s i m i l a r  for both.  

FC HBA 

SCSI I sci 

Server cabled to 
Fibre Channel 

switched fabric 

Figure 7.2: Fibre Channel block storage topologies 

The use of iSCS I  extends a SAN beyond the  l i mits of loca l ca b l i ng ,  fac i l itat ing storage  

conso l idat ion i n  l oca l  o r  remote d ata centers. Because iSCS I  structures a re  log ica l ,  new storage 

a l l ocat ions a re made us ing o n l y  software conf igu rat ion ,  without the need for add i t ion a l  cab le  

o r  phys ica l  d isks. iSCS I a lso s i m p l if ies data rep l i cat ion ,  m igrat ion and  d i saster recovery us ing  

mu l t ip le  remote data centers. 
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i SCS I  funda menta ls  

The iSCS I  p rotoco l  f u nct ions  i n  a fa m i l i a r  c l i e nt-server conf i gu rat ion .  C l i en t  systems confi gu re 
initiator softwa re to send SCS I  commands  to remote se rver storage targets. Accessed i SCS I  
targets appear  on  the  c l i e nt system as  loca l ,  u nformatted SCS I  b l ock  devices ,  ident ica l to  devices 
connected with SCSI ca b l i ng ,  FC d i rect attached ,  o r  FC switched fabr ic .  

ISCSI  Component Terminology 

Te r m  D e s c t  1 p t 1 on 

initiator  An i SCS I  c l i ent ,  typica l l y  ava i l a b l e  as  software but  a l so  i m p l emented as  i SCS I  
H BAs.  I n i t i ators m u st be  g i ven  u n i q u e  names  (see IQN) .  

t arget An iSCS I storage resou rce, conf i g u red for connect i on  f rom an iSCS I  server. 
Ta rgets must be g iven un i que  names  (see IQN) .  A ta rget provides one  or more 
n u m bered b lock devices ca l l ed  l og i ca l  u n its (see LUN) .  A n  iSCS I  server can 
prov ide m a ny targets concurrent l y. 

ACL An Access Contro l  L ist  (ent ry), a n  access rest r ict ion us i ng  the  node  I O N  
(common ly  the  i S C S I  I n it iator N a me) t o  va l i date access perm iss ions f o r  an  
i n i t iator. 

discove ry Query i ng  a ta rget server to l i st conf i gu red ta rgets. Ta rget use requ i res an 
add i t iona l  access steps (see login).  

IQN An iSCS I Qua l i f ied N a me,  a wor l dw ide  un i que  name used to i dent i fy both 
i n it i ators and  ta rgets, in the  mandated nam ing  format:  

iqn . YYYY - MM . com . reve r sed . domain [ : optional_s t ring ] 

iqn-S ign ify ing  that  th i s  n a m e  w i l l  use a doma in  as i ts  i dent i f ier. 
YYYY - MM-The f i rst month  i n  wh i ch  the doma in  name was owned.  
com . rever sed . domain-The reversed domain name of the  organ i zat ion 

creat i ng  th i s  iSCS I  name.  
optional_st ring-An  opt i ona l ,  co lon -pref ixed st r i ng  ass igned by the  

doma in  owner as des i red wh i le  rema in i ng  wor ldw ide u n i que .  I t  may  i n c l ude 
co lons  to sepa rate org a n izat ion  bounda r ies.  

login Authent icat ing  to a ta rget o r  LU N to beg i n  c l i ent b lock  dev ice use. 

LUN A Log ica l Un i t  N u m ber, n u m bered b l ock  devices attached to and  ava i l a b l e  
th rough  a target.  One or  more LU N s  m a y  be attached to a s i ng l e  target ,  
a l t hough  typica l l y  a ta rget provides on l y  one  LUN .  

node Any i SCS I  i n i t iator or  i SCS I  ta rget, ident i f ied  by its I O N .  

portal An I P  add ress a n d  port on a ta rget o r  i n i t iator used to estab l i sh  connect ions .  
Some iSCSI  imp l ementat ions  use portal and node i nterchangeab ly. 

TPG Ta rget Porta l Group ,  the set of i nterface IP add resses a n d  TCP ports to wh ich  
a spec i f ic  i SCS I  ta rget w i l l  l i sten .  Ta rget conf i gu rat ion (e.g . ,  ACLs) can  be 
added to the  TPG to coord i n ate sett i ngs  for m u l t i p l e  L U N s. 

i SCS I  uses ACLs to perform LUN masking, manag i ng  the  access i b i l ity of appropriate ta rgets 
and LU Ns  to i n it i ators. Access to targets may a l so be l i m ited with CHAP  a uthent icat ion .  iSCS I  
ACLs a re s i m i l a r  to FC 's  use of  device wor ldw ide  n u mbers (WWNs) fo r soft zoning management 
restr ict ions .  A l t hough  FC switch - leve l  comp u l sory port restr ict ion (hard zoning) has no  
compara b l e  i SCS I  mechan i sm ,  Ethe rnet VLANs  cou l d  prov ide  s im i l a r  i so la t ion  secu rity. 
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I ntroduct ion to iSCS I  

Un l i ke loca l  b lock  dev ices, iSCS I  network-accessed b lock  devices are d iscovera b le  f rom many 

remote i n i t iators. Typ ica l  loca l  f i l e  systems (e.g . ,  ext4, X FS, bt rfs) do  n ot support concu rrent 

mu lt i system mount ing ,  which can resu l t  in s ign if icant f i l e  system corrupt ion.  C lustered systems 

resolve m u lt ip le  system access by use of the  G loba l  F i le System (GFS2) ,  d es igned to provide 

d istr ibuted fi le lock ing  and concurrent m u lt inode f i le system mount ing .  

Targer Server 

• 
partition I LVM 

SCSI 

iSCSI target 

TCP/IP 

NIC 

block 1/0 

request 

response 

Ethernet 

application 

( local fil� system J 
[ partition I LVM J 

� 
( iSCSI i nitiator ) 

TGP/IP ] 
NIC j 

Figure 7.3: Block 110 network stack components 

An attached iSCS I  b lock  device appears as a loca l  SCSI  b lock  device (sdx) for use u nderneath a 

loca l  f i l e  system, swap space, or a raw database insta l l at ion as d iagrammed prev ious ly. See the  

fo l lowing for  contrast w i th  the use of network  f i l e  server protoco ls  (e.g . ,  N FS, S M B) ,  provid ing  f i l e  

1/0 f rom remote f i l e  systems to loca l app l i cat ions  on mu l t ip le  c l ient systems concu rrent ly. 

File Server 

• 
partition I LVM �mill: - -: .. "-· 
local file system � � [ a pplication ) 

file 1/0 
N FS / SMB server 

request 
[ NFS / S M B  client ] 

TCP/IP 
response [ 

NIC Ethernet ( 
Figure 7.4: File 110 network stack components 
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Chapter 7. Provi d i ng Remote B lock  Storage  

P ra ct i ce:  i S CS I Co n cepts 

Q u i z  

M atch the  fo l l owing i tems to the i r  cou nterparts i n  the  tab l e. 

888 i n it i ator  BBB 
' 

Desc r i pt i on  Te rm 

U n i q u e  n a m e  to i dent ify i n d i v i d u a l  i SCS I ta rg ets a n d  

i n i t i a tors .  

U n i q u e  n u m ber  to i dent i fy i n d iv i d ua l  F i b re C h a n n e l  port  

and nodes .  

Storage  resou rce on  an i SCS I server. 

S torage resou rce b l ock  dev ice on  a n  i SCS I se rve r. 

i SCS I c l i en t  i m p l e me nted i n  e i t he r  softwa re o r  h a rdwa re. 

A s i n g l e  i SCS I i n i t i a tor  or t a rget .  

A s i n g l e  I P  con nect i on  add ress on  an i n i t i a tor  or  t a rget .  
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-

So l ut ion  

-

So l ut ion  
-

Match the  fo l l owi ng  items  to the i r  cou nte rpa rts i n  the  t ab l e . 

-
Desc r i p t i on  Te rm 

-

U n i q u e  name  to i d en t i fy i n d iv i d u a l  i SCS I ta rgets a n d  I O N  

i n i t i a tors .  
-

U n i q u e  n u m be r  to i den t i fy i n d iv i d u a l  F i b re C h a n ne l  po rt W W N  -
a n d  nodes .  

-

Sto rage  resou rce o n  a n  i S C S I  se rve r. ta rget 

-

Storage  resou rce b l ock  d ev i ce on  a n  i S CS I  se rver. LU N 

-

i SCS I c l i en t  i m p l e mented i n  e i t he r  softwa re o r  h a rd wa re. i n i t i a tor  
-

A s i n g l e  iSCS I i n i t i a tor  o r  ta rget .  node  
-

- A s i n g l e  I P  con nect ion  a d d ress on  a n  i n i t i a tor  o r  ta rget .  porta l 

-

-

-

-

-

-

-

R H254- R H E L7-en-1 -20140711 179 -

-



Chapte r 7. Prov id i ng  Remote B lock  Stora g e  

Provi d i n g i S CS I Ta rg ets 

Object ives 
After comp le t i ng  th i s  sect ion ,  students shou l d  be  a b l e  to: 

• Prepa re a Red Hat Enterpr ise L i nux  server to p rovi de  the i SCS I  target service. 

• Bu i l d  iSCS I ta rgets and LU N s  for network  access.  

L im it access to i SCS I  ta rgets and LU N s. 

iSCS I target overview 
I n  or ig i n a l  SCS I p rotoco l termino l ogy, a ta rget is a s i ng l e  connect i b l e  storage  or  output  device 
u n i q ue ly  i dent i f ied on  a SCS I  bus .  I n  i SCS I ,  i n  wh i ch  t he  SCS I  bus  is e m u l ated across a n  I P  
network ,  a ta rget ca n b e  a ded icated physica l d evice i n  a network-attached storage enc losure o r  
an  iSCS I  softwa re-conf i g u red log ica l  dev ice on  a networked storage server. A ta rget .  l i ke H BAs 
and i n it i ators ,  i s  an  end point i n  SCSI bus com m u n icat ion ,  pass i ng  com mand  d escr i ptor b l ocks 
(COB) to req uest or  p rov ide  storage t ra n sact ions .  

To prov ide  access to the  storage or  output  dev ice ,  a ta rget i s  conf i gu red w i th  one  or  more log ica l 
u n it n u m bers ( L U N s) .  I n  iSCS I ,  LU N s  appear  as t he  ta rget ' s  sequent ia l l y  n u m bered d i sk  d rives, 
a l though targets typica l l y  have on l y  one L U N .  An i n i t i ator performs SCS I  negot iat ion with a 
target to esta b l i s h  a con n ect ion to the  LUN .  The L U N  responds as an  e m u la ted SCS I d i s k  b lock  
device, wh i ch  can  be used i n  raw form or  formatted with a c l i ent -supported f i l e  system.  

Wa r n i n g  

D o  not mount s i n g l e-system f i l e  systems t o  more than  one  system a t  a t ime. iSCS I 
a l l ows s h a red ta rget and  L U N  access from m u l t i p l e  i n it iator  nodes,  req u i ri ng  t he  use of 
c l u ster-capab l e  f i l e  systems such  as GFS2.  M o u nt ing  standa rd f i l e  systems des igned for 
loca l ,  s i n g l e-system access (e.g . ,  bt rfs, ext3, ext4, FAT32, H P FS+,  N TFS,  X FS, Z FS)  from 
more t h a n  one system concurrent ly  w i l l  cause f i l e  system corrupt ion .  

i SCS I  prov ides for L UN masking by us i ng  ACLs to restr ict L U N  access i b i l i ty to spec i f ic  i n i t i ators. 
Except when  s h a red a ccess is  intended ,  ACLs ca n ensu re that on l y  a des ignated c l ient  node can 
log in  to a spec i f ic  target.  On  the ta rget server, ACLs  can be set at the TPG leve l  to secure g roups 
of LUNs ,  o r  set i nd iv id u a l l y  per LUN .  

iSCS I ta rget config u rat ion  

Ta rget server confi g u rat ion demonstrat ion 

targetcli i s  both a command- l i ne  u t i l i ty and a n  i n te ract ive she l l  i n  wh ich to c reate, de l ete, and 
conf i gu re iSCS I  ta rget components. Ta rget stack objects a re g rou ped i nto a h i e ra rc h ica l t ree of  
objects ,  a l lowi ng  easy nav igat ion a n d  contextu a l  conf i gu rat ion .  Fa m i l i a r  L inux commands  a re 
used i n  th i s  she l l :  cd,  ls,  pwd , and  set .  

The target cli she l l a l so su pports TAB com p l et ion .  Adm in istrators can  use TAB to e i ther  
comp lete part ia l l y  typed commands  or  v iew a l i st of accepta b l e  key-words at the  cu rrent l ocat ion 
i n  a com mand .  
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i SCS I  ta rget conf ig u rat ion  

I n  th i s  exa m p l e, p l ease fo l l ow a l ong  with t he  s teps  be low wh i l e  you r  i ns t ructor demonstrates 
us ing  target cli to conf i gu re a ta rget server. 

1 .  I n sta l l  target cli i f  needed .  

I [ root@server0  - ] # yum - y  install targetcli 
i 

2 .  R u n  targetcli with no  opt ions  to enter  i nteract ive mode. 

3. 

[ root@server0  - ] #  targetcli 

/> ls 

o - L . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ . . . J 
o - 1.,.,1 ._ k s t o r •" ·  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ . . . ] 

o - b l o c k  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ St o rage Obj ec t s : 0 ]  I o - f ileio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ec t s : 0 ]  
I o - p s c s i  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ St o rage Obj ec t s : 0 ]  
I o - r amtlisk . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ St o ra g e  Obj ec t s : 0 ]  

o - is ,- ,_ ;  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ Ta rge t s : 0 ]  
o - l o o p b d •: k  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ T a rge t s : 0 ]  

Figure 7. 5: Initial targetcli blank configuration 

Create back i n g  storage (backstores) . There a re severa l types of back ing  storage. 

• block - A b lock  device def ined on t he  se rver. A d i sk  d r ive, d i s k  part i t ion ,  a log ica l  vo l u me,  
m u l t i path  device ,  any device f i les def ined on  the  server that  a re of type b.  

· fileio - C reate a f i l e, of a spec i f ied s i ze,  i n  the  f i l esystem of the  server. Th is  method is  
s i m i l a r  to us i ng  image f i l es to be the  storage for v i rt u a l  mach i ne  d is k  images. 

· pscsi - Phys ica l SCS I .  Permits passt h rough  to a physica l SCS I dev ice con nected to the 
server. This backstore type i s  not typ ica l l y  used. 

· ramdisk - C reate a ra md i sk  device ,  of a spec i f ied s i ze, i n  memory on the se rver. Th is  
type of storage  wi l l  not store data pers i sten t l y. When  the server i s  rebooted ,  the  ra md i sk  
def i n i t i on  w i l l  return  when  the  ta rget i s  i n stant iated ,  but  a l l  data  w i l l  have  been lost. 

Exa m p l es i n c l u d e  us ing  an ex ist i ng  l og i ca l  vo l u me, a d i sk  pa rt i t i on ,  a n d  a new f i l e  at a 
spec i f ied  s ize .  The backstores d i sp l ay  as  deactivated.  

/> cd /backstores/ 

/bac k s to r es> block/ c reate block1 /dev/iSCSI_vg/disk1_lv 

Created  block s t o rage obj ect  block1  u s i n g  /dev/iSCSI_vg /disk1_lv . 
/bac k s t o res> block/ create block2 /dev/vdb2 

created  bloc k s t o rage obj ect  bloc k2  using  /dev/vd b2 . 
/bac k s t o res>  fileio/ create file1 /root/disk1_file 100M 

Created  fileio file1 wit h  size 104857600 
/bac k s t o res>  ls 

o - bac ks  t o r e s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ . . .  ] 
o - blo c k  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ S t o rage Obj ects : 2 ]  
I o - block1 . . . . . . .  [ /dev/iSCSI_vg/dis k1_lv ( 100 . 0MiB ) write - t h r u  deact ivat e d ]  
I o - bloc k2 . . . . . . . . . . . . . . . . . . . . . .  [ /dev/vd b2 ( 1 . 0GiB ) write - t h r u  deact ivat e d ]  
o - fileio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o r age  Obj ects : 1 ]  
I o - file1 . . . . . . . . . . . . . .  [ / root/dis k1_file ( 100 . 0MiB ) writ e - bac k deactivat ed ] 
o - p s c s i  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ects : 0 ]  

I i 

o - r amd i s k  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t orage Obj ec t s : 0 ]  _ !  

RH254- R H EL7-en-1 -20140711 1 81 



Chapter 7. Provid i ng Remote B l oc k  Storage 

4 .  C reate a n  ION for the  ta rget. Th i s  s tep w i l l  a l so c reate a defa u l t  TPG underneath t he  I O N .  

/bac k s to res> c d  /iscsi/ 

/iscsi> create iqn . 2914 - 96 . com . example : remotedisk1 

C reated target  iqn . 2014 - 06 . com . example : r emotediskl . 
C reated TPG 1 .  
/iscsi> ls 

o - iscsi . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [Targe t s : 1 ]  
o - iqn . 2014 - 06 . com . example : remotediskl . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ TPGs : 1 ]  

o - t p g 1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ no - gen - acl s ,  no - au t h ]  
o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ ACLs : 0 ]  
o - luns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ LUNs : 0 ]  
o - por tals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ Po r tals : 0 ]  

A n  adm in i st rator c a n  u s e  the  c reate without  specify i ng  the  I O N  t o  c reate. 
target cli wi l l  generate an I O N  s im i l a r  to the fo l l ow ing :  iqn . 2003 - 01 .  org . linux ­

iscsi . server0 . x8664 : sn . 69b30d2cfd01.  S pec ify i n g  the  I O N  va l u e  p rovides the  a b i l ity 
for an adm in istrator to use a mea n i ngfu l  na mespace for the i r  I QNs. 

5. In the TPG, create an ACL for the c l ient  node to be used la ter. Beca use the g loba l  
auto_add_mapped_luns parameter is set to t rue  (defa u l t ) ,  any ex ist i ng  LUNs  i n  the  TPG 
a re mapped to each ACL as i t  i s  created. 

/iscsi> cd iqn . 2014 - 06 . com . example : remotediskl/tpgl/ 

/iscsi/iq n . 20 . . .  s k1/tpg1> acls/ create iqn . 2014 - 06 . com . example : desktop0 

C reated NODE ACL for  iqn . 2014 - 06 . com . example : de s k t o p 0  
/iscsi/iqn . 20 . . .  : server0/ t g p1> l s  

o - t pg 1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ n o - gen - acl s ,  no - au t h ]  
o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ ACLs : 1 ]  
I o - iqn . 2014 - 06 . com . example : deskt op0 . . . . . . . . . . . . . . . . . . . . . . .  [ Mapped LUNs : 0 ]  
o - luns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ LUNs : 0 ]  
o - p o r t als . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ P o r tals : 0 ]  

T h i s  ACL conf i gu res the  target t o  on l y  accept i n it iator con nect ions from a c l i en t  p resent ing  
iqn . 2014 - 06 .  com . example : desktop0 as  i t ' s  i n i t iator  ION ,  a l so known as the  i n i t iator 
name. 

6. In th is TPG, c reate a LUN for each ex ist i ng  backstores. This step a l so act ivates each 
backstore. Beca use ac l s  exist for the  TPG, they w i l l  be  a utomat ica l l y  ass ig ned to each LU N 
created. 
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i SCS I  t a rget conf i g u rat ion  

/iscsi/iq n . 2e . . .  : servere/tgpl> luns/ create /backstores/block/block1 

C reated LUN e .  
C reated LUN e - >e mapping  in node AC L iqn . 2e14 - e6 . com . example : desktope 
/iscsi/iqn . 2e . . .  : servere/tg pl> luns/ c reate /backstores/block/block2 

C reated LUN 1 .  
C r eated LUN 1 - >1 mapping in node AC L iqn . 2e14 - e6 . com . example : deskt ope 
/iscsi/iq n . 2e . . .  : servere/tg pl> luns/ create /backstores/fileio/file1 

Created LUN 2 .  
C reated LUN 2 - >2  mapping  in node ACL iqn . 2e14 - e6 . com . example : de s k tope 

/iscsi/iq n . 2e . . .  : servere/tgpl> ls 

o- tpgl  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ n o - gen - acl s ,  no - au t h ]  
o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ ACLs : 1 ]  
I o - iqn . 2e14 - e6 . com . example : de s ktope  . . . . . . . . . . . . . . . . . . . . . . .  [ Mapped LUNs : 3 ]  
I o - mapped_lune . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ lune block/blockl ( rw ) ] 

I o - mapped_lunl  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ lunl  bloc k/block2 ( rw ) ] 

I o - mapped_lun2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ lun2  fileio/filel ( rw ) ]  
o - luns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ LU N s : 3 ]  
I o - lune . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ bloc k/blockl ( /dev/iSCSI_vg/diskl_lv ) ]  
I o - lunl  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ block/bloc k2 ( /dev/vdb2 ) ]  
I o - lun2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ fileio/filel ( / root/dis kl_file ) ]  
o - p o r t als . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ Po r t als : e ]  

Hav ing  th ree L U N s  ass i gned  t o  a ta rget means  t h a t  w h e n  t h e  i n i t iator  con nects t o  t h e  
ta rget, i t  w i l l  rece ive t h ree  n e w  S C S I  dev ices.  

7. St i l l  i ns ide  the  TPG,  create a porta l conf i gu rat ion  to des ig nate the  l i sten i ng  I P  a d d ress a n d  
ports. Create a porta l u s i n g  the  system's  p u b l i c n etwork i nterface. Without  spec i fy i ng  a TCP 
port to use, the  porta l  creat ion  wi l l  defa u l t to the  sta n d a rd iSCS I  port (3260).  

/isc si/iq n . 2e . . .  : servere/tgpl> port als/ create 172 . 25 . 0 . 11 

Using  default I P  po r t  326e 
created netwo r k  p o r t al 172 . 25 . e . 11 : 326e 
/iscsi/iqn . 20 . . .  : servere/tg pl> ls 

o - t pgl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ n o - gen - acls , no - au t h ]  
o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ACLs : 1 ]  
I o - iqn . 2e14 - e6 . com . example : de s ktope . . . . . . . . . . . . . . . . . . . . . . .  [ Mapped LUNs : 3 ]  

I o - mapped_lune . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ lune  block/blockl ( rw ) ] 
I o - mapped_lunl  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ lunl  block/bloc k2  ( rw ) ] 

I o - mapped_lun2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ lun2  fileio/filel ( rw ) ] 
o - luns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ LU N s : 3 ]  
I o - lune  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ block/blockl ( /dev/iSCSI_vg/diskl_lv ) ]  

I o - lunl  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ bloc k/bloc k2 ( /dev/vd b2 ) ]  
I o - lun2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ fileio/filel ( / root/dis kl_file ) ]  
o - p o r t als . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ Po r t als : 1 ]  

o - 172 . 25 . e . 11 : 326e . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ OK ]  

I f  the  IP  is  not spec i f ied w i th  the  porta l creat ion ,  a n  I P  of 0.0.0.0 w i l l  be used .  Th i s  w i l l  
permit con n ect ions  on  a l l  n etwork interfaces de f i ned  on  the server. 

8 .  V iew the  ent i re conf ig u rat ion ,  then  ex i t  targetcli. t arget cli wi l l  a utomat ica l l y  save 
upon exit .  The res u l t i ng  pers i stent conf ig u rat ion  f i l e  is  stored i n  JavaScr ipt  O bject  Notat ion  
(J SON)  format .  
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/iscsi/iq n . 2e . . .  : se rvere/ t gpl> cd I 
/> ls 

0 - / . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ . . .  ] 
o - bac k s  t o r e s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ . . .  ] 

o - block . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o r age Obj ec t s : 2 ]  
I o - blockl  . . . . . . .  [ /dev/iSCSI_vg/diskl_lv ( 1ee . eMiB ) write - t h r u  ac t ivate d ]  

I o - blo c k 2  . . . . . . . . . . . . . . . . . . . . . .  [ /d ev/vd b2 ( 1 . eGiB ) write - t h r u  activat ed ] 
o - fileio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o r age Obj ec t s : 1 ]  
I o - filel . . . . . . . . . . . . . .  [ / root/diskl_file ( 1ee . eMiB ) writ e - back activated]  
o - pscsi  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ec t s : e ]  
o - r amdisk  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ect s :  e ]  

o - iscsi  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [Targe t s : 1 ]  
I o - iqn . 2e14 - e6 . com . example : remotedisk1  . . . . . . . . . . . . . . . . . . . . . . . . . . .  [TPGs : 1 ]  
I o - tpgl  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ no - gen - acls , no - au t h ]  

I o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ AC L s : 1 ]  

I I o - iqn . 2e14 - e6 . com . example : de s k t ope . . . . . . . . . . . . . . . . .  [ Mapped LUNs : 3 ]  

I I o - mapped_lune . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [lune  block/blockl ( rw ) ]  
I I o - mapped_lunl . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ lunl  block/block2 ( rw ) ] 

I I o - mapped_lun2 . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ lun2  fileio/filel ( rw ) ] 
I o - l u n s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ LUNs : 3 ]  
I I o - lune . . . . . . . . . . . . . . . . . . . . . .  [ block/blockl ( /dev/iSCSI_vg/diskl_lv ) ]  
I I o - lunl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ bloc k/bloc k2  ( /dev/vdb2 ) ]  
I I o - lun2  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ f ileio/filel ( / root/dis kl_file ) ]  
I o - p o r t als . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ Po r t als : 1 ]  
I o - 172 . 25 . e . 11 : 326e . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [OK]  
o - loopbac k . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [Target s :  e ]  

/> exit 

Global p ref auto_save_on_exit=t r ue 
Last  1e configs saved in /etc/target/bac k u p . 
Config u r a t ion  saved to /etc/target/saveconfig . j son 

9. Add a port exempt ion  to the defa u lt f i rewa l l  for port 3260, the sta n d a rd i SCS I  port .  

[ root@servere - ] #  firewall - cmd - - add - port=3260/tcp 

[ root@servere - ] #  firewall - cmd - - add - port=3260/tcp - - permanent 

1 0. Enab l e  the  target . service systemd u n i t .  The  target . se rvice wi l l  recreate the  target 
conf ig u rat ion  from the  json f i le at boot. I f  t h i s  step i s  sk ipped ,  any confi g u red ta rgets w i l l  
work u nt i l  t he  m a c h i n e  i s  rebooted;  however, after a reboot, no targets w i l l  be offered b y  t h e  
server. 

[ r oot@servere - ] #  systemctl enable target 

Authent icat ion 

I n  add it ion  to ACL  node ver i f icat ion ,  password-based authent icat ion can  be  i m p l e mented .  
Authent icat ion ca n be req u i red d u r i ng  the  iSCS I  d i scovery phase. Authent icat ion  can be 
u n i d i rect iona l  o r  b i d i rect iona l .  

C H A P  authent icat ion  does  no t  u se  strong  encrypt ion fo r  the  pass ing  o f  credent ia l s .  W h i l e  CHAP 
does  offer a n  add i t i ona l  factor o f  au thent icat ion bes ides hav ing  a correct l y  conf igu red i n i t iator 
na me, conf ig u red i n  a n  ACL ,  it  shou ld  not be cons idered secu re. I f  secu r ity of iSCS I data i s  a 
concern ,  contro l l i ng  the  network s ide  of the  protocol  is a better method to assu re sec u r ity. 
Prov id ing  a ded i cated ,  i so l ated network,  or v l ans  to pass the  i SCS I  t raff ic w i l l  be a more secure 
imp l ementat ion of the  protoco l .  
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i SCS I  t a rget conf i gu rat ion  

Comma nd- l i ne  mode 

I n  the d e m onstrat ion ,  targetcli was run  i n  i n teract ive mode,  but  targetcli can  a l so be used 
to execute a ser ies of com mands  v ia  the  command - l i ne .  In  the  fo l l ow i n g  exa m p l e, target cli 

w i l l  be  used to create a backstore device, an I O N ,  and act ivate a porta l .  The exa m p l e, as  written ,  
w i l l  n o t  p resent a u s a b l e  ta rget,  bu t  i s  meant  t o  demonst rate severa l act ions  executed with 
target cli. Th is  method cou l d  be used to scr i pt target conf i g u rat ion .  At the  end of the  l i st of  
com m a n ds ,  a saveconfig com mand  is executed .  U n l i ke the  i nteract ive use  of targetcli, 

command - l i n e  mode  w i l l  not save the conf ig u rat ion  as  a json f i l e  u n t i l  the saveconfig 

command  i s  used .  

[ root@server0  - ]#  targetcli /backstores/block create  blockl /dev/vdb 

Created block s t o rage obj ect bloc kl u s i n g  /dev/vd b . 
[ root@server0 - ] #  t argetcli /iscsi c reate iqn . 2014 - 06 . com . example : remotediskl 
Created t a r g e t  iqn . 2014 - 06 . com . example : remotedis kl . 
Created TPG 1 .  
[ root@server0 - ] #  targetcli /iscsi/iqn . 2014 - 06 . com . example : remotediskl/t pgl/portals 

create 172 . 25 . 0 . 11 

Using default I P  p o r t  3260 
C reated netwo r k  p o r t al 172 . 25 . 0 . 11 : 3260 . 
[ root@s e rver0  - ] #  targetcli saveconfig 

Last 10 configs saved in /etc/target/bac ku p . 
Config u r at ion saved to /etc/target/saveconfig . j son 

Refe re n ces 

targetcli(8) m a n  page  

L I N UX 1 /0 Ta rgetc l i  
http://I i n u x - iscs i .org/w i k i/Ta rgetc l i 
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P ra ct i ce:  Provi d i n g iSCS I Ta rg ets 

G u ided exerc ise 

I n  th i s  l a b, you wi l l  conf i gu re a R H E L  server t o  become an  i SCS I  ta rget server, i n c l ud i ng  open ing  
f i rewa l l  a ccess, c reat ing  a back ing  store, and  sett i ng  ta rget a n d  L U N  access parameters.  

Resou rces: 

Files: /etc/ta rget/saveconf ig . json 

M achines: serverX 

Outcomes: 

The c reat ion and conf i gu rat ion  of an iSCS I ta rget b lock  device with ACL-va l i dated access. 

Before you begin . . .  

• Reset you r  se rve rX system.  

Log  i n  to you r  serve rX system a n d  become root.  

[ s tudent@serverX -]$  sudo  -i  

D 1 .  Prepa re the server  system to become an  iSCS I target server by i nsta l l i n g  the  ta rget 
conf i g u rat ion u t i l i ty, sta rt i n g  the target service and open ing  the f i rewa l l  for the i SCS I  
se rver port. 

D 1 .1 .  I nsta l l  the  targetcli R P M .  

[ root@serve rX - ] # yum - y  install targetcli 

D 1 .2. Enab le  and start the target serv ice. 

[ root@se rverX - ] #  systemctl enable target ; systemctl start target 

�-- - -------- - - --- - - --- - - - --- - ---- --�------- - � --�- ·-�--- _, 

D 1 .3. Open the i SCS I  server port on the f i rewa l l  as  a permanent  cha nge. Re load the  
conf i gu rat ion  for  i m med iate use. 

[ root@se rverX - ] #  firewall - cmd - - pe rmanent - - ad d - port=3260/tcp 

[ root@se rve rX - ] #  firewall - cmd - - reload 

D 2.  C reate the  physica l d i s k  st ructure to use as a back ing  store dev ice for a target  to be  
c reated i n  a l a te r  step. Pa rt it ion  a d isk ,  b u i l d  a vo l u m e  g ro u p, a n d  c reate a log ica l vo l u m e. 

1 86 

D 2.1 .  C reate a 1 G B  part i t ion u s i n g  the  second phys ica l  d i sk  on  the  server system.  

[ root@serverX - ] #  fdisk /dev/vdb 
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Gu ided  exerc ise 

Use fdisk to c reate a new pr imary part i t ion  wi th  a s ize of 1 GB. Use the part i t io n  
t a g  a p p ropr iate f o r  u s e  as a L i n u x  LV M part i t ion  ( "Se" ) .  Remember  t o  w rite 
before ex it i ng .  This exercise uses the expected part i t ion name /dev/vdbl. 

D 3. 

D 2.2.  C reate a l og i ca l  vo l u m e  manager  vo l u m e  group named iSCSI_vg us i ng  the 
part i t ion c reated i n  the  prev ious  step.  

[ root@se rve r x  se rvices ] #  pvcreate /dev/vdbl 

[ root@serverx se rvice s ] #  vgcreate iSCSI_vg /dev/vdbl 

[ root@serverX s e r vices ] #  vgdisplay iSCSI_vg 

D 2.3. C reate a 100 M i B  log i ca l  vo l u m e  named diskl_lv i n  the  n ew vo l u me g roup. 

[ root@serverX - ] #  lvc reate - n  diskl_lv - L  100m iSCSI_vg 

[ root@serverx - ] #  lvdisplay iSCSI_vg/diskl_lv 

Go i nto target cli' s i nteract ive mode to conf i g u re the  iSCS I ta rget. 

I [ root@serverX - ] #  targetcli 

D 4. Conf i gu re the ex ist i n g  /dev/iSCSI_vg/diskl_lv l og ica l vo l u m e  as a b l ock-type 
back ing  store. Use the n a m e  serverX . diskl for the backstore, rep l ac i ng  X with you r  
system n u m ber. 

I /> /backstores/block/ c reate serverX . diskl /dev/iSCSI_vg/diskl_lv 

D 5. C reate a u n i q u e  iSCS I Q u a l i f ied N a m e  ( I O N )  for the ta rget. The ta rget w i l l  be  
iqn . 2014 - 06 . com . example : se rve rX. 

I /> /iscsi create iqn . 2014 - 06 . com . example : se rver� 
C reat ing the  I O N  n a m e  a utomat ica l l y  created a defa u l t ta rget porta l g ro u p  named  t pgl. 

D 6. C reate an ACL fo r the c l ient  node ( i n i t iator) .  The  i n i t iator w i l l  be connect i ng  with it 's 
i n i t iator n a m e  set to iqn . 2014 - 06 . com . example : desktopX. 

/> /iscsi/iqn . 2014 - 06 . com . example : serverX/tpgl/acls/ c reate 

iqn . 2014 - 06 . com . example : desktopX 

D 7. C reate a L U N  unde r  t he  ta rget .  the  L U N  shou l d  use the  prev ious ly  def i ned  back ing  
storage d evice named  se rve rX . dis kl .  

D 8.  

r1 /> /iscsi/iq n . 2014 - 06 . com . example : se rverX/tpgl/luns c reate /backstores/block/ 

serverX . diskl 

Conf igu re a porta l for the ta rget to l i sten on 172.25.X.1 1 ,  port 3260. 

I /> /iscsi/iq n . 2014 - 06 . com . example : se rverX/t pgl/portals c reate 172 . 25 . X . 11 
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D 9. V iew, ver i fy, a n d  save the ta rget server conf i gu rat ion .  

. ·�. · . 

188 

D 9.1 . V iew a n d  ver i fy the conf ig u rat ion .  

/ >  ls 
o - I . . . . . . . . . . . . . . . . . . . . . .  · · . . . .  · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · [ · · · ]  

o - bac kstores  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ . . .  ] 
I o - block . . . . . . . . . . . . .  , . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o r age Obj ects : 1 ]  
I I o - se rverX . diskl . . . .  . 

. . . . .  [ / dev/iSCSI_vg/diskl_lv ( 100 . 0MiB ) write - t h r u  ac t ivated ] 
o - fileio . . . . . . . . . .  , . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o r age Obj ec t s : 0 ]  
o - pscsi  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ec t s : 0 ]  
o - ramdisk  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ S t o rage Obj ec t s : 0 ]  

o - iscsi  . . .  , . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [Target s : 1 ]  
I o - iqn . 2014 - 06 . com . example : se rverX . . . . . . . . . . . . . . . . . . . . .  , . [TPGs : 1 ]  
I o - tpgl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ no - gen - acls , no - au t h ]  
I o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ACLs : 1 ]  
I I o - iqn . 2014 - 06 . com . example : de s k t opX . . . . . . . . .  [ Mapped LUNs : 1 ]  
I I I o - mapped_lun0 . . . . . . . . . . . .  [ lunl  bloc k/se rve rX . diskl  ( rw ) ]  
I o - luns . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ LUNs : 1 ]  
I I o - lune . . . . . .  [ bloc k/se rverX . diskl ( /d ev/iSCSI_vg/diskl_lv ) ]  
I o - portals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ Po r t als : 1 ]  
I o - 172 . 25 . X . 11 : 3260 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [OK]  
o - loopback  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [Target s :  0 ]  

D 9.2 .  Ex i t  and save the confi g u rat i on  to the  defa u l t  
/etc/target/saveconfig . j son.  

r I /> exit 

I m p o rta nt 

The outcome of the pract ice wi l l  be  used i n  the next p ract ice.  Therefore, do  not 
reset you r  serverX host after the  com p l et ion  of this p ract ice . 

N ote 

A p ract i ca l  method to test t h i s  conf i g u rat ion is to i n sta l l  t he  i SCS I  c l i e nt 
too l s  package a n d  perform a d i scovery from a separate c l i en t  system.  Th is  i s  
presented i n  the  Accessing iSCSI Storage exercise. 

A l t hough  an iSCS I c l ient  conf igu rat ion  can be i n sta l l ed on  th i s  ta rget server, 
a n  a d m i n istrator must ensu re that  a ny i SCS I  node records c reated d u ri n g  test 
d i scover ies a re de leted pr ior  to ta rget d iscovery from c l i ent systems.  These 
proced u res a re p resented i n  the  Accessing iSCSI Storage sect ion .  
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Access ing  i SCS I  Storage 

Access i n g i SCS I Sto ra g e  

Object ives 
After comp le t i ng  th i s  sect ion ,  students shou ld  be  ab l e  to: 

• Prepare a Red Hat Enterpr ise L i n u x  c l i e nt to access an  i SCS I  target servi ce. 

• Access a n d  log i nto a remote iSCS I porta l ,  t a rget .  a n d  L U N .  

• Pract ice i S C S I  pers i stence t h rough  the  use a n d  de l et ion  o f  pers istent  n o d e  records. 

iSCS I i n it i ator  i n t rod uct i o n  
I n  Red Hat  Enterpr ise L i nux  a n  iSCS I i n it i a tor  i s  typica l l y  i m p l emented i n  softwa re, a n d  funct ions  
s im i l a r  to a h a rd wa re i SCS I  H BA to a ccess ta rg ets f rom a remote storage  server. Us i ng  a 
software-based i S C S I  i n i t iator req u i res con nect i ng  to a n  ex ist i ng  Ethernet  network of suff ic ient  
bandwidth to carry t he  expected storage t raff ic .  

iSCS I  can  a l so be i m p l emented us ing a ha rd wa re i n i t iator that  i nc l udes  the req u i red protoco l s  in  
a ded icated host bus ada pter. iSCS I  H BAs and TCP off load  eng i nes (TOE) ,  which i n c l u d e  the TC P 
network sta c k  on a n  Ethernet N I C , m ove the  p rocess i ng  of i SCS I  or TCP overhead a n d  Ethernet 
i nterrupts to h a rdwa re, eas ing the  load  on  system CPUs. 

Conf i g u r i n g  a n  i S C S I  c l ient  i n i t iator requ i res i nsta l l i n g  the  iscsi-initiator-utils package ,  
wh ich  i n c l udes  the  iscsi and  iscsid serv ices and  the  /etc/iscsi/iscsid . conf and 
/etc/iscsi/init iatorname . iscsi confi g u rat ion f i l es. 

As an i S C S I  node ,  the c l ient  req u i res a u n i q u e  I O N .  The defa u l t 
/etc/iscsi/initiatorname . iscsi f i l e  conta ins  a generated I O N  us i ng  Red Hat ' s  doma in .  

Ad m in i st rators typ ica l l y  reset the  ION  to  t he i r  own doma in  a n d  an  app ropr iate c l ient  system 
stri ng .  

The /et c/iscsi/iscsid . conf f i l e  conta i n s  defa u l t  sett i ngs  fo r  node  records c reated d u r i n g  
n e w  ta rget d iscovery. Sett i ngs  i n c l u d e  i SCS I  t i meouts ,  retry pa rameters ,  a n d  a uthent icat ion 
userna mes and passwords .  Chang i ng  th i s  f i le  req u i res resta rt ing  t he  iscsi service. 

,---.. �-���---! [ root@des ktopX - ] #  systemctl restart iscsi 

L- - -- ------

To be a b l e  to d iscover ta rgets, i n sta l l  the  iscsi-initiator-utils package, t hen  e n a b l e  a n d  start the  
iscsi serv ice.  Ta rgets m ust be d i scovered before device connect ion a n d  use .  The d i scovery 
process stores ta rget node i nformat ion  a n d  sett i ngs  in the /var /lib/iscsi/nodes d i recto ry, 
us ing  defa u l ts  f rom /et c/iscsi/iscsid . conf.  S ince the  same ta rget can ex ist on mu l t i p l e  
porta l s ,  node  records a re stored for each  porta l .  Perform d iscovery w i th  the  fo l l owi ng command :  

--- -�---- -

: [ root@d e s k t opX - ] #  iscsiadm - m  discovery -t sendtargets - p  target_server[ : port] 

172 . 25 . X . 11 : 3260 , 1 iqn . 2014 - 06 . com . example : se rverX 

I n  d i scovery mode ,  the  sendtargets  req uest ret u rns  o n l y  ta rgets w i th  a ccess conf i g u red for 
th i s  i n i t iator. The port  n u mber  can  be om itted when  the  target server is conf ig u red on defa u l t 
port 3260. U pon d iscovery, a node record is w ritten to /var /lib/iscsi/nodes and  used for 
subseq uent  log ins .  To use the l i sted ta rg et ,  l og  in us i ng  the  fo l l ow ing  command :  
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D 2 .3 .  I d e nt i fy the  newly avai l a b l e  b lock  d ev ice created by the  i S C S I  ta rget l og in .  

[ root@de s k t opX - ] #  lsblk 

[ r oot@d e s k t opX - ] #  tail /var/log/messages 

D 3. Browse the con nect ion i nformat ion about  the target porta l ,  con nect i o n ,  a n d  para meters 
used by the connected device. Locate the node record. 

D 3.1 .  L i st t he  ta rgets recogn i zed  b y  the  iscsi service.  

[ root@d e s ktopX - ] #  iscsiadm - m  session -P 3 

iSCSI Transport  Class ver sion 2 . 0 - 870 
version 6 . 2 . 0 - 873 - 21 
Target : iqn . 2014 - 06 . com . example : se rve rX 

C u r rent  Portal : 17 2 . 25 . X . 11 : 3260 , 1 
Persistent  Po r t al : 172 . 25 . X . 11 : 3260 , 1 

* * * * * * * * * *  
I n t e rface : 
* * * * * * * * * * Resou rces  
Iface N ame : default 
Iface Transpo r t : tcp  
!face I nitiat o rname : iqn . 2014 - 06 . com . example : de s k t opX 
Iface IPad d r e s s : 172 . 25 . X . 10 
Iface HWad d r e s s : <empty> 
Iface Net dev : <empty> 
SID : 3 
iSCSI Con nec t ion State : LOGGED I N  
iSCSI Session State : LOGGED_I N 
I n t e r nal iscsid  Session State : NO CHANGE 
* * * * * * * * * * * * * * * * * * * * * * * *  
Negotiated iSCSI pa rams : 
* * * * * * * * * * * * * * * * * * * * * * * *  
Head e rDige s t : None 
DataDiges t :  None 
MaxRecvDataSegme n t Leng t h : 262144 
MaxXmitDataSegme n t Leng t h : 8192 
F i r s t Bu r s t Leng t h : 65536 
MaxBu r s t Leng t h : 262144 
ImmediateDat a :  Yes 
InitialR2T : Yes 
Maxou t s t andingR2T : 1 
* * * * * * * * * * * * * * * * * * * * * * * *  
At t ached SCSI devices : 
* * * * * * * * * * * * * * * * * * * * * * * *  
Host  N umbe r : 5 S t ate : r u nning 
scsi5 Channel 00 I d  0 Lun : 0 
scsi5 Channel 00 I d  0 Lun : 1 

Attached  scsi disk  sdb  State : r u n ning 

D 3.2. Change  d i rectory to the l ocat ion  of the iSCS I  node records for the rema inder  of 
this exercise. Locate the persistent node record for the new iSCS I  ta rget .  

[ root@d e s k t opX -]# cd /var/lib/iscsi/nodes 

[ r oot@de s k t opX nodes ] $  ls - lR 

D 3.3 .  V iew the  connect ion parameters defa u l ts i n  a n  iSCS I  node record. 

J 
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Gu ided  exerc ise 

[ r oot@deskt opX node s ] #  less 

iqn . 2014 - 06 . com . example : se rverX/172 . 25 . X . 11 , 3260 , 1/default 

D 4. Connect to a n d  d i sconnect from the  ta rget ,  u s i ng  both m a n u a l  commands  a n d  methods 
that  u t i l i ze  the  node record (s) to connect a utomat ica l l y. 

D 4.1 . D isconnect the  i SCS I  b l ock  dev ice by l ogg i ng  out of the  i SCS I  ta rget .  Conf i rm that  
the  correspond i ng  i SCS I  b l o ck  d evice has  d i sa ppeared.  

I m po rta nt 

I n  th i s  exercise,  the  b l oc k  d evice was not formatted or  otherwise used.  
I f  the  device i s  i n  use, u n m o u nt i t  p roper ly  before cont inu i ng .  

[ root@desktopX node s ] #  iscsiadm - m  node - T  iqn . 2014 - 06 . com . example : serverx 

-p 172 . 25 . X . 11 - u  

[ root@desktopX node s ] $ lsblk 

D 4.2.  Conf i rm that the node reco rd for the d i sconnected i SCS I  ta rget st i l l  ex i sts. 

! [ r oo t@de s k t opX node s ] #  ls - lR 

D 4.3. Restart the iscsi c l ient  serv ice. Conf i rm that  the  i SCS I  b l ock device retu rns.  The  
iscsi perfo rms l og i n s  for  a l l  node  records found .  

�eskt opX nodes ] #  systemctl restart

� 

iscsi I � ���;;��s k t opX node s ] #  lsblk 

D 4.4. D isco n nect the i SCS I  b l ock  device aga i n  by l ogg ing  out of the iSCS I ta rget. 
Add i t iona l ly, d e l ete the node  record us i ng  the proper  command .  Conf i rm that the  
iSCS I b l ock  device has  aga i n  d i sappeared .  

[ root@deskt opX nodes ] #  iscsiadm - m  node - T  iqn . 2014 - 06 . com . example : se rverx 

-p 172 . 25 . X . 11 - u  

[ root@deskt opX nodes ] #  iscsiadm - m  node - T  iqn . 2014 - 06 . com . example : se rverx 

-p 172 . 25 . X . 11 -o delet e  

[ root@deskt opX nodes ] #  lsblk 

D 4.5. Conf i rm that the node record for the d isco n nected iSCS I ta rget no  longer  exists .  

I [ r oot@deskt opX nodes ] #  ls - lR 

D 4.6. Restart the  iscsi c l ient  serv ice. Conf i rm that  the i S C S I  b l ock device does not 
retu rn  s i nce there i s  no  node record to t r igger  the  ta rget l og i n .  

[ root@deskt opX node s ] #  systemctl restart iscsi 

[ root@deskt opX node s ] #  lsblk 
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D 5. Redi scover the  target and conf i rm that  the  d iscovery step a l o n e  c reates the  node  
record (s). 

194 

D 5.1 .  Redi scover the  conf i g u red i S C S I  ta rgets p rov ided  b y  a spec i f ic  i S C S I  ta rget server 
porta l ,  but  d o  not l og  i n to the ta rget. 

[ root@d e s k t opX nodes ] #  iscsiadm -m discovery -t st -p 172 . 25 . X . 11 

I 172 . 25 . X . 11 : 32 6 0 , 1 iqn . 2014 - 06 . com . example : se rve rX 

D 5.2. Conf i rm that the node record for the i SCS I  ta rget i s  created by d iscovery, even 
before l og i n  has  occurred.  

I [ r oot@d e s k topX nodes ] #  ls - R  I 
D 5.3. C lean  up  by de l et i ng  the  node record aga in .  Conf i rm that  the node reco rd no  

longer  ex ists .  When  f i n i shed ,  retu rn  to you r  home d i rectory. 

[ r oot@d e s k t opX node s ] #  iscsiadm -m node - T  iqn . 2014 - 06 . com . example : serverX 

- p  172 . 25 . X . 11 - o  delete 

[ r oot@d e s k topX nodes ] #  ls - lR 

[ root@d e s k topX node s ] #  cd -
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Lab :  Provid i n g  B l ock-based Storage  

La b:  P rovi d i n g B l ock- based Stora g e  

Perfo rmance check l ist 

I n  th i s  l a b, you wi l l  b u i l d  a target serve r and  con nect to a ta rget from a c l i ent node ,  t hen  use t he  
resu l t i ng  b l ock  devices to create a f i l e  system.  

Resou rces: , 

Files: /etc/ta rget/saveconf ig .json 

/etc/i scs i/ i n i t ia torname. iscs i  

Machines: se rve rX a n d  desktopX 

O utcomes: 

A n  i SCS I  ta rget exported from your  se rve rX mach i ne ,  l i m ited with ACLs so that  i t  ca n on ly be 
used by you r  desktopX, used by you r  desktopX system w i th  a pers istent mou nt .  

Before you begin . . .  

• Reset you r  se rverX system .  

• Reset you r  desktopX system.  

You have been  asked to c reate a new 1 G iB  i SCS I  target o n  you r  se rve rX mach ine. Th i s  ta rget 
shou l d  be ca l led iqn . 2014 - 06 .  com . example : se rve rx. This ta rget shou l d  o n l y  be ava i l a b l e  
t o  c l i e nts w i t h  a n  i n i t iato rname o f  iqn . 2014 - 06 .  com . example : desktopX. 

You r  desktopX mach i ne  shou l d  pers istent l y  log  i n  to th i s  ta rget ,  a n d  pers isten t l y  mount a (new) 
X FS f i l e  system created on tha t  ta rget on /iscsidisk.  

1 .  On  your  se rverX mach ine  c reate a new 1 GiB part i t ion on you r  secondary h a rd d isk for 
use as  a back ing  store. 

2. I n sta l l  a l l  needed packages on se rve rx, then  start a n d  enab l e  a l l  re l evant  serv ices. 

3 .  C reate a new iSCS I  target ca l l ed  iqn . 2014 - 06 .  com . example : se rve rx, us i ng  you r  
new part i t ion as  a back ing  store, a n d  l i m ited o n l y  t o  c l i e nts w i th  t h e  i n it iato rname 
iqn . 2014 - 06 . com . example : desktopX. 

4. Open a l l  re l evant  ports for i SCS I  on the  f i rewa l l  on  you r  serve rx mach ine. 

5 .  On  you r  desktopX mach i ne  ver i fy that  the  iscsi-initiator-utils package is i nsta l l ed ,  then  set  
the  i n it iatorname to iqn . 2014 - 06 . com . example : desktopX. 

6. D iscover and l og i n  to the  new ta rget. Ver ify the dev ice node for the  new ta rget.  

7. C reate a n  X FS f i l e  system o n  the  new d i sk ,  then  pers istent ly  mount  it on /iscsidisk.  
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Solut ion 

I n  th is  lab ,  you w i l l  bu i l d  a ta rget server and connect t o  a target from a c l ient  n ode, then use the  

resu lt ing b lock devices to create a f i l e  system.  

Resources: 

Files: /etc/target/saveconf ig .json 

/etc/i scs i/i n it  iatorn a m  e. i scs i 

Machines: s e rverX a n d desktopX 

Outcomes: 

An iSCSI ta rget exported from you r  se rverX mach ine, l im ited with ACLs so that it can only be 

used by your deskt opX, used by your deskt opX system with a persistent m ou nt.  

Before you begin ...  

Reset your se rverx system. 

Reset your deskt opX system. 

You have been asked to create a new 1 GiB iSCSI  targ et on you r se rverX mach ine. Th is  target 

shou ld  be ca l led  iqn . 2014 - 06 .  com . example : se rve rX. This target shou ld  only be ava i l ab le  

to c l i ents w i th  a n  i n it iatorname of  iqn . 2014 - 06 . com . example : deskt opX. 

You r  desktopX mach ine  shou ld  persistently log  i n  to th is  target,  a nd persistent ly mount a (new) 

XFS f i le system c reated on that target on /iscsidisk. 

1 .  On your se rverX mach ine  c reate a new 1 G i B  part it ion on  your  secondary h a rd d isk  for 

use as a back ing  store. 

1 .1 .  
[ s t u d ent@serverX - ] $  sudo fdisk /dev/vdb 

Welcome to fdisk  ( u t il - linux 2 . 23 . 2 ) . 

Changes will r emain in memory only,  u n til you decide t o  write  them . 
Be careful before using t h e  write command . 

Device does not  contain a recognized partit ion t able 
Building a n ew DOS dis klabel wit h  disk ident ifier 0xaa23f397 . 

Command ( m  for  help ) : n 

Partition type : 
p p r imary ( 0  p rimary,  0 extended ,  4 free ) 
e extended 

Select ( default p ) : p 

Par t i t ion number ( 1 - 4 ,  default 1 ) : Enter 

F i r s t  sector  ( 2048 - 20971519 , default 2048 ) : Enter 

Using default value 2048 
Last sec t o r ,  +sectors or  +size{K , M , G} ( 2048 - 20971519, default 20971519 ) :  +1G 
Partition 1 of type Linux and of size 1 GiB is  set  

Command (m  for  help ) : w 
The partit ion t able has been alt e red ' 

Calling ioct l ( ) to r e - read partition t able . 
Syncing disks . 

2 .  I nsta l l  a l l  needed packages on se rve rX, then  start and enab le  a l l  relevant services. 
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So lu t ion  

2 .1 .  I nsta l l  t he  targetcli package. 

[ s t uden t@s e r ve rX - ] $  sudo yum install targetcli 

2.2. E n a b l e  a n d  start the target . se rvice service. 

[ s t ud en t@se rve rx - ] $  sudo systemctl enable target . service 

[ s t u d e n t@se rve rx - ] $  sudo systemctl start target . service 

3. C reate a new i SCS I  target ca l l ed  iqn . 2014 - 06 .  com . example : se rverx, us ing  you r  
n e w  part i t ion  as  a back ing  store, a n d  l im ited o n l y  t o  c l ients w i th  t h e  i n i t iatorna m e  
iqn . 20 14 - 06 . com . example : desktopX. 

3.1 .  
[ s t uden t@se rve rx - ] $  sudo targetcli 

t argetcli  s hell ver sion 2 . 1 . fb34 
Copyright  2e11- 2e13 by Dat e r a ,  Inc and o t h e r s . 
F o r  help on command s ,  type ' help ' . 

/> /backstores/block c reate diskl /dev/vdbl 

Created  block sto rage obj ect d i s k l  using  /dev/vdbl . 
/> /iscsi create iqn . 2914 - 96 . com . example : se rverx 

C reated target  iqn . 2e14 - e6 . com . example : se rverx .  
Created  TPG 1 .  
/> /iscsi/iqn . 2914 - 96 . com . example : se rverX/tpgl/acls create 

iqn . 2914 - 96 . com . example : desktopX 
C reated Node ACL for  iqn . 2e14 - e6 . com . example : deskt opX 

I> /iscsi/iq n . 2914 - 96 . com . example : serverX/tpgl/luns c reate /backstores/block/ 

disk1 
C reated LUN e .  
Created LUN e - >e mapping in node AC L iqn . 2e14 - e6 . com . example : de s k t opX 
I>  /iscsi/iqn . 2914 - 96 . com . example : serve rX/tpgl/portals create 172 . 25 . X . 11 3269 

Using default IP  port 326e 
C r eated netwo r k  p o r t al 172 . 25 . X . 11 : 326e . 
/> ls 

o - I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ . . .  ] 
o - bac k s  to res . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ . . .  ] 

o - bloc k . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [ S t o rage Obj ects : 1 ]  
I o - d i s kl . . . . . . . . . . . . . . . . . . .  [ /dev/vdbl ( 1 . eGiB ) write - t h r u  act ivated ] 
o - fileio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ec t s : e ]  
o - pscsi  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ects : 0 ]  
o - ramdi s k  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ S t o rage Obj ects : e ]  

o - iscsi  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (Targets : 1 ]  
I o - iqn . 2e14 - e6 . com . example : se rv e rX . . . . . . . . . . . . . . . . . . . . . . . . . . .  [TPGs : 1 ]  

I o - t pg l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ no - gen - acls , no - au t h ]  
I o - acls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  (ACLs : 1 ]  
I I o - iqn . 2e14 - e6 . com . example : de s k t opX . . . . . . . . . . . . .  [ Mapped LUNs : 1 ]  
I I o - mapped_lune  . . . . . . . . . . . . . . . . . . . . . . . . .  [ l u n e  bloc k/diskl  ( rw ) ] 
I o - luns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ( LUNs : 1 ]  
I I o - lune . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ bloc k/diskl  ( /dev/vdbl ) ]  
I o - p o r tals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ( Po r t als : 1 ]  
I o - 172 . 25 . X . 11 : 326e . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [OK ]  
o - loopback  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ( Targe ts : e ]  

/> saveconf ig 

Last 1e configs saved in /et c / t a r g e t /bac k u p . 
Config u ration saved t o  /etc/target/saveconfig . j son 
/> exit 
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4. Open a l l  re leva nt ports for i SCS I  on the f i rewa l l  on  you r  se rverX mach i ne. 

4.1 .  I [ s t udent@serverx - ]$ sudo firewall - cmd - - pe rmanent - - add - port=3269/tcp 

. [ s t udent@se rverx - ] $  sudo firewall - cmd - - reload 

5. On your  desktopX mach ine  ver ify that  the iscsi-initiator-utils package i s  i nsta l l ed ,  t hen  set 
the i n i t iatorname to iqn . 2014 - 06 . com . example : desktopX. 

5.1 .  Verify that  the  iscsi-initiator-utils package i s  i nsta l l ed .  

I [ s t udent@se rverX - ] $  sudo yum install iscsi - ini�;ato r - utils 
' 

5.2. Set you r  i n it iatorname to iqn . 2014 - 06 . com . example : desktopX. Edit  
/etc/iscsi/initiatorname . iscsi so that  it  reads :  

I nitiat o r N ame=iqn . 2014 - 06 . com . example : desktopX 

....._,, v-� N ote 

After chang i ng  the  i n it ia torname when a target has  a l ready been  d iscovered 
do  not forget to restart  the iscsid . se rvice serv ice. 

6. Discover and log in  to the new ta rget. Ve rify the device node for the new target. 

6.1 .  D iscover the target .  

I [ s t udent@serverx -]$ sudo iscsiadm - m  discovery -t  st -p serverX . example . com------i 
6.2. Log i n  to the target .  

[ s t uden t@serverx -]$  sudo iscsiadm - m  node - T  iqn . 2014 - 06 . com . example : se rverx -1  

6.3 .  Ver i fy the  d evice node for the  iSCS I  d isk .  

[ s t udent@se rverx -]$  sudo iscsiadm - m  session - P3 I grep Attached 

At tached SCSI device s : 

At tached scsi  disk  sda  State : r u n n i n g  

7. Create a n  X FS f i l e  system on the  new d isk ,  then  pers isten t l y  mount  it on  /iscsidisk.  

198 

7.1 . C reate the f i l e  system,  m a ke s u re to use the  device node  you d i scovered i n  the  previous  
step, then  f i nd  the  U U I D  fo r  the  n ew f i l es system.  

r- -

I [ s t uden t@serverx - ] $  sudo mkfs - t  xfs /dev/sda 

[ s t uden t@se rve rx - ] $  sudo blkid /dev/sda 

7.2. C reate the mountpo i nt. 
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[ s t udent@serverx - ] $  sudo mkdir /iscsidisk 

7.3. Add the fo l l ow i ng  l i n e  to /etc/fst ab, where XXXXXXXX - XXXX- XXXX- XXXX ­
XXXXXXXXXXX is the  U U I D  you d iscovered for you r  new f i l esystem:  

I UUID=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX /iscsidisk  xfs _netdev 0 2 

7.4. Mount  the  f i l e  system a n d  ver i fy. 

[ s t udent@se rve rx - ] $  sudo mount /iscsidisk 

[ s t udent@serverx - ] $  df -h /iscsidisk 

Filesystem Size Used  Avail Use% Mou n t e d  on  
/dev/sda 1014M 33M 982M 4% /isc s i d i s k  
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-

S u m m a ry 
-

i SCS I Concepts 

In th i s  sect ion ,  students l earned  how to:  

• Descr ibe the  h i story of the  SCSI  p rotocol  and adaptat ion for use over networks.  

• Descr ibe b l ock  storage ca b l i n g  topo log ies.  -

• Defi n e  iSCS I components a n d  terms.  

Prov i d i ng  iSCS I Ta rgets 
-

I n  t h i s  sect i on ,  students l earned how to: 

• I d e nt i fy the steps to i nsta l l  and conf i g u re an  i SCS I  target server. 
-

• Descr ibe the  components for b u i l d i n g  a s i ng l e  i SCS I  target. 
-

• Descr ibe the  components for provi d i n g  access secu rity for each  i SCS I  ta rget. 

Access i n g  i SCS I  Storage  -

I n  th i s  sect ion ,  students learned how to:  

• Descr ibe the  i nsta l l a t ion and conf i g u rat ion  of an  i SCS I  i n i t i ator. -

• Out l i n e  the  steps to access a n d  l o g i n  to a n  i SCS I  L U N .  

• Descr ibe h o w  iSCS I pers istent con nect ions  a re i m p l emented.  
-

-

-

-

-

-

-

-

-
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® TRAINING 

CHAPT E R  8 

PROVIDING FILE- BASED 

STORAG E 

Overview 

Goal To p rovide N FS exports a n d  S M B  f i le  shares to specific 

systems and u sers. 

Objectives • Export f i le  syste ms to c l ient system s  using N FS,  

contro l l i n g  access by IP  address. 

• Export fi le systems to c l i ents using N FS, contro l l ing  

a ccess with Kerberos and us ing labeled N FS. 

• Share fi le systems with c l ients u s i n g  S M B, contro l l ing 

a ccess by username and password. 

• M o u nt a n  S M B  share with the multiuser mount option, 

using password-based authentication and c i  fsc reds to 

control  a ccess 

Sections • Export i n g  N FS File Systems (a nd Practice) 

• Protecting N FS Exports (and Pra ct ice) 

• Provid i n g  S M B  File Shares (and Practice) 

• Performing a M u lt iuser S M B  M o u nt (and Pract ice) 

Lab • Provid ing Fi le-based Storage 
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Export i n g  N FS F i l e  Syste ms 

O bject ives 
After  com p l et i ng  th i s  sect ion ,  students shou l d  be a b l e  to export  f i le  systems to c l i ent systems 
us i ng  N FS ,  cont ro l l i n g  access by IP add ress. 

What is N FS? 
The Network F i l e  System ( N FS)  i s  a n etwork f i l e  system com m o n l y  used by U N I X  systems and  
network-attached storage  devices to a l low mu l t i p l e  c l i ents to sha re access to f i l es over the  
network.  I t  provides access to shared d i rector ies o r  f i l es f rom c l ient  systems.  

Wa r n i n g  

The N FS protoco l  t ransm its  d ata  i n  c l ear  text over t h e  n etwork.  Fu rthermore, t h e  
server re l ies on the  c l i ent  to i dent i fy users. I t  i s  not recom mended to export d i rector ies 

with sens i t ive i nformat ion without the  use of Kerberos a uthent icat ion and enc rypt ion ,  
wh ich  i s  covered la ter  i n  th i s  sect ion .  

N FS exports 
A N FS server i nsta l l a t ion req u i res the  nfs-utils package to  be i n sta l l ed .  I t  p rov ides a l l  necessary 
ut i l i t i es to export a d i rectory wi th  N FS to c l i ents.  The conf i g u rat ion  f i le for the  N FS server 
exports i s  the  /etc/expo r t s  f i l e. 

The /et c/exports  f i l e  l i sts the  d i rectory to share to c l i ent hosts over the  network  a n d  i n d icates 
wh i ch  hosts o r  networks have access to the  export. 

N ote 

I n stead of  add ing  the  i n format ion  requ i red for export i ng  d i rector ies to the  
/etc/exports  f i l e, a new ly  created fi l e  named * . expo r t s  can be added to the  
/etc/exports . di d i rectory ho l d i ng  the  confi gu rat ion  of exports.  

Wa r n i n g  

Export ing the same d i rectory wi th  N FS a n d  S a m ba i s  not s u p ported on  Red Hat  
Enterpr ise L i nux  7, because  N FS a n d  Samba use d i fferent  f i l e  l ock ing  mechan isms ,  
wh ich  can  cause f i l e  corrupt ion .  

One  or  more c l i ents can be l i sted , sepa rated by a space, as  a :  

• D N S-reso l va b l e  host na me, l i ke server0 . example . com i n  the  fo l l owi ng exa mp le, where the  
/myshare d i rectory is  exported a n d  can  be mou nted by se rve r0 . example . com. 

r /myshare se rve re . exampl�� :·c:·--------
1 '-- --
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N FS exports 

• D N S-reso lvab l e  host name w i th  the  w i l dca rds  * for m u l t i p l e  characters a nd/o r ? for a s i ng l e  
character. The  fo l l ow ing  exa m p l e  a l l ows a l l  s ubdoma ins  i n  the  example . com d o m a i n  to  access 
the  N FS export. 

I I /myshare  * . example . com 

• D N S-reso l vab l e  host name  w i th  cha racter c l ass  l i sts in s q u a re brackets. In t h i s  exa m p l e, t he  
hosts se rver0 . example . com, serve r l . example . com, . . .  , a n d  se rver20 . example . com 

have access to the N FS export .  

I /mys hare  serve r [ 0 - 2 0 ] . example . com 

• 1 Pv4 add ress. The fo l l ow ing  exa m p l e  a l l ows access to t he  /myshare N FS share from the  
172 . 25 . 11 . 10 I P  a d d ress. 

I /mys hare  172 . 25 . 11 . 10 

• 1 Pv4 network.  Th is  exa m p l e  shows an  /etc/expo r t s  ent ry, wh ich  a l l ows access to the  N FS­
exported d i rectory /myshare from the 172 . 25 . 0 .  0/16 n etwork .  

I /myshare  172 . 25 . 0 . 0/16 

• 1 Pv6 a d d ress w i thout  squa re b rackets. The fo l l owi ng  exa m p l e  a l l ows the c l i ent  with 1 Pv6 
a d d ress 2000 : 472 : 18 : b51 : c32 : a21 access to the N FS-exported d i rectory /myshare.  

i /mys hare  2000 : 472 : 18 : b51 : c32 : a21 
i 

• 1 Pv6 network w i thout  square brackets. Th is  exa m p l e  a l l ows the  1 Pv6 network 
2000 : 472 : 18 : b51 : : /64 a ccess to the  N FS export .  

I /mys hare  2000 : 472 : 18 : b51 : : /64 

• A d i rectory can  be exported to m u l t i p l e  hosts s imu l taneous ly  by spec i fy ing m u l t i p l e  ta rgets 
with the i r  opt ions ,  separated by spaces, fo l l owi ng the d i rectory to export. 

I /myshare  * . example . com 172 . 25 . 0 .  0/16 

Opt iona l l y, there ca n be one or  more export opt ions spec i f ied  i n  rou n d  b rackets as  a com ma­
separated l i st .  d i rect l y  fo l l owed by each c l ient  def in i t ion .  Common ly  used  export  opt ions  a re:  

· ro,  read-o n l y: the  defa u l t  sett i ng  when noth i ng  is spec i f ied .  I t  is  a l l owed to exp l i c i t l y  specify 
it  w i th  an ent ry. Restr icts the N FS c l ients to rea d  f i l es on  the N FS share. Any wr i te operat ion  
i s  p roh ib ited.  The fo l l owi n g  exa m p l e  exp l i c i t l y  states the  ro f l ag  for the  serverO.exa m p l e.com 
host.  

/myshare  d e s k top0 . example . com ( ro )  
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• rw, read -wr i te :  a l l ows read and  write access for the  N FS c l i ents.  I n  the  fo l l ow ing  exa m p l e, 
the  desktop0 . example . com i s  a b l e  to access t he  N FS export read -o n l y, w h i l e  
se rve r [ 0 - 20 ]  . example . com has read-write access to the  N FS sha re. 

i 
I /myshare  d e s k t ope . example . com ( ro )  serve r [ 0 - 2 0 ] . example . com ( rw )  

• no_root_squash: B y  defa u l t ,  root on an  N FS c l i e nt i s  t reated as u s e r  nfsnobody b y  the 
N FS server. That is ,  i f  root attem pts to access  a f i l e  on a mounted export ,  t he  server w i l l  treat 
it  as an access by user nfsnobody i n stead .  This i s  a secu rity meas u re that can be prob l emat ic  
i n  scena rios where t he  N FS export i s  used as  I by a d i s k l ess c l ient  and root needs to be 
t reated as  root .  To d i sa b l e  th is  protect ion ,  the  se rver needs to add  no_root_squash to the 
l i st of  opt ions  set  for the  export  i n  /et c/expo r t s. 

The fo l l ow ing  exa m p l e  a l l ows the c l ient  dis kless . example . com read-write a n d  rea l root 
user  access to the exported N FS d i rectory /myshare. 

/myshare  dis kles s . example . com ( rw, no_root_s q u as h )  

Wa r n i n g  

N ote that  th i s  part i cu l a r  conf ig u rat ion  i s  not secu re, a n d  wou l d  b e  better done  i n  
conj u nct ion  w i th  Kerberos a uthent icat ion a n d  i nteg rity check i ng ,  wh i ch  i s  covered 
later  in th i s  sect ion .  

Confi g u ri n g  a n  N FS export 
I n  th i s  exa m p l e, p l ease fo l l ow a long  with t hese steps wh i l e  you r  i nstructor demonst rates how to 
share a d i rectory I P-based with N FS.  The d i rectory /myshare is on serverX a n d  w i l l  be mou nted 
on  the desktopX system.  

1 .  Sta rt the  N FS service on  serverX w i th  the  systemctl command .  

I [ root@serverX - ] #  systemctl start nfs - server 

2. Enab l e  the  N FS service to start at boot on  serverX.  

I I [ root@serverx - ] #  systemctl enable nfs - server 
I 

3. Create the d i rectory /myshare to share it  with N FS on  the serverX system.  

I [ root�se rverx -]# mkdir /myshare 

4. Export t he  /myshare d i rectory on serverX to t he  desktopX c l ient  as  a read- a n d  write­
enab led  sha re. To do  that ,  add the  fo l l owi n g  l i n e  to the /etc/expor t s  f i le on  serverX: 

204 

I ------- · - - -----�--------------------. 
i /myshare  desktopX ( rw )  
! �-4-
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Conf ig u r i ng  a n  N FS export 

5 .  After  the  changed  /etc/expor t s  f i le  has  been saved ,  app ly the changes by execut ing  
expo rtfs  - r .  

! I [ root@serverx - ] #  exportfs - r  

6. The N FS port 2049/TC P for nfsd must be open on  the server. To confi g u re firewalld to 
e n a b l e  access to the N FS exports  im med ia te ly, r un :  

I [ root@serverX - ] #  firewall - cmd - - permanent - - add - service=nfs 

7. Re load  the  f i rewa l l d  r u l es so the  new r u l e  g ets a p p l ied .  

- I [ root@serverX - ] #  firewall - cmd - - reload 
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8. Use the new l y  c reated mount po int  /mnt/nfsexpo r t  on  the  d esktopX system to mount  

t he  N FS-exported d i rectory. 

I [ roo t@des k t opX - ] #  mkdir /mnt/nfsexport  

9.  On  the  desktopX  system,  the share can  now be mou nted on the  newly created mount  po int  
/mnt /nfsexpo r t  with the  mount com m a n d .  

[ root@d e s k t opX - ] # mount se rverX : /myshare /mnt/nfsexport  

Refe re n ces 

nfs(5) ,  mount(8) ,  moun t . nfs(8) ,  expor tfs(8) ,  a n d  expor t s(5)  m a n  pages 
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P ract i ce:  Export i n g  N FS F i l e  Syste ms 

G u ided exerc ise 

I n  t h i s  l a b, you w i l l  use N FS t o  prov ide  shared storage. �ii.F!M-! .. �···�� 
O utcomes: 

The N FS server exports a n  I P-based N FS share on  serverX .  The  N FS export i s  mounted on 
desktopX.  

Before you begin . . .  

• Reset the serverX system.  

• Reset the  desktopX system.  

• Become root on you r  se rverX system.  

[ st u d e n t@serverX -)$  sudo - i  

• Become root o n  you r  desktopX system. 

[ st u d e n t@de s ktopX -)$  sudo -i  

Confi gu re a n  I P-based N FS share on  serverX accord i ng  to the  fo l l ow ing  req u i rements :  

The  N FS server prov ides new ly  created shared d i rectory /nfsshare. 

The /nfsshare N FS export  provides read and write access for nfsnobody. 

Mount  the share on the /mnt /nfsshare mount  po int  on desktopX permanent ly. 

Successfu l l y  g rade the setup  on  desktopX  and  serverX with lab nfsshare g rade. 

D 1 . Conf i gu re an  I P-based N FS share on  serverX that provides a new ly  created s h a red 
d i rectory /nfsshare for the  desktopX mach ine w i th  read and  wr i te access for 
nfsnobody. 

206 

D 1 .1 .  Start the N FS service on  serverX. 

[ root@serverX - ] #  systemctl start nfs - server 

D 1 .2 .  Enab l e  the  N FS serv ice to start at boot on  serverX.  

[ root@serverX -)# systemctl enable nfs - server 

D 1 .3. Create the d i rectory /nfsshare to be shared by N FS on  the serverX system.  

RH254-RHEL  7-en-1 -20140711 

-

-

-

-

-

-
-
-
-
-
-
-
-
-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

Gu ided  exerc ise 

[ root@serverx - ] #  mkdir /nfsshare 

D 1 .4. Change  the ownersh i p  on the /nfsshare to user nfsnobody, so the d i rectory is 
wr i ta b l e  by nfsnobody. 

[ root@serverX - ] #  chown nfsnobody /nfsshare 

D 1 .5. Change  the /etc/exports  conf i g urat i on  f i l e  on  serverX to s h a re the new ly  
c reated /nfsshare d i rectory on  the desktopX system with  rea d  and write 
access. 

[ root@se rverX - ] # echo ' /nfsshare desktopX ( rw ) ' >>/etc/exports  

D 1 .6. Use t he  expo r t f s  - r  com m a n d  to re l oad  t he  /et c/expo r t s  conf i g u rat ion  f i l e  
on  serverX.  

I [ root@serverX - ] #  exportfs - r  

D 1 .7. Conf i g u re fi rewa l l d  to a l low a ccess to t he  N FS service on  serverX .  

I [ root@serverX - ]
,
# firewall - cmd - - perman�nt - - add - service-=-nfs 

D 1 .8. Re load  the firewalld conf i g u rat ion to a l l ow access to the N FS serv ice i nsta n t l y  
on  serverX.  

�, -
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e

_

r
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X 
___ ]��f-i-re-�a-1-1---cm-d�----re_l_o_a_d�������������-=-i 

D 2. M o u nt the N FS export from the serverX system on  the /mnt/nfsshare mount  point on 
desktopX perma nent l y. 

D 2.1 .  C reate t he  mount  po int  /mnt/nfsshare on  the desktopX system.  

[ root@de s k t opX - ] #  mkdir /mnt/nfsshare 

D 2.2.  C reate the req u i red  ent ry i n  /etc/fst ab to mount  the exported N FS sha re 
on the  new ly  c reated /mnt /nfsshare d i rectory on  the  desktopX system 

permanent l y. 

se rverX : /nfsshare  /mn t/nfsshare  nfs  defau l t s  0 0 

D 2.3.  M o u nt the  exported N FS sha re on the  new ly  created /mnt/nfsshare d i rectory 
on the  desktopX system a n d  ver i fy the  /et c/fstab entry works a s  expected.  

[ root@des k t opX - ] # mount -a 
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D 2.4. Verify that  the  N FS share mou nted at /mnt/nfsshare i s  wr i ta b l e  on  the  
d esktopX system. 

[ root@d e s k t opX -]# touch /mnt/nfsshare/test . txt 
[ r oot@d e s k t opX - ] #  ls -1 /mnt/nfsshare 
t o t al 0 
- rw - r - - r - - .  1 nfs nobody nfsnobody 0 May 8 04 : 14 t e s t . t x t  

D 3. Run the g rad i ng  scr ipt on both se rve rX and d esktopX :  

[ s t u d e n t@serverX -]$  lab nfsshare grade 

[ s t udent@d e s k t opX - ] $ lab nfsshare grade 
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Protect ing  N FS Exports 

Protect i n g  N FS E x p o rts  

Object ives 
After comp let i ng  t h i s  sect ion ,  students s h o u l d  be a b l e  t o  export f i l e  systems  t o  c l i e nts us ing  N FS ,  
contro l l i ng  a ccess w i th  Kerberos a n d  us i ng  l a b e l ed N FS.  

Kerberos-en a b led N FS exports 
The N FS server does not requ i re a uthent icat ion  a n d  o n l y  e nforces access rest r ict ion based o n  
t h e  I P  a d d ress o r  host name o f  t h e  c l ient  b y  defa u l t .  To remedy th is ,  t h e  N FS server provides 
opt ions  to secure access to f i l es us ing a n u m ber  of methods :  none, sys, krb5, k rb5i, and 

krb5p.  The N FS server can  c hoose to offer a s i n g l e  method or  m u l t i p l e  methods for each 
exported sha re. N FS c l i e nts m ust con nect to t he  exported share us ing one  of t he  methods 
mandated for that  sha re, spec i f ied as  a mount  opt ion sec=me thod. 

Secu rity Methods 
• none: Anonymous  access to the  f i l es, w rites to t h e  server w i l l  be a l l ocated U I D  a n d  G I D  o f  

nfsnobody. T h i s  req u i res the  S E L i n u x  Boo lean  nfsd_anon_write to be act ive. 

· sys: F i l e  access based on sta ndard L i n u x  f i l e  permiss ions  for U I D  a n d  G I D  va l u es. If not 
spec i f ied ,  th i s  i s  the  defau l t .  The N FS server t rusts a ny U I D  sent by t he  c l ient .  

• k r b5:  C l i e nts m u st prove i dent ity us ing Kerberos and then stan d a rd L i n u x  f i le  perm iss ions 
app l y. U I D/G I D  i s  d etermined  based upon the  Kerberos pr inc ipa l  f rom the  access ing  user. 

• k rb5i: Adds a c ryptog raph i ca l l y  strong g u a ra ntee that  the  data i n  each  req uest has  not been 
ta m pered  w i th .  U I D/G I D  is d ete rm ined based upon  the  Kerberos pr inc ipa l  from the  access i ng  
user. 

• k r b5p:  Adds e ncrypt ion to a l l  req uests between  the  c l ient  and  the  server, p revent ing  data 
exposu re o n  the n etwork. Th is  w i l l  have a performa nce im pact. bu t  p rovides the  most secu r ity. 
U I D/G I D  is determ ined  based upon  the Kerberos pr i nc ipa l  from the  access ing  user. 

For us i ng  a ny of t he  secu r ity opt ions that  use  a Kerberos server, the  nfs - sec u re - serve r 

needs to be r u n n i n g  i n  add it ion  to the  nfs - server service on the system export i ng  the N FS 
shares. The  c l ient  req u i res t he  nfs - secu re serv ice to r un  to he l p  w i th  negot ia t i ng  Kerberos 
a uthent icat ion .  

I m p o rt a n t  

Kerberos opt ions  w i l l  requ i re, a t  a m i n i m u m, a /etc/krb5 . keytab a n d  a d d it i ona l  
a uthent icat ion  conf igurat ion that  i s  not covered i n  th i s  sect ion ,  j o i n i ng  t he  Kerberos 
rea l m .  The /etc/krb5 . keytab wi l l  norma l l y  be p rovided by the  a uthent icat ion or 
secu r ity a d m i n i st rator. Request a keytab that  i n c l udes e i ther  a host principal, nfs 

principal, or  both .  

Config u ri n g  a Kerberos-e n a b led  N FS se rver 
I n  th i s  exa m p l e, p l ease fo l l ow a l ong  with t hese steps w h i l e  you r  i n structor  demonstrates how to 
export a d i rectory with N FS us i ng  k rb5p  secur ity. The req u i red keytab  f i l es a re provided .  The N FS 
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server  exports the  /secu redexpor t  d i rectory to a l l  subdoma ins  of exa mp le.com. The  c l ient  
mou nts the  N FS export  on  the  /mnt/secu redexpor t  mount poi nt.  

1 .  I nsta l l  the keytab prov ided at 
h t t p : //class room . example . com/ p u b/ keyt a b s / s e rve rX . keytab on the serverX 
system,  which w i l l  act as  the  N FS server. 

[ root@serverx - ] #  wget - 0  /etc/krb5 . keytab http : //classroom . example . com/pub/keytabs/ 
serverX . keytab 

2 .  For N FS with Kerberos secur i ty, t he  nfs - secu re - s e rver needs to be runn ing .  S tar t  the  
nfs - secu re - server service on  the  serverX system. 

I [ root@se rverx - ] #  systemctl  start nfs - secure- server 

3. Enab l e  the nfs - secu r e - serve r to start  at system boot on  serverX.  

[ root@serverx -)# systemctl  enable nfs - secure- server 

4. Create the d i rectory /secu redexport on serverX. Th i s  d i rectory w i l l  be used as  t h e  N FS 
export. 

[ root@serverx -) # mkdir /securedexport 

5. Add the d i rectory /secu redexpo r t  to the /et c/expor t s  f i l e  to export it with N FS .  
Enab l e  krb5p secu r ity to sec u re access to the  N FS sha re. A l low read  and  write access to t he  
exported d i rectory f rom a l l  s u bdoma ins  o f  t he  example . com  doma in .  

[ root@serverX - ) # echo ' /securedexport * . example . com ( sec=krb5p , rw ) ' >>/etc/exports  

6.  After the  cha nged /et c/expo r t s  f i l e  has  been saved ,  app ly  the  cha nges by execut i ng  
expo rtfs  - r . 

I [ root@serverx - ] #  exportfs - r  

7. The N FS port 2049/TC P for nfsd must be open on the  server. To conf i gu re firewalld to 
ena b l e  access to the N FS exports i m med iate l y, r un :  

_ [ root@serverx - ] #  firewall - cmd - - permanent - - add- service=nfs ! 
8.  Re load the  f i rewa l l d  r u l es so the  new ru l e  gets app l ied .  

I [ root@serverx - ] #  firewall - cmd - - reload 

9. I nsta l l  t he  prov ided keytab on  t h e  desktopX system,  wh i ch  w i l l  act as the  N FS c l ient .  M o u nt 
the  krb5p-secured sha re on the  desktopX system:  
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S E L i n u x  a n d  l a be l ed  N FS 

[ root@d e s k t opX - ] #  wget - 0  /etc/krb5 . keytab http : //classroom . example . com/pub/ 
keytabs/desktopX . keytab 

1 0. N FS uses the nfs - sec u r e  service on  the  c l i e nt s i de  to h e l p  n egot iate and  manage  
com m u n i cat ion  w i th  the  server when  connect ing  to Kerberos-secured sha res. I t  m ust be  

r u n n i ng to use t he  secured  N FS shares;  s t a r t  a n d  enable i t  to ensu re it  i s  a l ways ava i l a b l e  
on  the  desktopX system.  

< --�- --
b2-<::J 

[ root@d e s k topX - ] #  systemctl enable nfs - secure i 

'---

1

-

n

�

-

-

s

_

'

_

/

_

u

_

s

_

r/

_

l

_

i

_

b

_

/s

_

y

_

s

_

t

_

e

-

md

_

/

_

s

_

y

_

s

-

t e

_

m

_

/

_

n

_

f s

_

-

_

s

_

e

_

c

_

u r

_

e

_

.

_

s

_

e

-

rv

_

i

_

c

_

e

_

'

������������ � ... ---·'·· [ roo t@deskt opX - ] #  systemctl start nfs - secure 
� 

N ote 

The nfs - sec u re serv ice i s  pa r t  o f  the  nfs - u t ils package, wh ich  s h o u l d  b e  
i nsta l l ed  by defa u l t .  I f  i t  i s  not i n sta l l ed ,  r u n :  

[ root@d e s k topX - ] # yum -y  install nfs - utils 

1 1 .  The mount  po in t  m u st ex ist to mount  the  k rb5p-secured expor t  f rom serverX on  the  
desktopX system.  /mnt/secu redexpor t  i s  created o n  the  d esktopX system.  

I [ r oo t@de s k topX -]#  mkdir /mnt/securedexport 
I 

12 .  The exported d i rectory n ow ca n be mou nted on  the  desktopX system with k rb5p  secu rity 
enab led .  

[ root@deskt opX - ]#  mount - o  sec=krb5p serverX : /securedexport /mnt/securedexport 

13 .  To c lean u p  for the  next demonstrat ion ,  the  /mnt/secu redexpor t  mount  po in t  needs to 
be unmounted on the desktopX system.  

[ root@d e s k topX -]# umount  /mnt/securedexport 

S E Li n ux a n d  l a b e l ed N FS 
S E L i n u x  offers add i t i ona l  secu r ity by lock ing  down the  ca p a b i l i t ies of services p rov ided  i n  Red 
Hat  Enterpr ise  L i nux .  By defa u l t ,  N FS mounts have the S E L i n u x  context nfs_t , i n dependent  of 
the S E L i n u x  context they have on the server that  prov ides the export .  

Th is  behavior ca n be cha nged o n  the  c l i ent s ide by us i ng  the mount opt ion  
contex t = " selinux_con t ext " .  The fo l l owi ng  exa m p l e  mou nts the  N FS export and enforces 
the S E L i n u x  context:  system_u : obj ect_r : public_content_rw_t : sa: 

[ root@serverx - ] # mount -o context=1 1 system_u : obj ect_r : public_content_rw_t : sa 11 serverX : /  
myshare /mnt/nfsexport 
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The N FS server can  be forced to  proper ly  expor t  t he  SEL inux  context of a sha re by switch ing  
to N FS vers ion  4 .2 .  Th is  spec i f icat ion  cu r rent l y  on ly  ex ists as a n  I nternet d raft .  I t  i s  a l ready 
i m p l emented i n  the  N FS server  sh i pped by Red Hat  Enterpr ise L inux  7 ,  bu t  needs to be tu rned on  
exp l i c i t l y. 

To enab l e  N FS versi on  4.2 on  the serverX system to export the  SEL i nux  l a be l s, change  the  
RPCNFSDARGS= " "  l i ne  i n  the  /etc/sysconfig/nfs fi l e  to :  

-·· -- ----· ------------ ·--· I RPCNFSDARGS= " - V  4 .  2 "  i 
L ___ ----------

The nfs - serve r  or nfs - secure - se rve r respect ive l y  requ i re a resta rt.  

,-- ---�. -----------I [ r oot@serverX - ] #  systemctl restart nfs - server 
I [ root@serverX - ] #  systemctl restart nfs - secure - server 
I L--�-·- -·------�---- J 
On the  c l i e nt s i de, moun t  - o  v4 . 2 must be spec i f ied as the  mount  opt ion .  

.----I �ot@d e s k topX - ] # mount - o  sec=krb5p , v4 . 2  serverX : /securedexport /mnt/securedexport 

For testi ng  pu rposes, a new f i le with the name selinux . txt i s  created in the exported d i rectory 
/secu redexpo r t .  After c reat ion ,  the S E L i n u x  type i s  changed to public_cont ent_t. 

j [ root@serverX - ] # touch /securedexport/selinux . txt - · - - - -, i 
I . .  [:ot@se=�rx - ] #

. 
chcon - t public��ontent_t

_ 
/securedexport/selinux .  txt 

A l l  SEL i nux  l abe l s  a re now p roper l y  h a n d l ed by serverX and forwarded to the c l ient  system 
desktopX. 

.....---------- ---------

I 

[ root@d e s k to pX - ] #  ls - Z  /mnt/securedexport/ ' 
- rw - r - - r - - . root  root unconfined_u : obj ect_r : public_content_t : sf'l selinux .

_

tx

_

t 
_

____ J 
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N ote 

I n  a defa u l t i nsta l l a t ion  o f  R e d  H a t  Enterpr ise L i nux  7, the  nfs_export_all_ro 

and  nfs_export_all_rw S E L i n u x  Boo leans  a re both enab l ed .  Th i s  a l l ows the  N FS 
daemon to read a n d  write a l m ost a ny f i l e. To l ock  down the  capab i l i t ies  of the  N FS 
server, d i sa b l e  these Boo leans .  For content to be readab l e  by N FS ,  it shou l d  have the  
public_content_t or  nfs_t SEL inux  context .  For content to be  both readab l e  
and  wr ita b l e, i t  s hou l d  have the  public_content_rw_t or  nfs_t context. I f  t he  
public_content_rw_t context i s  used ,  t he  nfsd_anon_write Boo l ean  must be 
enab led to a l low wr i tes .  Add i t io n a l  N FS-re lated SEL i nux  i nformat ion can  be found  in  
the  nfsd_selinux(8) man page,  wh ich  i s  p rov ided by the  selinux-policy-devel RPM 
package. 
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S EL i nux  a n d  l a be l ed N FS 

Refe re n ces 

nfs(5) ,  moun t (8) ,  mount . nfs(8) ,  expo r t f s(8) ,  expor ts(5) ,  a n d  nfsd_selinux(8) 

man pages 
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P ract i ce:  Protect i n g  N FS Exports 

G u ided  exerc ise 

I n  th i s  l a b, you w i l l  use N FS t o  prov ide  shared storage protected w i th  Ke rberos a n d  S E L i n u x . �ii+!M-Machines. 
Outcomes: 

The N FS server exports a Kerber ized N FS share on  serverX with S E L i n u x  l a be l s . The N FS export 
is mounted on desktopX with  k rb5p  secu rity a n d  S E L i n u x  l a b e l s  ava i l a b le. 

Before you begin ... 

• Reset the serverX system.  

• Reset the  desktopX system.  

• Log i nto and  set  u p  your  server  system.  

i [ s t udent@serverX -]$  lab nfskrb5 setup 
; 

- - - -·· ----- � - -- �- - -�J 

• Log i nto a n d  set u p  you r  desktop system. 

; [ s t u de n t@deskt opX -]$  lab nfskrb5 setup 
' ----- - �-= 

• Become root on you r  se rve rX system.  

�- - - · - ---��--

i [ s tudent@se rverx - ] $  sudo - i  
j 

L __ --- -

• Become root on you r  deskt opX system. 

i [ s t udent@deskt opX - ]$ sudo - i  

��-- ·-��------- - - -- - --- - - - - �--· - - - - �- -- --- -�--- - - - ·  -- · -�--��-

Conf i gu re the  N FS server o n  serverX to meet the  fo l l ow ing  req u i rements :  

• S h a re the  newly created /secu renfs d i rectory on  serverX w i th  krb5p secu rity. 

• A l l ow read a n d  write access on the  share from the desktopX system.  

• S E L i n u x  l a be l s  are exported .  

• The N FS share is  mou nted on  the  /mnt/secu reshare d esktopX with  k rb5p  secu rity a n d  
exported S E L i n u x  l a be l s .  

• Preconfi gu red krb5 keytabs for  the  serverX a n d  desktopX systems a re ava i l a b l e  a t :  

h t t p : //clas s room . example . com/ p u b / keyt a b s / s e rve rX . key t ab.  

h t t p : //clas s room . example . c om/ p u b / keyt abs/d e s k t opX . keytab .  
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Gu ided  exerc ise 

• Successf u l l y  g rade  the set u p  on  d esktopX and serverX with lab nfskrb5 g r ade.  

D 1 .  Conf ig u re N FS to share the  new ly  created /secu renfs d i rectory on  serverX w i th  krb5p 

secur ity. A l low read and wr i te access from the  desktopX system.  The S E L i n u x  l a be l s  on  
the  shared d i rectory a re exported.  

D 1 .1 .  I nsta l l  t he  keyta b p rovided at 
h t t p : //clas s r o o m . example . com/ p u b / keyt a b s / s e rve r X . keyt ab on the  
serverX system.  

[ root@serverX -]#  wget - 0  /etc/krb5 . keytab http : //classroom . example . com/ I pub/keytabs/serverX . keytab 

D 1 .2. Enab l e  N FS vers ion  4.2 on  the serve rX system to export the S E L i n u x  l a be l s . To do 
that, change  the RPCNFSDARGS= " "  l i n e  in the /etc/sysconfig/nfs fi l e  to :  

I RPCNFSDARGS= " - V 4 . 2 " 

D 1 .3 .  Start the nfs-secure-server serv ice on  the serverX system.  

I [ root@serverx - ] #  systemctl  start nfs - secure - server 

D 1 .4. Enab l e  nfs-secu re-server to sta rt at  system boot on  serverX.  

[ r oot@serverX - ] #  systemctl enable nfs - secure- server 

D 1 .5. C reate the d i rectory /secu renfs on se rve rX .  

I [ root@serverX  - ] # mkdir /securenfs 

D 1 .6 .  Add the d i rectory /secu renfs to the /etc/expo r t s  f i l e  to export i t  with N FS .  
Enab le  k rb5p secu rity to sec u re access to t he  N FS sha re. A l low read and wr i te  
access to the  exported d i rectory from the  desktopX system.  

[ root@serverx - ] # echo ' /securenfs desktopX ( sec=krb5p , rw ) ' >>/etc/exports  

D 1 .7. Re load the  /etc/expo r t s  f i l e  on  the  serverX system.  

I [ root@serverx -]# exportfs - r  

D 1 .8 .  Conf i g u re f i rewa l l d  t o  a l low access to t he  N FS service o n  serverX .  

! [ root@serverX -]# firewall - cmd - - permanent - - add - service=nfs 

D 1 .9. Re load the  firewalld conf ig u rat ion to a l low access to the  N FS serv ice i nstan t l y  
on  serverX.  
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I [ root@serverX - ] #  firewall - cmd - - reload 

D 2.  M o u nt the  k rb5p-secu red N FS sha re permanent l y  on  the  /mnt/secu reshare mount  
po int  so that  a l l  exported S E L i n u x  labe ls  a re p resent on  the  desktopX system.  

D 2.1 .  I n sta l l  the  keyta b prov ided a t  
h t t p : //clas s r oom . example . com/pub/ keytab s / de s k t o pX . keytab on  
the  desktopX system.  

II [ r oot@d e s k t opX - ] #  wget - 0  /etc/krb5 . keytab http : //classroom . example . com/ 
I pub/keytabs/desktopX . keytab 

D 2.2. Sta rt the  nfs-secu re serv ice on desktopX to h e l p  with negot i a t i ng  a uthent icat ion 
w i th  a Kerber ized N FS share. 

[ root@des k t opX - ] #  systemctl start nfs - secure 

D 2.3 .  Enab l e  the nfs-secure service to start at system boot on  desktopX.  

[ root@d e s k topX -]#  systemctl enable nfs - secure 

D 2.4. C reate the mount point /mnt/secu reshare on the desktopX system.  

[ root@d e s k t opX - ] #  mkdir /mnt/secureshare 

D 2.5 .  C reate the entry i n  the /etc/fstab f i le to mount  the /sec u r enfs share 
exported by the serverX system on  the  /mnt/secu reshare mount  po int  on  
d esktopX so that the  SEL inux  l abe l s  f rom the  share a re shown on the  mount  
po int .  

serverX : /securenfs /mnt/sec u reshare  nfs defaults , v4 . 2 , sec = k r b5p  0 0 

D 2.6.  M o u nt the  exported N FS share on t he  new ly  c reated /mnt/secureshare 

d i rectory on  the desktopX system and ver ify the  /etc/fstab entry works  as 
expected.  

I [ root@deskt opX -]# mount -a 

D 3. Test the setup  with the new ly  c reated f i l e  /secu renfs/test file . txt with the content 
" H e l l o  Wor ld " on  the  serverX mach ine. Set the  SEL i nux  context to public_content_t 

on the  f i l e  /secu renfs/test file . txt  on serverX .  Cha nge the  ownersh i p  of the 
/sec u renfs/test file . txt f i l e  to l dapuserX: l dapuserX and  the  permiss ions  to 644. 
Verify that  the  S E L i n u x  context a n d  the  permiss ions a re p resent on t he  mou nted share 
on t he  desktopX system. Ver ify that  user  l dapuserx has  read a n d  wr i te access on the  
/mn t /secu reshare/test file . txt f i l e  on  desktopX.  
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Gu ided  exerc ise 

D 3.1 .  C reate a new f i l e  /securenfs/testfile . t x t  w i t h  the  content " H e l l o  Wor l d " 
on the  serverX mach i ne.  

I [ root@serverX -)# echo " Hello World " > /securenfs/testfile . txt 

D 3.2.  Set the SEL i nux  context to public_content_t on  the f i l e  
/secu renfs/test file . txt  o n  se rve rX.  

! [ root@serverX -]# chcon -t public_content_t /securenfs/testfile . txt J 
D 3.3.  Change  the  ownersh i p  of the  /secu renfs/testfile . txt  f i l e  to 

l d a p userX: l dapuserX on serverX.  

[ roo t@se rve rX - ) #  chown ldapuserX :  ldapuserX /securenfs/testfile . tx�--1 
D 3.4. Change  the  permiss ions  of the  /securenfs/test file . txt f i l e  to 644 on the  

serverX system.  

I [ root@serverX - ]#  chmod 644 /securenfs/testfile . txt 
! 

D 3.5 .  Ver ify the  SEL i nux  context i s  exported on the  desktopX system a n d  ava i l a b l e  on  
the  mou nted share. 

[ r oot@desktopX - ) #  ls -Z /mnt/secureshare 
- rw - r - - r - - .  ldap u s e rX ldap u s e rX uncon fined_u : o bj e c t_r : pu blic_content_t : s 0 

t e s t file . t x t  

D 3 .6 .  Log i nto the desktopX syste m  as  l dapuserX with password kerbe ros by us i ng  
ssh .  

[ root@desktopX - ) #  ssh  ldapuserX@desktopX 
ldap u s e rX@des k t o pX ' s  passwo r d : kerberos 
Creating  home directory  for ldapu serX 

D 3.7. Ver ify the  fi l e  /mnt/sec u resha re/ test file . txt  i s  wr i ta b l e  by the  Ke rberos­

a uthent i cated l da puserX. 

j [ ldapuserX@d e s k t opX - ) $  echo " I  can write" »/mnt/secureshare/testfile . txt I ! [ ldapuserX@d e s k topX - ) $  cat /mnt/secureshare/testfile . txt I H ello Wo �ld I I I can write  _ 
_ ____ I 

D 4. R u n  the g ra d i n g  scr ipt on  both serverX a n d  desktopX:  

[ s t udent@serve rX -)$  lab nfskrb5 g rade J ���--�-
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Provid i n g  S M B  F i l e  S h a res 

P rovid i n g  S M B  F i l e  S h a res 

O bject ives 
After comp let i ng  th i s  sect ion ,  students  shou l d  be a b l e  to sha re d i rector ies w i t h  c l ients  u s i n g  
S M B, contro l l i ng  access b y  u s e r n a m e  a n d  password. 

What is S M B? 
Server M essage B lock  ( S M B) i s  the  sta ndard f i l e- shar ing  p rotocol  for M i c rosoft W i ndows servers 
and c l i ents.  S M B  f i l e  servers can  be conf i gu red i n  a n u m ber  of d i fferent  ways. One of the  s i m p l est 
i s  to conf i gu re the f i l e  servers a n d  the i r  c l i e nts as  mem bers of a common Windows workgroup, 

wh ich  a n nounces se rve rs a n d  c l i ents to the  l oca l s u b n et .  The  f i l e  servers each manage  the i r  own 
loca l  user  accou nts and passwords i n dependent ly. More soph i st icated conf i gu rat ions  may be  
members of a Windows domain a n d  coord i nate user  au thent icat ion t h rough  a domain controller. 

Us ing  a software package named Samba ,  Red Hat  Enterpr ise L i nux  is a b l e  to act a s  a server for 
S M B  f i le sha res. Mount i ng  S M B  f i l e  sha res as a c l i e nt i s  h a n d l ed by a kerne l  d r iver and u t i l i t ies 
i n c l uded  i n  the  cifs-utils package.  

S M B  f i l e  s h a ri n g  wit h S a m ba 
The S a m ba service ca n share L i n u x  f i l e  systems as  S M B  n etwork f i l e  shares. Th i s  sect ion w i l l  
cover t h e  bas ic  conf i g u rat ion  steps needed for a S a m ba server t o  p rovi de a f i l e  sha re t o  t h e  
mem bers o f  a W indows workgroup ,  manag ing  its own users loca l l y. I t  w i l l  not d i scuss t h e  more 
com p lex conf i gu rat ion  req u i red to make the  S a m ba server a member  of a W indows doma in .  

The bas i c  steps that  m u st be performed i n  order  to conf i g u re Samba to  prov ide a n  SMB f i l e  sha re 
as  a workgroup  member  a re:  

1 .  I nsta l l  the  samba package. 

2 .  Prepare the permiss ions  o n  the d i rectory to be s h a red .  

3 .  Confi gu re /etc/samba/smb . conf. 

4. Set up a ppropr iate L i n u x  users with NTLMv2 passwords.  

5.  Start Samba and open the loca l f i rewa l l .  

6.  Verify that  the s h a re ca n be mounted from a c l ient .  

I nsta l l i ng S a m ba 
To d e p l oy the  Samba serv ice o n  a Red Hat Enterpr ise L i n u x  system,  the  samba package must be 
i n sta l l ed .  Th is  can be done d i rect l y, o r  as part of the file-server package g roup :  

[ root@serverX - ]#  yum install samba 
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Prepa ri n g  d i rectories for s h a ri ng 

Wa r n i n g  

D o  not use S a m ba t o  share a d i rectory that  i s  a l so a n  N FS export o r  a mou nted N FS f i l e  
system.  Th i s  can  resu l t  i n  f i l e  corrupt ion ,  sta l e  f i l e  l oc ks,  o r  o ther  f i l e  access i s sues  w i th  
the  sha re. 

The d i rectory to be  shared must be c reated i f  i t  does not a l ready exist .  

i [ root@serverx - ] #  mkdir /sharedpath 

U sers and reg u l a r  permiss ions 

The permiss ions wh ich shou l d  be set  on  the  d i rectory w i l l  depend on who needs  access to it  and 
how it w i l l  be  mou nted by c l i ents. 

A c l i e nt norm a l l y  mou nts a share by authent icat ing  access to the S M B  server as  a part i c u l a r  
user. A l l  f i l es on  the  share n e e d  to be readab l e  (a nd  possi b l y  wr itab l e) by the  u s e r  t h a t  i s  used to 
mount  the sha re. 

S E Linux  contexts and Booleans 

I n  order for Samba to work correct ly  when  S E L i n u x  is  i n  enforc i ng  mode,  the  d i rectory wi l l  need 
to have correct S E L i n u x  contexts and certa i n  S E L i n u x  Boo leans  may need to be set. 

If the shared d i rectory w i l l  on l y  be accessed t h rough  Samba ,  then  the d i rectory and a l l  its 
subd i rector ies a n d  f i l es  shou l d  be l abe l ed samba_share_t, which  g ives Samba  read and write 
access. I t  i s  best to conf i gu re the SEL i nux  po l icy so that restorecon w i l l  set th i s  type on  the 
share and its contents if  the f i l e  system is re l a be l ed .  

For exa m p l e, to conf i g u re resto recon so that  t he  f i l es i n  /sharedpat h h ave the  type 
samba_share_t,  and then to re l abe l  the  d i rectory, run :  

[ root@se rverX - ] #  semanage fcontext - a  - t  samba_share_t ' /sharedpath ( / . * ) ? '  
[ root@serverX - ] #  restorecon - vvFR /sharedpath 
resto recon reset / s haredpath context  unconfined_u : obj ect_r : default_t : s0 -
>syst em_u : obj ect_r : samba_s hare_t : s0 

N ote 

Samba  ca n a lso serve f i l es l abe led  w i t h  t he  S E L i n u x  types public_content_t (read­
on l y) and public_content_rw_t (read-write) .  To a l low read-wr ite access to f i les a n d  
d i rector ies l abe l ed public_content_rw_t , t he  S E L i n u x  Bool ean  smbd_anon_write 

must a lso be e n a b led .  

Confi g u ri n g  I etc/ samba/ smb . conf 
The ma in  conf i g u rat ion  f i l e  for Samba i s  /etc/samba/smb . conf. This  f i l e  i s  d iv ided i nto 
m u l t i p l e  sect ions .  Each sect ion  starts w i th  a sect ion  name  in square b rackets, fo l l owed by a l i st of 
parameters set to part i c u l a r  va l ues. 
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Conf i gu r i ng  /etc/samba/smb . conf 

/etc/samba/smb . conf sta rts w i th  a [ global ] sect ion  used for genera l  server  conf ig u rat ion .  
Subsequent  sect ions  each def ine  a f i l e  s h a re o r  pr i nter sha re prov ided  by the  S a m ba server. 
Two spec ia l  sect ions  may exist ,  [ homes ] a n d  [ printe r s ] ,  wh ich  have spec i a l  uses.  Any l i ne  
beg i n n i n g  w i th  e i ther  a semico l on ( ; ) or  a hash (#) character is  commented out .  

The [g loba l ]  sect ion 

The [ global ] sect ion def ines the  bas ic  conf i g u rat ion of the  Sa m ba server. There a re th ree 

th i ngs  wh i ch  shou l d  be config u red he re: 

1 .  wo rkgroup  i s  used t o  spec i fy t he  W i n d ows workg rou p  for t he  server. Most W indows 
systems defa u l t to WORKGROUP, a l t hough  W i ndows XP Home defa u l ted to MSHOME. This  i s  
used to he lp  systems browse for the  server us ing  the  N et B I OS for TCP/ I P  name service. 

To set t he  workg rou p  to WORKGROUP, c h a n g e  the ex ist i ng  wor kg ro u p  ent ry i n  the 
/etc/samba/smb . conf to: 

I I wo r kg roup  = WORKGROUP 

2. secu rity contro l s  how c l ients  a re a uthent icated by Samba .  For sec u rity = user ,  

c l i e nts log  i n  w i th  a va l i d  username and  password ma naged by the  loca l  Samba  server. Th is  
sett i ng  i s  the  defa u l t i n  /etc/samba/smb . conf. 

3. host s  allow i s  a comma-,  space- ,  o r  tab-d e l i m ited l i st of hosts that a re perm itted to 
access the S a m ba service. If i t  i s  not spec i f ied ,  a l l  hosts can access Samba .  If i t  i s  not 
spec i f ied  i n  the [ global ] sect ion ,  i t  can be set on each share sepa rate ly. I f  i t  i s  spec i f ied in 
the [ global ] sect ion ,  t hen  i t  w i l l  a p p l y  to a l l  sha res, regard l ess of whether  each share has  
a d i fferent sett i ng .  

Hosts can  be spec i f ied by hos t  name  o r  by source IP  a d d ress. H ost na mes a re checked by 
reve rse-reso lv i ng  the IP address of the  i n com ing  connect ion attem pt.  The f u l l  syntax of th i s  
d i rect ive is descr ibed by  the  hosts_access(5)  man page. 

A l l owed hosts ca n be spec i f ied i n  a n u m ber  of ways: 

• I Pv4 network/pref ix :  172 . 25 . 0 .  0/24 

• I Pv4 n etwork/netmask :  172 . 25 . 0 .  0/255 . 255 . 255 . 0 

• I f  t he  1 Pv4 su bnet pref ix is on a byte boundary: 172 . 25 . 0 .  

• 1 Pv6 n etwork/p refix:  [ 2001 : dbB : 0 :  1 :  : /64] 

· H ost name : desktop . example . com 

• A l l  hosts end i ng  in exa m p l e.com :  . example . com 

For exam p l e, to rest r ict access to o n l y  the hosts from the 172 . 25 . 0 .  0/16 network 
us i ng  the trailing dot notat ion ,  the host s  allow entry in the /etc/samba/smb . conf 

conf i g u rat ion  f i l e  wou ld read :  

I h o s t s  allow = 172 . 25 .  

To a d d it ion a l l y  a l low access from a l l  host na mes end i ng  with " .exa m p l e.com" ,  the  
/etc/samba/smb . conf conf i g u rat ion  f i l e  entry wou l d  be: 
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I h o s t s  allow = 172 . 25 ���·::mple . com 
·---, i 

i 

F i l e  share sect ions 

To c reate a f i le  share, at the  end  of /etc/samba/smb . conf, place the  share name i n  brackets 
to sta rt a new section  for the sha re. Some key d i rect ives s h o u l d  be set in this sect ion :  

1 .  pat h m ust be set t o  i n d icate w h i c h  d i rectory t o  share ;  fo r exa mp le, p a t h  = /sharedpath.  

2 .  writ able = yes s h o u l d  be se t  i f  a l l  authent icated use rs shou l d  have  read-write access to  
the share. The defa u l t sett i ng  i s  writable = no. 

I f  writable = no i s  set ,  a comma-sepa rated write list of users with read-wr i te access 
to the sha re ca n be prov ided .  Use rs not on  the l i st wi l l  have read-on l y  access. M e m bers 
of l oca l g roups can a l so be spec i f ied :  write lis t = @management w i l l  permit  a l l  
au thent icated users who a re members of the  L i nux  group " ma nagement"  to have wr ite 
access. 

3. valid users ,  i f  set, spec i f ies a l i st of users a l l owed to access the share. Users not on  the  
l i st a re not  a l lowed to access t he  share. However, i f  the  l i st i s  b l ank ,  a// users ca n access the  
sha re. 

For exa m p l e, to a l low o n l y  user  fred a n d  members of g ro u p  management read-on l y  access to 
the share myshare, the sect ion  wou l d  read:  

r-·· 
l [ myshare ]  

path  = /s haredpath 
writ able = no 
valid u s e r s  = fred , @manageme n t  

I 

I i 
-----�--�-------··- - --�-------- --' 

The [homes] section 

The [ homes ] sect ion def ines a spec ia l  f i le share, wh ich  i s  enab l ed  by defau l t .  Th is  sha re makes 
loca l  home d i rector ies ava i l a b l e  v ia  S M B. The share name can  be spec i f ied as homes, i n  wh ich  
case the Samba server w i l l  convert i t  to the home d i rectory path of  the  authent icat i ng  user, or as  
a spec i f i c  username. 

I m p o rta nt 

T h e  samba_enable_home dirs  S E L i n u x  Boo lean a l l ows l o c a l  L i n u x  h o m e  d i rector ies 
to be sha red by Samba to other  systems. Th is  needs to be enab l ed for [ homes ] to 
work (set sebool - P samba_enable_home_dirs=on) .  

The use_samba_home_dirs Boo lean ,  on  the  other  h a n d ,  a l l ows remote SMB f i l e  
shares t o  be mou nted a n d  u s e d  as  l o c a l  L i nux  h o m e  d i rector ies. I t  i s  easy t o  confuse 
the  two opt ions .  

Va l i d at ing  /etc/sam ba/sm b.conf 

To verify that there a re no  errors in the ed ited smb . conf f i l e, the com mand  test parm i s  
ava i l a b l e. Run  testparm with no a rg u ments to ver i fy that  t he re a re no  obv ious syntax er rors .  
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Prepa r i ng  S a m ba users 

[ root@se rve rX - ] #  testparm 
Load smb config files from /etc/samba/smb . conf 
rlimit_max : inc reasing rlimit_max ( 1024 ) to minimum Windows limit ( 16384 ) 
Proces sing section " [ random ] " 
Processing section " [ homes ] "  
Processing sec tion " [ p rinte r s ] " 
Loaded services file OK . 
Serve r role : ROLE_STANDALONE 
Press enter to see a dump of you r se rvice definitions 

[ global] 
se rve r st ring = Samba Server Ve rsion %v 
log file = /var/log/samba/log . %m 
max log size = 50 
idmap config * : backend = tdb 
cups options raw 

[ random] 
comment = Test File Share 
path = /s rv/ random 

[ home s ]  
comment = Home Directo ries 
read only = No 
b rowseable = No 

[ p rin te r s ]  
comment = All Printers 
path = /var/spool/samba I 

L..�

p
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r

_

i
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n
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ta

_

b

_

l

_

e

�

=

-

Y
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e

_

s

���

��

���--������������
�����- _JI 

p rint ok = Yes 
b rowseable = No 

I m porta n t  

T h e  d i rect ive read only = n o  i s  t h e  same a s  writable = yes, which  can b e  

confus ing .  

Pre pa ri ng S a m ba users 
The secu rity = user  sett i ng  req u i res a L i n u x  accoun t  w i th  a S a m ba account  that  has  a va l i d  
NTLM password. To c reate a S a m ba-on ly  system user, k e e p  the  L i n u x  password l ocked ,  a n d  set 
the l og i n  she l l  to /sbin/nologin. This p revents the l og i n  of the user d i rect l y, o r  with ssh on 
the system.  

For exa m p le ,  to c reate t he  l ocked L i nux  acco u nt fo r  a user  f red: 

i i [ root@serverX - ] #  useradd - s  /sbin/nologin fred 
L 
The samba-client conta i ns  the  smbpasswd command .  I t  can  c reate Samba accou nts a n d  set 
passwords. 

! [ root@se rverX - ] #  yum - y  install samba- client 
I 

I f  smbpasswd is passed a username without any opt ions ,  it w i l l  attempt to change t he  accou nt 
password. The root user can  use  it  w i th  the - a  opt ion to add the  Samba account  and set t he  
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NTLM password. The - x opt ion can be used by root  to de l ete a Samba account  and  password for  
a user. 

For exa m p l e, to c reate a Samba account  for user  f red and  ass ig n an  NTLM password : 

[ root@serverX - ] #  smbpasswd - a  fred 
New SMB password : redhat 
Retype new SMB password : redhat 
Added user fred . 

A more powerf u l  too l  t han  smbpasswd i s  a l so ava i l a b l e  for the  root user, pdbedit.  For 
exa mp le ,  pdbedit - L wi l l  l i st a l l  users w i th  Samba  acco u nts conf i gured on  the  system.  For more 
i nformat ion ,  see the  pdbedit(8) man page. 

Sta rt i n g  S a m ba 
Use systemctl  to start the  Samba services i m med iate ly  a n d  enab le  them to start at boot t ime :  

[ root@se rve rX -]# systemctl start  smb nmb 
[ root@serverX - ] #  systemctl enable smb nmb 

The two services these u n its start, smbd and  nmbd, must com m u n icate t h rough  the loca l  f i rewa l l .  
Samba 's  smbd daemon norm a l l y  u ses TCP/445 for S M B  connect ions .  I t  a l so l i stens on  TCP/139 
for NetB IOS  ove r TCP backward compat i b i l ity. The nmbd daemon uses U D P/137 and  U D P/138 to 
prov ide N et B I OS over TCP/ I P  network b rows ing  s u pport. 

To config u re firewalld to a l l ow c l ients  to ta l k  to the loca l  Samba serv ices, run :  

---, 
[ root@serverX - ] #  firewall -cmd - - permanent - - add - service=samba 
success 
[ root@se rverX -]# firewall -cmd - - reload 
success 

I I 
������--���������������--����._J 

I m p o rt a n t  

Samba checks per iod ica l l y  t o  determ ine  i f  /etc/samba/smb . conf h a s  been changed .  
I f  the  conf i gu rat ion  f i l e  has changed ,  Samba a utomat ica l l y  re loads  i t .  Th i s  w i l l  not 
affect a ny connect ions  a l ready esta b l i shed to the  Samba service, u nt i l  t he  connect ion 
is c l osed or  Samba i s  comp lete l y  restarted .  

The command  syst emctl reload smb nmb can be used to re load  the  confi g u rat ion  
f i l e  i m med iate ly, o r  systemct l  restart smb nmb to restart S a m ba ent i re l y. 

Mount ing  S M B  f i l e  systems 

Reg u l a r  S M B  mounts  

The cifs-utils package can be used to mount  S M B  f i l e  shares on  the  loca l system ,  whether  f rom a 
Samba server o r  a nat ive M i c rosoft W indows server. By defa u l t ,  S M B  mou nts use a s i ng l e  set of 
user  credent ia l s  (the mount credentials) for mount i ng  the share and  determ i n i n g  access r ig hts 
to f i l es  on  the sha re. A l l  users on the L i n u x  system us ing  the mount  use the same c redent ia l s  to 
determ ine  f i l e  access. 

224 RH254- R H  EL  7-en-1-20140711 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

M o u nt i n g  S M B  f i l e  systems 

The moun t  command i s  used to mount  t he  s h a re. By defa u l t .  the  p rotoco l  used to authent icate 
users i s  N T L M v2 password hash i ng  encaps u l ated i n  Raw NTLMSSP  messages (sec=ntlmssp) ,  as  
expected by recent vers ions  of M i c rosoft W i n d ows. The  mount  credent i a l s  can  be p rovided i n  two 

ways. I f  mou nt ing  i nteract ive l y  at a s h e l l  prompt. the username= opt ion  can be used to spec ify 
which S M B  user  to a uthent icate as ;  the  user w i l l  be  p rom pted for the  password.  I f  mount ing  
a utomat ica l l y, a c redent ia l s  f i l e  rea d a b l e  on ly  by root conta i n i ng the  username a n d  password can  
be p rov ided w i th  t he  c reden tials= opt ion .  

For exa mp l e, to mount  the  share myshare from the  SMB f i l e  server se rve rX, authent icat i ng  as  
SMB user  f r ed,  who  has  the NTLM password redhat :  

[ root@desktopX -)#  mkdir /mnt/myshare 
[ root@desktopX - ) # mount -o username=fred //serverX/myshare /mnt/myshare 
Passwo rd for f red@//se rve rX/myshare : redhat 

Refe re n ces 

samba(7) ,  smb . conf(5) ,  test parm(1 ) ,  mount(8 ) ,  mount . ci  fs(8 ) ,  smbpasswd(8) ,  

pdbedit(8) ,  and samba_selinux(8) m a n  pages 
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P ract i ce:  Provi d i n g  S M B  F i l e  S h a res 

G u ided exerc ise 

I n  t h i s  l a b, you w i l l  use S M B  t o  prov ide  shared storage.  r·"·-M achi nes. 
Outcomes:  

S h a re a d i rectory with S M B  on  serverX accord i n g  to the  g iven req u i rements,  then  mount i t  on  
desktopX.  

Before you begin . . .  

• Reset the desktopX system.  

• Reset the  serve rX system.  

• Become root on you r  se rve rX system.  

! [ st udent@serverX -]$ sudo -i  ; 
-·----- ---� �- ------ ---- - - - - - - · · -

L__ - � � -��-���-- - - - -��- - - -�-�---� --- ------- -�-� - - -- -

• Become root on you r  desktopX system. 

-� -�-- ----- ----- -- _ __ J ________ - � - ---· --- - - - - - ·  -------- --- - -l [ st udent@deskt opX - ] $  sudo - i  ; i ----- - - - - -- -- -��----- - - ------ - - - - - - - -- - · - -��� , _ _; 

Confi gu re a S M B  share on the  se rve rX system accord i ng  to t he  fo l l ow ing req u i rements :  

• Sha re the  new ly  created d i rectory /smbshare with S M B. 

• Members of the a u x i l i a ry g roup  marketing have read a n d  wr i te permiss ions on the  s h a re. 

• A l l  users that  a re not member  of the  marketing g roup  have read  permiss ion .  

• The S a m ba se rver is  i n  the  mycompany workg rou p  and  the  sha re name i n  Samba i s  smbshare.  

• Create the  Samba-o n l y  user  brian, who is part of the ma rket i ng  tea m,  with the password 
red hat.  

• C reate the  new Samba-o n l y  user  rob with the password redhat ,  who is not pa rt of the 
ma rket i ng  tea m. 

• S uccessfu l l y  g rade the  set u p  on  the  serverX system with lab smbshare g rade. 

D 1 . Dep loy the req u i red RPM packages to run the S M B  serv ice on  serverX. 

r-
- - - ----- --- ---

! [ root@serverX - ] #  yum - y  install samba 
! ----- - - ------- -- ----- ----- ---- ------

D 2.  C reate the  a u x i l ia ry system g ro u p  mar keting a n d  the  /smbshare d i rectory on  serverX.  

226 

The marketing system g ro u p  owns the  /smbshare d i rectory. Adj u st the permiss ions  
on  the  /smbshare d i rectory to have the  SG ID b i t  set .  and wr i te  i s  proh i b ited by others.  
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Gu ided exerc ise 

The SEL i nux  context type on  the /smbshare d i rectory and a l l  new ly  created f i l es a n d  
subd i rector ies i s  samba_share t .  

D 2.1 .  C reate t he  a u x i l i a ry system group mar keting on the  serverX system.  

! [ root@serverX - ] #  groupadd - r  marketing 

D 2.2.  C reate the /smbshare d i rectory on  serverX.  

[ root@serverX -]# mkdir -p /smbshare 

D 2.3. Change  the g roup  ownersh i p  of the /smbshare d i rectory to marketing on  the  
serverX system.  

[ root@se rve rX -]# chgrp  marketing /smbshare 

D 2.4. Adj ust the permiss ions  on  the /smbshare d i rectory to have the S G I D  bit set, a n d  
w rite i s  proh i b i ted b y  others. 

I [ root@se rve rx - ] #  chmod 2775 /smbshare 

D 2.5.  Add the d i rectory /smbshare,  and a l l  f i l es shown as  fo l l ows, to t he  
S E L i n u x  po l i cy  as  a d i rectory shar i ng  f i l es w i th  S M B  by sett i ng  i t s  l a be l  to 
samba_share_t.  

I [ root@serverX -]# semanage fcontext - a  -t  samba_share_t ' /smbshare ( / . * ) ? '  

D 2.6.  App l y  t he  S E L i n u x  r u l e  for the  /smbshare d i rectory that  was added  i n  the  
prev ious  s tep  on  serve rX. 

[ root@se rverx - ] #  restorecon - vvFR /smbshare 
restorecon reset /smbshare context unconfined_u : obj ect_r : default_t : s8 -
>system_u : obj ect_r : samba_share_t : s8 

D 3. Change  the  /etc/samba/smb . conf confi g u rat ion  f i l e  on  serverX to ref l ect the 
conf ig u rat ion  req uested.  

Mod ify or  conf i rm  the  fo l l ow ing :  

[ global ] 

workgroup = mycompany 

I 

security = user 
passdb backend = tdbsam ---����-----j 

Add a sect ion  at the e n d  of the  f i l e  as fo l l ows. 
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[ smbshare ] 
path = /smbshare 
write list = @marketing 

D 4. C reate t he  S a m ba-o n l y  user brian, who  i s  part of the  ma rket i ng  team .  The user  b rian 

has read a n d  write access to the smbshare S M B  share. A new S a m ba user  rob is 
c reated ,  who i s  not pa rt of the market i ng  tea m.  The user  rob has read access to the 
smbshare S M B  share. Both new ly  added  users have the SMB password redhat.  

D 4.1 .  I n sta l l  the  samba-client RPM package beca use i t  conta i n s  smbpasswd. 

[ r oot@serverX - ] #  yum -y install samba- client 

D 4.2. C reate the  system user  brian as a member  of the  a u x i l i a ry g roup  marketing 

on  serverX. 

[ root@se rverX -]# useradd -s /sbin/nologin - G  marketing b rian 

D 4.3. Add the  S M B  user brian to S a m ba.  The Samba user is a utomat ica l l y  mapped to 
the loca l system user b rian. 

[ root@serverx - ] #  smbpasswd -a brian 

New SMB password : redhat 

Retype new SMB passwo r d : redhat 

Added use r brian . 

D 4.4. C reate the  system user  rob o n  serverX.  

[ root@se rve rX -]# useradd -s  /sbin/nologin rob 

D 4.5. Add the S M B  user rob to Sam ba.  The Samba user  i s  a utomat ica l l y  mapped to the  
l oca l  system user  rob. 

[ root@se rverx -]# smbpasswd -a rob 

New SMB password : redhat 

Retype new SMB password : redhat 

Added user rob . 

D 5. Sta rt a n d  enab l e  the smb and nmb services,  and a l low access to t hem t h rough  the f i rewa l l  
on  serverX.  

228 

D 5.1 .  Sta rt the  smb  and  nmb services on  t he  serverX system. 

[ root@se rverx -]# systemctl start  smb nmb 

D 5.2. Enab l e  the  smb and  nmb services to sta rt at system boot on serverX.  

I [ root@se rve rX - ] #  systemctl enable smb nmb 
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Gu ided exerc ise 

D 5.3.  Conf i g u re fi rewa l l d  to a l low access to the  S M B  serv ice o n  serverX.  

[ root@serverx -]# firewall - cmd - - permanent - - add - se rvice=samba 

success 

[ root@serverX -]#  firewall - cmd - - reload 

success 

D 6.  Ver ify the  new ly  created SMB sha re works as expected on  the  desktopX system with the  
c reated S a m ba-on l y  use rs b r ian a n d  rob .  The user  b rian has  read  a n d  wr i te  access to 
the smbshare SMB share. The  user rob has read access to the smbshare S M B  share. 

D 6.1 .  I nsta l l  t he  cifs-utils package because i t  p rov ides  the  moun t . cifs command .  

I [ root@desk topX - ] # yum - y  install cifs - utils 
! 

D 6.2. C reate the  mount po int  /mnt/brian on desktopX. 

I [ root@desktopX - ]# mkdir /mnt/brian 

D 6.3. M o u nt the  I /se rverX/smbshare Samba sha re tempora r i l y  as user  b rian on 
the  mount po in t  /mnt/brian on  the desktopX system.  

[ root@desktopX - ] # mount  - o  username=brian //se rverX/smbshare /mnt/brian 

Passwo rd for b rian@//se rve rX/smbshare : redhat 

D 6.4. Ve r ify on  desktopX that  user  b rian has read and w rite a ccess to the smbshare 

sha re prov ided by serverX beca use he i s  a member of the ma rket i ng  a u x i l i a ry 
g ro u p. 

[ root@desktopX - ] # echo " Hello World " >/mnt/b rian/b rianl . txt 

[ root@desktopX - ] # cat /mnt/brian/brianl . txt 

Hello wo rld 

D 6.5. C reate the mount  po in t  /mn t / rob on desktopX.  

j [ root@desktopX -]# mkdir /mnt/ rob 

D 6.6. M o u nt the //se rverX/smbshare Samba sha re tempora r i l y  as user  rob on the  
mount  po in t  /mn t / rob o n  the  desktopX system.  

[ root@desktopX -]# mount  - o  username=rob //serverX/smbshare /mnt/rob 

Passwo rd for rob@//se rve rX/smbshare : redhat 

D 6.7. Ver ify on desktopX that  user  rob has no w r ite permiss ion  to the smbshare 

S a m ba sha re p rov ided by the  serverX system. 
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[ root@desktopX - ] #  touch /mnt / rob/robl . txt  

touch : cannot touch ' /mnt/rob/robl . txt ' : Permission denied 

D 6.8. Test i f  read access for Samba user  rob works as  expected on  the  /mn t / rob 

Samba share on the  desktopX system.  

[ root@desktopX - ]# c a t  /mnt/rob/brianl . txt 

Hello World 

D 7. R u n  the  g rad ing  scr ipt  on serverX:  

[ s t udent@serverX - ] $  lab smbshare grade 
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Perfo rm ing  a M u l t i u se r  S M B  M o u nt 

Pe rfo rm i n g  a M u l t i u s e r  S M B M o u nt 

O bject ives 
After comp let i ng  th i s  sect ion ,  students shou l d  be a b l e  to m o u n t  a n  S M B  share w i t h  t he  
mult iuser mount  op t i on ,  u s i ng  password-based au thent icat ion  a n d  cifsc reds to contro l  
a ccess. 

• Perform a m u l t i user  S M B  mou nt.  

• Access the mu l t i user  S M B  mou nt .  

M u l t iuser  mounts with  S a m ba 
When  a Samba share i s  mou nted ,  the  mount  c redent i a l s  determi ne  the  access permiss ions  on  
the  mount  po i n t  by  defa u lt .  The  new multiuser mount op t i on  separates the mount  c redent i a l s  
f rom the  c redent i a l s  used to d ete rm ine  f i l e  access for each  user. I n  Red  Hat  Enterpr i se L i n u x  7, 
th i s  can  be used w i th  sec=nt lmssp authent icat ion (contrary to t he  mount . ci fs(8)  m a n  page) .  

The root user  mou nts the s h a re us ing the multiuser opt ion and  a n  S M B  use rname  t hat 

has m i n i m a l  access to the contents of the sha re. Reg u l a r  users ca n then  stash the i r  own S M B  
u serna mes a n d  passwords i n  t h e  cu rrent session ' s  kerne l  keyr ing  w i th  t h e  cifsc reds com m a n d .  
T h e i r  accesses to the  sha re a re a ut hent icated w i t h  the i r  o w n  c redent ia l s  from the  keyr i ng ,  not 
the  mount c redent i a l s . The  users can  c l ea r  o r  change  the i r  c redent ia l s  for that  l og i n  sess ion  
at  a ny t i me,  and  they a re c l e a red when  the  sess ion  ends. F i l e  access permiss ions  a re e nforced 
ent i re ly  by the S M B  server based on  the access c redent i a l s  cu rrent l y  in u se. 

For exa mp l e, to c reate a new mount po int  /mnt/mult iuser  and  mount the sha re myshare 

from the  SMB f i l e  server se rve rX, authent icat ing  as S M B  user  fred ,  who has the  NTLM 
password redhat , a n d  us i ng  t he  multiuser mount  opt ion :  

[ root@des ktopX -]#  mkdir /mnt/multiuser 

[ root@des ktopX - ] # mount -o multiuse r , sec=ntlmssp , use rname=fred \ 

> //serverX/myshare /mnt/multiuser 

Passwo rd for f red@//se rve rX/myshare : redhat 

The command  ci fscreds i s  req u i red to store au thent icat ion credent i a l s  i n  the keyr i ng  of the  
loca l user. Those au thent icat ion  c redent i a l s  a re forwa rded to the  Sa m ba server on  a m u l t i user  
mou nt.  The cifs-utils package p rovides the cifsc reds command ,  so it is  req u i red on  the  
d esktopX system.  

I [ root@desktopX - ] #  y u m  - y  install 

-

cifs - ut ils 
! -�------_J 
The cifscreds com m a n d  has  va r ious  act ions :  

• add to add  SMB c redent i a l s  to the  sess ion  keyr ing  of a user. Th is  opt ion is fo l l owed by the  host  
name of the  SMB f i l e  server. 

• update to update ex ist ing c redent ia l s  i n  the  sess ion  keyr i ng  of the  user. Th is  opt ion  is fo l l owed 
by the  host name of the S M B  f i le se rver. 

• clear to remove a part ic u l a r  en t ry from the  sess ion keyr i ng  of the  user. Th is  opt ion  is 
fo l l owed by the host name  of the S a m ba server. 
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• clearall to c l ea r  a l l  ex ist ing  credent i a l s  from the  sess ion keyr ing  of t he  user. 

N ote 

B y  defa u l t ,  cifscreds  assumes t h a t  the  username t o  u s e  with the  S M B  c redent ia l s  
matches the  cu rrent L i n u x  username. A d i fferent usern a m e  c a n  be u s e d  for S M B  
credent i a l s  w i t h  the  - u  use rname opt ion after the  add ,  u pdate,  o r  clear act ion .  

For exa m p le ,  assume that  root has  mou nted I /se rverX/myshare on the  m o u nt po int  
/mnt/multiuser us ing the  multiuser opt ion .  In  order to access f i l es on  that  sha re, user  
f rank m ust use cifsc reds to tempora r i l y  stas h  h i s  username and  password i n  the  kerne l ­
managed sess ion  keyr i ng .  

[ f rank@desktopX - ) $  cifscreds add serverX 

Passwo rd : redhat 

[ f rank@desktopX - ] $  echo " Frank was here " >/mnt/multiuser/frank2 . txt 

[ f rank@desktopX - ) $ cat /mnt/multiuser/frank2 . txt 

F rank was here . 
[ f rank@desktopX - ) $ exit 

Assume that  the  permiss ions  on the fi l es in t he  S M B  share grant f rank read-write access to the  
d i rectory, but  j ane i s  o n l y  g ranted read access. 

[ j ane@desktopX - ) $  cifscreds add serverx 

Password : redhat 

[ j ane@desktopX - ) $  echo " J ane was not he re"  >/mnt/multiuser/j ane2 . txt 

- bash : /mn t/multiuse r/j ane2 . tx t : Permission denied 
[ j ane@desktopX - ] $ cat /mnt/multiuser/frank2 . txt 

F rank was here 

Refe re n ces 

moun t (8) ,  mou n t . ci  fs(8) ,  and  ci fscred s(1 ) man  pages 
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Pract ice :  Perfo rm ing  a M u l t i u se r  S M B  M o u nt 

Pra c t i ce:  Pe rfo rm i n g a M u l t i user  S M B  M o u nt 

Gu ided  exe rc ise 

I n  th i s  l a b, you w i l l  m o u nt a S M B  sha re w i th  t he  m u l t i user  opt ion .  �+i!M-Machines:. 
Outcomes:  

The S M B  s h a re p rov ided by serverX is  mou nted on  the desktopX system with  the  m u l t iuser  
mount  opt ion .  

Before you begin . . .  

• Reset the  serverX system.  

• Reset  the  desktopX system.  

• Log  i nto a n d  se t  u p  you r  se rver system.  

i [ s t udent@se rverX - ] $ lab smbmultiuser setup 

-- -- --�- - - - - ---- - - - - - - - - ---- � -- �-- -- =-- - ----�- - _j 

• Log i nto a n d  set u p  you r  des ktop system .  

�-�·- ---- - - - --- - - - - - - - �- - - - --- - - - - - - - - - - - -�---- - -- ------ --------�- - , 

-- - - �� ----- · --- - �--�- _J i [ s tudent@desktopX - ] $  lab smbmultiuser setup 

• Become  root on  you r  se rverX system.  

r-�--- -�---' ---� - - - - - - � � - - - --� ·- - - - - - - -- -- - - -- -�-- --- - �- -- -- �-- -- .��--�--- -�----: 
! [ s t udent@serverX - ] $  sudo - i  

L-� ----�.--,-----· ---�- - · -- ---- - - --�- --- - · - -

• Become  root on you r  desktopX system.  

I [ s t udent@desktopX - ] $  s u d o  - i  
! 

Mount the  S M B  sha re I /se rve rX/smbshare permanent ly  on  the  desktopX system accord i n g  to 

the fo l l ow ing  req u i rements:  

• The mount  point on  the  desktopX system i s  the newly created d i rectory /mnt/mult iuser .  

• The S M B  sha re is  mou nted with a n ew l y  c reated c redent ia l s  f i l e  
/ root/smb - multiuser . txt .  The c redent i a l s  used  to mount  the  SMB share a re username 
b r ian a n d  password redhat.  

• The S M B  sha re i s  mou nted with the  m u l t i u se r  mount  opt ion e n a b l ed .  

• The a l ready  ex ist i ng  u se r  brian on  the  desktopX system has a correspond ing  SMB  account  on  
serverX.  Associate the  system user  b rian on  the  desktopX system w i th  the  SMB  use r  b rian 

on the serverX system to access the /mnt/multiuser mount  po i nt .  The password for brian 

i s  redhat .  Verify that  user brian has read a n d  write access to the m o u nted S M B  sha re. 
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• The  a l ready ex ist ing  user  rob on  the  d esktopX system has  a correspond ing  S M B  account  on  
serverX.  Associate the  system user  rob on the desktopX system with the  SMB user  rob on 
the  serverX system to access the  /mnt /mult iuser mount po int .  The password for rob i s  
redhat.  Verify that  user  rob has  read but no  wr i te  access  to the  mou nted SMB s h a re. 

D 1 . I n sta l l  the cifs-utils RPM package on  the desktopX system because it  conta i n s  t he  
ci fscreds command  req u i red  to  store and  forward au thent icat ion c redent i a l s  to the  
S a m ba server w i th  a m u l t i user  mount.  

I [ root@desktopX - ] #  yum - y  install cifs - ut ils 
! 

D 2.  M o u nt the  Samba sha re permanent ly  on  the  /mn t /multiuser mount  po in t  o n  desktopX 
and authent icate w i th  a credent i a l s  f i l e. Mount the Samba share with the c redent ia l s  of 
user brian. 

D 2.1 .  Create the  mount  po int  /mnt/mult iuser on  desktopX. 

�-- ����·��� i [ root@desktopX - ] #  mkdir /mnt/multiuser 

D 2.2.  Create the  c redent ia l s  f i le  /root/smb - multiuse r . txt with the username a n d  
password o f  u s e r  b rian on  the  desktopX system.  

i i [ r oot@desktopX - ] # echo ' username=brian ' >/root/smb - multiuser . txt  

! [ root@desktopX -]# echo ' password=redhat ' >>/ root/smb - multiuser . txt 
; 

D 2.3.  Create the  ent ry i n  /etc/fstab to perma nent l y  mount  the Samba sha re 
with m u l t i user  opt ion as user br i an  on the /mnt /multiuser mount  po int  on 
desktopX. 

//serve rX/smbshare /mnt/multiuser cifs c redentials=/ root/smb -
I multiuse r . t x t , multiuse r , sec=ntlmssp 0 0 
! 

D 2.4. Verify the  ent ry i n  /etc/fstab to perma nent l y  mount  the  Samba sha re on  
desktopX is  correct by moun t i ng  the share w i th  the  fstab  ent ry. 

I [ root@desktopX - ] #  mou�t /mnt/multiuser _] 
D 3.  Access the SMB m u l t i user  mount /mnt/multiuser as  the  a l ready ex ist i ng  user  brian 

on desktopX. Automat ica l l y  a uthent i cate to Samba as  the correspond ing  Samba  user that  
ex ists with the same name on  serverX and  has  read  and wr i te perm iss ion on  the  S M B  
sha re. 

234 

D 3.1 .  Switch t o  u s e r  brian on the term i n a l  on desktopX.  

1 
I [ root@desktopX - ] #  su - brian 

D 3.2. Try to write to the  /mnt /multiuser mount  po int  with user  br ian  on the  
desktopX system. 
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Gu ided  exercise 

[ b r ian@des ktopX - ] $  touch /mnt/multiuser/testfile . txt 

touch : cannot touch ' test . t xt ' : Permission denied 

D 3.3.  Record the S a m ba credent i a l s  for the  loca l  user brian with  the cifscreds 

comm a n d  on  desktopX.  

[ b r ian@desktopX - ] $  cifsc reds add serverX 

Passwo r d : redhat 

D 3.4. Verify user  b r ian has read  a n d  write perm iss ion on  the mount  po int  
/mnt/mult iuser  on desktopX .  

[ b rian@desktopX - ] $  echo " Multiuse r "  >/mnt/mult iuser/brian2 . txt 

[ b rian@des k topX - ] $ cat /mnt /multiuser/brian2 . txt  

Multiuser 

D 3.5.  Ex i t  the  she l l  o n  t he  desktopX system.  

[ b r ian@desktopX -]$  exit 

[ root@desktopX - ] #  

D 4. Access the S M B  mu l t i u ser  mount  /mnt /mult iuser  as the a l ready ex ist i ng  user rob on 
desktopX. Automat ica l l y  a uthent icate to S a m ba as  the correspond ing  S a m ba u ser  rob 

that exists on  serverX with the same name  and has read permiss ion on  the S M B  sha re. 

D 4.1 . Switch to user rob on  the term i n a l .  

I [ root@des ktopX - ] #  s u  - rob 

D 4.2. Record t he  S a m ba credent ia l s  for the loca l  user  rob with cifsc reds on 
desktopX.  

j [ rob@desktopX - ] $  cifscreds add serverx 

I Passwo r d : redhat 

D 4.3. Verify user  rob has read but no  wr ite perm iss ion on  the mount  po int  
/mnt/multiuser  on desktopX.  

[ rob@desktopX - ] $  echo " Multiuse r "  >/mnt /multiuser/rob2 . txt  
- bash : /mn t/multiuser/rob2 . txt : Permission denied 
[ rob@desktopx - ] $  cat /mnt/multiuser/brian2 . txt  

Multiuser 

D 5.  Open a new term i n a l  on  d esktopX a n d  run  the  g ra d i n g  scr i pt :  

i [ s t udent@desktopX - ] $  lab smbmultiuser g rade I 
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La b: P rovi d i n g F i l e - based Sto ra g e  

Performa nce check l i st 

I n  th i s  l a b, you w i l l  c reate storage shares w i th  N FS a n d  S M B. �fi.111� MachinH 
Outcomes: 

Share d i rector ies with N FS and Kerberos secu r ity on  serverX accord i ng  to the req u i rements 
g iven ,  then mount  them on  desktopX; sha re a d i rectory w i th  SMB on serverX accord i n g  to the 
req u i rements g iven ,  then mount  it on  d esktopX .  

Before you begin . . .  

• Reset the  serverX system.  

• Reset the  desktopX system.  

• Log i nto and set  u p  you r  server system.  

I [ student@serverX -]$  lab storageshares setup 
! 

·---- - - -· · - - -- - ---- - i 

• Log into a n d  set u p  you r  desktop system.  

- - - - �-- --- --��- - - - - � - - - - ---- --: 
! [ st udent@des ktopX - ] $ lab storageshares setup 
i _, --�-- - - · ----- ------ --�----

• Become root on you r  se rve rX system.  

- -- - ----------

- ----� --�- - ��- ,, --- - --�--� �� �- --- --- · ·- -�-- -- �- - ��� 
! ! [ student@serverx - ] $  sudo - i  

L-�- -�-- -- - -� -�-- - --- - - -�� � -------�-- - ---- - - - -� 
• Become root on your  desktopX system.  

I [ s t udent@desktopX -]$  sudo -i  
-�- - - --- -- - - · - - -
-----�---

- -- - --
� 

L ____ ___ _ 

• S uccessf u l l y  g rade  the  setup  on desktopX a n d  serverX with lab storageshares g rade. 

Conf i gu re the N FS server on  serverX to meet the fo l l ow ing requ i rements :  

• Share the  new l y  c reated /krbnfs d i rectory on  serverX with krb5p secur i ty. 

• A l l ow read  a n d  write access on the  share from the  d esktopX system. 

• SEL i nux  l abe l s  a re exported.  

• Preconf ig u red krb5 keyta bs for the  serverX and d esktopX systems a re ava i l a b l e  at :  

h t t p : //clas s room . example . com/ p u b/ keyt ab s / s e r ve rX . keytab .  

h t t p : //clas s room . example . com/p u b / keytabs/d e s k t o pX . keytab .  
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Performa nce check l ist 

• A l low access to the N FS service t h rough  the f i rewa l l .  

Mount t he  N FS sha re se rverx : /krbnfs on  the  new ly  created m o u nt po int  
/mnt/sec u respace permanent l y  on  desktopX  with krbSp secu r ity a n d  exported SEL i nux  
l abe l s. 

Conf i g u re a S M B  sha re on the serverX system accord i ng  to the  fo l l ow i ng  req u i rements :  

• Share the  newly created d i rectory /sambaspace with  S M B. 

• Members of the  a u x i l i a ry g roup  sales have read a n d  wr ite permiss ions  on the  share. 

• A l l  users t h at a re not members of the sales g ro u p  have read permiss ion .  

• The S a m ba server  i s  i n  the salesdep workg rou p, a n d  the  share n a m e  i n  Samba  i s  smbspace. 

• Create the Sa m ba-o n l y  user f rank,  who is  pa rt of the  ma rket i ng  tea m ,  with the password 
red hat .  

• Create the  new S a m ba-on l y  user  martin ,  who i s  not part  of the m arket i ng  tea m,  with the  
password redhat .  

• A l low access to the  SMB service t h rough  t h e  f i rewa l l .  

Mount  t he  S a m b a  share permanent l y  on the  /mnt/salesshare m o u nt po int  on  
desktopX a s  a m u l t i user  mou nt .  Authent i cate w i th  the n ew ly  created credent i a l s  f i l e  
/ root/smb - multiuse r . txt .  M o u nt the  S a m ba share w i t h  the c redent i a l s  of u se r  f rank. 

1 .  Conf i g u re N FS to share the  new ly  created /k rbnfs d i rectory on  serverX wi th  krb5p 
secur i ty. A l l ow read and  wr i te access from the  desktopX system.  M o u nt t he  N FS share at 
the  /mnt/secu respace d i rectory on  the  desktopX system.  The S E L i n u x  l abe l s  from the 
exported d i rectory a re ava i l a b l e  on the  desktopX system where the  share i s  mou nted. The 
Ke rberos-a uthent i cated user  l da puserX can  successf u l l y  access t he  share. 

2 .  Moun t  the  N FS sha re se rverX : / k r bnfs on  the  new ly  created mount  point 
/mnt/securespace permanent ly  on  desktopX wi th  krbSp secu rity and exported S E L i n u x  
l abe l s. 

3 .  Conf i g u re the serverX mach ine  to s h a re the  newly created d i rectory /sambaspace with 
S M B. M e m bers of the  aux i l i a ry g roup  sales have read and w rite perm iss ions  on  the share. 
A l l  u se rs that  a re not member  of the sales g roup  have read permiss ion .  Ensu re that a l l  
n ew l y  created f i l es o f  a user  that  i s  a member  o f  t h e  sales g ro u p  have t h e  g roup  ownersh i p  
sales. The S a m ba server is  i n  the  salesdep workg rou p  and  the  s h a re n a m e  i n  Samba  i s  

smbspace. 

4. C reate the  S a m ba-on l y  user  f rank,  who is  part of the  sa l es g roup. The user frank has read 
and wr ite access to the smbspace S M B  s h a re. A new Sa mba user martin i s  c reated,  who i s  
not pa rt of t he  sa l es tea m.  The user  martin has read access to the  smbspace SMB share. 
Both new ly  added  users have the S M B  password redhat.  

5.  M o u nt the  S a m ba sha re permanent ly  on  t he  /mnt /salesshare m o u nt po int  on  
desktopX as  a m u l t i user mou nt .  Authent icate with the  new ly  created credent i a l s  f i l e  
/ root/smb - multiuse r . txt .  Mou nt t he  S a m ba share with t he  credent i a l s  of user f rank. 

6. S u ccessfu l l y  g rade  the set u p  on  desktopX a n d  serverX with lab sto rageshares g rade. 
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238  

[ root@des ktopX - ] #  lab storageshares grade 

[ root@serverX - ] # lab storageshares grade 
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So l u t ion  

So l ut ion  

I n  th i s  l a b, you wi l l  create storage  shares with N FS a n d  S M B. 

�HH� : .. �···� 
O utcomes: 

S h a re d i rectories w i th  N FS a n d  Kerberos secu rity on  serverX accord i n g  to the  req u i rements 
g iven ,  then mount them on  desktopX;  share a d i rectory with S M B  on  serverX accord i n g  to the 
requ i rements g iven ,  then m o u nt i t  on  desktopX.  

Before you begin . . •  

• Reset  the  serverX system.  

• Reset the  d esktopX system .  

• Log  i nto a n d  se t  u p  your  server system. 

[ s t udent@serverX - ] $ lab storageshares setup 
i 

-��--- - --- �- �' 

• Log i nto a n d  set u p  your  desktop system. 

i [ s t udent@desktopX - ] $  lab storageshares setup - --�-�� - -- - · ---, ,----- -� = --- - --- ---- -�-- - ---��--� 
' 

; I 

�

-

-

-

-

-

-

��----���-

-

-

-

� 

• Become root on you r  serverX system.  

���-- - -��--- - --- �- - - -- �� -- �--l [ s t udent@serverx - ] $  sudo - i  

--�---- ------ -----------

• Become root on  you r  desktopX system.  

! [ s t udent@desktopX -]$  sudo  -i  

• S u ccessf u l l y  g rade  the  setu p  on  d esktopX and serve rX wi th  lab sto rageshares g rade. 

Conf i g u re the N FS server on  serverX to meet the fo l l ow i n g  req u i rements:  

• S h a re the new ly  c reated / kr bnfs d i rectory on  serverX with k rb5p  secur ity. 

• A l l ow read and  wr i te access on the  share from the  desktopX system.  

• S E L i n u x  l a be l s  a re exported .  

• Preconf ig u red krb5 keyta bs for the  serverX and desktopX systems a re ava i l a b l e  at :  

h t t p : //clas s r o o m . example . com/ p u b / key t ab s / s e rve rX . keyt ab. 

h t t p : //clas s r oom . example . com/pu b / keyt ab s / d e s k t o pX . keytab .  

• A l low access to the  N FS serv ice  t h rough  the  f i rewa l l .  
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Mount the  N FS share se rverX : /krbnfs on the  new l y  created mount  po in t  
/mnt/securespace permanent ly  on  desktopX w i th  k rb5p secu r ity and  exported S E L i n u x  
l abe l s. 

Conf i gu re a S M B  share o n  the  serverX system accord i ng  to the  fo l l ow ing  req u i rements :  

• Share the  new l y  c reated d i rectory /sambaspace with  S M B. 

• Members of the  a u x i l i a ry g roup sales have read a n d  write permiss ions  o n  the s h a re. 

• A l l  users that  a re not members of the sales group  have read permiss ion .  

• The S a m ba server  i s  i n  the  salesdep workg roup ,  a n d  the  share name i n  Samba i s  smbspace. 

• Create the Sa m ba-o n l y  user frank,  who is  part of the market i ng  tea m ,  with the password 
redhat.  

• Create the  new Samba-o n l y  user martin, who is  n ot part  of the  market i ng  tea m ,  w i th  the  
password redhat .  

• A l l ow access to the  SMB service t h rough  the  fi rewa l l .  

Mount t h e  S a m ba share permanent l y  on  t h e  /mnt/salesshare mount  po int  o n  
desktopX as  a m u l t i user  mou nt. Authent icate w i th  t h e  newly  created credent ia l s  f i l e  
/root/smb - multiuser . txt .  Mount the  Samba sha re w i t h  the  credent i a l s  o f  u se r  frank.  

1 .  Conf i g u re N FS to share the new ly  c reated / k r bnfs d i rectory on serverX wi th  krb5p 
secur i ty. A l low read a n d  write access from the  d esktopX system. M o u nt the  N FS share at  
the /mn t/secu respace d i rectory on  the  desktopX system.  The S E L i n u x  labe ls  from the 
exported d i rectory a re avai l a b l e  on  the  desktopX system where the  sha re i s  mou nted.  The 
Kerberos-authent icated user l dapuse rX can  successf u l l y  access the  sha re.  

240 

1 .1 .  I nsta l l  the  keytab provided at 
h t t p : //clas s room . example . com/ p u b / keytab s / s e rve rX . keytab on the  
se rverX system.  

r---��--��----�-�-��-������--������--. I [ root@serverX - ] #  wget - 0  /etc/krb5 . keytab http : //class room . example . com/pub/ L..'.:,eytabs/serverX . keytab 

1.2. Enab l e  N FS vers ion  4.2 on the se rve rX system to export the S E L i n u x  l a be l s .  To do that ,  
change the  RPCNFSDARGS= " "  l i ne i n  the /etc/sysconfig/nfs f i le  to :  

I RPCNFSDARGS= " -V 4 .  2 "  
L 

1 .3. Start the  nfs-secu re-server serv ice o n  the  serverX system.  

r i [ root@serverx - ] #  systemctl start nfs - secu re- server 
I 

1 .4. Enab l e  the  nfs-secu re-server to start at system boot on  serverX.  

G��-ot_@_s-er_v_e-rX-- ] #  systemctl enable nfs - secu re- server l L-------�--------- ---------·------� 
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So lu t ion  

1 .5 .  C reate the  d i rectory /k rbnfs o n  serverX.  

I [ root@serverX - ] #  mkdir /krbnfs 

1 .6.  Add the d i rectory /krbnfs to the /etc/expo r t s  f i l e  to export it  w i th  N FS .  Enab l e  
k rb5p  secu rity to  secu re access to t he  N FS share. A l l ow read  a n d  write access to  the  
exported d i rectory. 

[ root@se rve rX - ] # echo ' /krbnfs desktopX ( sec=krb5p , rw ) ' >>/etc/exports 

1 .7. Re load the  /etc/expo r t s  f i l e  on  t he  serverX system.  

I [ root@se rve rx - ] #  exportfs - r  

1 .8 .  Confi g u re f i rewa l l d  to a l l ow access t o  t he  N FS serv ice o n  serverX .  

[ root@serverX - ] #  firewall - cmd - - pe rmanent - - add - service=nfs 

1 .9. Re load the firewalld conf ig u ra t ion  to a l low access to the N FS service on  serverX.  

I [ root@serverx - ] #  firewall - cmd - - reload 

2.  Mount  t he  N FS sha re se rverX : /krbnfs o n  the new ly  c reated mount  po in t  
/mnt/securespace permanent l y  on  desktopX wi th  krb5p secu r ity and  exported SEL i nux  
l a b e l s. 

2 .1 .  I nsta l l  t he  keytab  prov ided at 
h t t p : //clas s r oom . example . c o m/ p u b / keyt abs/d e s k t o pX . keytab on the 
desktopX system.  

[ root@desktopX -]#  wget - 0  /etc/krb5 . keytab http : //class room . example . com/pub/ 

keytabs/desktopX . keytab 

2.2. Start  the nfs-secure serv ice on  desktopX to h e l p  w i th  negot i a t i ng  authent icat ion with a 
Ke rber ized N FS share. 

[ root@desktopX - ] #  systemctl start  nfs - secure 

2.3 .  Enab l e  the nfs-secu re sha re to sta rt at  system boot on  desktopX.  

I [ root@desktopX - ] #  systemctl enable nfs - secure 

2.4. C reate the mount point /mnt/sec u respace on  the desktopX system.  

[ root@desktopX - ] #  mkdir /mnt/securespace 
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2 .5 .  C reate the e ntry i n  the /etc/fstab f i l e  to mount  the  / k rbnfs share exported by  
the  serverX system on the  /mnt/secu respace m o u nt po int  on  desktopX so that  the  
SEL inux  l abe l s  f rom the share a re shown on  the mount  poi nt .  

I se rverX : / k rbnfs /mnt/secu respace nfs default s , v4 . 2 , sec=k r b5p 0 0 

2 .6. M o u nt the  exported N FS sha re on the new ly  c reated /mnt/secu respace d i rectory o n  
the  desktopX system a n d  ver i fy t h e  /etc/fstab ent ry works as expected.  

I [ root@desktopX - ] # mount /mnt/secu respace 

3. Conf ig u re the serverX mach ine  to sha re the new ly  created d i rectory /sambaspace with 
S M B. Members of the  a u x i l ia ry g roup  sales have read and wr i te perm iss ions on  the  share. 
A l l  users that  a re not member  of the sales g roup  have read  permiss ion .  Ensure that  a l l  
new ly  created f i l es o f  a user  that  i s  a member  of the sales g roup  have the  g roup  ownersh i p  
sales.  The Samba  se rver i s  i n  the  salesdep workg ro u p  a n d  the  share name i n  Samba i s  
smbspace. 

3.1 .  Dep loy the req u i red RPM packages to run the S M B  service on  serverX.  

[ root@serverX - ] # yum - y  install samba 1 

242 

3.2. C reate the a u x i l i a ry system g roup  sales on  the serverX system.  

I [ root@serverX -]#  groupadd -r  sales 
I 

3.3. C reate the /sambaspace d i rectory on serverX. 

�-- ---�-�----- · 
l [ root@se rverX - ] #  mkdir - p  /sambaspace ' 

3.4. Change  the g roup  ownersh ip  of the /sambaspace d i rectory to sales on the  serverX 
system.  

I [ root@serverX -]#  chgrp sales /sambaspace 

3.5. Adjust the permiss ions on the  /sambaspace d i rectory to have the S G I D  bit set a n d  
wr ite i s  proh i b ited b y  others. 

! [ root@serverX - ] #  chmod 2775 /sambaspace 

1 I 

I L ______ _ __, 

3.6. Add the  d i rectory /sambaspace and  a l l  f i l es  shown as  fo l l ows to the  SEL i nux  po l icy as  
a d i rectory shar i ng  f i l es w i th  SMB by  sett i ng  i t s  l abe l  to samba_share_t . 

l [ root@serverX - ] #  semanage fcontext - a  - t  samba_share_t ' /sambaspace ( / . * ) ? '  

------'----�------- ------- J I 
-------- ------ ---------

3.7. App ly  the  S E L i n u x  r u l e  for the  /sambaspace d i rectory that  was added i n  the  prev ious 
step on  serverX.  
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So l ut ion  

[ root@se rverX -]# restorecon - vvFR /sambaspace 

resto recon reset /sambaspace context unconfined_u : obj ec t_r : default_t : s0 -
>system_u : obj ect_r : samba_share_t : s0 

3.8 .  Change  the  /etc/samba/smb . conf conf i g u rat ion  f i l e  on  serverX. The workg ro u p  
i s  salesdep.  The new ly  c reated S M B  share i s  named  smbspace and  sha res t h e  
/sambaspace d i rectory where a l l  members of t he  system g roup  sales h ave write 

access. 

Mod ify o r  conf i rm the fo l l ow ing :  

[ global ] 

wo rkgroup = salesdep 

security = user 
passdb backend = tdbsam 

Add a sect ion  at  the end of the f i l e  as fo l l ows. 

ll [ smbspace ] 
path = /sambaspace 

l write list = @sales 
L_ 

4. C reate the Samba-o n l y  user frank,  who is  part of  the s a l es g roup .  The user f rank has read  
a n d  wr ite access to the  smbspace SMB share. A new S a m ba user  martin i s  created,  who i s  
not  par t  o f  the  sa l es tea m .  The  user  martin has  read  access to the smbspace SMB s h a re. 
Both newly added users have the S M B  password redhat .  

4.1 .  I nsta l l  the  samba-client R P M  package because it  conta ins  the  smbpasswd. 

i I [ root@se rve rx - ] #  yum - y  install samba - client  
! 

4.2. C reate the  system user  frank as a member  of t he  a u x i l i a ry g roup  sales on  serverX.  

I I [ root@se rve rX - ] #  useradd - s  /sbin/nologin - G  sales f rank I 

4.3. Add the S M B  user  frank to Samba .  The Samba user  is a utomat ica l l y  m a p ped to the  
loca l  system user  f rank.  

[ root@se rverX -]# smbpasswd - a  f rank 

New SMB password : redhat 

Retype new SMB passwo r d : redhat 
Added user f ran k . 

4.4. Create the  system user  martin on serverX. 

l [ root@se rve rX - ] #  use radd -s /sbin/nologin martin 
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4.5. Add the  SMB user  martin to Samba .  The  Samba user i s  a utomat ica l l y mapped to the 
loca l system user  martin.  

[ root@se rverx -]#  smbpasswd -a  martin 

New SMB password : redhat 

Retype new SMB password : redhat 

Added user martin . 

4.6. Start the  smb a n d  nmb services on  the  serve rX system.  

I [ root@se rverx - ] #  systemctl s t a r t  s m b  nmb 

4.7. Enab l e  the smb a n d  nmb services to start at  system boot on serverX.  

[ root@serve rx -]# systemctl enable smb nmb 

4.8. Conf i g u re f i rewa l l d  to a l l ow access to the  S M B  service on serverX. 

[ root@serverX -]# firewall - cmd - - permanent - - ad d - service=samba 

success 

[ root@serverx -]#  firewall - cmd - - reload 

success 

5.  Mount  the  S a m ba share perma nent ly  on the  /mnt/salesshare mount po int  on  

244 

desktopX as  a m u l t i user  mou nt. Authent icate w i th  the new ly  c reated credent ia l s  f i l e  
/ root/smb - multiuse r . txt .  M o u nt the  S a m ba share w i th  the crede nt i a l s  of user  frank.  

5.1 .  I nsta l l  the  cifs-utils package to provid e  the  mount . cifs com mand  on  the  desktopX 
system.  

[ root@desktopX - ] # yum - y  install cifs - utils 

5.2. C reate the  mount po int  /mnt/salesshare on d esktopX. 

[ root@des ktopX - ] #  mkdir /mnt/salesshare 

5.3. M o u nt the  Samba  share perma nent l y  with a c redent i a l s  f i le on  the /mnt/salesshare 

mount po int  on  desktopX. M o u nt the  S a m ba share with the credent i a l s  of user  f rank. 

[ root@desktopX - ] # echo ' username=f rank ' >/root/smb - multiuser . txt 

[ root@desktopX -]# echo ' passwo rd=redhat ' >>/root/smb - multiuser . txt 

5.4. C reate the  entry i n  /etc/fstab to permanent ly  mount  the S a m ba sha re I /se rverX/ 

smbspace with m u l t iuser  opt ion as user  f ra n k  on  the /mnt/salesshare mount point 
on  d es ktopX.  
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//se rverX/smbspace /mn t / s ale s s h a r e  cifs c redentials=/ root/smb ­
multiuser . tx t , mult iuse r , sec= n t lm s s p  e e 

So lu t ion  

5 .5 .  Ve r i fy t he  entry i n  /etc/fstab to permanent l y  mount t he  S a m ba sha re on  desktopX is  
correct by mou nt ing the  sha re w i th  t he  fsta b ent ry. 

[ root@desktopX - ] #  mount /mnt/salesshare 

6. S uccessfu l l y  g rade  the setup  on  desktopX a n d  serverX with lab s t o rageshares g rade .  

[ root@d e s k t o pX - ] # lab storageshares g r ade 

[ root@serverX - ] #  lab storageshares g r ade 
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-

S u m m a ry 
-

Export ing N FS Fi l e  Systems 

In  th i s  sect ion ,  students l ea rned  how to :  
-

• Descr ibe N FS se rver conf i g u rat ion .  

• Export a n  I P-based N FS share. -

Protect i ng  N FS Exports 

In this sect ion ,  s tudents l ea rned  how to: -

Set u p  Kerberos-enab l ed  N FS .  

• Conf i gu re labe led N FS and SEL i nux .  -

Prov id i ng  S M B  F i l e  S h a res 

In th i s  sect ion ,  students l earned  how to perform S M B  server conf i g u rat ion .  -

Perform ing  a M u l t i user  S M B  M o u nt 

I n  th i s  sect ion ,  students l ea rned  how to perform a m u l t i user S M B  mou nt. -

-

-

-

-

-

-

-

-

-
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Goal To provid e  a M a riaDB S O L  data base for use by p rograms a n d  

database a d m i n ist rators. 

Objectives • I nsta l l  M a ri a D B. 

• Confi g u re and a d m i ni ster MariaDB.  

• Confi g u re user a n d  a ccess ri ghts. 

• Back up and restore Mar iaDB data ba ses. 

Sections • I nsta l l i n g  Mar iaDB (and Practice) 

• Working with Mar iaDB Databa ses (and Practice) 

• M a naging Database Users and Access Rights (and 

Practice) 

• C reating and Restoring M a ri a D B  Backups (and Practice) 

Lab • Configur ing M ar i a D B  Databases 

RH254- R H E L7-en-1 -20140711 247 



Chapter 9. Confi g u ri n g  M a r ia  D B  Databases 

Insta l l i n g M a ria D B  

Object ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be  a b l e  to  descr ibe a re l at i ona l  database a n d  be  
ab l e  to  i nsta l l  a n d  perform a bas ic conf ig u rat ion  of a s imp l e  Mar i aDB  re l a t i ona l  database server. 

Re l at i on a l  d ata bases 
A re l a t iona l  da tabase i s  a mechan i sm t h a t  a l l ows the  pers istence o f  data i n  a n  org a n ized way. 
Databases store data i tems orga n i zed as a set of t ab l es, w i th  each tab l e  represent i ng  a n  ent ity. I n  
a g iven ta b l e, each  row corresponds t o  a record , wh i l e  each co l u m n  corresponds  t o  a n  att r ibute 
of that record. 

r =������- � ���=�= � �: � � - ������- : - ���� -������� � + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + I l - �� -l - ���= - - - - - - - - - - - - - - + - � ���= - - - l - �=��� - l - �����==���: _ l _ ���������� = � �= � - l 
I 1 I Thin kSe rve r TS140 539 . 88 20 2 I 4 I 
I 2 I ThinkSe rve r TS440 1736 . 00 10 2 I 4 I '.11. + - -; _ 1 _�;���;;�� - - - - - - - - - + - :�; � ;; _ _  + - - - �;; _ +  _ _ _ _ _ _ _ _ _ _ _  ; _ 1 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  � _l 

4 rows in set  ( 0 . 00 sec ) 
----�� J 

--�·-·---�l MariaDB [ inven t o r y ] > SELECT • FROM category ; 
+ - - - - + - - - - - - - - - - - - + 
I id I name 
+ - - - - + - - - - - - - - - - - - + 

1 I Netwo r king 
2 I Se rve r s  
3 I S s d  

+ - - - - + - - - - - - - - - - - - + 
3 r ows in set  ( 0 . 00 sec ) 

MariaDB [ inventory ] >  SELECT • FROM manufacturer ; 
+ - - - - + - - - - - - - - - - + - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - - - + 
I id I name I selle r I phone_number  
+ - - - - + - - - - - - - - - - + - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - - - + 

1 I SanDis k I J o h n  Mille r I +1 ( 941 ) 329 - 8855 I 

I 2 I Kin g s t o n  I Mike Taylo r I +1 ( 341 ) 3 7 5 - 9999 I 
I 3 I Asu s  I Wilson J ackson  I +1 ( 432 ) 367 - 8899 I 

I 4 I Lenovo I Allen Scot t I +1 ( 876 ) 213 - 4439 I 
+ - - - - + - - - - - - - - - - + - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - - - + 
4 rows in set  ( 0 . 00 sec ) 

The prev ious  ta b les show:  

• The product tab le  has  fou r  records. Each record has  s i x  att r ibutes: ( id ,  name , p rice , 

stoc k ,  id_category , id_manufac t u r e r ) .  

• X110 64GB i s  a n  S S D  m a nufactured by San D isk .  

• The selle r respons i b l e  for  the Th i nkServer TS 140 prod uct is A l l en  Scott. 

There a re two re l a t iona l  database packages p rovided  with Red Hat  Enterpr ise L i nux  7: 
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Mar i aDB  insta l l a t ion  

• PostgreSQL -An open sou rce data base d eve l oped by the  Postg reS Q L  G loba l Deve lopment  
Gro u p, cons ist i n g  of Postg res use rs (both i nd i v i dua l s  a n d  compan ies) a n d  othe r  compan ies  and 
vo l u nteers, superv ised by compan ies such  a s  Red Hat  a n d  Enterpr iseD B. 

• Mar ia D B-A com m u n ity-deve loped b ranch  of MySQL bu i l t  by some  of the  or ig i n a l  authors 
of MySQL .  I t  offers a r i ch  set of fea tu re e n h a n cements,  i n c l u d i n g  a l ternate storage  eng i nes,  
server opt im izat ions ,  and patches. The M a r i a D B  Fou ndat ion  works c l ose l y  and cooperat ive l y  
w i t h  the  l a rger  com m u n ity o f  users a n d  d eve lopers i n  the  sp i rit  of free and  open  sou rce 
software. 

N ote 

M a r i a D B  is  a comm u nity-deve l oped rep l a cement  for MySQL.  M y S Q L  is  n o t  s h ipped 
i n  t he  core too l set for Red Hat  Enterpr ise  L inux  7, but  i t  i s  ava i l a b l e  t h rough  Red Hat 
Softwa re C o l l ect ions 1 .1 .  

R e d  Hat  Software Co l lect ions  i s  a fu l l y- suppo rted para l l e l  set o f  too l s  i n c l uded  as pa rt 
of m ost R H E L  7 s ubscr ipt ions .  Red Hat Software Co l l ect ions p rov ides a set of dynamic  
progra m m i n g  l a n guages, database servers, web servers and  va r ious  re lated packages 
that a re e ither more recent  than the  vers ion  sh ipped i n  the core R H E L  d istr ibut ion  or 
a re n ot oth e rwise avai l a b l e  i n  i t  at a l l .  Packages i n  Red Hat  Software Co l l ect ions have a 
faster bu t  s ho rter  su pport cyc l e  (u p to 3 years of support) .  

More i nformat ion  i s  ava i l a b l e  in the  Red Hat Software Collections 1.1 Release Notes at 
h t t p s : / / ac c e s s . re d h a t . com/d o c s .  

M a r ia D B  i n sta l l at ion  
A fu l l  M a r ia  D B  d atabase i nsta l l a t ion  req u i res both the  mariadb and  mariadb-client g roups of 
softwa re to be i n sta l l ed .  

The fo l l ow ing  packages w i l l  be i nsta l l ed  w i t h  t he  mariadb g roup :  

• mariadb-server-The Mar iaDB server a n d  re l ated f i l es  (mandatory package) .  

• mariadb-bench-Mar i aDB  benchmark scr ipts and data (opt iona l  package) .  

• mariadb-test-The test  su ite d i st r i buted w i th  Mar i aDB  (opt iona l  package) .  

The fo l l ow ing  packages w i l l  be i nsta l l ed  w i th  t h e  mariadb - client g roup :  

• mariadb-A com m u n ity-deve loped b ranch  of MySQL (mandatory package) .  

• MySQL-python-A Mar iaDB i nterface for Python  (defa u l t  package) .  

• mysql-connector-odbc-ODBC d river fo r M a r i a D B  (defa u l t  package) .  

• libdbi-dbd-mysq/-Mar i aDB  p l ug - i n  fo r  l i bd b i  (opt iona l package). 

• mysq/-connector-java-Nat ive Java d r ive r for  M a r i a D B  (opt iona l  package) .  

• perl-DBD-MySQL -A Mar ia D B  inte rface for Per l  (opt i ona l  package) .  
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The /etc/my . cnf f i le  has  defa u l t  conf i g u rat ions  for Mar ia DB,  such as  the  data d i rectory, socket 
b i nd i ngs ,  a n d  log and error f i l e  locat ion .  

N ote 

I n stead o f  add i ng  n ew confi g u rat ions  to the  /etc/my . cnf  f i l e, a new ly  c reated 
f i l e  n amed * .  cnf can be  added  to the  /etc/my . cnf . d/  d i rectory ho l d i ng  the  
conf ig u rat ion  of Mar i aDB. 

M a ri a D B  i nsta l l a t ion  d e monst rat i o n  

I n  th i s  exam p le ,  p l ease fo l l ow a l o n g  w i th  t hese steps wh i l e  you r  i n structor demonstrates how to 
insta l l  a Mar i aDB  database server. 

1 .  I nsta l l  Mar i aDB  on serverX w i t h  the  yum command .  

I [ r oot@se rve rx - ] #  y u m  groupinstall mariadb mariad b - client -y  

2.  Start the  M a ri aDB serv ice  on serverX with the  systemct l  command .  

"''' 
�-<� 

[ root@serverx - ] #  systemctl start mariadb 

N ote 

The defau l t  Mar ia  D B  log  f i le  i s  /var/log/mariadb/mariadb .  log.  This f i l e  
shou l d  be  the  f i rst p l ace to l ook  when  t roub l eshoot i ng  M a ri a D B. 

3. Enab l e  the Mar i aDB serv ice to start at boot on  serverX .  

I [ root�se rverx - ] #  systemctl enable mariadb 
i 

4. Ver ify the  status of the  serv ice on  serverX .  

I [ root@se rverX - ] #  systemctl status  mariadb 

The status  opt ion reports some att r ibutes, i f  the database i s  sta rted:  

• Loaded-Shows i f  th is  serv ice i s  loaded and enab led .  

• Act ive-S hows if  th i s  service i s  act ivated. 

• M a i n  P I O-Shows the  ma i n  p rocess ID from this service.  

• CGroup-Shows a l l  p rocesses that be long  to th is service. 

l 
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I m prove Mar iaDB insta l l at ion security 

N ote 
I f  the database i s  stopped ,  the status option wi l l  report the  l ast known P IO ,  and  

that  the service is i n a ct ive. 

I m p rove M a ria D B  i nsta l lat ion secu rity 
Maria D B  p rovides a program to improve security from the base l ine insta l l  state. Run  

mysql_secu re_inst allation without argu ments:  

[ root@serverX - ] #  mysql_secu re_installation 

This  program enab les i mp rovement of Mar ia D B  security in the  fo l lowing ways: 

Sets a password for root accou nts. 

Removes root accou nts that a re access ib le  from outs ide the loca l host. 

• Removes anonymous-user accounts. 

• Removes the test database. 

The scr ipt i s  fu l ly  i nteractive, and w i l l  prompt for each step in the process. 

M a ri a D B  a n d  netwo rking 
Maria  D B  can b e  conf igu red t o  b e  a ccessed remotely, o r  l i m i ted t o  j u st loca l  connect ions.  

Application Server 

senrerX 

MariaDB Database Server 

Figure 9.1: Local access to MariaDB 
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serverX 

Application Server 

MariaDB Database Server 
serverY 

Figure 9.2: Remote access to MariaDB 

I n  the fi rst scenar io, the data base can on ly  be a ccessed loca l ly. Security is g reat ly i mp roved, 

because the records w i l l  on ly  be accessed from app l i cat ions that a re on the same server. The 

d isadva ntage i s  that the server w i l l  share the same resou rces with other services, and this may 

impact performance in  the database server. 

I n  the second scenar io, the database can be a ccessed remote ly. I n  th is  case, safety decreases 

because a nother port is opened on the server, wh ich  may resu l t  in a n  attack. O n  the  other hand,  

the performance of  the server increases by not hav ing to share resources. 

When Mar ia DB i s  accessed remote ly, by defa u l t ,  the server l i stens for TCP/ I P  connect ions on a l l  

ava i l ab le  interfaces on port 3306. 

N ote 
Although the  M a ri a D B  service l i stens on a l l  i nterfaces by defau lt, no users h ave remote 

access permiss ion ,  a l so  by defau lt. 

Configuring M a ri a D B  netwo rking 

Maria DB network config u rat ion d i rect ives a re found i n  the /et c/my . cnf f i l e, under  the 

[ mysqld ] sect ion.  

bind - address 

252 

The server w i l l  l i sten based on this d i rective. On ly  one va lue  may be entered.  Poss ib le  va l ues 

a re: 

Host name 

I Pv4 address 

1 Pv6 address 

Set th is  va lue to : : to connect to a l l  ava i l a b l e  addresses ( 1 Pv6 and 1 Pv4), or l eave b lank  (or 

set to 0.0.0.0) for a l l  1 Pv4 addresses. 
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M a ria D B  a n d  network ing  

I m po rta n t  

There c a n  be o n l y  o n e  bind - address  entry i n  /etc/my . cnf. On  a system with 
m u l t i p l e  a d d resses, se lect ing a s i n g l e  a d d ress i s  poss i b l e, o r  a l l  a d d resses,  but  
noth ing  i n  between .  

skip - netwo r king 

� y 

I f  set to 1 ,  the  server w i l l  l i sten o n l y  for l oca l  c l ients .  A l l  i nteract i on  w i th  t he  se rver wi l l  be 
t h ro u g h  a socket, l ocated by defa u lt at  /var /lib/mysql/mysql . sock.  This l ocat ion  can 
be cha nged w i th  a socket va l u e  i n  /etc/my . cnf.  

I m po rta n t  

B e  awa re that  i f  network ing  i s  s h u t  off i n  th i s  m a n n e r, th i s  d i s ab l es con nect ions v ia  
l oca l host a s  we l l .  The  MySQL c l i en t  can  st i l l  m a ke l oca l  con n ect ions t h rough  the 
socket f i l e  a utomat ica l l y. 

po r t  

Port to l i sten on  f o r  TC P/ I P  con n ect ions. 

I m p o rta n t  

For remote access, t h e  f i rewa l l  needs t o  be mod i f ied .  Fortu nate l y, i t  i s  a k n own  service, 
so i t  can be  s imp l y  added v ia :  

[ root@serverx - ]#  firewall - cmd - - permanent - - add - service=mysql 

[ root@se rverx - ] #  firewall - cmd - - reload 

Refe re n ces 
�-· -

mysql_sec u r e_installation(1 ) ,  mysql . server( 1 ) ,  a n d  mysqld_selinux(8) m a n  
pages 

Red Hat  Software Co l l ect ions  documentat ion 
https ://access .redhat .com/s i te/documentat ion/e n - U S/ 
Red_Hat_Softwa re_ Co l lect ions/ 
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P ra ct i ce:  Insta l l i n g M a ri a D B  

G u ided  exerc ise 

I n  t h i s  l a b, you w i l l  i nsta l l  a Mar i aDB  data base server. riWIF� �achin: 
Outcomes:  

A Mar ia D B  data base server r u n n i n g  on  you r  serverX mach ine. 

Before you begin . . .  

• Reset your desktopX mach i ne.  

• Reset your  se rve rx mach ine. 

You have been asked to i nsta l l  a Mar i a  DB database serve r on your  serverX mach i ne.  You need to 
sec u re the Mar i aDB service, and m ust conf ig u re it to accept con nect ions on l y  from l oca l  c l ients.  

D 1 .  I n sta l l  t h e  mariadb a n d  mariadb-client grou ps. 

�- -�-�-- ---. .  -- ---- ---- - - -- - - -- --. � - ---- - --- -D 1 .1 .  
[ r oot@se rverX - ] #  yum g roupinst all mariadb mariad b - client -y  

D 2.  Start a n d  enab le  the  mariadb se rvice. 

D 2.1 .  
[ r oot@se rve rX - ] #  systemctl start mariadb 

D 2.2.  
[ root@serve rX - ] #  systemctl enable mariadb 

-�- ----��---- - · - --- • �------��--M--��-

D 3. Verify that  Mar i aDB  is  l i ste n i n g  on  a l l  interfaces. 

D 3.1 .  
--�··�--- --·--�--- ·----��--��--- . -----------··· 

[ root@se rverX - ] #  ss - t ulpn I grep mysql 

tcp LISTEN 8 58  *:3306 

N ote 

* :  * u s e r s : ( ( " mysqld " , 13611 , 13 ) )  

Why grep on mysql when you are running MariaDB? Maria  DB  i s  a fork 
of MySQL which i s  meant  to act a s  a d ro p- i n rep l ace ment .  

D 4. Enab l e  the skip - netwo r king d i rective. 

254 

D 4.1 . Open the f i l e  /etc/my . cnf i n  a text ed itor, a n d  i n  sect ion  [mysqld].  add  the  l i n e  

s kip - netwo r king=1 
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Gu ided  exercise 

D 5. Resta rt the mariadb serv ice. 

D 6. 

D 5.1 .  
[ root@serverX - ] #  systemct l  restart mariadb 

Verify that M a r i a D B  is  not l i sten i ng  on  a l l  i nterfaces. 

D 6.1 .  I [ roo t@se rve rX - ] #  ss - tulpn I grep mysql 

Th is  com mand  shou l d  now retu r n  noth i ng .  

D 7. Secure t he  M a r i a d b  serv ice us i ng  the  mysql_sec u r e_installation too l .  Set  the  
root password to redhat ,  a n d  a nswer Yes to a l l  o ther  quest ions. 
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D 7.1 . 
[ root@serverX - ] #  mysql_secure_installation ·-1 
I n  o r d e r  to log i n t o  MariaDB t o  secure  
pas swo rd  for  the  root  u s e r . I f  you ' ve 
you haven ' t  set t h e  root  pas swo r d  yet , 
so you should j u s t  p r e s s  e n t e r  h e r e . 

it , we ' ll need t h e  c u r rent  I 
j u s t  installed MariaDB,  and I 
t h e  pas swo r d  will be blan k ,  

E n t e r  c u r rent  pas swo r d  f o r  root  ( enter f o r  none ) : 
OK,  successfully used  passwo r d , moving on . . .  

Se t t ing the  root pas swo rd e n s u res  that nobody can log into  t h e  MariaDB 
root u s e r  wit hout  t h e  proper  a u t h o r isation . 

Set root pas swo rd? [ Y/ n ]  Y 

New passwo r d : redhat 

Re - en t e r  new passwo r d : redhat 

Passwo r d  updated succes sfully ! 
Reloading p r ivilege t ables . .  

. . . succe s s ! 

By default , a Mar iaDB installation has an anonymou s  u se r ,  allowing  anyone 
to  log into MariaDB wit h o u t  h aving to have a u s e r  account  c reated for 
them . This is intended  only for testing , and t o  make the installation 
go a bit  smoot h e r . You s h ould remove t hem befo re  moving into a 
production environmen t .  

Remove anonymous  u s e r s ?  [ Y/ n ]  Y 

. . .  success ! 

No rmally , root should only be allowed t o  connect f r om ' localhost ' .  This 
e n s u r e s  that someone cannot g u e s s  at the root pas swo r d  f r om the netwo r k . 

Disallow root login remot ely? [ Y/ n ]  Y 

. . .  Succes s !  

By default , MariaDB comes wit h  a database named ' t e s t ' that  anyone can 
acces s .  This is also intended  only for t e s t ing , and  s hould be removed 
befo re moving into a p r o d u c t ion environmen t .  

Remove test  database and access  to  it? [ Y/n ] Y 

- D ropping test  dat abase . . .  
. . . Success ! 
- Removing privileges  on t e s t  database . . .  
. . . Succes s ! 

Reloading the  p r ivilege t ables will e n s u r e  t hat all changes made so far 
will take effect immediat ely . 

Reload p r ivilege t ables now? [ Y/ n ]  Y 

. . .  succes s ! 

Cleaning up . . .  

All done ! If  you ' ve completed  all of t h e  above s t e p s , you r  MariaDB 
installation should now be sec u r e . 

Than k s  for  using MariaDB ! 

D 7.2.  Ve rify that  the  root user  cannot log i n  without a password. 
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Gu ided  exerc ise  

[ r oot@serverX - ]#  mysql - u  root 

ERROR 1045 ( 28000 ) : Acc e s s  denied for u s e r  ' root ' @ ' localhos t ' ( u sing 
password : NO ) 

D 7.3. Ve r ify that  the test  database is removed.  

[ root@serverx -]# mysql -u  root - p redhat 

MariaDB [ ( none ) ] >  show databases ; 

+ - - - - - - - - - - - - - - - - - - - - + 
I Database 
+ - - - - - - - - - - - - - - - - - - - - + 
I info rmation_schema 
I mysql 
I perfo rmance_sc hema 
+ - - - - - - - - - - - - - - - - - - - - + 
3 rows in set  ( 0 . 00 sec ) 
MariaDB [ ( none ) ] >  exit ; 

Bye 
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Wo r k i n g  wit h M a ri a D B  Data bases 

O bject ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be a b l e  to exa m i n e, sea rch ,  c reate, a n d  change  
data base informat ion us i ng  Struct u red Query  Language  (SQL )  a n d  Mar i aDB  statements. 

C reat i n g  a data base 
T h e  i nsta l l at ion  o f  t h e  mariadb-c/ient g roup  p rovides  a progra m  ca l led mysql. With  th i s  progra m ,  
it  i s  possi b l e  t o  connect t o  a l oca l  or  remote M a r i a D B  database server. 

I [ root@se rve rX - ] #  mysq1C» - uf> rootO - hC) localh�stO - pC> 

Ct C l ient  to connect to t he  Mar i aDB  database server. 

f) Opt ion  to specify the  username for th is  connect ion .  

O Username for th i s  connect ion .  

C) Opt ion to specify the  host name  for th is  connect ion .  I f  not spec i f ied ,  the  defa u l t  va l u e  is 
l oca l  host. 

O Host name for th i s  con n ect ion .  

() Opt ion to prom pt for password. 

A database i n  Mar i aDB  is i m p l emented as  a d i rectory. The defa u l t insta l l a t ion  has fou r  data bases. 
To l i st the databases, run the com mand :  

! MariaDB [ ( none ) ] >  SHOW DATABASES ; 

+ - - - - - - - - - - - - - - - - - - - - +  

I Database 
+ - - - - - - - - - - - - - - - - - - - - + 

information schema 
mysql 
performance_schema 
test  

+ - - - - - - - - - - - - - - - - - - - - + 
4 rows in set ( 0 . 01 sec ) 

I m po rta nt 

T h e  on l y  defau l t  database t h a t  can  be e rased i s  test .  

258 
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C reat i ng  a database 

N ote 

U n l i ke the s h e l l ,  M a ri a D B - l i ke most re la t ion a l  database systems-is no t  case-sens it ive 
for s imp le  com m a n d s. show databases ;  a n d  SHOW DATABASES ; work j u st a s  
we l l  a s  Show DATAbases ; .  H owever, t ab l e  a n d  database names  are case-sens i t ive. 
M a ny databases a re set up us i ng  a l l  l owercase for the database names, so common 
pract ice is  to use  u ppercase for  the  commands  to d i fferent iate the  com m a n d  i tse l f  
from the  ta rget of the  com mand  (more exam p les fo l l ow).  The i mportant p a rt of  
these comm a nds ,  and of m ost commands  e ntered at  the  prom pt, i s  to ter m i nate the  
command  w i th  a ; . 

To c reate a new database, r un  the  command :  

I MariaDB [ ( none ) ] >  CREATE DATABASE inventory ; 
i 

After the  c reat ion of the  new data base,  the  next step i s  to connect to th i s  database so that  it can  
be popu l ated with tab l es a n d  data :  

MariaDB [ ( none ) ] >  USE inventory ; 

N ote 

I t  i s  poss i b l e  to switch between databases at any  t ime  w i t h  th i s  command .  

Mar ia D B  ( l i ke a l l  re l a t i ona l  data base systems) can  have m u l t i p l e  tab l es per database. L i st the  
tab les  with the  SHOW TABLES ; command :  
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MariaDB [ ( no ne ) ] >  USE mysql ;  

MariaDB [ ( none ) ] >  SHOW TABLES ; 

+ - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
I Table s_in_mysql 

+ - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
column s_p r iv 
d b  
event  
func 
general_log 
help_category  
help_keywo r d  
help_relation 
help_ t opic 
host  
ndb_binlog_index 
plug in 
p r oc 
p r oc s_p riv 
p roxies_p r iv 
se rve r s  
slow_log 
t able s_p riv 
t ime_zone 
t ime_zone_leap_second 
t ime_zone name 
t ime_zone_t ransition 
t ime_zone_t r ansit ion_type 
u s e r  

+ - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
24 rows in set  ( 0 . 00 sec ) 

To l i st att r i butes (or the  co l u m n  names) from a tab l e, use:  

MariaDB [ ( mysql ) ] >  DESCRIBE servers ; 

+ - - - - - - - - - - - - - + - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - + 
I Field I Type I Null I Key I Default I Ext ra  I 

+ - - - - - - - - - - - - - + - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - + 
Server -name char ( 64 )  NO PRI I 
Host  c h a r ( 64 )  NO I 
Db  char { 64 )  NO I 
User name char ( 64 )  NO I 
Pas swo rd  char ( 64 )  NO I 
Po r t  int ( 4 )  NO I 0 
Soc ket  char ( 64 )  NO I 
Wrappe r char ( 64 )  NO I 
Own e r  char ( 64 )  NO I 

+ - - - - - - - - - - - - - + - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - + 
42 rows in set  ( 0 . 00 sec ) 

Th is  output  comp lete ly  descr i bes the  data i n  the  se rvers ta b l e  i n  the mysql database. The 
Po rt  att r i bute i s  stored as  a n  integer, us ing a max imum of 4 d ig its ,  and defau lts to 0. 

The Key va l u e  i s  n u l l  for most of these attr ibutes .  O n l y  the Se rve r _name has a va l ue: P R I .  Th is  
sets  the  att r i bute as the  pr imary key for the tab l e. Pr i mary keys a re u n i q u e  i dent i f ie rs for the 
data i n  the  tab l e. No two ent r ies can have the  same pr imary key, and  on ly one  att r i bute may be 
set  as the  p r imary key. Pr imary keys a re often used to l i nk  tab les  together, and a re a n  i mporta nt 
concept when  des ig n i ng  comp lex data bases. There a re a l so secondary keys, a n d  com posite keys 
(where m u lt i p l e  att r i butes together  form the  u n i q u e  key). A deeper  d i scuss ion  of keys is  beyond 
the  scope of th i s  cou rse. 
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Us ing  SOL :  Structu red Query Language  

The Ext ra  va l u e  is  used  to show a n y  add i t i ona l  featu res of the  att r i bute.  Th is  va l u e  can  be  
com p l ex ,  bu t  a common  one i s  auto_inc rement ,  which  states that  t he  va l u e  of th i s  co l u m n  w i l l  
be  i n c remented b y  1 for each n e w  ent ry made  i nto t h e  tab l e. I t  i s  a com mon  va l u e  f o r  p r imary 
keys to h ave, as seen i n  l ater exa m p l es. 

U s i n g  S Q L: St ruct u red Q u e ry La n g u a g e  
Struct u red  Q uery Lang uage (SQL)  i s  a spec i a l  p rog ra m m i n g  l a nguage  des igned for manag ing  
data h e l d  i n  re la t iona l  databases. Some com mon  SOL commands  i n c l ude  insert ,  update,  

delete ,  and select .  

N ote 

These fou r bas ic  commands  a re often  referred t o  b y  t h e  gener i c  term " C R U D  
operat ions ." C R U D  stands  f o r  C reate (insert ), R e a d  (select) ,  U p d ate (update) ,  a n d  
De l ete (delete) .  

To inse r t  d ata i nto a tab le, the  f i rst step i s  to f ig u re out  the  att r i butes of the tab l e. 

MariaDB [ ( inve n t o ry ) ] >  DESCRIBE product ; 
+ - - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - - - - - - - - - - + 
I F ield I Type I Null I Key I Default I Ex t ra 

+ - - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - - - - - - - - - - + 
id int ( ll )  ND PR!  NULL  auto inc rement 
name varchar ( 100 ) ND N U L L  
p rice dou ble NO N U L L  
s t o c k  int ( ll )  N O  N U L L  
id_category in t ( ll )  NO NULL 
id_man ufact u r e r  int ( ll )  NO  N U L L  

+ - - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - - - - - - - - - - + 
6 r ows in set  ( 0 . 00 sec ) 

I n  th i s  exa m p l e, a l l  attr i butes a re req u i red .  To i n sert a new product ,  t he  command w i l l  be rather  
l ong  a n d  comp l icated:  

MariaDB [ ( inve n t o ry ) ] >  INSERT INTO 

product0 ( name , price , stock, id_category, id_manufacturer ) 0 VALUES ( ' SDSSDP - 1286 - 625 

2 . 5 ' , 82 . 04 , 30 , 3 , 1 ) 0 ; 

Query  OK,  1 row affec ted ( 0 . 00 sec ) 

Ta b l e  na me. 

Att r i butes (co l u m ns) that  w i l l  be  i nserted .  

0 
0 

0 Va l ues that  w i l l  be i nserted i n  the  same o rder  def ined by att r i butes,  us i ng  the  proper data 
types. 

N ote 

N ote t h a t  the  a tt r i bute I D  was n o t  s pec i f ied ,  even t h o u g h  i t  i s  req u i red .  When  insert ing  
a new record , Mar iaDB w i l l  a utomat ica l l y  ass ign  a sequent i a l  va l u e  for that  co l umn .  
Th i s  i s  because th i s  co l u m n  is  m a rked as  auto_inc rement .  
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De l ete a record with the delete statement :  

MariaDB [ ( inventory ) ) >  DELETE FROM product«» WHERE() id = 1E» ; 
Query OK,  1 row affected { 0 . 01 sec ) L___ ____ _ 

C» Tab l e  na me. 

() C l a use that  im poses a cond i t ion  on  the command  execut ion .  

E) The cond i t ion  for the  record to be de l eted;  often the  p r imary key-va l u e  pa i r  is used .  

ffi Wa r n i n g  

I f  the  where c l ause i s  not spec i f ied ,  a// records i n  the  ta b l e  w i l l  b e  erased.  Th is  i s  t he  
database equ iva l ent  o f  r u n n i n g  rm - rf / .  

To u pdate a record , use a n  update  statement :  

MariaDB [ ( inventory ) ) >  UPDATE productC» SET() price=89 . 90 ,  stock=60 WHEREE) id = sC» 
Query OK , 1 row affected  { 0 . 01 sec ) 

C» Tab l e  name. 

() Defi ne  the  new va l u e  from spec i f ied att r i butes. 

() C l ause that  imposes a cond i t ion  on the command  execut ion .  

E) The cond i t ion  for the  record to be u pdated.  

ffi Wa r n i n g  

I f  t h e  whe re c l ause i s  not spec i f ied ,  a l l  records w i l l  be  updated.  

To read data records from the  data base, use the  select statement :  

MariaDB [ ( inven tory ) ) >  SELECT name , price , stockC» FROM productC> ; 
+ - - - - - - - - - - - - - - - - - - - - - + - - - - - - - - + - - - - - - - + 
I name I p r ice I s t o c k  I 
+ - - - - - - - - - - - - - - - - - - - - - + - - - - - - - - + - - - - - - - + 

Thin kSe rve r TS140 539 . 88 20 
RT - AC68U 219 . 99 10 

· X110 64GB 

LI _· _

-����
-

��� �:�� � �:= - : � = - + - - - - - - - - + - - - - - - - + � r ows in set  { 0 . 00 sec ) 
··----·-· �-��-�-· 

73 . 84 100 
82 . 04 30 

C» Att r i butes that  w i l l  be se l ected.  

() Ta b l e  na me. 

To se lect a l l  attr i butes,  use the w i l d  ca rd * :  
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Us ing  SOL :  Struct u red Query La nguage 

MariaDB [ ( inve n t o ry ) ] >  SELECT * FROM product ; 

+ - - - - + - - - - - - - - - - - - - - - - - - - - - + - - - - - - - - + - - - - - - - + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + 
I id I name I p rice I s t o c k  I id_category I id_manufac t u r e r  I 
+ - - - - + - - - - - - - - - - - - - - - - - - - - - + - - - - - - - - + - - - - - - - + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + 

2 I Thin kse rver TS140 539 . 88 

3 I RT - AC68U 219 . 99 
4 I X110 64GB 7 3 . 84 
5 I SDSSDP - 128G - G25 2 . 5  82 . 04 

20  
10 

100 
30  

2 I 
1 I 

3 I 
3 I 

4 I 
3 I 
1 I 
1 I 

+ - - - - + - - - - - - - - - - - - - - - - - - - - - + - - - - - - - -+ - - - - - - - + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + 
4 rows in set ( 0 . 00 sec ) 

Fi lter resu l ts  with the  whe r e  c l a u se: 

MariaDB [ ( inve n t o ry ) ] >  SELECT * FROM p roduct WHERE price > 100 ; 

+ - - - - + - - - - - - - - - - - - - - - - - - - + - - - - - - - - + - - - - - - - + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + 
I id I n ame I p rice I s t o c k  I id_category I id_manufac t u r e r  I 
+ - - - - + - - - - - - - - - - - - - - - - - - - + - - - - - - - - +- - - - - - - + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + 

2 I ThinkServer TS140 I 539 . 88 I 

3 I RT - AC68U I 219 . 99 I 
20 I 
10 I 

2 I 
1 I 

4 I 
3 I 

+ - - - - + - - - - - - - - - - - - - - - - - - - + - - - - - - - - + - - - - - - - + - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + 
2 rows in set ( 0 . 00 sec ) 

Common Operators for whe r e  Clauses 

Operator Description 

= E q u a l  

< >  N ot equa l .  N ote: I n  some vers ions  of  SOL ,  th is  operator may be written as != 

> Greater than  

< Less than  

> =  Greater than  or  equa l  

< = Less than  o r  e q u a l  

BETWEEN Between a n  i n c l usive ra nge 

L I K E  Search for a pattern 

I N  To spec ify m u lt ip le  possib l e  va lues for a co lumn 

Refe re nces 
mysql(1) m a n  page 

Mar iaDB K n owledge Base :  SQL Commands 

https://mar iadb.com/k b/e n/sq l-commands/ 

Mar iaDB Knowledge Base:  Data Types 

https://mar iadb.com/k b/e n/data-types/ 
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P ra ct i ce :  M a ri a D B  Co m m a nds 

Q u i z  

Match the  fo l l owing i tems to the i r  counterpa rts i n  the  ta b l e. 

D E L ET E  FROM ta b l e_name W H E R E  att r i bute = va l ue; 

D ESC R I B E  ta b l e_na me; I S E L ECT * FROM ta b l e_na m e; I 
S H OW DATABASES ;  I I  S H OW ta b l es ;  I 
U PDATE tab l e_name S ET att r i bu te = va l ue W H E R E  att r i bute > va l ue ;  

USE data base_name ;  

O bject ive State ment  

Desc r i be a ta b l e  

U pdate a record i n  the  

ta b l e  

Con nect to a spec i f i c  

data base 

L i st data bases ava i l a b l e  

i n  M a r i a D B  

L i st ta b l es ava i l a b l e  i n  a 

database 
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O bject ive Statemen t  

Se l ect  d ata records 

f ro m  a t a b l e  

D e l ete records f rom a 

ta b l e  
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-

So l ut ion  
-

M atch the  fo l l ow ing  i tems to the i r  counterpa rts i n  t he  tab l e. 

-
O bjec t i ve  State m e nt 

-

Descr ibe  a tab l e  DESCR I BE ta b l e_na me;  

-

U pdate a record i n  t he  U PDATE ta b l e_name  S ET att r i bu te=va l u e  W H E R E  

ta b l e  a tt r i bute > va l ue ;  -

Co nnect  to a spec i f i c  USE data base_name ;  -

database 

-

L is t  data bases ava i l a b l e  S H OW DATA BASES ;  

i n  M a r i a D B  

L i st ta b l es ava i l a b l e  i n  a S H OW ta b l es ;  -

database 

-

S e l ect data records S E L ECT * FROM ta b l e_na me; 

f rom a ta b l e  -

De l ete records f rom a D E L ETE  FROM ta b l e_na m e  W H E R E  att r i bute  = 
-

t ab l e  va l ue ;  
-

-

-

-

-

-
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M a nag i ng  Data base Users a n d  Access R ig hts 

M a n a g i n g  Data base U s e rs a n d  Access R i g hts  

O bject ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be a b l e  to conf i gu re Mar i aDB  use rs a n d  grant o r  
revoke database access r ights .  

C reat i ng user  accou nts wit h M a ri a D B  
By defa u l t ,  Mar ia D B  h a n d les  a uthent icat ion a n d  a uthor izat ion  th rough  the  user t ab l e  i n  the  
mysql database. Th is  means  that  the  root password for t he  database i s  pers isted i n  the  user  

ta b l e  a n d  not i n  the  operat i ng  system.  

N ote 

Recent vers ions  of Mar i a D B  can  use  PAM fo r  au thent i cat ion on  L i nux .  

The CREATE USER statement  creates new accou nts. Th i s  statement wi l l  c reate a new row i n  t he  
mysql . user  tab l e  that  has  no  pr iv i l eges.  

N ote 

info rmation_sc hema a n d  test database a l l ows some pr iv i l eges for  a l l  users.  Th i s  i s  
the  m a i n  reason why  the  test  database i s  often d e l eted .  

I m po rta n t  

To c reate a n e w  user, t h e  connected user  m ust have t h e  g loba l  CREATE U S E R  pr iv i l ege  
or  the  I N SERT pr iv i l ege  for t he  mysq l  database. 

Accou nt na mes a re spec i f ied  as  ' user  _name ' @ '  host_name ' .  This m a kes it  poss i b l e  to create 
m u l t i p l e  user accou nts with the same name, but with d i fferent pr iv i l eges accord i n g  to the source 
host (that is ,  the host from wh i ch  the user i s  connect i ng ) .  

I MariaDB [ ( none ) ] >  CREATE USER mobius@localhostO IDENTIFIED B Y  ' redhat • f> ; 

O Username/host n a m e  for t h is account 

f) Password for th i s  account  

Th is  user  acco u nt ca n on ly  con n ect f rom localhost ,  with  the  password redhat ,  a n d  has no  
pr iv i l eges. Passwords a re encrypted i n  the  user  tab le :  

MariaDB [ mysql ] >  SELECT hos t ,  user ,  password FROM user  WHERE user  = ' mobius ' ;  
+ - - - - - - - - - - - + - - - - - - - - + - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
I h o s t  I u s e r  I passwo r d  

+ - - - - - - - - - - - + - - - - - - - - + - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
I localhost  I mobius  I * 84BB5DF4823DA319BBF86C99624479A198E6EEE9 I 

+ - - - - - - - - - - - + - - - - - - - - + - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
1 row in set (0,00 sec) 
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When us ing th is  accou nt ,  before g ran t i ng  any  pr iv i l eges ,  a ccess wi l l  be den ied  for a l m ost any 
act ion :  

��- - --� - - - - - -- - - - ---- - --�- ---

[ root@serverx - ] #  mysql - u  mobius - p  

Enter  passwo r d : redhat 

��--- - - �--- -- -� '  - - - -� · --- -- �-- -�-, 

MariaDB [ ( none ) ] >  create database inventory ; 
ERROR 1044 ( 42000 ) : Access  denied for  u s e r  ' mobius ' @ ' localhost ' t o  database ' inve n t o ry ' 

N ote 

I f  t he  host name  is  n o t  prov ided ,  i t  i s  assumed t o  be " %" . T h i s  m e a n s  t h a t  t h i s  u s e r  can 
access from any sou rce host. 

Account Examples 

Account  Descr i pt ion  

mob ius@ ' l oca l host '  User mob ius  can  connect j u st from l oca l  host.  

mob ius@' 192 .168 .1 . 5 '  User  mob ius  can  con nect f rom 1 92 .1 68.1 . 5  host.  

mob ius@' 192 .1 68 .1 .% '  User  mob ius  can connect f rom a ny host that  be longs  
to the  n etwork 192.1 68.1 .0. 

mob ius@ 'O/o'  User  mob ius  can  con nect f rom any  host. 

mob i us@'2000:472:18 :b51 :c32:a21 ' User  mob ius  can con nect from 
2000:472:18 :b51 :c32:a21 host .  

G ra nt i n g  a n d  revok ing  pr iv i l eges for user  a ccou nts 
Pr iv i l eges a re t he  permiss ions that  t h e  user  m a y  have wit h i n  Mar i aDB .  T h e  pr iv i l eges a re 
organ ized as :  

• Globa l  pr iv i l eges, such  as CREATE USER a n d  SHOW DATABASES, for a d m i n istrat ion  of the  
database  server  itse l f. 

• Database pr iv i l eges,  such as CREATE for creat i ng  databases a n d  work i n g  w i th  data bases on 
the  server at a h i gh  l eve l .  

• Ta b le  pr iv i l eges ,  such  as the CRUD commands ,  fo r  c reat i ng  ta b les  a n d  m a n i p u la t i ng  da ta  in  the  
database. 

• Co l u m n  pr iv i l eges, for g rant ing  tab l e- l i ke com m a n d  usage,  but on a part icu l a r  co l u m n  
(genera l l y  ra re). 

• Other, more g ra n u l a r  pr iv i l eges, wh ich  a re d i scussed in  deta i l  in the Ma r ia D B  documentat ion .  

The GRANT statement  can  be used to g ra nt pr iv i l eges to accou nts.  The connected user  must have 
the  GRANT OPTION pr iv i l ege  (a spec ia l pr iv i l ege  that  ex ists  at seve ra l l eve l s) to g rant  pr iv i l eges.  
A user may o n l y  g rant  pr iv i l eges to others that have a l ready been g ra nted to that  user  (for 
exa m p le,  mobius can not grant SELECT pr iv i l eges on  a database tab l e  u n l ess mobius a l ready 
has that  pr iv i l ege  and the  GRANT OPTION ta b l e  pr iv i l ege) .  
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Grant i ng  a n d  revok i ng  pr iv i l eges for user  accou nts 

- - - - ---�-- - ----· 

[ root@serverX - ] #  mysql - u  mobius - p  

E n t e r  passwo r d : redhat 
MariaDB [ ( none ) ] >  use inventory ; 
Mar iaDB [ ( inve n t o ry ) ] >  select * from category ; 
ERROR 1142 ( 42000 ) : SELECT command denied  t o  user  ' mobius ' @ ' localhost ' for  t able 

' category ' 
Mar iaDB [ ( inve n t o ry ) ] >  exit 
[ root@serverx - ] #  mysql -u root - p  

En t e r  passwo r d : redhat 
MariaDB [ ( none ) ] >  use inventory ; 

MariaDB [ ( inven t o ry ) ] >  GRANT SELECT , UPDATE,  DELETE, INSERT., on inventory . category() to  

mobius@localhostE> ; 
Query  O K ,  0 r ows affec ted ( 0 . 00 sec ) 
Mar iaDB [ ( inventory ) ] >  exit 
[ root@serverx - ] #  mysql -u mobius - p  

E n t e r  passwo r d : redhat 
MariaDB [ ( none ) ] >  use inventory ; 
Mar iaDB [ ( inve n t o ry ) ] >  select * from category ; 
+ - - - - + - - - - - - - - - - - - + 
I id I n ame 

+ - - - - + - - - - - - - - - - - - + 
1 Netwo r king 
2 I Servers  
3 I Ssd  

+ - - - - + - - - - - - - - - - - - +  
3 rows in  s e t  ( 0 . 00 sec ) 

- - - - · - - · · -·-- · · ·  - ----- ·----�- -· -- --------�---�--� 

ct Def i ne  the  pr iv i l eges to be g ra nted ( i n  th i s  case, the  f u l l  CRU D capab i l i t ies a re be i ng  
g ra nted) .  

f) Def ine  wh ich  tab l e  the pr iv i l ege  w i l l  be g ra nted for. 

E> The user  to be g ra nted pr iv i l eges. 

Grant Examples 

Gra nt  Desc r ipt ion 

GRAN T  S E L ECT O N  database.ta b l e  TO Grant  se l ect pr iv i l ege  for a spec i f ic  tab le  i n  a 
userna me@hostname  spec i f ic  database to a spec i f ic  user. 

GRANT S E L ECT O N  data base. * TO Grant  se l ect pr iv i l ege  for a l l  t ab l es i n  a spec i f ic  
use rname@hostname  database to  a spec i f ic  user. 

GRANT S E L ECT O N * . * TO Grant  se l ect pr iv i l ege  for a l l  tab les  i n  a l l  
use rname@hostname databases to  a spec i f i c  user. 

GRANT C R EATE ,  A LTER ,  DROP O N  database . * Grant pr iv i l ege  to c reate,  a l ter, a n d  d rop tab l es 
to username@hostname i n  a spec i f ic  database to a spec i f ic  user. 

GRANT A L L  PR I V I L EGES ON * . * to Grant a l l  ava i l a b l e  pr iv i l eges for a l l  data bases 
userna me@hostname  to a spec i f ic  user, effect ive ly  creat i ng  a 

superuser, s i m i l a r  to root. 

The REVOKE statement  a l l ows for revok ing  pr iv i l eges from accounts .  The connected user m ust 
have the GRANT OPTION pr iv i l ege  a n d  have the pr iv i leges that a re be i ng  revoked to revoke a 
pr iv i l ege. 
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- - -· ---------- ---�-

MariaDB [ ( none ) ] >  REVOKE SELECT , UPDATE , DELETE , INSERT«» on inventory . categoryO from 

mobius@localhostE) ; i
_

�e

-

�y OK,  0:ow�-����ted - � 0 .  00 sec ) 

C» 

0 

E) 

Defi ne  the  pr iv i leges to be revoked.  

Defi ne  for wh ich  t ab l e  the pr iv i l ege  wi l l  be  revoked.  

Pr iv i l ege  revoked from th is user. 

I m porta nt 

After g rant ing  or  revok i ng  a pr iv i l ege ,  re load  a l l  p riv i l eges  from the  pr iv i leges t ab l es i n  
t h e  mysq l database.  �-· -o�--·•• • ----------- ----·----·•-• ••---�-���-- �- --�- -�-�· -·· .. -- ----·-----·-----•-: i MariaDB [ ( none ) ] >  FLUSH PRIVILEGES ; I __J 

I n  order to revoke pr iv i l eges ,  t he  l i st of pr iv i l eges g ra nted to a user  wi l l  be needed .  The s imp l e  
command SHOW GRANTS FOR use rname ; w i l l  p rov ide t he  l i st o f  pr iv i l eges fo r  that  user :  

MariaDB [ ( none ) ] >  SHOW GRANTS FOR root@localhost ; 
+ - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
I G ran t s  for  root@localho s t  
+ - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - + 
I GRANT ALL  PRIVI LEGES ON * . * TO ' root ' @ ' localho s t ' WITH G RANT OPTION I 
I GRANT PROXY ON ' ' @ ' ' TO ' r oot ' @ ' localho s t ' WITH GRANT OPTION I 
+ - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - + 

2 rows in set (0.00 sec) 

! ' 

- ------- ---- - ---- �- ------------------ ---- --� ----- -� -- - -- --· - - -·- ·------- -�-- �-- -��- _ _ _ _  __j 

When  a user  is no longer  req u i red ,  it can  be de l eted from the  database us ing  DROP USER 
username ; .  The username shou l d  use the same ' user ' @ '  host ' format used for CREATE 
USER. 

I m porta nt 

I f  a n  account  t h a t  i s  cu rrent l y  connected i s  DROPped ,  i t  w i l l  not be de l eted u nt i l  t he  
con nect ion  is  c l osed.  The connect ion wi l l  no t  be automat ica l l y  c l osed.  

Tro u b l eshoot i n g  data base access 

Some Common DB Access I ssues 

I s sue  So l ut ion 

User  has  been g ra nted access to con nect 
from any host ,  but  can  o n l y  con n ect on 
l oca l host us i ng  the mysql command  
(a pp l icat ions  he  or  she  uses can not connect, 
even on l oca l host) .  

User can connect with a ny a p p l i cat ion on 
loca l host .  but  not remote l y. 

270 

Remove the skip - networking d i rect ive 
from my . cnf  and restart the  service.  

Check the bind - add ress conf i g u rat ion  i n  
my . cnf t o  e n s u re the database i s  access i b l e .  
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Tro u b l eshoot i ng  d ata base access 

I s sue  So lu t ion  

E n s u re that  the user  ta b le  i n c l udes  a n  entry  
for the  user  f rom the  host  he  i s  try i n g  to  
con nect f rom .  

User  ca n connect .  bu t  ca n n ot see  any  Common p rob l em when  a user  has  j u st been 
database other than information_schema c reated ,  as  they have no  pr iv i l eges by defa u l t ,  

and  test .  though  they can connect a n d  use  those defa u l t 
databases. Add g ra nts for the  data base the  
user  req u i res. 

User can  connect ,  but ca n n ot c reate any G ran t  t he  user  the  g l oba l  CREATE pr iv i l ege  
databases. (th is a l so g ra nts DROP pr iv i l eges) .  

User can  con nect ,  but ca n n ot read or  write Gran t  the user the C R U D  pr iv i l eges  for o n l y  
a ny data .  the  database he or she w i l l  be  us i ng .  

Refe re n ces 

mysql(1) m a n  page 

Mar iaDB Know ledge  Base:  User Account Management 

https ://mar i ad b .com/kb/e n/user-accou nt -management/ 

M a ria  DB Know ledge  Base :  Account Management SQL Commands: REVOKE 

https ://m a r i a db .com/kb/en/revoke/ 

Mar i aDB  Know ledge  Base :  Account Management SQL Commands: GRANT, 

" Database Pr iv i l eges" 
https ://ma 1- i a d b.com/kb/en/g rant/:J:tdata  base-p r i v  i I eges 
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P ract i ce:  M a na g i n g  U s e rs 

Gu ided exerc ise 

I n  th i s  l a b ,  you w i l l  i nsta l l  a Mar i aDB server. rwli'i·� Machines 
Outcomes: 

One Mar i aDB  user  w i th  se l ect pr iv i l ege  and a nother  user w i th  i n sert ,  u pdate, de l ete, and se l ect 
pr iv i l eges on you r  serverX mach i ne.  

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset you r  serverX system.  

• Log into a n d  set u p  you r  serverX system.  

[ s t udent@d e s k t o pX - ] $ lab mariadb - users setup 

• Log i nto and set  u p  you r  desktopX system. 

[ st u dent@des ktopX - ] $  lab mariadb- users setup 

You have been asked to c reate two Mar ia DB use rs on  your serverX mach i ne ,  a ccord i ng  to the 
fo l l ow ing req u i rements :  

User Accepts Password Privi leges 
connection 
from host 

j ohn  loca l host john_password I n sert .  u pdate ,  de l ete, se l ect on  a l l  tab l es 
from i nventory data base 

steve any host steve_password Se l ect on  a l l  tab l es from i nventory 
d atabase 

D 1 .  Connect to Mar iaDB with user  root ( b l a n k  password ) .  

D 1 .1 .  
[ s t udent@serverX - ] $  mysql - u  root 

D 2. C reate the users john and  steve. 

D 2 .1 .  
MariaDB [ ( none ) ] >  CREATE USER j ohn@localhost identified by 

' j ohn_password ' ;  
Mar iaDB [ ( none ) ] >  CREATE USER steve@ ' % '  identified by ' steve_password ' ;  

D 3. Grant  i nsert .  update, de lete, and se l ect pr iv i l eges to user john .  
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Gu ided exerc ise 

D 3.1 .  
MariaDB [ ( no ne ) ] >  GRANT INSERT , UPDATE, DELETE , SELECT on inventory . *  to  

j ohn@localhost ; 

D 4. Grant  se l ect pr iv i l ege to user  steve. 

D 4.1 . 
MariaDB [ ( none ) ] >  GRANT SELECT on inventory . *  to steve@ ' % ' ; 

D 5. F l u s h  the pr iv i l eges. 

D 6. 

D 5.1 .  I M a r iaDB [ ( none ) ] >  F LUSH PRIVI LEGES ; 

- MariaDB [ ( none ) ] >  exit ; 

Connect w i th  user  john  a n d  ver i fy h i s  pr iv i l eges. 

D 6.1 .  Con n ect to M a ri aDB .  

I [ s t udent@se rve rX - ] $  mysql - u  j ohn - p 

D 6.2. Se l ect the  inventory database. 

I MariaDB [ ( none ) ] >  USE inventory ; 

D 6.3. Ve r ify the  se l ect pr iv i l ege.  

Mar iaDB [ ( inve n t o ry ) ] >  SELECT * FROM category ; 

+ - - - - + - - - - - - - - - - - - + 
I id I name 

+ - - - - + - - - - - - - - - - - - + 
1 I Netwo r king  
2 I Se rve r s  
3 I Ssd 

+ - - - - + - - - - - - - - - - - - + 
3 rows in set  ( 0 . 00 sec ) 

D 6.4. Ve r ify the  insert  pr iv i l ege.  

MariaDB [ ( inve n t o ry ) ] >  INSERT INTO category ( name ) VALUES ( ' Memory ' ) ; 

Query  OK,  1 r ow affec ted  ( 0 . 00 sec ) 

D 6.5.  Ver ify the  update pr iv i l ege. 

MariaDB [ ( inve n t o r y ) ] >  UPDATE category SET name= ' Solid State Drive ' where 

id = 3 ;  

Query  O K ,  1 row affec t e d  ( 0 . 01 sec ) 
Rows matched : 1 Changed : 1 Wa rning s : 0 

D 6.6. Verify the de l ete pr iv i l ege .  
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MariaDB [ ( inven t o ry ) ] >  DELETE FROM category WHERE name LIKE ' Memory ' ;  

Query OK , 1 row affec ted  ( 0 . 01 sec ) 

D 7. On  you r  desktopX system ,  connect with user  steve a n d  ver i fy h i s  pr iv i l eges.  

274 

D 7.1 . Connect to M a ri a D B. 

[ s t udent@d e s k t opX - ) $  mysql - u  steve - h  serverX - p  

D 7.2 .  Se lect t h e  i nventory database. 

I MariaDB [ ( none ) ] >  USE inventory ; 

D 7.3. Verify the  se l ect pr iv i l ege. 

MariaDB [ ( inve n t o ry ) ) >  SELECT * FROM category;  
+ - - - - + - - - - - - - - - - - - - - - - - - + 
I id I name 
+ - - - - + - - - - - - - - - - - - - - - - - - + 

1 Netwo r king 
2 I Se rve r s  
3 I Sold State D r ive 

+ - - - - + - - - - - - - - - - - - - - - - - - + 
3 r ows in set  ( 0 . 00 sec ) 
MariaDB [ ( inve n t o ry ) ] >  exit ; 

D 7.4. Ve rify the  i nsert pr iv i l ege. 

MariaDB [ ( inve n t o ry ) ] >  INSERT INTO category ( name ) VALUES ( ' Memory ' ) ; 

ERROR 1142 ( 42000 ) : I NSERT command denied t o  u s e r  
' s teve ' @ ' d e s k t opX . example . com ' for  t a b l e  ' category ' 
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Creat ing a n d  Restor ing  M a ri a D B  Backu ps 

C reat i n g  a n d  Resto r i n g  M a ri a D B  B a c ku ps 

O bject ives 
After comp let i ng  th i s  sect ion ,  students shou l d  be a b l e  to b a c k  u p  a Ma r i aDB  database safe l y  a n d  
restore a database backup .  

C reat i n g  a backu p  
I t  i s  very i mporta nt to back  u p  M a r i a D B  databases, a n d  data bases i n  genera l .  The  database often 
conta ins  most of a compa ny 's  m iss ion-cr i t ica l da ta (sa les ,  c l i e nts, etc . ) .  Perfo rm ing  backups 
e n a b l es a system a d m i n i strator to recover data after severa l types of events: 

• Operat i n g  syste m  c rash  

• Power fa i l u re 

• F i l e  system crash  

• Hardwa re p rob l e m  

Secu rity b reach 

• Database corrupt ion 

• Data po ison i ng  

There a re two  ways to back  u p  M a r i aDB: 

Log ica l 

Physica l ( raw) 

Logical backups export  i nfo rmat ion  and  records i n  p l a i n  text f i l es ,  wh i l e  physical backups cons ist  
of cop ies of f i l es and d i rector ies that  store content .  

Log i ca l  backups h ave these cha racter ist ics :  

• The data base st ruc ture i s  ret r ieved by q uery i ng  the  database. 

• Log ica l backups a re h i g h l y  porta b l e, and  can  be restored to another  data base p rov ider  (such  as  
Postgres) i n  some cases.  

• Backup is  s l ower because the se rver must access d atabase i nformat ion  and convert i t  to a 
log i ca l  fo rmat .  

• Performed wh i l e  the  server is  o n l i ne. 

• Backups do  not i n c l u d e  log or conf igurat ion f i l es .  

Phys ica l backups have these cha racter ist ics :  

Cons ist of raw cop ies  of database d i rector ies and fo l d e rs. 

• Output  is  more com pact .  

• Backups can  i n c l u d e  log  and conf i gu rat ion f i l es .  

• Porta b l e  on l y  to other mach ines with s i m i l a r  h a rdwa re a n d  softwa re. 
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• Faster than l og ica l  backup.  

• Shou l d  be performed w h i l e  the  server i s  off l i ne ,  or  whi le  a l l  t ab l es i n  the  database a re l ocked ,  
prevent i ng  changes d u r i ng  the backup .  

Performing  a log ica l  backu p 
A log ica l backup  can be done  with the  mysqldump command :  

! 
[ root@se rverx - ] #  mysqldump - u  rootC» - pf> inventoryE» > /backup/inventory . dumpO 

C» User name  to con nect to Mar ia D B  for backup 

() Prompt for password for th i s  user  

E) Se l ected database for backup 

O Backup f i l e  

N ote 

To l og i ca l l y  b a c k  u p  a l l  databases, u se opt ion  - - all - databases: 

[ root@serverX - ] #  mysqldump -u root -p - - all -databases > /backup/mariadli> . dump 
L 

A d u m p  of th i s  k i nd  wi l l  i n c l ude  t he  mysq l  database, wh ich  i n c l udes a l l  user 

i n format ion .  

The output  o f  a l og i ca l  backup wi l l  appear  to be a ser ies  o f  SOL statements .  As an  exa mp le, here 
is a sn i ppet from a d u m p  of the mysql database :  

r----· . 
' LOCK TABLES ' u ser ' WRITE ; 

/ * ! 40000 ALTER TABLE ' u ser ' DISABLE KEYS * / ;  
INSERT I NTO · u ser · VALUES { ' localhost ' ,  ' root ' , ' ' , ' Y ' , ' Y ' ,  ' Y ' ,  ' Y ' , ' Y ' , ' Y ' , ' Y ' , ' Y ' 
' ' Y ' ' 1 y 1 I i y • ' i y 1 ' r y 1 ' ' Y ' t i y r  I ' Y ' 

I ' Y ' ' r y 1 I ' Y ' I ' Y ' I 1 y 1 I ' Y ' I r y 1 I • y • ' ' Y ' I ' Y ' ' ' Y ' '  ' Y ' 

I I y I I I I I 1 I I 1 I I I I I e I e I e I e I I 1 I I I ) I ( I localhos  t .  localdomain I I I root I I I I I I y I I I y I I I '( I I I 

Y ' 1 
' Y ' 1 1 Y 1 1 1 Y 1 1 ' Y ' 1 ' Y 1 1 ' Y ' 1 ' Y ' 1 ' Y ' 1

' Y '
1

' Y '
1

' Y '
1

' Y '
1

' Y '
1

' Y '
1

' Y '
1 ' Y ' 1 ' Y ' 1 1 Y ' 1 ' '( ' 1 1 

y I , I y I , I y I I I y I I I y I I I y 1 , I I ,  I I I I I , I I , 0 ,  e , e , e I I I I I I ) I ( ' 127 . 0 .  e . 1 '  I I root  I I I I I I y I , I y I 
' ' Y ' ,  ' Y 1 ,  1 Y 1 I 1 Y 1 ,  ' Y ' I 1 Y ' I ' Y ' I 1 Y ' , ' Y ' ,  ' Y ' I ' Y ' I ' Y ' I ' Y ' ' 1 Y 1 ,  ' Y 1 I ' Y ' I 1 Y 1 ,  1 Y 1 I ' Y ' , 1 Y 1 
' I y I ,  I y I , I y I , I y I I I y I , I y I , I y I , I I , I I , I I , I I , 0 ,  0 ,  0 ,  0 ,  I I ,  I I ) , ( I : : 1 ' , I root I , I I , I y I , I y I 
, ' Y ' ,  1 y 1 ' 1 y 1 , 1 y 1 ,  • y • I 1 y 1 ,  ' Y ' , ' Y ' , ' Y ' ,  ' Y ' , ' Y ' ,  ' Y ' ,  • y 1 , 1 y 1 , ' Y ' I ' Y ' I ' Y ' I 1 y 1 I • y • , ' Y ' 

I I y I I I y I I I y I I I y I I I y I I I y I I I y I I I I f I I I I I I I I I 0 ,  0 ,  e I e I I I I I I ) I ( I localhost  I I I I I I I I I 1\1 I I I 
N ' ,  ' N ' ' 1 N 1  I 1 N 1 I ' N '  I ' N 1 ' ' N '  I ' N 1 ,  1 N 1  I ' N ' ' ' N '  I ' N '  I ' N ' I ' N ' ,  1 N ' I ' N '  I ' N '  I 1 N 1  I 1 N '  I ' l\1 1 ' I 
N ' , ' N ' , 1 N 1 , 1 N ' , 1 N ' , ' N ' ,  ' N ' ,  1 N 1 ,  1 1 , 1 1 , 1 1 , 1 1 , 0 , 0 , 0 , e , 1 1 ,  1 1  } , ( ' localho s t . localdomai 
n 1 ,  1 1 , 1 1 ,  1 N 1 ,  1 N 1 ,  ' N ' ,  ' N ' ,  ' N ' , 1 N ' , ' N ' ,  ' N ' , ' N 1 ,  ' N ' ,  ' N ' , 1 N 1 ,  ' N ' ,  ' N ' ,  ' N 1 ,  1 N 1 , ' N ' , 1 N 1  

I I N I , I N I  I I N I I I N I I I N I I I N I , I N I I I N I  , I N  I I I N I I I N I I I I , I I I I I I I I I e I e I 0 I 0 I I I I I I ) I ( I localh 
o s t ' ,  ' mobius ' , ' * 84BB5DF4823DA319BBF86C99624479A198E6EEE9 ' , ' N ' ,  ' N ' , ' N ' ,  ' N ' ,  ' N ' ,  ' N 
' , ' N ' , ' N 1 ,  1 N 1 ,  1 N ' , ' N 1 ,  1 N ' ,  1 N 1 ,  ' N ' , ' N ' , ' N ' , ' N ' , ' N ' ,  ' N ' ,  ' N ' ,  ' N ' ,  ' N ' ,  1 N 1 , 1 N ' ,  ' N ' ,  1 N  
, , , N , ,  , N , ,  , N , ,  1 1 , , 1 , , , , , , , e , e , e , e ,  , , , , • ) ; 
/ * ! 40000 ALTER TABLE u s e r  ENABLE KEYS * / ;  
UN LOCK TABLES ; 

N ot ice the  enc rypted password for mobius is eas i l y  v i s ib le, so take care w i th  storage  of backups 
of th i s  k ind .  A l so, i nd iv id u a l  ta b les a re locked and u n l ocked by defa u l t  as  they a re read from 
du r i ng  a l og i ca l  backup. 
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Perform ing  a physica l backup  

I m p o rta n t  

mysqldump requ i res a t  l east t h e  Select pr iv i l ege  for d u mped tab l es ,  SHOW VIEW for 
d u m pe d  views, a n d  TRIGGER for d u m ped  t r iggers. 

U seful Options 

Opt ion Desc r ipt ion  

- -add -d rop-tab les  Te l l s  M a r i a D B  to a d d  a DROP TAB L E  statement  before each CREAT E  
TA B L E  statement .  

- -no-data Dumps o n l y  the  database st ructu re ,  not the contents .  

- - l ock-a l  I -tab l es No new record can  be i n serted a nywhere i n  t he  database w h i l e  the  
copy i s  f i n i shed .  Th i s  opt ion i s  very  i m portant  to ensu re backup  
i ntegr i ty. 

- -add -d rop-databases Te l l s  M a r i a D B  to add a DROP DATA BASE  statement  before each 
CREAT E  DATABASE statement .  

Performing  a phys ica l backu p  
Severa l too l s  a re ava i l a b l e  to perfo rm phys i ca l  backu ps, such  as  ibbac kup ,  cp ,  mysqlhotcopy, 

and lvm. 

A Mar i aDB  phys ica l backup task can  use the  k nown benef its of LVM snapshots. The fo l l ow ing  
p rocess w i l l  back  u p  Mar i aDB  us i ng  LV M.  

I m p o rta n t  

T h e  key benef i t  o f  th i s  methodo logy i s  that  i t  i s  very q u ick ,  a n d  keeps t h e  downt ime 
of the  database short. Th is  i s  a g reat  a rg u ment for putt i ng  t he  data base f i l es on  a 
ded icated LVM part i t ion .  

Ver i fy where Mar i aDB  f i l es a re stored :  

[ root@serverX - ] #  mysqladmin variables I grep datadir 
I datadir  I /var/lib/mysql/ 

L- ---------- ---�- --��------- ·-

Verify wh i ch  log i ca l vo l u me hosts th i s  locat ion :  

[ root@serverX - ]#  df /var/lib/mysql 
File system lK - blocks  Used  Available Use% Mounted  on 
/ dev/mapper/vg0 - mariadb 51475068 7320316 41516928 15% /var/lib/mysql 

This shows that the vo l u me g ro u p  i s  vge and the log ica l vo l u me n a m e  is mariadb. 

Verify how much space is  ava i l a b l e  for the sna pshot: 

[ root@serverX -]# vgdisplay vg0 I g rep F ree 
! F ree PE I Size 15321 I 61 . 29 GB 

-- �=·- - __j 
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Th i s  shows that  61 .29 G B  a re ava i l a b l e  for a snapshot .  

Connect to Mar i aDB, f l u sh  the tab l es to d isk ,  and lock them (a l ternate l y, shut down the mariadb 

serv ice): 

Wa r n i n g  

This  step i s  very i mportant s o  that  n o  new records a re i nserted i nto the  database w h i l e  
the  snapshot i s  created.  

[ root@se rverx -)# mysql -u root - p  
MariaDB [ ( none } ] >  FLUSH TABLES WITH READ LOCK;  

_____ _J 
Wa r n i n g  

D o  not c l ose th i s  sess ion .  A s  soon a s  the  c l i e nt d isco n nects,  th i s  l ock  i s  l i fted. T he 
database must rema ined  locked u nt i l  the LYM snapshot i s  c reated.  

In a nother term ina l  sess ion ,  c reate the LYM snapshot :  

I [ root@se rverX -)# lvcreate - L20G -s -n mariadb - backup /dev/vg0/mariadb 
L_ .____ -�-------- --��-------' 

I m po rta nt 

Th i s  snapshot needs  to be l a rge  enough  to  ho l d  the  backup .  

I n  the  or ig i n a l  M a ria D B  sess ion ,  u n lock  the  tab les  (or, b r i ng  t he  mariadb service u p) :  

r------1 MariaDB [ ( none } ] >  UN LOCK TABLES ; 

The snapshot can now be mou nted at a n  a rb itrary locat ion :  

i 
1 [ root@se rverX - ] # mkdir /mnt/snapshot I [ root@serverX - ]# mount /dev/vg0/mariadb- backup /mnt/snapshot 

From here, any sta ndard f i l e  system backup ca n be used to store a copy of /var /lib/mysql as 
mounted u nder  /mnt/snapshot.  

278 

I m portant  

D o  not forget to de l ete the  snapshot once i t  has  been backed u p .  

[ root@se rverX - ) #  umount /mnt/snapshot 
[ root@serverX - ) #  lvremove /dev/vg0/mariadb - backup 
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Restor i ng  a backup 

Restori ng  a backu p 

Logica l  restore 

A l og i ca l  restore can be done  w i th  the com m a n d  mysq l: 

1 [ root@se rve rX - ] #  mysql - u  rootC» - p  () inventory E) < /backup/mariadb . dump C» 

C) User  to connect  w i th  to restore the M a ri a D B  backu p (genera l l y  root o r  some other  

superuse r) 

() Password for t h i s  user  

E) Se l ected database for restore backup 

() Backup f i l e  

Physica l restore 

To do  a phys ica l  restore, the mar i adb  service m u st be stopped :  

[ root@serverX - ] #  systemctl stop  mariadb 

Verify where Mar i aDB  f i l es a re stored :  

I [ coot@•e cvecx - ] #  my•ql•dmi" v•ci•ble• I gcep d•t•dic 
I datadir  I /var/lib/mysql/ 

Remove the actua l  content:  

r-
[ root@serverX - ] #  rm - rf /var/lib/mysql/* 

From here, a ny sta nda rd f i l e  system restore can be used to restore a copy from backup  to 
/var /lib/mysql. 

Refe re n ces 

mysql(1 ) ,  mysqladmin(1 ) ,  mysqldump(1 ) ,  lvc reate(8) ,  lvremove(1 ) ,  a n d  
vgdisplay(8) m a n  pages 

Mar i aDB  Know ledge  Base :  Backup and Restore Overview 

https ://m a ri adb.com/kb/en/backup-and - restore-overview/ 
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Pra ct i ce:  Resto ri ng a M a ri a D B  Data base fro m  

Backu p 

G u ided exe rcise 

I n  th is  l a b ,  you w i l l  restore a database from a Mar iaDB  log ica l  backup. 

Resources: 

Files: /home/st udent /invent o ry . d ump 

Machines: serverX 

Outcomes: 

A Mar iaD B  database with restored data records. 

Before you begin . . .  

Reset your serverX system. 

Log i nto and  set u p  your serverX system.  

[ root@se rverX - ] #  lab mariad b - restore setup 

You have been asked to restore from a log ica l backup to a b l ank  Mar iaDB  i nsta l l at ion .  

D 1 .  Connect to Mar iaDB as  user root (b l ank  password). 

D 1 .1 .  I [ root@se rve rX - ] #  mysql - u  root 

D 2. C reate a database i nventory. 

D 2.1 .  
MariaDB [ ( none ) ] >  create database inventory; 

D 3. Restore from the log ica l  backup.  

D 3.1. 
[ root@serverX -]# mysql -u root inventory < /home/student/inventor y . dump 

D 4. Verify restored data.  
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D 4.1. Connect aga in  to MariaDB .  

I [ root@s e rverX - ] #  mysql - u  root 

D 4.2. Connect to the inventory database. 

MariaDB [ ( none ) ] >  use inventory ; 
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D 4.3. Se l ect a l l  categor ies .  

MariaDB [ ( inven t o ry ) ] >  SELECT * FROM category ; 

+ - - - - + - - - - - - - - - - - - + 
I id I n ame 

+ - - - - + - - - - - - - - - - - - +  
1 Netwo r king  
2 I Serve r s  
3 I S s d  

+ - - - - + - - - - - - - - - - - - + 
3 rows in set  ( 0 . 00 sec ) 
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Chapter 9. Conf igur ing Mar iaDB Databases 

Lab:  Confi g u ri n g  M a ri a D B  Data bases 

Pe rforma nce check l ist 

I n  t h i s  l a b ,  you w i l l  i nsta l l ,  conf i gu re,  restore, a n d  popu late a Mar iaDB database. 

Resources: 

Files: / home/student/mariad b . dump 

Machines: desktopX a n d  serverX 

Outcomes: 

A Maria D B  service l i sten ing  for remote connect ions.  A backup fi le wi l l  be restored and t h ree 

u sers with d i fferent pr iv i leges wi l l  be created. 

Before you begin ...  

Reset your desktopX system.  

Reset your se rverx system.  

Log into and set  u p  your se rverx system. 

[ st udent@serverX -]$ l a b  mariadb setup 

Log into and set up your deskt opX system. 

[ s t udent@des ktopX - ] $  lab mariadb setup 

You r  developers a re work ing on a legacy system,  and  the  Mar i aDB  has stopped working.  You 

have the l og ica l  backup f i le  from last n ight. You a re asked to insta l l  a new MariaDB database 

server and to restore from th is  backup. 

A new t icket has been ass igned to you to c reate new remote access accounts with the fo l lowing 

information:  

User Password Privi leges 

mary mary _password Se lect on a l l  tab les  from legacy database 

legacy legacy _password Se lect. i nsert.  update, de lete o n  a l l  tab les from legacy 

database 

report report_password Se lect on a l l  tab les from legacy database 

S i nce developers do n ot have access to the product ion enviro nment,  they asked you to insert 

new records i n  the manufac t u r e r  tab le :  

Name Se l ler  Phone n u m ber 

H P  J o e  Doe +1 (432) 754-3509 

De l l  L u ke S kywa l ker +1  (431) 219-4589 
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1 .  I n sta l l  M a ria D B  data base g ro ups. 

2 .  Start and enab le  t he  Mar i aDB  service. 

3. Conf i g u re the f i rewa l l  to accept remote connect ions. 

4. C reate the legacy data base.  

5. Restore the database backup (!home/st udent/mariadb . dump) .  

6. C reate users accord i ng to the t i cket. 

7. I n se rt the  new m a n ufactu re rs. 

8.  From you r  desktopX system ,  va l i date you r  work.  

8.1 .  
[ s t udent@d e s k t opX - ] $  lab mariadb grade 
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So lut ion  

I n  th i s  l a b, you w i l l  i nsta l l ,  conf i g u re, restore, a n d  popu late a Mar i aDB  database.  

Resources: 

Files: /home/st udent/mariad b . dump 

Machi nes: desktopX a n d  serverX 

Outcomes: 

A Mar i aDB  service l i sten i ng  for remote connect ions .  A backup f i le wi l l  be  restored and t h ree 
users with d i fferent pr iv i l eges wi l l  be  c reated.  

Before you begin . . .  

• Reset your  deskt opX system. 

• Reset you r  serverx system. 

• Log i nto and set u p  you r  se rverX system.  

- - - �  · - - - �- --- - - - - �: � - - -- -- --- -- �- -- - ���- - ��-

[ st uden t@serverX - ] $  lab mariadb setup l __ --� =.--.,.-,,,.�-..=- - - - - ���� -- - - -� . - ---- -

• Log i nto a n d  set up you r  desktopX system.  

[ st uden t@de s k t opX - ] $  lab mariadb setup 

You r  deve lopers a re working on a legacy system ,  and the  Mar i aDB  has  stopped work ing .  You 
have the log i ca l  backup f i l e  from l a st n i ght .  You a re asked to i nsta l l  a n ew M a ri a D B  database 
server and to restore from th i s  backup .  

A new t i cket has  been ass igned to you to create new remote access accounts w i th  the  fo l l ow ing 
i nformat ion :  

User  Password Pr 1v 1 l eges 

mary mary _password Se lect on  a l l  tab les from legacy data base 

legacy l egacy _password Se l ect .  i n se rt .  update, de l ete on a l l  t ab l es from legacy 
database 

report report_password Se lect on  a l l  tab les  from legacy data base 

S ince  deve lopers do not have access to the  p rod uct ion  env iron ment ,  they asked you to i nsert 
new records i n  the  manufacturer  tab le :  

Name Se l l e r  

HP  Joe Doe  

De l l  L u ke S kywa l ker  

Lenovo Darth  Vader  

1 .  I nsta l l  Ma r i aDB  data base g rou ps. 
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1 .1 .  I nsta l l  t he  Mar i aDB  c l ient on  you r  desktopX mach i ne. 

Phone n u mber  

+ 1  (432) 754-3509 

+1 (431 ) 219-4589 

+1 (327) 647-6784 
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[ root@d e s k t opX - )# yum groupinstall mariadb- client - y  

1 .2 .  I nsta l l  M a r i a D B  database se rver o n  your  serverX mach i ne. 

I [ root@serverX - ) #  yum groupinstall mariadb -y  I 
2.  Sta rt and enab le  the  Mar iaDB serv ice .  

2 .1 .  Sta rt the  Mar i aDB  se rvice. 

j [ root@serverX -)# systemctl start mariadb . service 
� 

2.2.  Enab l e  t he  Mar i aDB  serv ice. 

I [ root@se rverX -]# systemctl enable mariadb . service I 
3. Conf i g u re the f i rewa l l  to accept remote connect ions .  

3 .1 .  
[ root@serverX - )#  firewall - cmd - - permanent - - add - service=mysql 

3·2 · ! [ root@serverX - )# firewall - cmd - - reload 

4. C reate the  legacy database. 

4.1 . Connect to the Mar i aDB  database server. 

oot@se rverX - )#  mysql - u  root 

4.2. C reate the legacy database.  

MariaDB [ ( none ) ] >  create database legacy ; 
MariaDB [ ( none ) ] >  exit ; 

5. Resto re the database backup (!home/student/mariadb . d ump) .  

5.1 .  
[ root@serverX - )#  mysql - u  root legacy < /home/student/mariadb . dump 

6. C reate users accord i ng  to the t i cket. 

6 .1 .  Connect to the Mar i aDB  database server. 

I [ root@serverX - ) #  mysql - u root 

6.2. C reate user  ma ry. 
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MariaDB [ ( none ) ] >  CREATE USER mary@ ' % '  IDENTIFIED BY ' mary_password ' ; 

6.3. C reate user l egacy. 

MariaDB [ ( none ) ] >  CREATE USER legacy@ ' % '  IDENTIFIED BY ' legacy_password ' ; 

6.4. C reate user report.  

j MariaDB [ ( none ) ] >  CREATE USER report@ ' % '  IDENTIFIED BY ' report_password ' ;  

6.5. Gra nt pr iv i l eges to mary. 

MariaDB [ ( none ) ] >  GRANT SELECT ON legacy . *  TO mary@ ' % ' ; 

6.6. Grant  pr iv i l eges to l egacy. 

MariaDB [ ( none ) ] >  GRANT SELECT, INSERT ,  UPDATE , DELETE ON legacy . *  TO legacy@ ' % ' ; 

6.7. Grant pr iv i l eges to report .  

MariaDB [ ( none ) ] >  GRANT SELECT ON legacy . *  TO report@ ' % ' ; 

6.8. F l ush pr iv i l eges. 

I MariaDB [ ( none ) ] >  FLUSH PRIVI LEGES ; 

7. I nsert the  new manu facture rs. 
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7.1 . Se l ect legacy database. 

I MariaDB [ ( none ) ] >  USE legacy ; 

7.2. Desc r ibe ta b l e  to ver i fy att r i bu tes. 

MariaDB [ ( legacy ) ] >  DESCRIBE manufacture r ;  
+ - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - - - - - - - - - - + 
I Field I Type I Null I Key I Default I Ext ra 

+ - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - - - - - - - - - - + 
id int ( 11 )  NO 
name va rchar ( 100 ) NO 
selle r varc h a r ( 100 ) YES 
phone_numbe r varcha r ( 17 )  YES 

PRI N U L L  
N U L L  
N U L L  
N U L L  

auto_inc reme n t  

+ - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - + - - - - - + - - - - - - - - - + - - - - - - - - - - - - - - - - + 
4 rows in set  ( 0 . 00 sec ) 

7.3. I nsert H P  as m a n u facture r. 
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S o l ut ion  

MariaDB [ ( legacy ) ] >  INSERT INTO manufacturer ( name , seller , phone_number ) values 
( ' HP ' ,  ' Joe Doe ' ,  ' +1 ( 432 ) 754 - 3509 ' ) ;  

7.4. I nsert D e l l  as  m a n ufactu rer. 

MariaDB [ ( legacy ) ] >  INSERT INTO manufacture r ( name , seller , phone_number )  values 
( ' DELL ' , ' Luke Skywalker ' ,  ' +1 ( 43 1 )  219 - 4589 ' ) ;  

7.5. I nsert Lenovo as  man ufactu rer. 

MariaDB [ ( legacy ) ] >  INSERT INTO manufacture r ( name , seller , phone_number ) values 
( ' Lenovo ' ,  ' Darth Vader ' ,  ' +1 ( 327 ) 647 - 6784 ' ) ;  

8. From your desktopX system,  va l i d ate you r  work.  

8 .1 .  
[ s t udent@d e s k t opX - ] $  lab mariadb g rade 
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S u m m a ry 
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I nsta l l i n g  M a ri a D B  

I n  th i s  sect ion ,  students l e a r n e d  h o w  to: 

• Describe re l a t iona l  databases. 

• Describe database concepts. 

• Perform a Mar i aDB  i nsta l l a t ion .  

Work i ng  w i th  Mar i aDB  Databases 

In th is  sect ion ,  students l earned  how to: 

• Examine  databases. 

• Search  in databases. 

• C reate databases. 

• Use SOL .  

Manag i ng  Database Users and  Access R ig hts 

In th is sect ion ,  students l earned  how to: 

• Create users. 

• Grant pr iv i l eges. 

• Revoke pr iv i l eges.  

• F l u s h  pr iv i l eges.  

Creat i ng  and Restor ing  Mar ia D B  Backups  

In  th i s  sect ion ,  students l earned  how to :  

• Back  up  a Mar iaDB database. 

• Resto re a Mar i aDB  database. 
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red hat® ® TRAINING 

CHAPTER 10 

PROVID ING APACHE HTTPD 

WEB SERVICE 

Overview 

Goal To confi g u re Apache HTTPD to p rovide TLS-enab led 

we bsites and v i rtual  hosts. 

Objectives • I dentify the key confi g u ration f i les, log f i les,  and content 

d i rectories used by Apache h t t pd.  

• Confi g u re Apache h t t pd to p rovide I P-based and name-

based virtual  hosts. 

• Config u re Apache h t t pd to provid e  TLS-encrypted virtual  

hosts. 

• Confi g u re Apache h t t pd to serve dynamic database-

driven web content. 

Sections • Confi g u r i n g  Apache HTTPD (and Practice) 

• Confi g u r i n g  a nd Tro u b leshooting Virtual  H osts (and 

Practice) 

• Config ur ing HTTPS (and Practice) 

• I ntegrat ing Dyna m i c  Web Content (and Practice) 

Lab • Config ur ing a Web Appl ication 
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C h a pter 1 0. Prov id ing  Apache HTTPD Web Service 

Conf i g u ri n g  A p a c h e  H TT P D  

O bject ives 
Afte r com p l et i ng  t h i s  sect i on ,  students shou l d  be a b l e  t o  i dent i fy t h e  key conf ig u rat ion  f i l es ,  
logf i l es, and content d i rector ies used by Apache h t t pd .  

I nt roduct ion to Apache HTTPD 
Apache HTTPD i s  one of the  most used web serve rs o n  the  I nternet.  A web server i s  a daemon 
that  speaks  the  h t t p  ( s )  protoco l ,  a text-based p rotocol for send ing  a n d  rece iv ing  objects ove r 
a network con nect ion .  The h t t p  protocol is sent ove r the  w i re i n  c lear  text. us ing  port 80/TCP 

by defa u l t (though  other  ports can be used) .  There i s  a l so a TLS/SS L  encrypted vers ion  of the  
protocol ca l l ed  https  that  uses port  443/TCP by defa u l t .  

A bas ic  http exchange has  the  c l ient  con nect i ng to the server, and then  request ing a resou rce 
us i ng  the GET command .  Other  commands  l i ke HEAD a n d  POST ex ist, a l low ing c l i ents to req uest 
j ust metadata for a resou rce, or  send the server more i nformat ion .  

The  fo l l ow ing  is  a n  extract  f rom a short ht tp  exchange :  

G E T  /hello . h tml HTTP/1 . 1  
H o s t : webapp0 . example . com 
U s e r - Agen t : Mozilla/5 . 0  { Xll ; Linux  x86_64 ; rv : 24 . 0 )  Gecko/20100101 Firefox/24 . 0  
Accept : text/h tml , application/xhtml+xml , applicat ion/xml ; q=0 . 9 , * / * ; q=0 . 8  
Accept - Language : en - US , en ; q=0 . 5  

, Accept - Encoding : gzip , deflate 
i Connection : keep - alive 

Cache - Con t rol : max - age=0 L 
The c l ient  starts by req uest i ng  a resou rce (the GET command) ,  a n d  then fo l l ows u p  w i th  some 
extra headers, te l l i ng  the  se rver what  types of encod ing  i t  can  accept, what  l anguage  i t  wou l d  
prefer, etc. T h e  request i s  e n d e d  w i t h  a n  empty l i ne .  

HTTP/1 . 1  200 OK 
Dat e : Tue , 27 May 2014 09 : 57 : 40 GMT 
Serve r : Apac he/2 . 4 . 6  ( Red Hat ) OpenSSL/1 . 0 . le - fips mod_wsgi/3 . 4  Python/2 . 7 . 5  
Content - Leng t h : 12 
Keep - Alive : t imeo u t = 5 ,  max=82 
Con nect ion : Keep -Alive 
Conten t - Type : text/plain ; charset=UTF - 8 

Hello Wo rld ! 

The server then  rep l ies w i th  a status  code (HTTP/ 1 . 1  200 OK ) ,  fo l l owed by a l i st of headers. 
The Con t en t - Type h e a d e r  i s  a m a n d atory one, te l l i n g  the c l i e n t  what type of content  i s  b e i n g  
sent .  After  the  headers a re done,  the  server  sends  a n  empty l i ne ,  fo l l owed by the req uested 
content. The length  of th i s  content must match the l eng th  i n d icated i n  the Content - Length  

header. 

W h i l e  the  http protoco l  seems easy at f i rst, i m p lement i ng  a l l  of the  protoco l-a long  w i th  secur ity 
measures, su pport fo r c l ients  not adher i ng  f u l l y  to the stan d a rd ,  and support for dynam ica l l y 
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Bas ic  Apache HTTPD confi g u rat ion  

generated pages-is not a n  easy task .  That i s  why most  a p p l i cat ion  deve lopers d o  not wr ite the i r  
own web servers, but  i n stead wr ite the i r  a p p l i cat ions to be  r u n  beh ind  a web server  l i ke Apache 
HTTPD.  

About Apache HTTPD 

Apache HTTPD, somet imes  j u st ca l l ed  "Apache"  o r  h t t pd ,  i m p l ements a fu l l y  conf i g u ra b l e  a n d  
extendab l e  w e b  server w i t h  f u l l  http  support .  The  func t i ona l ity o f  h t t pd can be extended  wi th  
modules, sma l l  p ieces of code that  p lug  i nto the  ma in  web server f ra m ework and extend  i ts  
funct iona l ity. 

On Red Hat  Enterpr ise  L i n u x  7 Apache HTTPD is p rov ided  i n  the httpd package.  The web-server 

package g roup  wi l l  i nsta l l  not o n l y  the  httpd package i tse l f, but  a l so the  httpd-manual package. 
Once httpd-manual i s  i n sta l l ed ,  a n d  the  h t t pd . se rvice serv ice is started ,  the  full Apache 
HTTPD manua l  i s  ava i l a b l e  on  h t t p : //local h o s t /man u al.  Th is  m a n u a l  has a com p lete 
reference of a l l  the conf i gu rat ion  d i rect ives for h t t pd ,  a l ong  with exa m p l es. This m a kes i t  an 
i nva l ua b l e  resou rce w h i l e  conf i gu r i ng  h t t pd .  

Red Hat  Enterpr ise L inux  7 a l so sh i ps an  env i ron ment  g ro u p  ca l l ed web-server-environment. Th is  
env i ronment g roup  p u l l s  i n  t he  web-server group by defa u l t .  but  has  a n u m ber  of oth e r  g rou ps,  
l i ke backup too l  and data base c l i e nts ,  ma rked as  opt i o n a l .  

A defa u l t  dependency of the  httpd package i s  t he  httpd-tools package.  T h i s  package i n c l udes 
too l s  to man ipu late password m a ps and  databases,  too l s  to reso lve IP  a d d resses i n  logf i l es  to 
hostnames, and a tool (ab) to benchmark  and st ress-test web servers. 

Bas ic  Apa c h e  H TT P D  conf ig u rat ion  
After i n sta l l i ng  the  web-server package g roup ,  o r  the  httpd package ,  a defau l t  conf i g u rat ion  i s  
written to /etc/h t t pd/conf /ht t pd . conf . 

Th is  conf i gu rat ion serves out the  contents of /var /www/html for req uests com ing  i n  to a ny 
hostname over p l a i n  h t t p. 

The bas ic  syntax of t he  h t t pd . conf is compr ised of two pa rts:  Key Value conf i g u rat ion  
d i rect ives,  a n d  HTM L- l i ke <Blockname parameter>  b l ocks with other  conf ig u rat ion  d i rect ives 
e m bedded i n  them. Key/va l u e  pa i rs outs ide of a b l ock  affect the  ent i re server conf ig u rat ion ,  
wh i l e  d i rect ives i n s i de  a b lock  typ ica l l y  on l y  app ly  to a pa rt of the conf i gu rat ion i n d icated by the  
b l ock ,  or  when the  req u i rement  set  by the  b lock  i s  met.  
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serverRoot " /etc/ h t t pd " O 

Listen seO 
I nclude conf . modules . d/ * . confO 
User  apac heO 

Group  apac heO 
Serve rAdmin root@localhostC> 
<Direc tory  />0 

AllowOve r ride none 
Req uire  all denied  

</Directo ry> 

Docume n t Root 1 1 /var/www/htm1 1 1 0 
<Di rec t o ry " /var/www " >  

Allowover r ide None 
Req uire  all g ranted  

</Di recto ry> 
<Direc t o ry " /var/www/html " >  

Options I ndexes FollowsymLin ks  
Allowove r r ide None  
Req uire  all  g ranted 

</Di recto ry> 

<IfModule di r_mod ule>C> 
Directoryi ndex index . h tml 

</IfMod ule> 

<Files " . h t * " >C 
Req u i r e  all de nied 

</Files> 

E r r o r Log  " logs/e r r o r_log 1 1 4D 
Log Level war n  
<I fMod ule log_config_module> 

LogFo rmat "%h %1 %u %t \ "%r\ " %>s %b \ " %{Refe rer}i\ " \ "%{User - Age n t } i\ " "  combined 
LogFo rmat "%h %1 %u %t \ "%r\ " %>s %b " common 
<IfModule log io_module> 

LogFormat  " %h %1 %u %t \ "%r\ " %>s %b \ "%{Refe r e r } i \ "  \ "%{U s e r - Age n t } i\ " %I %0 " 
combinedio 

</I fModule> 

c u s t omLog " lo g s/access_log " combinedCD 
</IfMod ule> 

Ad dDefaultChar set UTF - sG> 
I ncludeOptional conf . d/ * . conf� 

O This  d i rect ive spec i f ies where h t t pd wi l l  l ook  for any f i l es referenced i n  the  confi g u rat ion 
f i l es w i th  a re l a t i ve path na me. 

0 This  d i rect ive te l l s  h t t pd to start l i sten i ng  on  port 80/TCP on a l l  i nterfaces. To on l y  l i sten 
on se l ect i nterfaces, the syntax " Listen 1 .  2 .  3 .  4 :  80" can be used for 1 Pv4 or  " Listen 

[ 2001 : db8 : : 1 ]  : 80" for  1 Pv6. 

Note: M u lt i p l e  lis ten d i rect ives a re a l l owed,  but over l app ing  listen  d i rect ives w i l l  resu l t  
i n  a fata l e rror, p revent ing  h t t pd from start i ng .  

O Th is  d i rect ive i n c l udes other  f i l es, a s  if t hey were inserted i nto the  conf ig u rat ion  f i l e  i n  p l ace 
of t he  I nclude statement. When  m u lt i p l e  f i l es a re spec i f ied ,  they w i l l  be sorted by f i l ename 
i n  a l ph a n u mer ic  order  before be ing  i n c l uded .  F i l ena mes can e i ther  be a bso l ute, or  re l at ive 
to Serve r Root ,  and i n c l ude  w i l d ca rds such  as * .  
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Sta rt ing  Apache HTTPD 

Note: S pec ify i ng  a nonex istent  f i l e  w i l l  resu l t  i n  a fata l  e rror, p revent i ng  h t t pd from 
sta rt i ng .  

00 These  two  d i rect ives specify the  use r  a n d  g roup the  h t t pd daemon  shou l d  r un  as .  h t t pd 

i s  a l ways started as root ,  but  once a l l  a ct ions  that  need root pr iv i l eges have been 
performed-for exa mp le, b i nd i ng  to a port  n u mber  u nder  1024-pr iv i l eges w i l l  be d ropped 

and execut ion i s  cont i nued  as  a nonpr iv i l eged  user. Th is  i s  a secu r ity measure. 

O Some e rror pages generated by h t t pd can  i n c l ude  a l i n k  where users can report a p rob l em .  
Sett i ng  th i s  d i rect ive to  a va l i d  ema i l  a d d ress w i l l  m a ke the  webmaster  eas i e r  to  contact for 
users. Leav ing  th is sett i ng  at the defa u l t  of root@localhost i s  not recommended .  

O A <Directory> b l ock sets conf i g u rat ion  d i rect ives for the  spec i f ied  d i rectory, a n d  a l l  
descendent  d i rectories. 

Common d i rect ives i ns ide  a <Direc t ory> b lock  i n c l u d e  the fo l l owi ng :  

· AllowOve r r ide None: . h t  access f i l es  w i l l  not be consu l ted fo r  per-d i rectory 
conf i g u rat ion  sett i ngs. Sett i ng  this to a ny other  sett i ng  w i l l  have a performa nce pena l ty, 
as we l l  as the  poss i b l e  secu r ity ra m if icat ions.  

· Require All Denied: h t t pd wi l l  refuse to serve content out  of th is d i rectory, 
retu rn i ng  a HTTP /1 . 1 403 Forbidden error when  req u ested by a c l ient .  

· Require All G ranted:  A l l ow access to th i s  d i recto ry. Sett i ng  th i s  on  a d i rectory 
outs ide  of the norma l  content t ree  can have secu rity imp l ica t ions. 

· Options [ [+ I  - }OPTIONS] . . .  : Tu rn  on  (or off) certa i n  opt ions  for a d i rectory. For 
exa m p le ,  the  Indexes opt ion wi l l  s how a d i rectory l i s t ing if a d i rectory is req uested a n d  
no  index . html f i l e  ex ists i n  t h a t  d i rectory. 

O Th is  sett i ng  dete rmines where h t t pd w i l l  search for req u ested f i l es. I t  is importa nt  that  the  
d i rectory spec i f i ed  here i s  both rea d a b l e  by h t t pd (both reg u l a r  permiss ions  a n d  S E L i n u x) ,  
and  that  a correspond ing  <Directory> b l ock  has  been dec l a red to a l l ow access. 

O Th is  b lock  on l y  app l ies i ts contents if t he  spec i f ied extens ion  m o d u l e  is loaded .  I n  th i s  case,  
the dir _module i s  loaded ,  so the  Directoryindex d i rect ive can be used to specify what  
f i l e  shou ld  be used when a d i rectory is  req uested .  

CI;) A < Files> b lock  works j u st a s  a <Directory> b l ock ,  but  here opt ions  for i nd iv i dua l  
(wi l d ca rded )  f i l es is  u sed .  I n  t h i s  case,  t he  b l ock  prevents h t t pd f rom serv ing  out  any  
secu rity-sens i t ive f i l es l i ke . htaccess a n d  . ht passwd. 

CD Th is  spec i f ies  to what  f i l e  h t t pd shou l d  l og  any er rors it encou nters. S i nce th i s  is a re l at ive 
path n a me,  it w i l l  be prepended wi th  t he  ServerRoot d i rect ive. In  a defa u l t conf i gu rat ion ,  
/etc/htt pd/logs i s  a symbo l i c  l i nk  to /var/log/ht t pd/ .  

(D The Customlog d i rective takes two para m eters: a f i l e  to l og to, a n d  a log format def i ned  
w i th  t h e  LogFormat d i rect ive. Us i ng  these d i rect ives, adm in i st rators ca n log  exact l y  
t he  i nformat ion they need  or  want .  M ost log  pars i ng  too l s  wi l l  a ssume tha t  the  defa u l t 
combined format  is used .  

GI Th is  sett i ng  adds  a charset part  to the  Content - Type header  for text/plain and  
text/html resou rces. Th is  can  be d i sab l ed  w i th  AddDefaultCharset Off. 

� Th is  works the  same as a reg u l a r  i n c l ude ,  but  if no f i l es a re fou nd ,  no  error is generated.  

Sta rt i n g  Apache H TT P D  
h t t pd can  b e  sta rted from the  h t t pd . se rvice syst emd u n it .  
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[ root@serverX - ) #  systemctl enable httpd . service 
[ root@se rverX - ) #  systemctl start httpd . service 

Once h t t pd i s  sta rted ,  status  i nformat ion  can be requ ested w i th  systemc t l  status - 1 

h t t pd . se rvice. If h t t pd has  fa i l ed to start for any  reason ,  t h i s  output  wi l l  typica l l y  g ive a 
c l ea r  i nd i cat ion of why h t t pd fa i l ed  to sta rt. 

N etwork secu rity 

firewalld has two p redef ined services for h t t pd.  The h t t p  service opens port 80/TCP, and  
the  h t t ps service opens  port 443/TCP. 

: [ root@serverX - ] #  firewall - cmd - - permanent - - add - service=http  - - add - service=https 
i [ r oot@serverX -)# firewall - cmd - - reload ! 
I n  a defa u l t  conf i gu rat ion ,  SELinux o n l y  a l lows h t t pd to b i n d  to a spec if ic  set of ports .  Th i s  f u l l  
l i st c a n  be req uested with t h e  com mand  semanage p o r t  - 1  I g rep ' "h t t p_ ' .  For a f u l l  
overview o f  t h e  a l lowed port contexts,  and  the i r  in tended usage, consu l t  t h e  htt pd_selinux(8) 

man page from the selinux-policy-devel package. 

Us ing  an a lternate document root 

Content does not need to be served out of /var /www/html, but  when chang ing  the  
DocumentRoot sett i ng ,  a n u m ber  of  other changes  must be made  as we l l :  

F i l e  system permiss ions :  A n y  n e w  Document Root m ust be readab l e  b y  t h e  apache user  or 
the apache g roup.  In most cases,  the Documen t Root s h o u l d  never be writa b le  by the apache 

user  or  g roup. 

• S E Li nux :  The defa u l t  S E L i n u x  po l icy is rest r ict ive as to what  contexts can be read by h t t pd. 

The defa u l t  context for web server content is  h t t pd_sys_content_t. Ru l es a re a l ready in 
p l a ce to re l abe l  /s rv/ * /www/ with this context as  we l l .  To se rve content from outs ide  of these 
standard l ocat ions ,  a new context r u l e  must be added  with semanage. 

�----�----�-·--· -·· --� - - - ----·------��-------------� I i [ root@se rverX - ] #  semanage fcontext - a  - t  httpd_sys_content_t ' /new/location ( / . * ) ? '  ! 
Consu l t  the  h t t pd_selinux(8) man  page from the  selinux-policy-devel package for add it iona l  
a l l owed f i l e  contexts a n d  the i r  i ntended usage. 

A l lowing write access to a Document Root 

In a d efa u l t conf igu rat ion  o n l y  root has write access to the sta ndard Document Root.  To a l low 
web deve lope rs to write i nto the DocumentRoot ,  a n u mber  of approaches can  be taken .  

• Set a (defa u l t)  ACL for the  web d eve l opers on  the  DocumentRoot. For exam p le ,  i f  a l l  
web deve lopers a re part  o f  t h e  webmasters  g roup ,  a n d  /var /www/html i s  used as  t he  
DocumentRoot, the  fo l l owing com mands  w i l l  g i ve  them w rite access: 

j [ root@se rverx - ] #  setfacl - R  - m  g : webmasters : rwX /var/www/html j [ root@se rverX - ) #  setfacl -R -m d : g : webmasters : rwx /var/www/html 
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Sta rt i n g  Apache  HTTPD 

I m porta n t  

The uppercase X b i t  sets t h e  executeab l e  b i t  o n l y  on  d i rector ies i n stead o f  d i rector ies 
and reg u l a r  f i l es. Th is  i s  espec ia l l y  re l eva nt  when done i n  conj u n ct ion w i th  a 
recu rs ive act ion  on  a d i rectory t ree. 

• Create the new Document Root owned by the webmast e r s  group ,  the st icky b i t  set.  

I [ root@serverX - ) #  mkdir -p - m  2775 /new/docroot I [ root@serverx - ] #  chgrp webmasters /new/docroot 

• A combi nat ion of t he  p rev ious ,  w i th  the oth e r  permiss ions  c losed off, a n d  an ACL  added  for the  
apache g roup. 

Refe re n ces 

h t t pd(8) a n d  h t t pd_selinux(8) m a n  pages 

httpd-manua/ package contents 
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P ract ice:  Conf ig u ri n g  a We b Serve r 

G u ided exerc ise 

I n  th i s  l a b, you w i l l  conf i gu re a bas ic h t t pd web server to serve out  a stat i c  page from the  
defa u l t l ocat ion ,  as we l l  as  the  Apache h t t pd m a n u a l .  �IWIH� Machines 
O utcomes: 

An Apache h t t pd web server runn i ng  on  you r  serverx mach i ne,  serv i ng  out  a stat ic page and  
the  comp l ete Apache h t t pd manua l .  

Before you begin . . .  

• Reset you r  desktopX mach ine. 

• Reset your  se rverx mach i ne. 

You have been  asked to conf i gu re a bas ic  web server on you r  se rve rX mach i ne. Th is  web server 
shou l d  serve out the text " H e l l o  C l ass ! "  when the U R L  h t t p : //se rve rX . example . c om/ is 
requested .  

To a id  you r  end  users i n  submitt i ng  bug  reports ,  the  defa u l t  e rror page  s h o u l d  i n c l ude  a mail to : 

refe rence to the  ema i l  a d d ress webmast e r@se rve rx . example . com. 

S i nce you r  o rg a n izat ion is  p l ann i ng  on  fu rther  customiz ing  the behav ior  of 
this web se rver, the fu l l  Apache h t t pd m a n u a l  s h o u l d  be ava i l a b l e  unde r  
h t t p : / / s e r v e rx . example . com/ma n u al/.  

D 1 .  B e g i n  by i nsta l l i ng  the  httpd a n d  httpd-manual packages. 

D 1 .1 .  l [ s t uden t@serverx - ] $  sudo yum -y  install httpd httpd - manual ; 
�- - - - - -- - ·- -----· ·- · ���� --- -- - � - - -- -- - - - ----

- - _ _ _ _ _  J 

D 2. Set the  Serve rAdmin d i rect ive for the main s ite conf ig u rat ion  to po int  to 
webmast e r@se rve rX . example . com. 

D 2.1 .  O p e n  /etc/ht tpd/conf /ht t pd . conf i n  a text ed i tor  w i t h  root pr iv i l eges, 
and  change  the l i ne  that  starts w i th  Se rve rAdmin to the fo l l ow ing :  

l Se rve rAdmin webma s t e r@serve rX . example . com 

D 3. C reate the defa u l t content page.  

- -- - -- · · · - - 1 

D 3.1 .  C reate the  /var /www/html/index . html f i l e  w i th  a text ed itor as  user  root , 

and  add  the  fo l l owing content :  

Hello Clas s ! 

D 4. Start a n d  enab l e  the h t t pd serv ice. 
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Gu ided  exerc ise 

D 5.  

D 4.1 . �t udent@se rverX - ] $ sudo systemctl start httpd . service 
I [ ; t udent@serverX - ] $  sudo systemctl enable httpd . service 

Open  a l l  the  re l eva nt ports for h t t p  on the  f i rewa l l  on se rve rX. 

D 5.1 .  
[ s t u dent@se rverX - ] $  sudo firewall - cmd - - permanent - - add - service=http 
[ s t udent@se rverX -]$  sudo firewall - cmd - - reload 

D 6. Test if you can access the  new stat i c  page ,  as we l l  as  the  Apache  h t t pd m a n u a l ,  from 
you r  desktopX mach i ne .  

D 6.1 .  From desktopX, po in t  a w e b  b rowser at  h t t p : / / s e r ve rX .  example . com.  

D 6.2. From desktopX, po in t  a web b rowser at 
h t t p : //se rve rX . example . c om/man ual. 
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Conf i g u ri n g  a nd Tro u b l es h oot i n g  Vi rt u a l H osts 

O bject ives 
Afte r com p l et i ng  th i s  sect ion ,  students shou ld  be a b l e  to conf i g u re Apache  h t t pd to p rov ide  I P­
based and  name-based v i rtua l  hosts. 

Virt u a l  hosts 
Virtual hosts a l low a s ing le  h t t pd server to serve content  for m u l t i p l e  doma i ns .  Based  on  e i ther  
the  IP  address of the server  that  was con nected to ,  the  hostname  req uested by the  c l ient  i n  the 
http req u est, or  a comb i nat ion  of both ,  h t t pd can use d i fferent conf i g u rat ion sett i ngs ,  i n c l ud i ng  
a d i fferent Document Root.  

V i rt ua l  hosts a re typica l l y  used when i t  i s  not cost-effect ive to sp in  u p  m u l t i p l e  (v i rt u a l )  mach ines 
to serve out  many l ow-traff i c  s ites;  for examp l e, i n  a s hared h osti ng  env i ronment. 

Confi g u ri ng vi rt u a l  hosts 
V i rt u a l  hosts a re conf i gu red us i ng  <Vi r t ualHost> b l ocks i n s i de  the ma in  
conf i gurat ion .  To ease  adm in i st rat ion ,  these v i rt u a l  hos t  b l ocks a re typ ica l l y  not 
def i ned i ns i de  /etc/ht t pd/conf / h t t pd . conf, but  rather  i n  separate . conf f i l es i n  
/etc/htt pd/conf . d/. 

The fo l l ow ing  i s  a n  exa m p l e  f i l e, /etc/ht t pd/conf . d/site1 . conf. 

<Directory /s rv/site1/www>C» 
Require  all g ranted  
Allowove r ride None 

</Directo ry> 

<Vi r t ualHost 192 . 168 . 0 . 1 : 80>f> 

DocumentRoot /s rv/site11wwwE» 

Se rve rName site1 . example . com0 
Se rve rAdmin webma s t e r@sit e1 . example . comC» 
E r r o r Log " logs/site1_e r r o r_log " O 
cus tomLog " logs/sit e1_acces s_log " combined0 

</Vi r t u alHost> 
·-· -----· ------

O This  b lock provi des access to the  DocumentRoot def i ned  f u rther  down.  

f) This  is the  ma i n  tag of the  b l ock .  The 192 . 168 . e . 1 :  80 pa rt i nd i cates to h t t pd that  th i s  
b lock  shou l d  be considered for a l l  connect ions com ing  i n  on  that  I P/port comb ina t ion .  

E» Here the  DocumentRoot is be ing  set, but  on l y  for wit h i n  th i s  v irtu a l  host. 

O This  sett i ng  is used to conf i g u re name-based v i rt ua l  host i ng .  I f  mu l t i p l e  <VirtualHost> 

b locks a re dec l a red for the  same I P/port comb inat ion ,  t he  b l ock that  matches Se rve r Name 

with the host name : header  sent in the c l ient  h t t p  req uest w i l l  be used.  

298 

There ca n be exact l y  zero or one  ServerName d i rect ives ins ide a s i ng l e  <Vi r t ualHost> 

b lock .  I f  a s i ng l e  v i rt ua l  host needs to be used for more than one  domain name, one  o r  more 
Se rve rAlias statements  can  be used.  
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Tro u b l eshoot i ng  v i rt ua l  hosts 

O To h e l p  with sort i ng  ma i l  messages regard i n g  the  d i fferent websites ,  it is h e l pf u l  to set 
un i que  Serve rAdmin a d d resses for a l l  v i rt u a l  hosts.  

O The locat ion for a l l  e rro r messages re lated to th i s  v i rtua l  host. 

O The locat ion for a l l  a ccess messages reg a rd i n g  th i s  v i rt u a l  host.  

I f  a sett i ng  i s  not made  exp l i c i t l y  for a v irtu a l  host .  the same sett i ng  from the m a i n  conf ig u rat ion  
w i l l  be used .  

N ame-based vs .  I P-based v i rt u a l  host ing  

By defa u l t .  every v i rt u a l  host  i s  a n  I P-based v i rt u a l  host ,  sort i ng  t raff ic to the v i rt u a l  hosts based 
on  what  IP address the  c l ient  had con nected to. I f  t he re a re m u lt i p l e  v i rtua l  hosts dec l a red for 
a si n g l e  I P/port comb i nat ion ,  the ServerName and Serve rAlias d i rect ives w i l l  be  consu l ted ,  
effect ive l y  enab l i ng  n a m e-based v i r tua l  host i ng .  

Wi ldcards  and  pr iority 

The IP add ress pa rt of a <Vi r t ualHos t> d i rect ive can be  rep l aced with one of two w i l dca rds :  
_default_ and  * .  Both  have exact l y  the same mean ing :  " Match Anyth i ng" . 

When  a req uest comes i n ,  h t t pd wi l l  f i rst t ry to match aga i n st v i rt ua l  hosts that  have an  exp l i c i t  
IP  add ress set .  I f  t hose matches fa i l ,  v i rt u a l  hosts  w i th  a w i l d ca rd IP  add ress a re i n spected.  I f  
t here i s  st i l l  no match ,  the  "ma i n "  server conf i g u rat ion  i s  used .  

I m po rta n t  

A <VirtualHost * :  8 0 >  w i l l  a lways match for reg u l a r  http t raff ic on  port 80/TCP, 

effect ive l y  d i sa b l i n g  the ma i n  server conf i g u rat ion  from ever be i ng  used for t raff ic  on 
port 80/TCP. 

I f no exact match has been fou n d  for a ServerName or  Se rve rAlias d i rect ive, a n d  there a re 
m u lt i p l e  v i r tua l  hosts def ined for the  I P/port comb inat ion  t he  req uest came i n  on ,  the  first v i rt ua l  
host t ha t  matches a n  I P/port i s  u sed ,  w i t h  first be ing  seen as  the order  i n  wh ich  v i rt u a l  hosts a re 

def ined i n  the  conf i g u rat ion  f i l e. 

When  us i ng  mu l t i p l e  * .  conf f i l es ,  t hey w i l l  be i n c l uded  i n  a l phanu mer ic  sort i ng  ord e r. To 
c reate a catch-a l l  (defa u lt )  v i rt u a l  host.  t he  conf i g u rat ion  f i l e  shou ld  be named someth i ng  l i ke 
ea - default . conf to make s u re that  it is i n c l uded  before a ny othe rs. 

Tro u b l eshoot i n g  v i rt u a l  hosts 
When  t roub l eshoot i ng  v i r t u a l  hosts ,  there a re a n u m ber  of a pproaches t h a t  can  h e l p. 

• Confi g u re a separate Document Root for each v i rt u a l  host ,  w i th  i dent i fy ing content .  

• Confi g u re separate l og f i l es ,  both for error l ogg ing  and access l ogg ing ,  for each  v i rt u a l  host .  

• Eva l uate the order  i n  which the  v i rtua l  host def in i t ions  a re parsed by h t t pd .  I n c l uded  f i l es a re 
read i n  a l pha n u m e r ic  sort order  based on the i r  f i l ena mes. 

• Disa b l e  v i rt u a l  hosts one  by one to iso l ate the p rob l em .  V i rtu a l  host def in i t ions  can be 
commented out  of the conf i g u rat ion  f i l e(s) ,  a n d  i n c l ude  f i l es can be tempora r i l y  renamed to 
someth i ng  that  does not end  in . conf. 

· j ournalctl UN IT=h t t pd . service can i so l ate log  messages from j u st the  
h t t pd . se rvice serv ice. 
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Refe re n ces 
-

h t t pd(8)  man  page 

httpd-manual package contents 

-

---

-

--

--

.. 

-

-
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Pract ice :  Confi g u r i ng  a V i rt ua l  H ost 

P ra ct i ce:  Conf i g u r i n g  a Vi rt u a l  H ost 

G u i d ed exerc ise 

I n  t h i s  l a b, y o u  w i l l  conf ig u re a n e w  web server t o  se rve o u t  content fo r m u l t i p l e  v i rt ua l  hosts. r'"'*� Mac�nem � 
Outcomes:  

A new web server r unn i ng  on se rve rX, serv i ng  out content for wwwX . e x ample . com from 
/s rv/wwwe .  example . com/www/,  and a l l  other doma ins  from / s rv/default/www/. 

Before you begin . . .  

• Reset your  serverX mach ine. 

• Reset you r  desktopX mach ine. 

Over the  past few years, you r  company has  been  sp i nn i ng  u p  many web se rve rs for new p rojects.  
U nfortu nate l y, t he re was no st ructure or coord i nat ion between  the  va r ious  projects. 

In an effort to c l ean  u p  the mess, you have been asked to conso l i d ate t hese va r ious  web se rvers 
i nto one ,  serv ing out the  d ifferent doma ins  us i ng  na me-based v i r tua l  host i ng .  

For now, you wi l l  o n l y  have  to set  u p  a default v i r tua l  host  that  serves out  a p l aceho lder  s i te  from 
/s rv/default /www/, and  a v i rt u a l  host for wwwX . example . com  that  serves out  content from 

/s rv/wwwX . example . com/www. 

D N S  C N A M E  records for the  re l eva nt  doma i ns  have a l ready been converted to po int  at you r  
se rve rX mach i ne. 

D 1 .  Start b y  i nsta l l i ng the httpd package.  

D 2. 

D 1 .1 .  
[ s t u d e n t@se rverX - ] $  sudo yum install httpd 

C reate the  content d i rector ies .  The p l a ceho lder  s i te shou l d  have a n  index . html f i l e  that  
reads :  

Coming Soon ! 
------ --- - - - - - - ---� 

The wwwX . example . com  s ite s h o u l d  have an  index . html that  reads :  

: wwwX \ 
L _______ _ _  - �-�-- - . - -� i 

D 2.1 .  C reate the  d i rector ies .  

[ s t u de n t@se rverX - ] $  sudo mkdir -p /srv/{default , wwwX . example . com}/www 
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0 2.2.  C reate the index . html f i l es us i ng  a text ed itor. 
/s rv/default/www/index . html gets t he  "Coming Soon ! "  text, a n d  t he  
/srv/wwwX .  example . com/www/index . html f i l e  shou l d  read "wwwX'' .  

0 2 .3 .  The S E L i n u x  po l icy i s  a l ready confi g u red for t he  correct f i l e  contexts for a ny fi l es 
u nder  s rv/ * /www, but  you wi l l  st i l l  have to reset the context on the  f i l es you j ust 
c reated. 

! [ st uden t@se rve rX - ] $  sudo restorecon - Rv /srv/ 

0 3. C reate a new v i rt u a l  h ost def i n i t ion  for the  _default : 80 virtu a l  host. Th is  
v i rt ua l  host shou ld  serve out  content f rom /s rv/default/www/, a n d  log to 
logs/default - vhost . log using the  com b i ned format .  

0 3.1 .  Create a n e w  f i l e  ca l l ed  /etc/ht t pd/conf . d/00 - default - vhost . conf.  Give 
i t  the fo l l ow ing  content :  

<Vi r t ualH o s t  _default : 80> 
Docume n t Root / s rv/default /www 
C u s t omLog " log s/default - vhost . lo g "  combined 

</Vi r t ualHost>  

0 3.2 .  S i nce i n  a defa u l t  conf i gu rat ion ,  h t t pd b locks  access to a l l  d i rector ies ,  you wi l l  
need t o  open  u p  the  content d i rectory for you r  defau l t  vhost. Add the  fo l l owing 
b l ock  to /etc/htt pd/conf . d/00 - default - vhost . conf. 

<Di rectory  /s rv/default/www> 
Req uire  all g ranted 

</Directo ry> 

0 4. C reate a new v i rt u a l  host def in i t ion  for a wwwX .  example . com v i rt ua l  host i n  
/etc/ht t pd/conf . d/01 - wwwX .  example . com - vhost . conf. Th is  v i rtua l  host shou l d  
respond to req uests f o r  both wwwx .  example . com a n d  wwwX, serve o u t  content f rom 
/s rv/wwwX .  example . com/www, and  store logs i n  logs/wwwX .  example . com . log. 

0 4.1 .  C reate the f i l e  /etc/ht t pd/conf . d/01 - wwwX .  example . com - vhost . conf 

with the fo l l owing contents :  

<Vi r t ualH o s t  * : 80> 
Serve r N ame wwwX . example . com 
Serve rAlias wwwx 
Docume n t Root /s rv/wwwX . example . com/www 
Customlog " logs/wwwX . example . com . lo g "  combined 

</Vi r t ualHost> 

<Di rectory  /s rv/wwwX . example . com/www> 
Req u i r e  all g ranted  

</Di recto ry> 

0 5. Sta rt a n d  enab l e  the h t t pd service. 
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Gu ided  exercise 

D 5.1 .  
[ s t ud e n t@serverX - ] $  sudo systemctl start httpd . service 
[ s t u d e n t@serverX - ] $  sudo systemctl enable httpd . service 

D 6. Open up t he  fi rewa l l  on se rverx to a l l ow traff ic to the  h t t pd se rvice. 

D 6.1 .  
[ s t udent@serverx - ] $  sudo firewall - cmd - - permanent - - add - service=http 
[ s t u d e n t@se rverX -]$  sudo firewall - cmd - - reload 

D 7. From you r  desktopX system ,  use a web b rowser to v is i t  the  fo l l ow ing  U RLs ;  t he  f i rst two 
shou l d  respond  with the "wwwX" text,  w h i l e  the l ast two shou l d  respond w i th  "Coming 

Soon ! ". 

• h t t p : / /wwwX . e x a m p l e . c om 

• h t t p : / /wwwX 

• h t t p : / / s e r v e rX . example . c o m  

• h t t p : / / 1 7 2 . 2 5 . X . 1 1 
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Conf i g u r i n g  H TT PS 

Object ives 
After  com p le t i ng  th i s  sect ion ,  students shou l d  be a b l e  t o  conf i g u re A p a c h e  h t t pd to p rov ide 
TLS-encrypted v i rtu a l  hosts. 

Tra nsport Layer  Secu rity (T LS) 
Transport Layer Security (TLS)  is  a method for enc rypt ing  network com m u n i cat ions. T L S  i s  the 
successor to Secure Sockets Layer (SS L) .  TLS a l l ows a c l i ent to ver i fy t he  i dent ity of the  server 
a n d ,  opt iona l l y, a l l ows the  se rver to ver ify the  i dent i ty of the  c l ient .  

TLS i s  based a round  the  concepts of certificates. A cert i f i cate has  mu l t i p l e  pa rts :  a pub l i c  key, 
se rve r i dent ity, and  a s i gnature from a certificate authority. The correspond i ng  pr ivate key is  
never made p u b l i c .  A ny data encrypted with  the pr ivate key ca n on ly be decrypted w i th  the 
pub l i c  key, and v ice versa.  

Du r i ng  the i n i t i a l  handshake, when sett i ng  u p  the enc rypted connect ion ,  the c l ient  and server 
ag ree on a set of encrypt ion  c iphers supported by both the server and the c l i ent a n d  they 
exchange  b i ts  of random data .  The c l i en t  uses th i s  random data to generate a session key, a 
key that  w i l l  be used for much  faster symmetric e ncrypt ion ,  where the  same key i s  used for both 
encrypt ion  and decrypt ion .  To make s u re that t h i s  key is  not comprom ised ,  i t  i s  sent to the server 
enc rypted with the server ' s  pub l i c  key (part of the se rver cert i f i cate). 

The fo l l owi ng  d i ag ra m  shows a (s imp l i f ied)  vers ion  of a TLS handshake. 

304 

����-C-l ie_n_t H_e_l lo����� I� 
ServerH e l l o/ServerCertificate 

Cl ientKeyExchange 

Data 

f2 ' 

1Bt §] 

f2 Server Certificate fj Private Key 

� Session Key 

� Data 

Figure 10. 1 :  A simplified representation of a TLS handshake 
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Confi gu r i ng  TLS  cert i f icates 

1 .  The c l i ent  i n i t iates a con nect ion to the server with a Client Hello message. As pa rt of 
t h i s  m essage,  the c l ient  sends  a 32-byte ra ndom n u m ber  i n c l u d i n g  a t imestam p, and a l i st of 
enc rypt ion  p rotoco l s  and  c i phers s u pported by the c l i e nt .  

2 .  The server responds  with a ServerHello message,  conta i n i n g  a nother  32-byte ra ndom 
n u m ber  w i th  a t imesta mp ,  a n d  the  e n c rypt ion protoco l and  c i phe rs t he  c l i en t  shou l d  u se. 

The server a l so sends the server cert i f i cate,  wh ich  cons ists of a p u b l ic key, genera l  server 
i dent ity i nformat ion  l i ke the  FQ D N ,  and a s ig nat u re from a t rusted certificate authority (CA) .  
This cert i f icate can a l so i n c l u d e  the p u b l i c  cert i f i cates for a l l  cert i f i cate au thor i t ies that  
have s ig ned the  cert i f i cate, u p  to a root CA.  

3 .  The c l i ent  ver i f ies  the  se rver cert i f icate by check i ng  i f  the  s u p p l ied  i dent ity i n format ion 
matches ,  and by verifyi ng  a l l  s i gnatures ,  check ing  i f  they are made  by a CA t rusted by the  
c l i e nt .  

I f  t he  cert i f i cate ver if ies ,  the  c l i e nt c reates a session key us i n g  the  ra ndom n u m bers 
p revious l y  excha nged .  The c l i ent  t hen  enc rypts th i s  sess ion  key us i ng  the p u b l ic key from 
the  server cert i f icate, and sends i t  to the  se rver us ing a Client KeyExchange message. 

4. The serve r dec rypts the sess ion  key, a n d  the c l i ent  and  serve r both start e ncrypt ing  a n d  
decrypt ing  a l l  d a t a  s e n d  over the  con nect ion  us i ng  the  sess ion  key. 

N ote 

T h i s  i s  a s imp l i f icat ion o f  the  a c t u a l  p rotoco l ;  for exa m p l e, t h e  act u a l  sess ion  key never 
gets t ransmi tted w i th  a lot  c i pher  s u ites ,  n ot even in enc rypted form. The server and  
c l i ent  bo th  c reate a pre-master key wh ich  g ets exchanged ,  a n d  both  the server and  
c l ien t  ca l c u l ate the  actua l  sess ion  key  f rom that  one. 

D u r i n g  the  negot iat ions, both the  server a n d  c l i ent a l so use a va r iety of methods to 
e n s u re aga i nst rep lay  a n d  ma n- in - the- m i d d l e  attacks. 

Confi g u ri n g  T LS cert i f icates 
To conf i g u re a v i rtua l  host with T L S ,  m u l t i p l e  steps must be com p leted :  

1 .  O bta i n  a (s i gned )  cert i f i cate. 

2 .  I nsta l l  Apache HTTPD extens ion  mod u les  to support TLS.  

3. Conf i g u re a v i rt ua l  host to use TLS, u s i ng  the cert i f icates obta i ned  ear l i e r. 

Obta in ing  a certif icate 

When obta i n i n g  a cert i f i cate, there a re two opt ions :  creat i n g  a se l f -s i g ned  cert i f icate (a 
cert i f icate s igned  by itse l f, not a n  actua l  CA) ,  o r  creat i ng  a certificate request and having a 
reputa b l e  CA s i gn  that  request so it becomes a cert i f icate. 

The crypto-utils package conta i ns  a ut i l ity ca l l ed  genkey that s u pports both methods .  To c reate a 
cert i f icate (s i g n i ng  req uest) w i th genkey, r u n  the  fo l l owi ng com m a n d ,  where <FQDN> is t he  f u l l y  
q u a l i f ied d o m a i n  name c l ients w i l l  u s e  t o  connect t o  you r  se rver: 

[ root@serverX - ] #  genkey <FQDN> 

___ ! 
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D u r i n g  the creat ion ,  genkey w i l l  ask for the des i red key s ize (choose at l east 2048 bits) ,  i f  a 
s i gn i ng  request shou l d  be made  (answer ing  no w i l l  c reate a se l f-s igned cert i f i cate), whether  the  
pr ivate key  shou l d  be protected w i th  a passphrase,  and  genera l  i nformat ion a bout the  i dent ity of  
t he  server. 

After the process has com p l eted ,  a n u mber  of f i l es w i l l  be gene rated:  

• /etc/pki/tls/privat e/<fqdn> . key: Th is  is  the pr ivate key. The pr ivate key shou l d  be 
kept at 0600 or 0400 perm iss ions ,  and an S E L i n u x  context of cert_t.  This key f i l e  s hou l d  
never be shared w i t h  t he  outs ide wor ld .  

• /etc/pki/t ls/cert s/<fqdn> . 0 .  csr: Th is  f i l e  i s  on ly  generated i f  you requested a s i gn i ng  
request. Th i s  i s  the f i l e  that  you  send to  you r  CA to  ge t  it  s i gned .  You never need  to send  the  
pr ivate key to  you r  CA.  

• /etc/pki/t ls/c e r t s/<fqdn> . c r t :  Th is  i s  the  pub l i c  cert i f i cate. Th is  f i le  i s  on ly generated 
when a se l f-s ig ned cert i f icate i s  req uested. I f  a s i gn i ng  req uest was req uested and sent to a CA, 
th i s  i s  the fi l e  that w i l l  be retu rned from the CA. Permiss ions  shou l d  be kept at 0644, with a n  
S E L i n u x  context o f  cer t_t.  

I nsta l l  Apache HTTPD mod u l es 

Apache HTTPD needs a n  extens ion  mod u l e  to be i n sta l l ed to act ivate TLS support .  O n  Red Hat  
Enterpr ise L inux 7 ,  you can  i nsta l l  th i s  mod u l e  us ing t he  mod_ssl package. 

Th is  package wi l l  automat ica l l y  e n a b l e  h t t pd for a defa u l t v i rt ua l  host l i sten i ng  on  port  443/ 

TCP. Th is  defa u l t  v i rt ua l  host i s  conf i gu red in the f i l e  /etc / h t t pd/conf . d/ssl . conf.  

Configure a v irtua l  host with  TLS 

Virtua l  hosts with TLS a re confi g u red i n  the same way as reg u l a r  v i rt ua l  hosts, w i th  some 
add it ion a l  parameters. I t  i s  poss i b l e  to use name-based v i rt u a l  host i ng  with TLS ,  but  some o l de r  
b rowsers a re not compat i b l e  w i th  th i s  approach.  

The  fo l l ow ing  is  a s imp l i f ied  vers ion  of /etc/htt pd/conf . d/ssl . conf:  

Listen  443 h t t p sC» 

SSLPas sPhraseDialog exec : /u s r /libexec/ h t t pd - s sl - pass - d ialogf) 
SSLSessioncache s hmcb : / r u n / h t t pd/sslcac h e ( 512000 ) 
SSLSessionCac heTimeout  300 
SSLRandomseed s t a r t u p  file : /dev/ u r andom 256 
SSLRandomseed connect builtin 
SSLCrypt oDevice builtin 

<Vi rt ualHost _default_ : 443>E> 
E r r o r Log logs/ssl_e rro r_log 
Transfer Log logs/ssl_acces s_log 
Log Level war n  

SSLEngine onO 
SSLP r otocol all - SSLv2C> 
SSLCipherSuite HIGH : MEDIUM : ! aNULL : ! Mose» 
SSLCe r t ificateFile /etc/pki/tls/cert s/localhos t . c r t t» 
SSLCe r t ificat eKeyFile /etc/p ki/tls/p rivate/localho s t . keyC) 
CustomLog logs/ssl_request_log \ 

"%t %h %{SSL_PROTOCO L}x  %{SSL_CIPHER}x  \ "%r \ "  %b "  �r t ualHost> 

l 
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Conf i gu r i ng  forwa rd secrecy 

O Th is  d i rect ive i n st ructs h t t ps to l i sten on  port 443/TCP. The second  a rg u ment  ( h t t ps)  i s  
opt iona l ,  s ince h t t p s  i s  t he  defau l t  p rotoco l  for port  443/TCP. 

G I f  the  pr ivate key i s  enc rypted with a pass p h rase,  h t t pd needs a method of req u est i n g  a 
passphrase from a user  at the  conso l e  at sta rt u p. Th i s  d i rective spec if ies what  progra m  to 
execute to ret r ieve that  passphrase. 

0 Th is  is the v i rt u a l  host def in i t ion  for a catch-a l l  v i rt u a l  host on port 443/TCP. 

O Th is  is the d i rect ive that  actua l l y  tu rns  on TLS for t h i s  v i r tua l  host.  

O Th is  d i rect ive spec i f ies t he  l i st of protoco l s  that  h t t pd is wi l l i ng  to speak w i th  c l i e nts.  For 
added secu r ity, t he  o l de r, u n safe SSLv3 protoco l s h o u l d  a l so be d i sab l ed :  

I I SSLP rotocol all - SSLv2 - SSLv3 

O Th is  d i rect ive l i sts what  e ncrypt ion c iphers h t t pd i s  w i l l i n g  to use when com m u n icat ing  
w i th  c l i e nts. The  se l ect i on  of  c i phers can  h ave b ig  i m pacts on  both performa nce and  
secu r ity. 

O This  d i rect ive i n st ructs h t t pd where it can  read the  cert i f icate for th i s  v i rt u a l  host .  

O Th is  d i rect ive i n st ructs h t t pd where it ca n read the  pr ivate key for th i s  v i rt u a l  host.  h t t pd 

reads  a l l  pr ivate keys before pr iv i leges a re d ropped ,  so f i l e  permiss ions on t he  pr ivate key 
can rema i n  l ocked  down.  

I f  a cert i f icate s igned by a n  CA is  used ,  a n d  the  cert i f icate i tse l f  does not have cop ies of a l l  t he  
CA cert i f i cates used i n  s i gn i ng ,  u p  to a root CA,  e m bedded  i n  i t ,  the  server wi l l  a l so need to  
p rov ide  a certificate chain,  a copy  of a l l  CA cert i f i cates used i n  the  s i gn i ng  process concatenated 
together. The SSLCe r t i  ficateChainFile d i rective i s  used to i dent i fy such a f i l e. 

When  def i n i ng  a new TLS-encrypted v i rt ua l  host,  it is not needed to copy the en t i re contents of 
ssl . conf. On ly  a <Vi r t ualHost> b lock  w i th  the SSLEngine On d i rect ive,  a n d  conf i gu rat ion  
for  cert i f icates, i s  str ict l y  needed .  The fo l l owi n g  i s  an  exa m p l e  of  a name-based TLS  v i rtua l h ost: 

<Vi r t ualHost * : 443> 
Serve rName demo . example . com 
SSLEngine on 
SSLCe r t ificat eFile /etc/p ki/tls/ce r t s/demo . example . com . c r t  
SSLCe r t ificateKeyFile /etc/p ki/tls/private/demo . example . com . key 
SSLCe r t ificateChain File /etc/p ki/tls/c e r t s /example - ca . c r t  

</Vi r t ualHost>  

Th is  examp l e  m isses some i m portant  d i rect ives such  as  Document Root;  these w i l l  be  i n her i ted 
from the  main conf i g u rat ion .  

Wa r n i n g  

Not def i n i ng  what  p rotoco ls  a n d  c iphers can  b e  used w i l l  resu l t  i n  h t t pd us i ng  
defau l t  opt ions  fo r  t hese.  h t t pd defa u l ts  a re not cons idered sec u re ,  a n d  i t  i s  h i gh l y  
recommended  to rest r ict  bo th  to a more secure s ubset.  

Confi g u ri n g  forwa rd secrecy 
I f  a weaker encrypt ion c i pher  has  been used ,  a n d  the  p rivate key of the  server has  been  
comprom ised-for exa m p l e, a fter  a serve r brea k- in  or  a b u g  i n  the  crypto code-a n at tacker  cou l d  
poss i b l y  decrypt a recorded sess ion .  
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Protect i ng  aga i n st these types of attacks i s  ca l l ed ensu ri ng  forward secrecy. Forwa rd secrecy can 
be estab l i shed  by caref u l l y  t un i ng  the  a l l owed c i phers i n  the  SSLCipherSuite d i rect ive, a nd 
havi ng  the  server a l ways se lect  the  most p referred c ipher  from th i s  l i st that  both the  server and  
the  c l ient  s u pport .  

The fo l l owi n g  i s  an exa mp le  that ,  at the d ate of p u b l i cat ion ,  was cons idered  the  best set of 
c i phers to a l l ow. Th is  l i st pr ior it izes c i phe rs that  perform the  i n it i a l  sess ion  key exchange  us ing  
e l l i pt i c  cu rve D i f f ie-He l l ma n  (EEC D H )  a l gor i thms .  Us i ng  D i ff ie-He l l man ,  t he  actua l  sess ion  key i s  
never  transm itted,  bu t  rather  ca l c u l ated by both s ides. 

..--- . .  · ----�------��----------------------. I SSLCipherSuite  " EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 EECDH+ECDSA j +SHA256 EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH+aRSA+RC4 EECDH EDH+aRSA RC4 ! aN U L L  
I eNULL  ! LOW ! 3DES ! MD5 ! EXP ! PSK ! SRP ! DSS"  
i SSLHono rCiphe r O r d e r  on 
L____-------------------�� 
The SSLHono rCipherOrder On d i rect ive i n st ructs h t t pd to a l ways prefer c i phers l i sted 
ear l i e r  on  in the SSLCipherSuite l i st ,  reg a rd l ess of the c l i e nt p reference. 

I m p o rta nt  

Secu r ity research i s  a n  a l ways ongo ing  a r m s  race. I t  i s  recommended that  
adm in i st rators re-eva l uate the i r  se l ected c i phe rs on a reg u l a r  bas is .  

Confi g u ri n g  H TTP St r ict Tra ns port Secu rity ( H STS) 
A common m i sconf i g u rat ion ,  and  one  that  wi l l  resu l t  i n  wa rn i ngs  i n  most modern  b rowsers, i s  
hav ing  a web page that  is  served out  over h t t ps i n c l ude resou rces served out  over c lea r-text 
h t t p. 

To protect aga i nst th i s  type of misconf ig u rat ion ,  add  the  fo l l ow ing l i ne i ns ide  a <Vi r tualHost> 

b l ock  that  has  TLS enab led :  
r--··-�---��------------------------�----, I I Head e r  always set S t r ic t - Transpo r t - Security  " max - age=15768000" 
I 

Send ing  th i s  extra header  i nforms c l i e nts that  t hey a re not a l l owed to fetch a ny resou rces for 
th i s  page that  a re not se rved us ing  TLS .  

Another  poss i b l e  issue  comes  f rom c l i e nts connect ing  ove r http to a resou rce they shou ld  have 
been us i ng  h t t p s  for. 

S imp l y  not serv i ng  any content over h t t p  wou l d  a l l eviate th i s  i ssue ,  but  a more s u bt l e  approach 
is  to automat ica l l y  red i rect c l ients connect ing over h t t p  to the  same resou rce us ing h t t ps. 

To set up these redi rects, conf igu re a h t t p  v i rt u a l  host for the same Se rve r Name and  
Se rverAlias as  the  TLS p rotected v i rt u a l  h ost ( a  catch-a l l  v i rt ua l  host can  be used) ,  and  add 
the  fo l l ow ing  l i nes ins ide the  <Virt ualHost * :  80> b lock :  

i RewriteEngine on j RewriteRule A ( / . * ) $ h t t p s : //%{HTTP_POST}$1 [ redi rect=301]  
L-

The RewriteEngine on d i rect ive tu rns  on the  U R L  rewrite mod u l e  for t h i s  v i rtu a l  host, 
and the RewriteRule matches any resou rce (" ( / . * ) $) and red i rects i t  u s i ng  a http Moved 
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Confi gu r i ng  H TTP Str ict  Tra nsport Secu rity ( HSTS) 

Permanent ly message ( [ redirect=30 1 ] ) to the same resource served out over https. The 
%{HTTP _HOST} va r ia b l e  uses the hostname  that was req uested by the c l i ent .  w h i l e  the  $1 pa rt 
i s  a back-reference to whateve r was matched between the f i rst set of pa rentheses i n  the reg u l a r  
express ion .  

Refe re n ces 

h t t pd(8)  m a n  page 

httpd-manua/ contents 

Q u a l ys SSL Labs :  SSL/TLS  Dep loyment  Best Pract ices 
https://www.ss l l a bs .com/projects/best-p ract i ces/ 
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C h a pter 1 0. Prov id i ng  Apache HTTPD Web Service 

P ract i ce:  Conf i g u ri n g a T LS -e n a b l ed Vi rt u a l 

H ost 

G u ided exerc ise 

I n  t h i s  l a b, you w i l l  conf i g u re TLS-encrypted v i rt ua l  hosts. 

Resources: 

Files: h t t p : / / c l a s s r o o m . e xample . c o m / p u b / example - c a . c r t  

• h t t p : / / c la s s r o o m . e xample . c o m/ p u b / t l s / c e r t s /wwwX . c r t  

• h t t p : / / c las s r o o m . e xample . c o m/ p u b / t l s / p r iv a t e /wwwX . k e y  

• h t t p : / / c la s s r o o m . e x am p l e . c o m/ p u b / t l s / c e r t s /we b a p pX . c r t  

h t t p : / / c la s s r oom . e xample . c o m/ p u b / t l s / p r iv a t e /we b a p pX . k ey 

Machines: desktopX and se rverX 

Outcomes: 

A web server conf ig u red w i th  two v i r tua l  hosts ,  wwwX . example . com and  
webappX . example . com, both  protected by  TLS .  

Before you begin . . .  

• Reset you r  se rve rX system.  

• Reset you r  desktopX system.  

You r  company has dec ided to sta rt se l l i ng  J im  Wh i tehu rst act ion  f i gu res o n l i ne.  S i nce m ost Red 
Hat  fa ns e njoy pr ivacy and secur ity, the  webs i te w i l l  need to be p rotected w i th  TLS.  

You have been asked to conf i gu re a web server on  your  serverX mach ine  to host th is  s i te .  
This web server w i l l  need to host two virtua l  hosts:  ht t p s : I /wwwx . example . c o m  a n d  
h t t p s : //we b a p pX . e x a m p l e . c om.  The nonencrypted vers ion  o f  these two s ites s h o u l d  send 
b rowsers a n  a utomat ic  redi rect to the  encrypted vers ion .  

Cert i f icates and  pr ivate keys for  these two sites have a l ready 
been  prov ided .  The cert i f i cates ca n be down loaded from 
h t t p : / / c la s s r oo m . e x a m p l e . c o m / p u b / U s / c e r t s / {www , we b a p p }X . c r t ,  and the pr ivate 
keys can be fou n d  at 
h t t p : / / c las s r o o m . e x a m p l e . c o m/ p u b / U s / p r ivat e /  {www , we b a p p } X . key.  The p u b l i c  
p a r t  o f  the  s i g n i n g  CA ca n be fou n d  at  
h t t p : / / c las s r oo m . e x a m p l e . c o m / p u b / e x a m p l e - c a . c r t .  

Content for these s ites shou l d  b e  served out o f  /s rv/wwwX/www and  /s rv/webappX/www, 

respect ive ly. S i nce you r  web des igne rs a re cu rrent l y  on a two-week l u nch  break ,  you w i l l  have to 
p rovide tempora ry content that u n iq u e l y  ident i f ies  each host you rse l f. 

Custom logf i l es a re not requ i red for now. 

D 1 .  I nsta l l  bo th  the  httpd a n d  mod_ss/ packages. 
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Gu ided exerc ise 

D 1 .1 .  
! [ s t u d e n t@serverX - ] $  sudo yum install httpd mod_ssl 

D 2. C reate t he  content  d i rector ies ,  w i th  i dent ify i n g  content  and  appropr iate S E L i n u x  
contexts. 

D 2.1 .  C reate the  two d i rector ies.  

i i [ s t udent@serverX - ] $  sudo mkdir - p  /srv/{www, webapp}X/www 

D 2.2.  I n  both  content  d i rector ies,  create an  index . html f i l e  w i th d i st i n ct content .  

[ s t u d e n t@se rverX -]$ sudo vim /s rv/wwwX/www/index . html 
[ s t ud e n t@serverX - ] $  sudo vim /srv/webappX/www/index . html 

D 2.3. Reset t he  S E L i n u x  context on  your  new d i rector ies.  

i I [ s t u d e n t@serverX - ] $  sudo restorecon - Rv /srv/ 

D 3. Dow n l oad  a l l  the needed cert i f icates and pr ivate keys to the i r  correct l ocat ions  with the i r  
correct perm iss ions. 

D 3.1 .  Dow n l oad  the  CA cert i f icate used  to s i gn  you r  cert i f i cates. 

[ s t u d e n t@serverX - ] $  cd /etc/pki/tls/certs  
[ s t udent@se rverx cert s ] $  sudo  wget http : //classroom . example . com/pub/ 
example - ca . crt  

D 3 .2 .  Wh i l e  st i l l  i n  the  certs  d i rectory, down load the  two cert i f icates for you r  v i rt u a l  
hosts.  

[ s t ud e n t@serverX c e rt s ] $  sudo wget 
certs/wwwX . crt  

I 

[ s t u d e n t@se rverx c e rt s ] $  sudo wget 
certs/webappX . crt  

http : //classroom . example . com/pub/tls/ I 

http , //cla••,� . ex"""le . com/pub/tl•/ I 
D 3.3.  Switch to the  p r ivate d i rectory a nd down load  the  pr ivate keys. Do not  forget to 

set t he  permiss ions  on the pr ivate keys to 0600.  

[ s t ud e n t@serverx c e rt s ] $  cd /etc/pki/tls/private I 
[ s t u d e n t@se rverX p r ivate ] $  sudo wget http : //classroom . example . com/pub/tls/ 1 
private/wwwX . key l 
[ s t udent@serverX p r ivat e ] $ sudo wget http : //classroom . example . com/pub/tlsl j 
private/webappX . key 1 

[ s t udent@serverX p r ivate ] $  sudo chmod 0600 w*X . key I 
D 4. Conf i gu re t he  TLS  na me-based v i rt ua l  host for your  wwwx .  example . com doma in  

__J 

i n  a new f i l e  ca l l ed  /etc/ht t pd/conf . d/wwwX .  conf.  You ca n use the  ex ist i ng  
/etc/h t t pd/conf . d/ssl . conf as  a tem p l ate,  but  i f  you  do ,  d o  not  forget to s t r i p  out  
a l l  the  content outs ide  of the  <Vi r t u alHost> b l ock .  
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Do not forget to add a n  automat ic red i rect from the  non-TLS-based http s ite to the  TLS­
enc rypted https s i te .  

D 4.1 .  C reate /etc/htt pd/conf . d/wwwX . conf with  the  fo l l owi n g  content :  

I <Vi r t ualHo s t  * : 443> 
Serve rName wwwX . example . com 
SSLEngine On 
SSLP rotocol all - SSLv2 - SSLV3 
SSLCiphe rSuite HIGH : MEDIUM : ! aN ull : ! MOS 
SSLHono rCiphe r O r d e r  on 
SSLCe r t ificateFile /etc/p ki/tls/ce r t s /wwwX . c r t  
SSLCe r t ificat eKeyFile /etc/p ki/tls/p rivate/wwwX . key 
SSLCe r t ificat eChain File /etc/p ki/tls/c e r t s/example - ca . c r t  
Document Root / s r v/wwwX/www 

</Vi r t ualHost> 

D 4.2. Add a <Directory> b lock for / s rv/wwwX/www to 
/etc/httpd/conf . d/wwwX . conf l i ke the  fo l l ow ing :  

<Directory  /srv/wwwX/www> 
Require all g ranted  

</Directo ry> 

D 4.3. To accomp l i sh  the a utomat ic  red i rect from http to https, add  the fo l l ow ing  b lock  
to /etc/htt pd/conf . d/wwwX . conf: 

<Vi r t ualHost * : 80> 
ServerName wwwx . example . com 
RewriteEngine on 
RewriteRule A { / . * ) $ h t t p s : //%{ HTTP_HOST}$1 [ redirect =301]  

</Vi r t ualHost> 

D 5. Conf i g u re the webappX .  example . com v i rt u a l  host by copyi ng  the conf i gu rat ion  for you r  
wwwx . example . c o m  v irtua l host .  and  c h a n g i n g  every occurrence o f  wwwx to webappX. 

D 5.1 .  Copy the  conf igurat ion to /etc/h t t pd/conf . d/webappX . conf. 

[ s t uden t@se rve rx - ] $  sudo cp /etc/httpd/conf . d/{www , webapp}X . conf 

D 5.2.  Rep lace every occur rence of wwwx with  webappX in the new confi g u rat ion f i l e. 

[ s t udent@serverX - ] $  sudo sed - i  ' s/wwwX/webappX/g '  /etc/httpd/conf . d/ 
webappX . conf 

D 6. Sta rt a n d  enab l e  the h t t pd . se rvice, a n d  open the re leva nt f i rewa l l  ports.  

312 

D 6.1 .  Start and  enab l e  h t t pd . service. 

[ s t uden t@serverX - ] $  sudo systemctl start httpd . service 
[ s t udent@serverX - ] $  sudo systemctl enable httpd . service 
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Guided exerc ise 

D 6.2. Open both the  h t t p  and h t t p s  ports on  the  f i rewa l l .  

[ s t udent@serverX - ] $  sudo firewall - cmd - - permanent - - add - service=http - ­

, add - service=https ���tudent@serverx - ] $  sudo firewall - cmd - - reload 

D 7. Test you r  new conf i g u rat ion  from you r  desktopX system.  You w i l l  have to i m port the  
h t t p : I / c l a s s r o o m . e x a m p l e . c o m / p u b / e x a m p l e - c a .  c r t  i nto the  l i st o f  t rusted CA 
cert i f icates for you r  browser as  pa rt of th is  process. 

D 8. 

Perform a l l  of the  fo l l ow ing  steps on  your  desktopX system .  

D 7.1 . Down load the example - ca .  c r t  cert i f i cate to you r  home d i rectory. 

j [ s t udent@d e s ktopX - ] $  wget http : //classroom . example . com/pub/example - c a . crt  
L _ _  

D 7.2 .  Launch  fi refox a n d  open t h e  Edit  > Preferences d i a log .  N avigate t o  t h e  Adva nced 

> Certif i cates tab .  

D 7.3.  C l i c k  View Certif icates,  then use the  I m port button .  Nav igate to the  f i le  you 
j u st down loaded and  c l i ck  Open .  I n  the  resu l t i ng  d i a l og ,  check  Trust th is  CA to 

ident ify websites a n d  c l i c k  O K .  

C l ose a l l  open  d ia logs. 

D 7.4. Po in t  you r  browser at both h t t p : //wwwwX . e x am p l e . c o m  a n d  
h t t p : //we b a p pX . e x am p l e . c o m .  Both shou l d  red i rect to t h e i r  h t t ps 

cou nterpart a utomat ica l l y, w i thout  a cert i f i cate wa rn i ng .  

N ote 

When  t roub l eshoot i n g  a web server u s i ng  f i refox, i t  can  be  usef u l  to  e m pty the  
cache  from wit h i n  t he  Preferences d i a l og .  The C lear  Now b utton can  be found  
i n  the  Advanced > N etwork tab .  I f  t he  cache  i s  not c l e a red  i n  betwee n  server 
resta rts ,  fi refox m i g ht show o l d ,  outdated i nformat ion .  

Bonus question: 

Without f u rther  conf ig u rat ion ,  a v i s i t  to h t t p : / / s e r v e rX . e x am p l e . c o m  wi l l  
a l so resu l t  i n  a red i rect t o  h t t ps .  W h y  i s  t h is ,  a n d  how cou l d  you p revent th i s  from 
happen i ng? 

Answer: 

Th is  happens  because there is a n  exp l i c it  catch-a l l  v i rt ua l  host def ined for * :  80,  resu l t i ng  

i n  t he  f i rst v i rtua l  host for * :  80 be ing  used  as  a defa u l t v i rt u a l  host .  S i nce th i s  is  the  
v i r tu a l  hos t  fo r  your  webappX doma in ,  the  red i rect r u l e  i s  i n c l uded .  

Th is  can  be so lved by defi n i n g  e i ther  a <VirtualHost _default_ : 80> 

b l ock ,  or  by def i n i ng  a <Vi r t ualHost * :  80> b l ock  i n  a locat ion  where 
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314 

i t  w i l l  be parsed before any  other  v i rt u a l  hosts; fo r exa m p l e, before the 
i n c l u des in  /etc/h t t pd/conf /httpd . conf or as  a sepa rate f i le  in  
/etc/httpd/conf . d/00 - default . conf. 
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I ntegrat i ng  Dyna m i c  Web Content 

Integ rat i n g  Dyn a m i c We b Co ntent 

O bject ives 
After comp l et i ng  t h i s  sect ion ,  students shou l d  be a b l e  to conf igu re A p a c h e  h t t pd to se rve 
dynam ic  database-d r iven web content.  

Dynamic  content 
Most modern  websites d o  not cons ist of pure ly  stat ic content .  Most content served o u t  i s  actua l ly 
generated dynamica l l y, on  demand .  I nteg ra t i ng  dynam ic  content w i th  Apache HTTPD can be 
done  i n  n u m e rous  ways. Th i s  sect ion  descr ibes  a n u m be r  of the  most  common ways, but  more 
ways exist .  

Com mon Gateway I nterface 
O n e  o f  t h e  o ldest forms  o f  generat ing  dynamic  content i s  b y  us i ng  Common Gateway Interface 

(CG I ) .  When  a CG I  resou rce is req u ested, h t t pd does not s imp l y  read the  resou rce a n d  serve 
i t  out; i n stead,  i t  executes the resou rce as a p rocess, a n d  se rves the stdout of that  p rocess. 
A l t hough  CG I  resou rces a re most l y  wr i tten in scr i pti ng  l a n g uages l i ke Per l ,  it i s  a l so q u i te 
com mon fo r CGI resou rces to be comp i l ed  C p rograms ,  or Java executa b l es. 

I nformat ion from t h e  req uest ( i n c l u d i n g  c l i ent  i nformat ion)  i s  made ava i l a b l e  to t h e  CGI p rogram 

us ing  env i ronment  va r ia b l es. 

Confi guring  httpd for CG I  

To have h t t pd t reat a l ocat i on  as CG I  executa b l es, t he  fo l l ow ing  syntax i s  used  i n  t he  h t t pd 

conf ig u rat ion .  

1---- I l Sc rip tAlias /cgi - bin/ " /var /www/cgi - bin / "  
I_.. - ----- ---····-·�---- -���-- ------� 
Th is  i n st ructs h t t pd to red i rect a ny request for f i l es u n d e r  the  /cgi - bin/ U R I  to t h e  
/var /www/ cgi - bin/  d i rectory, a n d  treat t h e  f i l es i n  t h at d i rectory as executa b l e  scr i pts. 

A n u m ber  of caveats exist when  us i ng  CG I :  

• CGI  scr i pts wi l l  be  executed as  the  apache u s e r  a n d  g ro u p. 

CG I  scr i pts shou l d  be executab l e  by the  apache user  a n d  g roup. 

• CGI  scr i pts sho u l d  have the  h t t pd_sys_sc ript_exec_t SEL i nux  context. 

• The CGI d i rectory s h o u l d  h ave Options None, and access shou l d  be g ranted us i ng  a norma l  
<Directo ry> b l ock .  

Servi ng dyn a m i c  P H P content 
A popu l a r  method o f  p rov id i ng  dynam ic content i s  us i ng  t h e  P H P  scr ipt ing  l a ng uage .  W h i l e  P H P  
scr i pts can b e  se rved us i ng  o l d -fash ioned  C G I ,  both performa nce a n d  secu rity c a n  be improved 
by hav ing  h t t pd r u n  a P H P  i nterpreter in te rna l l y. 

By i nsta l l i n g  the php package,  a spec i a l  mod_ph p  mod u l e  is added to h t t pd .  The defa u l t  
conf i g u rat ion  f o r  t h i s  modu l e  a d d s  the  fo l l ow ing  l i nes t o  the  ma i n  h t t pd conf i g u rat ion :  
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<FilesMat c h  \ . php$> 
SetHandle r application/x - h t t pd - ph p  

<FilesMatch> 
Directoryindex index . php  

--------- ---------' 

The <FilesMatch> b lock  i nstructs h t t pd to use mod_php for any f i l e  w i th  a name  end ing  i n  
. php,  and  the  Directoryindex d i rect ive a d d s  index . p h p  t o  the  l i st o f  f i l es t h a t  w i l l  be sought  
when  a d i rectory i s  requ ested. 

Servi n g  dynamic  Pyt h o n  content 
A l so pop u l a r  is generat ing  dynamic  content us i ng  Python scr i pts. Python  scr i pts can  be se rved 
out us i ng  reg u l a r  CG I ,  but both pyt hon and  h t t pd a l so support a newer p rotoco l :  Web Server 

Gateway Interface (WSG I ) .  

WSG I  support can  be added to h t t pd by i n sta l l i n g  the  mod_wsgi package.  

U n l i ke the  mod_php or  CG I  a pproach ,  WSGI  d oes not start a new scr i pt/i nterpreter for every 
req uest. I nstead ,  a ma i n  app l icat ion is  started ,  and a l l  requests a re routed i nto that app l icat ion .  

Conf i gu r i ng  h t t pd to support a WSG I  a p p l i cat ion takes two steps: 

1 .  I nsta l l  the mod_wsgi package. 

2 .  Add a WSGISc riptAlias l ine to a v i rtua l  h ost defi n it ion .  

The fo l l ow ing  i s  a n  exa mp le  of a WSGISc riptAlias d i rect ive,  wh ich  sends  a l l  req uests 
for h t t p : / / s e r ve r n ame /myap p and a ny resou rces below it to the WSG I  a p p l icat ion  
/s rv/myapp/www/myapp . py: 

��- �----- - -----� -----! WSG ISc rip tAlias /myapp/ /s rv/myapp/www/myapp . py 

WSG I  app l i cat i ons  shou l d  be executa b l e  by the  apache user  and  g roup, and  the i r  SEL i nux  
contexts shou l d  be se t  to  h t t pd_sys_content_t.  

Data base con nect iv ity 
Most web  a p p l i cat ions w i l l  need  to store a nd retr ieve pers istent da ta .  A common a pproach to  th i s  
i s  to store the  da ta  i n  a data base such  as  Mar i aDB  or  Postg reSQL .  

When the  database i s  runn ing  on the  same host  a s  the  web server, and  the  database  i s  us i ng  a 
sta ndard network  port ,  SEL i nux  w i l l  a l l ow the  network connect ion from the  web app l icat ion to 
happen .  

When  a data base on  a remote host i s  used ,  the  SEL inux  Boo lean  
h t t pd_can_netwo r k_connec t_db m u st be se t  to 1 to  a l low the  connect ion .  

When a n etwork con nect ion to anothe r  needs to be made f rom w i th i n  t he  web 
app l icat ion ,  and the  ta rget is  not a we l l - known database port ,  the  S E L i n u x  Boo lean  
h t t pd_can_netwo r k_connect must be set  to 1 .  

Va r ious other  SEL inux  Boo leans  can  a l so a ffect t he  way i n  wh i ch  web a p p l i cat ions  a re executed 
by h t t pd .  
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Refe re n ces 

h t t pd(8)  and h t tpd_php_selinux(8) man pages 

httpd-manual package contents 

/ u sr/share/doc/mod_ws gi - * /README 
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P ract ice:  Confi g u ri n g  a We b A p p l i cat i o n  

G u ided exerc ise 

I n  th i s  l a b, you w i l l  conf i g u re your  se rverX system to se rve a P H P  app l i cat ion that  u ses a 
M a r i aDB  database backend .  

Resources:  

Files: /var/www/h tml/index . html 

Machines: desktopX and serverX 

O utcomes: 

A work i ng  PHP app l i cat ion with a data base backend r unn i ng  on  se rve rX. 

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset  you r  se rve rX system.  

• Log i nto and  se t  u p  you r  se rverX system.  

[ s t u dent@serverX - )$  lab phpdb setup 
- - �- - - -- -

You r  com pany is tryi ng  to push  i nto the  co l l ect i b l e  ca rd game  market. One of the  major  focuses 
i n  that push is  to prov ide a n  o n l i n e  database of a l l  cards i n  the popu l a r  game "Trag ic :  The 
Sadden ing" . 

You r  web deve l opers a re h a rd at work ,  and  have prov ided you wi th  an ear ly  a l pha vers ion  of the  
web i nte rface i n  /var /www/html/index . php.  

You r  database adm in i st rators,  not wa nt ing  to be outdone by the  web deve l opers, have popu lated 
a M a ria D B  data base, ready for use.  

One of you r  former  coworkers was tasked with conf i g u ri n g  the web server for th is project .  Sad l y, 
after a n u m ber  of weeks t ry i ng  to get the  code to run ,  that  coworker was l et go. 

I t 's now up to you to get th is proj ect on  the  road aga i n .  Both the database server a n d  
the  w e b  server a re a l ready r u n n i n g  on  se rve rX, but  c l ients h ave t rou b l e  connect i n g  to 
h t t p : / / s e r ve rX . e x a m p l e . c om.  

You r  web deve lopers have de l ivered bug-free code as  usu a l ,  and the DBA has  de l ivered a work i ng  
data base, w i t h  correct records. 

D 1 .  Rep l i cate the issue of users not being a b l e  to connect to s e rve rX .  example . c o m .  

D 1 .1 .  On  y o u r  desktopX mach i ne,  start a n  i nsta nce o f  fi refox and  po int  i t  at  
s e rve rx . example . c om.  

D 2. That  " U n a b l e  to connect" message has two l i ke l y  causes:  h t t pd . se rvice not r u n n i n g  
on  se rve rX, or a f i rewa l l  i ssue .  I nvest igate both .  

31 8 

D 2.1 .  C h e c k  i f  h t t pd . se rvice is  r u n n i n g  o n  se rve rX. 
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Gu ided exercise 

[ s t u d e n t@serverX -)$ sudo systemctl status -1 httpd . service 

D 2.2.  I nvest i gate i f  the  h t t p  serv ice is opened for the  defa u l t  zone on serve rX. 

I [ s t ud e n t@serverx - ) $  sudo firewall - cmd - - list - all 
������������� 

D 3. Confi gu re the f i rewa l l  on  se rve rX to a l low h t t p  t raff ic .  

D 3.1 .  ' 
[ s t udent@serverX - )$ sudo firewall - cmd - - permanent - - add - service=http 

.,. [ s t udent@se rverx - ) $  sudo firewall - cmd - - reload 

-

--

-

-

-

-

-

-

-

-

-

-

-

-

-

-

D 4. Test i f  ope n i n g  up the f i rewa l l  so lved you r  issue .  

D 4.1 .  From desktopX, p o i n t  a b rowser  a t  h t t p : / / s e rve rX .  exam p l e . c om.  

D 5. That test page i s  typ ica l l y  shown when h t t pd can not f ind a n  i ndex page. Ver ify that 
there i s  i ndeed a f i l e  named  /var /www/html/index . php, and that  i t  i s  rea d a b l e  by the  
h t t pd process. 

D 5.1 .  I [ s t ude�t@serverX -]$ ls - lZ /var/www/html/index . php 
� 

D 6. h t t pd o n l y  searches for . php f i l es when php i s  proper ly  i n sta l l ed .  Ver i fy that th is is  the 
case. 

D 6.1 .  
[ s t udent@serverX - ] $ yum list  php 

D 6.2. I nsta l l  the php package. 

! ------, 
I [ s t udent@serverx - ) $  sudo yum install php 
! 

D 6.3.  Restart the  h t t pd . se rvice o n  serverX to act ivate the  new P H P  mod u l es.  

i I [ s t u d e n t@serverX - ] $  sudo systemctl restart httpd . service I 
D 7. From you r  desktopX system ,  use fi refox to check  if h t t p : / / s e rve rx . e x a m p l e . c o m  

i s  n o w  work i ng .  

D 8.  That empty page does not look  good.  I nvestigate the  i ssue .  

D 8.1 .  Check  t he  h t t pd error log .  

I [ s t u d e n t@serverx -)$ sudo t ail /var/log/httpd/error_log l 
D 8.2.  That  " undefined function mysqli_connec t "  error l ooks l i ke a m iss ing  

P H P  l i b rary. I n sta l l  t he  php-mysql package  to i n sta l l  t he  needed b its .  

! [ s t uden t@serverX -)$ sudo yum install php - mysql 
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D 8.3. Resta rt h t t pd . se rvice to m a ke any runn i ng  PHP instances aware of the  new 
l i b rar ies. 

[ s t udent@serverX - ] $  sudo systemctl restart httpd . service 

D 9. From desktopX, use fi refox to ver i fy that  the  app l icat ion now works .  When  a data base 
l i st i ng  i s  returned ,  execute lab phpdb grade on desktopX to ver i fy you r  work. 

D 9.1 . 
[ s t udent@desktopX - ] $  lab phpdb grade 
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Lab :  Provid i n g  Apache HTTPD Web Serv ice 

La b:  P rovi d i ng A p a c h e  H TT P D  We b Se rv ice 

Performa nce check l ist 

I n  th i s  l a b, you w i l l  conf i gu re you r  se rve rX to serve a Python  WSG I  web app l i cat ion  over HTTPS.  

Resou rces: 

Files: /home/student/webapp . wsgi 

Machines: desktopX and serverx 

Outcomes:  

A TLS v i rt u a l  h ost serv ing  a Pyth o n  WSGI  web a p p l icat i on  on  the  h t t ps : I I 
webappX . example . com doma in .  

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset you r  se rve rX system.  

• Log  i nto a n d  se t  u p  you r serverX system.  

, [ s t ud e n t@se rve rx - ]$  lab webapp setup 
�l - � - - -- - --- - ·  -·· - - ---- -- -�--- ---- -- -- - -

You r  deve l opers a re work ing  on  a n e w  web-based app l i cat ion  wr itten i n  Python .  They 
have a s ked you to conf i gu re the h t t pd service on  se rve rx to run t h i s  a p p l icat ion on  the 
h t t p s : I /we b a p pX . example . com doma in ,  u s i ng  TLS encrypt ion .  

The a p p l i cat ion  i s  prog rammed to  be run  beh i nd  a web  server that  s u pport WSGI.  

To conf ig u re the  app l icat ion ,  you w i l l  need the  fo l l ow ing  i nformat ion :  

F i l e  Down loa d  locat ion 

TLS cert i f i ca te h t t p : / / c l a s s r o o m/ p u b / t l s / c e r t s /we b a p pX . c r t  

TLS pr ivate key h t t p : / / c las s r o o m/ p u b / t l s / p r ivat e /we b a p pX . k e y  

TLS CA cert i f i cate h t t p : / / c las s r o o m / p u b / e x ample - c a . c r t  

Python  a p p l icat i on  /home/s t udent/webapp . wsgi 

The web a p p l icat ion shou ld  be cop ied to a s u ita b l e  locat ion  outs ide of a ny Document Root.  

Once you a re done w i th  you r  work ,  you can  run the  fo l l ow ing com m a n d  on  you r  desktopX 

mach i ne  to va l i date you r  work: 

; [ s t u d e n t@de s k t opX - ] $  lab webapp grade 
---�---- - - - - --�- ----

1 .  I n sta l l  t he  packages needed  for  h t t pd ,  TLS, and  WSGI su pport. 

2. C reate a su i ta b l e  locat ion on t he  f i l e  system on  serve rx to host t h e  web app l icat ion ,  t hen  
copy the  app l i cat ion there. 
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3. Down load a l l  the cert i f i cates and keys that you w i l l  need to confi gu re TLS .  

4. Conf ig u re a new TLS  na me-based v i r tua l  host for ht t p s : I /we b a p pX . e x am p l e . c o m ,  us i ng  
the web app l i cat ion fo r  I ,  and  us i ng  the keys and  cert i f icates you  down loaded ear l i e r. 

5.  Start and enab l e  you r  web server, and make the TLS-e n a b l ed web server avai l a b l e  to the 
outs ide .  

6. From you r  desktopX system, test the  new web a p p l i cat ion .  

7. Va l i date you r  work by r unn i ng  lab webapp g rade on  desktopX. 

322 RH254-RHEL  7-en-1 -20140711 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

So l ut ion  

So l ut ion  

I n  t h i s  l a b, you w i l l  conf i gu re you r  serve rX to se rve a Python  WSG I  web app l i cat ion  over HTTPS.  

Resou rces: 

Files: /home/st udent/webapp . wsgi 

Machines: desktopX and se rverx 

Outcomes: 

A TLS v i rtua l  host serv i ng  a Python  WSGI web a p p l icat i on  o n  the  h t t ps : // 

webappX . example . com doma in .  

Before you begin . . .  

• Reset you r  desktopX system.  

• Reset you r  se rverx system .  

• Log  i nto a n d  se t  u p  your  se rve rx system.  

- -- -�--�---- - -- � �-�  i [ s t udent@serve rX - ] $  lab webapp setup 

You r  deve l opers a re work ing  on  a new web-based app l i ca t ion  written in Python .  They 
have asked you to conf i g u re the  h t t pd serv ice o n  serverx to run  th i s  app l i cat ion  o n  the  
h t t p s : I /we b a p pX . e x am p l e . c o m  doma in ,  us i ng  TLS  enc rypt ion .  

The app l icat ion i s  progra m med to be run  beh i nd  a web server tha t  support WSGI.  

To conf ig u re the  a p p l i cat ion ,  you w i l l  need the  fo l l ow ing  i nformat ion :  

F i l e  Dow n l oad  l ocat ion  

TLS cert i f icate h t t p : / / c la s s r o o m/ p u b / t l s / c e r t s/we b a p pX . c r t  

TLS pr ivate key h t t p : / / c l a s s r o o m/ p u b / t l s / p r ivat e /we b a p pX . k e y  

TLS CA cert i f i cate h t t p : / / c las s r o o m / p u b / e x a m p le - c a . c r t  

Python  app l i ca t ion  /home/st udent/webapp . wsgi 

The web a p p l i cat ion  s h o u l d  be  cop ied to a su ita b l e  locat ion outs ide of any  DocumentRoot . 

Once you a re done  w i th  you r  work ,  you can  r u n  t h e  fo l l ow i ng  com mand  on you r  desktopX 

mach i ne  to va l i date you r  work :  

[ s t udent@des ktopX - ] $  lab webapp grade 

1 .  I n sta l l  t he  packages needed f o r  h t t pd,  TLS, and  WSGI support .  

1 .1 .  
[ s t uden t@serverx - ] $  sudo yum install httpd mod_ssl mod_wsgi 

2. C reate a su i ta b l e  l ocat ion on the f i l e  system on  se rve rx to host the web a p p l i cat ion ,  t hen  
copy the  app l i cat ion  there. 

2 .1 .  C reate a new d i rectory /s rv/webappX/www. 
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[ s t udent@serverX -]$ sudo mkdir -p /srv/webappX/www 

2.2. Copy the  app l icat ion to its new home.  

[ s t udent@serverx -]$  sudo cp -/webapp . wsgi /srv/webappX/www/ 

2.3. Reset t he  S E L i n u x  context on  the  new d i rectory. 

[ s t uden t@se rverx - ] $  sudo restorecon - Rv /srv/webappX 

3. Dow n l oad  a l l  the cert i f icates and keys that you w i l l  need to conf ig u re TLS .  

3.1 .  Dow n l oad  the  example . com CA cert i f icate to /etc/pki/tls/ce r t s. 

[ s t udent@serverx - ] $  cd /etc/pki/tls/certs 
[ s t udent@serve rx ce r t s ] $  sudo wget http : //classroom . example . com/pub/example ­
ca . c rt 

3.2. Dow n l oad the  webappX . example . com cert i f icate to /etc/pki/tls/cer t s .  

[ s t udent@se rverx cert s ] $  sudo wget http : //classroom . example . com/pub/tls/certs/ 
webappX . crt  

3 .3 .  Down load the  webappX pr ivate key to /etc/pki/tls/p rivate/ and set  the  

permiss ions  to 0600. 

[ s t ude nt@se rverx cer t s ] $  cd /etc/pki/tls/private 
[ s t udent@serverX p r ivat e ] $  sudo wget http : //classroom . example . com/pub/tls/ 
private/webappX . key 
[ s t udent@serverx p rivat e ] $  sudo chmod 0600 webappX . key 

4. Confi g u re a new TLS name-based v i r tua l  host for h t t p s : //we b a p pX . example . c om,  us i ng  
the web a p p l icat ion for / ,  and  us i ng  the keys and  cert i f icates you  dow n l oaded ear l i e r. 

324 

4.1 . C reate a new f i l e  /etc/htt pd/conf . d /webappX .  conf with the fo l l owing content :  

<Vi r t ualHost  * : 443> 
ServerName webappX . example . com 
SSLEngine on 
SSLProtocol all - SSLV2 - SS Lv3 
SSLCipherSuite  HIGH : MEDIUM : ! aN U L L : ! MD5 
SSLHonorCipherOrder  on 
SSLCe r t ificate File /etc/pki/tls/c e r t s/webappX . c r t  
SSLCe r t ificat eKeyFile /etc/pki/tls/p rivate/X . key 
SSLCe r t ificateChain File /etc/pki/tls/cert s/example - ca . c r t  
WSGISc riptAlias I /s rv/webappX/www/webapp . wsgi  

</Vi r t ualHost>  

4.2 .  Add a <Directory> b lock  to you r  new conf ig u rat ion to a l low access to the  web 
a p p l i cat ion :  
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So lu t ion  

<Directory  /s rv/webappX/www> 
req u i r e  all granted  

</Directo ry> 

5.  Start  and enab l e  your  web server, and m a ke the  TLS-enab l ed web se rver ava i l a b l e  to the 
outs ide. 

6. 

5.1 .  Sta rt and enab l e  h t t pd.  

[ st udent@serve rX - ] $  sudo systemctl start httpd . service 
[ s t uden t@serverX - ] $  sudo systemctl enable httpd . service 

5.2. Open  h t t p s  in the defa u l t  zone of the  f i rewa l l  on se rve rX. 

[ s t udent@serve rX - ] $  sudo firewall - cmd - - permanent - - add - service=https 
[ s t uden t@se rve rX - ] $  sudo firewall - cmd - - reload 

From your  desktopX system,  test t he  new web app l i cat ion .  

6.1 .  Po i nt a n  i n stance of  fi refox at h t  t p s : I /we b a p pX . e x am p l e . c om. E i ther  i m port the  
example . com CA cert i f icate as a t rusted CA f i rst, o r  accept the  cert i f i cate warn i ng .  

6 .2 .  A l ternat ive ly, you  can  r u n  the  fo l l owi n g  command  on  desktopX: 

[ s t uden t@des k t opX - ] $  curl - k  https : //webappX . example . com 
L__ _ _  _ 

7. Va l i date you r  work by r u n n i n g  lab webapp grade on  deskt opX. 

7.1 . 
[ s t udent@desktopX - ] $  lab webapp grade 
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S u m m a ry 

326 

Conf i gu r i ng  Apache HTTPD 

In  th i s  sect ion ,  s tudents l earned  how to i dent ify the  key conf i gu rat ion  f i l es, l og  f i l es, 
and content d i rector ies used by Apache h t t pd 

Confi gu r i ng  and  Tro u b l eshoot i ng  V i r tua l  H osts 

In th i s  sect ion ,  students l earned  how to conf i gu re Apache h t t pd to provid e  I P-based 
and na me-based v i rtu a l  hosts.  

Conf i gu r i ng  HTTPS 

In this sect i on ,  stu d e nts l earned  how to conf i gu re Apache h t t pd to prov ide  TLS­
encrypted v i r tua l  hosts. 

I ntegrat i ng  Dynam ic  Web Content 

In  th i s  sect ion ,  s tudents learned how to conf i gu re Apache h t t pd to serve dynam ic  
data base-d r iven web content .  
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® TRAINING 

CHAPTER 11 

WRITING BASH SCRIPTS 

Overview 

Goal To write s imp le, wel l -structured shel l  scripts us ing Sash's 

shel l  expansion features and for- loop construct. 

Objectives • To write s i m p l e  s h e l l  sc ripts using Bash. 

Sections • Bash S h e l l  Sc ripting Basics (and Pract ice) 

Lab • Writing Bash Scripts 
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Chapte r 1 1 .  Wr i t i ng  Bash Scr ipts 

B a s h  S h e l l  Scr i pt i n g  B a s i cs 

Object ives 
After com p l et i ng  th i s  sect ion ,  students shou l d  be a b l e  t o  write a n d  debug  s imp l e  B a s h  s h e l l  
scr i pts wh i ch  u t i l izes va r i ab l e  expans ion ,  comm a n d  l i n e  su bst itut i on ,  a r i thmet ic  expans ion ,  a n d  
f o r  l oops . .  

Bash sc ri pt i n g  bas ics 
Many si m p l e  day-to-day system adm in i st rat ion  tasks can b e  accomp l i shed  b y  t h e  n u merous L i nux  
command - l i ne  too l s  ava i l a b l e  to  adm in i st rators. H owever, tasks w i t h  g reater com p lex ity often 
requ i re the c h a i n i ng together  of m u l t i p l e  com m ands .  In these s i tuat ions ,  L i n u x  command- l i ne  
too l s  ca n be comb ined  w i th  the offe r i ngs  of the  Bash  she l l  to  c reate powerfu l she l l  scr i pts to  
so lve rea l -wor ld  p rob lems. 

In its si m p l est form, a Bash she l l  scr ipt  i s  s imp l y  an executab l e  f i l e  composed of a l i st of 
com mands. H owever, when  we l l -written ,  a she l l  scr ipt can itse l f  become a powerfu l com mand- l i ne  
too l  when executed on  i t s  own ,  a n d  can  even  be  fur ther  l everaged by  other  scr ipts. 

Prof ic iency in s h e l l  scr ipt ing i s  essent i a l  to the success of L i n u x  system a d m i n i strators in a l l  
operat i ona l  envi ronments. Worki ng know ledge  o f  s h e l l  scr i pt i ng  i s  especi a l l y  cruci a l  i n  enterpr ise 
envi ron ments,  where its use can t ra n s l ate to i m p roved eff i c iency and  accuracy of rout i ne  task 
comp let ion .  

Choosi ng  a pro g ramming  l anguage  

Wh i l e  Bash she l l  scr i pt i ng  can  be used  to accomp l i s h  many tasks, i t  may not be the  r ight  too l  for 
a l l  scena r ios.  Adm in istrators have a wide va r iety of p rogramming  l ang uages at the i r  d i sposa l ,  
such  as C ,  C++,  Per l ,  Python ,  Ruby a n d  o ther  programming  l a n g uages. Each  programming  
l ang uage has  i t s  strengths  a n d  wea knesses, a n d  as  such ,  none  o f  the  progra m ming  l anguages 
a re the  r ight  too l  for every s i tuat ion .  

Bash she l l  scr i pts a re a good cho ice for tasks wh ich ca n be accomp l ished  m a i n l y  by ca l l i n g  
other  com mand - l i ne  u t i l i t ies. I f  t he  t a s k  i nvol ves heavy data process ing  a n d  man ipu la t ion ,  
other l a nguages such  as Per l  or Python  w i l l  be  better su ited for  the  job .  Wh i l e  Bash supports 
a r i thmet i c  operat ions ,  they a re l i m ited to s imp l e  i nteger a r i thmet ic .  For more comp l ex ar i thmet ic 
operat ions, C o r  C++ shou l d  be cons idered.  I f  a so l u t ion  req u i res the use of a r rays. Bash i s  
proba b l y  not the  best  too l .  Bash has  su pported one-d imens iona l  a r rays for some t ime, and  the 
l a test vers ion  even supports assoc iat ive a r rays. However, Pe r l  or  Python  h ave much better a rray 
funct iona l ity, with the a b i l i ty to accommodate m u l t i d imens iona l  a r rays. 

As adm in i st rators become profic ient  at  s h e l l  scr i pt i ng ,  they w i l l  ga i n  more know ledge  regard i ng  
i t s  capa b i l i t ies a n d  l i m itat ions .  Th i s  exper ience comb i ned w i t h  exposure to o the r  p rog ramming  
l a n g uages ove r t ime, w i l l  p rov ide adm in i st rators w i th  a bette r u nderstan d i n g  of the  adva ntages 
and d i sadvantages of each,  and which p rob l ems  each one i s  best su ited for. 

C reat i n g  a n d  execut i n g  Bash  she l l  scr i pts 
A Bash s h e l l  scr ipt c a n  be c reated b y  open ing  a n e w  empty f i l e  i n  a text ed i tor. W h i l e  a n y  text 
ed itor ca n be used ,  advanced ed i tors,  such  as  vim or emacs, u ndersta nd  Bash  she l l  syntax and  
can  prov ide  co l o r-coded h i g h l ight ing .  Th is  h ig h l ig ht i ng  can  be a t remendous  h e l p  for spott i ng  
syntact ica l e r rors, such  as  u n pa i red q u otes, u n c l osed brackets, a n d  othe r  common b l u nders. 
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D isp lay ing  output  

The command i nterpreter 

The f i rst l i n e  of a Bash she l l  scr ipt beg ins  with '# ! ' , a l so com mon l y  referred to as  a sharp-bang, 

or the  a b b reviated vers ion ,  sha-bang. Th is  two-byte notat ion  is tech n ica l l y  refer red to as t he  
magic pattern. I t  i n d i cates t ha t  the  f i l e  i s  a n  executab l e  s h e l l  scr ipt .  The  pa th  name tha t  fo l l ows i s  
the  command interpreter, the p rogra m that  s h o u l d  be used to execute t he  scr i pt. S ince  Bash  s h e l l  
scr ipts a re t o  be i nterpreted by the  B a s h  s h e l l ,  t hey beg i n  w i t h  the  fo l l ow i ng  f i rst l i ne.  

I � '. �bin/bash  

Execut ing  a Bash she l l  script 

After a Bash she l l  scr ipt  is  wr i tten ,  i ts f i le  perm iss ions and ownersh i p  need to be mod if ied so 
that it  i s  executa b l e. Execute permiss ion  i s  mod i f ied  with the c hmod command ,  possi b l y  i n  
conj u nct ion  w i t h  the  chown comm a n d  t o  change  the f i l e  ownersh i p  of t he  scr ipt accord i n g l y. 
Execute perm iss ion shou l d  o n l y  be g ranted to the  users that  the  scr ipt is i ntended for. 

Once a Bash  s h e l l  scr ipt  is executa b l e, it can  be invoked by enter i ng  its name on the  command  
l i ne.  I f  o n l y  t he  base  name o f  the  scr ipt f i l e  i s  entered ,  Bash  w i l l  search t h rough  the d i rector ies 
spec i f ied i n  the  s he l l ' s PATH env i ronmenta l  va r iab l e, look ing for t he  f i rst i n stance of an 

executa b l e  f i le  match i ng  that  na me. Adm in i st rators shou l d  avoid scr ipt na mes that  match 
other executa b l e  f i l es, and shou l d  a l so ensu re that  the PATH vari a b l e  i s  correct l y  conf ig u red  on 
their  system so that  the  scr ipt wi l l  be  the  fi rst match fou n d  by the s he l l .  The which command ,  
fo l l owed by the  f i l e - name  o f  the  executeab l e  scr ipt  d i sp l ays i n  wh ich  d i rectory the  scr ipt  res ides  
that  i s  executed  when  the  scr ipt name  is i nvoked as a com m a n d  res ides. 

[ s t uden t@serverX - ] $  which hello 
-/bin/hello 

[ s t uden t@serverX - ] $ echo $PATH 

/us r/local/bin : / u s r/bin : / u s r/local/sbin : /u s r / s bin : /home/s t u d e n t / . local/bin : / home/ 
s t u d e n t /bin 

D i s p l ay ing  output  
The echo command  can b e  used to d isp l ay  arb i t ra ry text b y  pass i ng  t h e  text a s  an  a rg u ment  to 
the com m a n d .  By defa u l t ,  the text i s  d i rected to standard out (STDOUT), but  can  a l so be d i rected 
to standard error (STDERR) us ing output red i rect ion .  In  the  fo l l ow i n g  s i m p le Bash scr ipt, the 
echo com m a n d  d i sp l ays the  message "Hello, world" to STDOUT. 

[ s t u d e n t@serverX - ] $  cat hello 
# ! /bin/bash  

echo " Hello , wo rld " 

[ s t u den t@serverX - ] $  . /hello 
Hello , wo rld 

Wh i l e  see m i n g l y  s i m p l e  i n  its funct ion ,  the  echo com mand  is w ide l y  used i n  she l l  scr i pts due  
to  i t s  usefu l ness fo r  va r ious  pu rposes. I t  i s  common ly  used  to d isp l ay i n format io n a l  o r  error 
messages  d u r i ng  the scr ipt  execut ion .  These messages can  be a h e l p f u l  i n d icator of the  prog ress 
of a sc r ipt a n d  can be d i rected e i ther  to sta n d a rd out ,  sta n d a rd error, o r  be  red i rected to a log f i l e  
f o r  a rch iv i ng .  When  d i sp lay ing  e r r o r  messages ,  i t  i s  g o o d  p ract ice to d i rect them t o  STDERR t o  
make i t  e a s i e r  t o  d i fferent iate error  messages from norma l  status messages. 
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[ s t udent@serverX -]$ cat hello 
# ! /bin/bash 

echo  " Hello , wo rld " 
echo " ERROR : Houston , we have a p r o blem . "  >&2 

[ s t uden t@serverX - ] $  . /hello 2> hello . log 
Hello , wo rld 

[ s t udent@serverX - ] $  cat hello . log 
ERROR : Houston , we have a p r oblem . 

The echo command  can a l so be very he l pfu l  when t ry ing  to debug  a p rob l emat ic  s h e l l  scr ipt .  The 
add i t ion of echo statements  to the  port i on  of the  scr i pt that  i s  not behavi ng  as  expected can 

he lp  c l a ri fy the com mands  be ing  executed ,  as we l l  a s  the va l ues of va r iab l es be ing  i nvoked.  

Quot ing  spec ia l  characters 

A n u mber  of characters or words have speci a l  mean ings  to t he  Bash she l l  i n  spec i f ic  context.  
There a re s i tuat ions when the l i tera l  va l u es, rather  t han  the speci a l  mean i ngs ,  of these 
cha racters or  words a re des i red .  For examp l e, the # character i s  i nterpreted by Bash as  the  
beg i n n i n g  o f  a comment  a n d  i s  therefore i gnored ,  a l on g  w i th  everyth i ng  fo l l owing i t  on  the  same 
l i n e. I f  th i s  spec i a l  mea n i n g  i s  no t  des i red ,  then  Bash  needs  to be i nformed tha t  the # cha racter 
i s  to be t reated as a l i tera l va l ue. The mean ings  of spec ia l  cha racters or  words can be d i sab l ed 
t h rough  the  use of the  escape character, \, si n g l e  q u otes, ' ' ,  o r  doub l e  quotes, 1 1 1 1 • 

The esca pe character, \, removes the  spec i a l  mea n i n g  of the  s i n g l e  character immed iate ly  
fo l l owing i t .  For examp l e, to d i sp l ay the  l i tera l  st r i ng # test with  the  echo command ,  the # 
c h a racter must not be in terpreted by Bash with spec i a l  mean i ng .  The escape character can  be 
p l a ced  i n  f ront of the # cha racter to d i sab l e  i ts spec ia l  mea n i n g .  

[ s t uden t@serverx - ] $  echo # not a comment 

[ s t uden t@serverX - ] $  echo \# not a comment 
# not a comment 

The esca pe character, \ ,  o n l y  removes the spec i a l  mean ing  of a s i ng l e  character. When  more t han  
one  character i n  a text st r i ng  needs  to  be escaped ,  users can  e i t he r  u se  the escape cha racter 
m u l t i p l e  t imes or  emp loy s i ng l e  q u otes, ' ' . S i ng l e  q u otes preserve the l i tera l  mea n i n g  of a l l  
c h a racters they enc lose. The fo l l ow ing  exa m p l e  demonst rates how s i ng l e  quotes c a n  b e  used 
when  mu l t i p l e  characters need to be esca ped.  

[ s t uden t@serverX - ] $  echo # not a comment # 

[ s t uden t@serverx - ] $  echo \# not a comment # 
# not a comme n t  

[ s t uden t@serverX -]$  echo \# not  a comment \# 
# not a commen t  # 

[ s t uden t@se rverX - ] $ echo ' #  not a comment # ' 
# not  a comment # 

W h i l e  si n g l e  q u otes p rese rve the  l itera l  va l ue  of a l l  c ha racters they enc lose, doub l e  q u otes d iffer 
i n  that  they do not p reserve the  l i tera l  va l ue  of the  d o l l a r  s i gn , $, the  back-t i cks, - - , a n d  the  
backs lash , \. When enc l osed with doub l e  quotes, the  do l l a r  s i gn  a n d  back-t icks preserve the i r  
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Us i ng  va r iab l es 

spec i a l  mean ing ,  a n d  t he  spec ia l mean ing  of t he  backs l a s h  character is o n l y  reta i ned  when  it  
precedes a d o l l a r  s i gn ,  back-t i ck ,  doub l e  q u ote, backs l a sh ,  o r  new l i ne. 

[ s t udent@serverX - ] $ echo ' $HOME ' 
$HOME 

[ s t u de n t@se rve rX - ] $ echo • · pwd ' '  
' pwd ' 

[ s t u dent@serverX - ] $ echo ' " Hello , world " ' 
" Hello , wo rld " 

[ s t udent@serverx - ] $  echo "$HOME" 
/home/student  

[ s t udent@serverx -]$ echo " ' pwd ' "  
/home/student  

[ s t udent@se rve rX  - ] $ echo " " Hello , world " "  
Hello , wo rld 

[ s t u den t@se rverx - ] $ echo " \$HOME" 
$HOME 

[ s t udent@serverx - ] $ echo " \ ' pwd\ ' " 
' pwd ' 

[ s t udent@serverx - ] $  echo " \ " Hello , world\" "  
" Hello , wo rld " 

U s i n g  va r ia b l es 
As the  comp lex i ty of a s h e l l  scr ipt i nc reases, it is often h e l pf u l  to make use of va r i ab l es.  A 
va r i ab l e  se rves as  a conta i ne r, w i th i n  wh i ch  a s h e l l  scr ipt  can  store data i n  memory. Va r ia b l es 
make it easy to access a n d  mod ify t he  stored d ata d u r i n g  a scr ipt 's  execut ion .  

Assign ing  va l ues to va r iab les  

Data is  ass igned as  a va l u e  to a va r iab le  v ia the  fo l l ow i n g  syntax :  

I VARIABLENAME=value 

W h i l e  var iab l e  na mes a re typica l l y  u p percase l ette rs, they can  be made u p  of n u m bers, l etters 
(uppercase and  l owercase) ,  a n d  the  u nderscore cha racter, '_ ' . However, a va r ia b l e  n a m e  can not 
start w ith a number. The  equa l  s ign ,  =, is used to ass i g n  va l u es to va r ia b les  and  m u st not  be 
separated from the  va r ia b l e  name or  the va l u e  by spaces .  The fo l l ow ing  a re some exa m p l es of  
va l i d  var ia b l e  names. 

I COUNT=40 
! first_name= John  

I'- _
filel=/tmp/abc 

ID=RH123 

Two common types of d ata stored i n  var i a b l es a re in teger  va l u es and str ing va l u es .  I t  i s  good 
pract ice  to q u ote str i ng  va l u es when  ass i gn i ng  them to va r ia b l es, s i nce the  space c h a ra cter 
is  in terpreted by Bash as  a word sepa rator when n ot e n c l osed wit h i n  s i ng l e  or  d o u b l e  q u otes. 
Whether  s i ng l e  o r  d o u b l e  quotes shou l d  be used to enc l ose va r iab l e  va l u es depends  o n  how 
characters with spec ia l  mea n i ngs  to Bash s h o u l d  be t reated .  
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full name= ' J o h n  Doe ' 
f ull_name = " $ F I RST $ LAST " 
p r ice= ' $1 '  

Expand ing  va r iab le  va l ues 

The va l u e  of a var ia b l e  can be reca l l ed t h rough  a process known as variable expansion by 
preced ing  the va r ia b l e  name with a d o l l a r  s i gn , $. For exa m p le ,  the va l u e  of the VARIABLENAME 
var i ab l e  can  be referenced wi th  $VARIABLENAME. The $VARIABLENAME syntax is the  s imp l i f ied 
vers ion  of the  b race-q uoted form of va r iab l e  expans ion ,  ${VARIABLENAME} .  W h i l e  the  s imp l i f ied  
form is usua l l y  acceptab le, there a re s i tuat ions  where the b race-q u oted form m ust be used to 
remove a m b igu i ty and  avo id  u nexpected resu l ts. 

In the fo l l ow ing  exa m p le, w i thout the use of b race q uotes, Bash wi l l  i n terpret $FIRST_$LAST 
as the  va r ia b l e  $FIRST_ fo l l owed by the  var i a b l e  $LAST, rather  than  the  va r i ab les $FIRST 
a n d  $LAST separated by the '_' cha racter. Therefore, b race q uot ing m u st be used for var iab l e  
expa ns ion  to fu nct ion proper ly  i n  th i s  scenar io. 

� [ s tude�t@se rve rx - ] $  FIRST_=Jane 

[ s t uden t@se rve rX - ] $  FIRST=John 

[ s t uden t@se rverx - ] $  LAST=Doe 

[ s t uden t@se rverX - ] $  echo $FIRST_$LAST 
J aneDoe 

[ s t uden t@se rve rX - ] $  echo ${FIRST}_$LAST 
John_Doe 

-��-·-�- --- · �  .. -------·-·--- - - -------����-----

U s i ng Bash  she l l  expa ns ion  featu res 
Aside f ro m  va r ia b l e  expans ion ,  the  Bash she l l offers severa l other  types of s h e l l  expans ion  
featu res. Of these, command  subst itu t ion  a n d  a r i th met ic expans ion  can  be usef u l  i n  Bash she l l 
scr ipt i ng ,  a n d  a re common ly  used.  

Comma nd s u bst itut ion 

Command  su bst i tut ion  rep l aces the  i nvocat i o n  of a command  wi th  the output from its execut ion .  
Th is  featu re a l l ows the  output  of  a com mand  to be used i n  a new context ,  such  as the  a rg u ment  
to a nother  com mand ,  the  va l ue  for  a va r iab le ,  a n d  the  l i st for a loop construct.  

Com mand  su bst i tut ion  can  be i nvoked with the o ld form of enc l os ing  the com mand  i n  back­
t i cks, such as  ' <COMMAND> ' .  However, the p referred method is  to use the n ewer $ ( )  syntax,  
$ ( <COMMAND> ) .  

!------��-------·-�---� 

[ s t uden t@se rverx - ] $  echo "Current time : " date · •  
cu r re n t  t ime i s  Thu  J u n  5 16 : 24 : 24 EDT 2014 . 

[ s t udent@serverX - ] $  echo "Cur rent time : $ ( date ) "  
Cu r re n t  t ime i s  T h u  J u n  5 16 : 24 : 30 EDT 2014 . 

The newer syntax is preferred s ince it a l l ows for  nest i ng  of com m a n d  su bst i tut ions. I n  the  
fo l l owi ng  nested com m a n d  s u bst itut i on  exa m p le ,  the  output  of the  find com m a n d  i s  used as 
a rg uments  for the  tar  com mand ,  wh ich  then has its output sto red into the va r i ab l e  TAROUTPUT. 
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Us ing  Bash  s h e l l  expans ion  feat u res 

[ root@serverX - ] #  TAROUTPUT=$ ( tar  cvf /tmp/incremental_backup . tar  $ ( find /etc - type f -
mtime - 1 ) ) 

[ root@serverx - ] #  echo $TAROUTPUT 
/etc/g r o u p  /etc/gshadow /etc/shadow- /etc/passwd /etc/shadow /etc/ pas swd - /etc/tuned/  
ac t ive_p rofile /etc/ r h t  /etc/g roup - /etc/gshadow - /etc/resolv . conf  

!��----------�-�-�- -- -----� -- --- - - ------

Arithmet ic  expa ns ion 

Bash 's  a r i t hmet ic  expans ion  can  be used to perform s imp le  i ntege r  a r i thmet ic  operat ions,  a n d  
uses t he  syntax $ [ <EXPRESSION> ] .  When  e n c l osed w i th in $ [ ] ,  a r i th met ic  express ions  a re 
eva l u ated by Bash  a n d  then  rep l aced with the i r  resu l ts. Bash performs  va r ia b l e  expans ion  a n d  
com m a n d  su bst i tut ion  on  t h e  e n c l osed express ion before i t s  eva l ua t ion .  L i ke command  l i n e  
subst itu t i on ,  nest i ng  o f  a r i thmet ic  su bst i tu t ions  is  a l l owed.  

[ s t uden t@serverx - ] $ echo $ [ 1+1] 
2 

[ s t ud e n t@serverx - ] $  echo $ [ 2 *2 ]  
4 

[ s t uden t@serverX - ] $  COUNT=1 ; echo $ [$ [$COUNT+1] * 2 )  
4 

Space c h a racters a re a l l owed i n  the  express ion  used wit h i n  a n  ar i th met ic  expa ns ion .  The use 
of space cha racters can  improve readab i l i ty in  comp l i cated express ions  o r  when va r i ab les a re 
i n c l uded .  

[ s t uden t@serverX - ] $  SEC_PER_MIN=60 

[ s t ud e n t@serverx - ] $  MIN_PER_HR=60 

[ s t u d e n t@serve rx - ] $  HR_PER_DAY=24 

[ s t ud e n t@se rve rx - ] $  SEC_PER_DAY=$ [  $SEC_PER_MIN * $MIN_PER_HR * $HR_PER_DAY 

[ s t u d e n t@serverX - ] $ echo "There are $SEC_PER_DAY seconds in a day . "  
There  a r e  86400 seconds  in a d ay . 

The fo l l ow ing  a re some of the com m o n l y  used operators i n  a r i thmet ic  express ions ,  a l ong  w i th  
the i r  mea n i n gs. 

Operator  Mea n i n g  

<VA R I A B L E>++ va r ia b l e  post- i n c rement 

<VA R I A B L E>-- va r ia b l e  post-decrement  

++<VA R I ABLE>  va r ia b l e  pre- increment  

--<VA R I A BL E >  va r iab l e  p re-decrement  

- unary m i n u s  

+ una ry p l u s  

* *  exponent iat ion  

* mu l t i p l icat ion  

I d iv is ion 
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Operator M e a n i n g  

% rem a i n d e r  

+ add i t ion 

- s u bt ract i on  

When  m u l t i p l e  operators ex ist  i n  a n  express ion ,  Bash w i l l  eva l uate certa i n  operators i n  order  
accord i ng  to the i r  precedence. For exa m p le, m u l t i p l i cat ion and d iv i s ion  operators have a h i gher  
precedence than  add i t i on  a n d  su btract ion .  Pa rentheses can  be used  to g ro u p  sub  express ions  i f  
the  eva l u at ion  order  des i red  d iffers f rom the  defa u l t p recedence. 

[ s t uden t@se rverX - ] $ echo $ [  1 + 1 * 2 ]  
3 

[ s t u d e n t@serverx - ] $  echo $ [  ( 1  +1 ) * 2 ] 
4 

The fo l l ow ing  tab le  l i sts the  order of precedence for common l y  u sed ar i thmet ic  operators from 
h i ghest to l owest. Operators that have equa l  precedence a re l i sted together. 

Operator Mean i ng  

<VA R I A B LE>++ ,  <VA R I A B L E>-- va r i ab l e  post- i n c rement and post -decrement 

++<VA R I A BLE> ,  - -<VA R I A BLE >  va r ia b l e  p re- i n c rement  a n d  p re-decre m e nt 

- , + u n a ry m i n u s  a n d  p l u s  

* *  exponent ia t ion  

* , / , % m u l t i p l icat i on ,  d iv i s ion ,  rema inder  

+ ,  - add i t i on ,  s u btract ion 

I terat i ng wit h t h e  for l oop 
System a d m i n i st rators often encounter repet i t ive tasks i n  t he i r  day-to-day act iv i t ies. Repet i t ive 
tasks can take the form of execut i ng  an act ion m u l t i p l e  t imes on an target .  such  as check ing  a 
p rocess every m i nute for 1 0  m i n utes to see if it has  comp leted .  Task  repet it ion  can  a l so ta ke the 
form of execut i ng  a n  act ion  a s i ng l e  t ime across m u l t i p l e  ta rgets ,  such as perform ing  a database 
backup of each database o n  a system.  The for loop i s  one  of the  m u l t i p l e  s h e l l  l oop ing  constructs 
offered by Bash ,  and  can  be used for task  iterat ions .  

Us ing  the  for  loop 

Bash ' s  for- loop const ruct uses the fo l l ow ing  syntax .  The l oop  p rocesses the  i tems prov ided  in  
<LIST> i n  order one by one  and exits after p rocess i n g  the  l ast i tem on  the l i st .  Each  item in  
the  l i st i s  temporar i l y  stored as  the  va l u e  of <VARIABLE>, whi le  the  for  loop executes the  b l oc k  
o f  commands  conta ined  i n  i t s  const ruct .  T h e  n a m i n g  o f  t h e  va r i ab l e  is  arb i t ra ry. Typ ica l l y, t h e  
va r iab l e  va l ue  is  referenced by commands  in  the  com m a n d  b l ock .  

for  <VARIABLE> in < L IST> ; do 
<COMMAND> 

<COMMAND> refe rencing <VARIABLE> 
done 
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Tro u b l eshoot i ng  s h e l l  scr ipt  bugs  

The l i st of i tems prov ided  to a for loop can be supp l i ed  i n  severa l ways. I t  can be  a l i st of i tems 
e ntered d i rect ly  by the  user, o r  be generated from d i ffe rent types of s h e l l  expa ns ion ,  such as 
va ri a b l e  expa ns ion ,  brace expa ns ion ,  f i l e  name expans ion ,  and command  subst i tu t ion .  Some 
exa m p l es that  demonst rate the  d i fferent ways l i sts can  be p rovided to for l oops fo l l ow. 

[ s t uden t@serverx - ] $  for HOST in host1  host2 host3 ; do echo $HOST ; done 
host1  
host2  
host3  

[ s t udent@serverx -]$  for  HOST in host{l , 2 , 3} ;  do echo $HOST ; done 
host1  
host2  
host3  

[ s t uden t@se rve rx - ] $ for HOST in host{1  . .  3} ; do echo $HOST ; done 
h o s t 1  
h o s t 2  
host3  

[ s t uden t@se rve rX -]$  for  FILE in file * ; do ls $FILE ; done 
filea 
fileb 
filec 

[ s t udent@serverx - ] $ for FILE in file{a . .  c } ; do ls $FILE ; done 
filea 
fileb 
filec 

[ s t uden t@serverX - ] $  for PACKAGE in $ ( rpm -qa I grep kernel ) ; do echo "$PACKAGE was 
installed on $ ( date -d @$ ( rpm -q - - qf "%{INSTALLTIME}\n" $PACKAGE ) ) " ;  done 

ab r t - addon - ke r neloops - 2 . 1 . 11 - 12 . el7 . x86_64 was i n s t alled on Tue Ap r 22 00 : 09 : 07 EDT 2014 
k e r nel - 3 . 10 . 0 - 121 . el7 . x86_64 was ins t alled on  Thu Ap r 10 15 : 27 : 52 EDT 2014 
kernel - tools - 3 . 10 . 0 - 121 . el7 . x86_64 was i n s t alled on Thu  Ap r 10 15 : 28 : 01 EDT 2014 
kernel - tools - libs - 3 . 10 . 0 - 121 . el7 . x86_64 was i n s t alled on Thu Ap r 10 15 : 26 : 22 EDT 2014 

[ s t udent@serverX - ] $  for EVEN in $ ( seq 2 2 8 ) ; do echo "$EVEN " ;  done ; echo "Who do we 
appreciate?" 

2 
4 
6 
8 
Who do we app r eciate? 

Tro u b l eshoot i n g  s he l l  scr i pt bugs  
I nevita b l y, adm in i st rators who wr ite, use, o r  m a i nta in  she l l  scr ipts w i l l  encounter  bugs  with a 
scr i pt .  Bugs  a re typ ica l l y  d u e  to typog raph ica l  e r rors,  syntact i ca l  e r rors, o r  poor  scr ipt log ic .  

A good way to dea l  w i th  she l l  scr ipt ing  bugs  i s  to make a concerted effort to  p revent  them from 
occ u rr i ng  i n  the f i rst p l ace d u r i ng  the  author ing  of the  scr ipt .  As prev ious ly  ment ioned ,  us i ng  a 
text ed itor with Bash syntact i ca l  h i g h l igh t i ng  can  he l p  m a ke m istakes more obv ious  when  wr it i ng  
scr i pts. Another  easy  way  to  avoid i n t rod uc i ng  bugs  i nto scr i pts is  by adheri ng  to good pract ices 
d u r i ng  the  creat ion  of the  scr ipt .  

Good sty l i ng  pract ices 

Use comments to he lp  c l a r ify to readers the p u rpose and log ic  of the  scr ipt .  The top of every 
scr ipt shou l d  i n c l ude  comments prov id i ng  an overview of the scr ipt 's  p u rpose, i n tended  act ions ,  
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and genera l  log ic .  A l so  use comments t h roughout the  scr ipt to c l a r i fy the  key port ions ,  a n d  
espec ia l l y  sect ions  t h a t  m a y  cause confus ion .  Comme nts wi l l  n o t  on l y  a i d  o t h e r  u se rs i n  t h e  
read i ng a n d  d e b u g g i n g  o f  the  scr i pt. b u t  w i l l  a l so often  he l p  the  a u t h o r  reca l l  the  work ings o f  the  
scr ipt once some t ime  has  passed.  

Structure the contents of the  scr i pt to i m p rove readab i l i ty. As long as the  syntax i s  correct,  the 
com mand  i nterprete r wi l l  f l aw less l y  execute the  commands  with in  a scr ipt w i th  abso l ute ly  no 
rega rd for  the i r  structure or  formatt i ng .  H ere a re some good pract ices to fo l l ow: 

• Break u p  long com mands  i nto mu l t i p l e  l i nes of sma l l e r  code chunks. Shorter pi eces of code a re 
much  eas ier  for readers to d igest a n d  com prehend .  

• L ine  u p  the  beg i n n i n g  and  end i ng  of m u l t i l i n e  statements to make it  eas ier  to see that  contro l  
struct u res beg i n  and end,  and whether  they a re being c l osed p roper l y. 

• I ndent  l i nes w i th  m u l t i l i n e  statements  to rep resent the  h i e ra rchy of code log i c  a n d  the  f l ow of 
contro l  st ructures. 

• Use l i n e  spac i ng  to separate command  b locks to c l a r i fy when  one code sect ion ends  and  
a nother  beg ins .  

• Use cons istent  formatt i ng  through the  ent i rety of  a scr i pt. 

When  ut i l i zed ,  these s imp le  pract ices can make i t  s i gn if ica nt l y  eas ier  to spot m i stakes d u r i ng  
a uthor i n g ,  a s  we l l  as  i m p rove the readab i l i ty of the  scr ipt fo r  fu ture read e rs. The  fo l l owi ng 
exa mp le  demonstrates how the i n corporat ion of comments and spac i n g  can  g reat ly  improve 
scr ipt readab i l i ty. 

# ! /bin/bash ·--i 
for  PACKAGE in $ ( r pm - q a  I g rep k e r n el ) ; do echo "$PACKAGE was i n s t alled on $ ( date - d  @ �I; 
$ ( rpm - q  - - qf "%{I NSTALL  TIME} \ n "  $PACKAGE ) ) " ;  done 

# ! /bin/bash 
# 
# This s c r ip t  p rovides information regarding  when kernel- related pac kages 
# are i n s t alled on a system by q u e rying info rmation from the RPM database . 
# 

# Variables 
PACKAGETYPE=ker nel 
PACKAGES=$ ( r pm -qa I g rep $PACKAGETYPE ) 

# Loop t h r o u g h  pac kages 
for  PACKAGE in $PACKAGES ; do 

done 

# Dete rmine package install date  and t ime 
INSTAL LEPOCH=$ ( r pm -q - - qf  "%{INSTAL LTIME}\ n "  $PACKAGE ) 

# RPM repo r t s  time in epoc h ,  so need to conve r t  
# it  t o  d a t e  a n d  t ime format wit h  d a t e  command 
I NSTALLDATETIME=$ ( date -d @$I NSTALLEPOCH ) 

# P r i n t  message 
echo  "$PACKAGE was installed on $I NSTALLDATETIM E "  

Do not m a ke assumpt ions  regard i ng  the  outcome of act ions taken by a scr ipt .  Th is  i s  espec ia l l y  
t r u e  o f  i nputs  t o  t h e  scr ipt ,  s u c h  as  com mand - l i ne  a rguments ,  i nput  from users ,  command  
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Tro u b l es h oot i n g  she l l scr ipt  bugs  

s u bst itu t ions ,  va r i ab l e  expans ions ,  a n d  f i l e  n a m e  expa ns ions. Rath e r  t h a n  mak ing  assumpt ions  
a bout  t he  i ntegr ity of t hese i n puts ,  make the  worthwh i l e  effort to e m p l oy the  use of p roper  

q uot ing  and san i ty check ing .  

The same caut ion  shou l d  be u t i l i zed when  act i ng  upon  ent i t ies  exte r n a l  to the  scr ipt .  Th is  
i n c l u des i nteract i ng  w i th  f i l es ,  a n d  c a l l i n g  exter n a l  com m a n ds.  M a ke use  of Bash 's  vast  number  of  
f i l e  and d i rectory tests when i nteract i ng  w i th  f i l es and  d i rector ies .  Perfo rm error check ing  on  the 
ex it  status  of com mands  rathe r  than count ing o n  the i r  success and  b l i n d l y  cont i n u i n g  a l ong w i th  
the  scr ipt when  a n  u n expected error  occu rs. 

The extra steps taken to ru l e  out assumpt ions  w i l l  i n c rease the scr ipt ' s  robustness, a n d  keep 
it  from be i ng  eas i l y  de ra i led  and then i nf l i c t i ng  u n i ntended and u n n ecessary d a mage to a 
system.  A cou p l e  of seem i n g l y  h a r m l ess l i nes  of code, such  as the  ones  that  fo l l ow, make 
very r isky assumpt ions  a bout  command  execut ion  outcome a n d  f i l e  n a m e  expa ns ion .  I f  the 
d i rectory c h a nge fa i l s ,  e i ther  d u e  to d i rectory permiss ions  o r  the d i rectory be ing  nonex istent ,  t he  
s u bseq uent  f i l e  remova l w i l l  be performed o n  a l i st o f  u nknown f i l es  i n  a n  u n i ntended d i rectory. 

I '' $TMPDIR  
rm * 

Last l y, w h i l e  we l l - i ntent ioned a d m i n istrato rs may emp loy good pract ices when author i ng the i r  
scr ipts ,  not  a l l  w i l l  a l ways agree o n  what  const itutes good  p ract ices .  A d m i n istrators shou l d  d o  
themse lves and  others a favo r a n d  a l ways a p p l y  t h e i r  pract ices cons i sten t l y  t h rough  the  en t i rety 
of t he i r  scr i pts. They shou l d  a l so  be cons iderate and unde rsta nd i ng  of i n d iv id u a l  d i ffe rences 
when it  comes to p rogramming  sty les  and formatt ing in scr i pts au tho red by others. When 
mod ify i ng  others '  scr i pts, adm in i st rators s h o u l d  fo l l ow the  ex ist i ng  s t ruct u re, fo rmatt i ng ,  and  
p ract ices used by the  or i g i na l  au tho r, rathe r  t h a n  i m pos ing  the i r  own sty l e  on a port ion  of the  
sc r i p t  a n d  d estroy ing  the  scr ipt 's  cons istency, and  thereby ru i n i ng  i t s  readab i l i ty and  future 
ma in ta i n a b i l ity. 

Debug a n d  verbose modes 

I f  despite best efforts ,  bugs a re i ntroduced i n to a scr i pt, a d m i n istrators w i l l  f ind Bash's debug  
mode extreme ly  usefu l .  To act ivate the  debug  mode on  a scr ipt ,  add  t he  - x opt ion to the 
com m a n d  i nterpreter i n  the f i rst l i ne  of t he  scr ipt .  

I # ! /bin/bash  - x 

Another  way to r u n  a scr ipt i n  debug  mode is to execute the  scr ipt  a s  a n  a rg u ment  to Bash w i th  
the  - x opt ion .  

[ s t u den t@s e rverx bin ] $  bash  - x  <SCRIPTNAME> 

Bash 's  debug  mode wi l l  p r in t  out  commands  executed by the  scr ipt  p r io r  to the i r  execut ion .  The 
resu l ts  of a l l  she l l  expa ns ion  perfo rmed w i l l  be  d i sp l ayed i n  the  p r i ntout .  The fo l l ow ing  exa m p l e  
shows the  extra output  t h a t  i s  d i s p l ayed when  d e b u g  m o d e  is act ivated.  
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[ s t uden t@serverx bin ] $  cat filesize 
# ! /bin/bash 

D IR=/home/ s t udent/tmp  

f o r  F I L E  in $DIR/ * ; d o  
echo " File $FILE  is  $ ( s t a t  - - p ri n t f= ' %s '  $FI L E )  bytes . "  

done  

[ s t uden t@serverx bin ] $  . /filesize 
File /home/ s t udent/tmp/filea i s  133 byte s . 
File /home/ s t udent/tmp/fileb is 266 bytes . 
File /home/ s t udent/ tmp/filec is 399 bytes . 

[ s t udent@serverx bin ] $  bash - x  . /filesize 
+ D I R=/home/s tudent/tmp  
+ for  F I LE in ' $D I R/ * ' 
++ stat  - - p r in tf=%s /home/ s t u d e n t / tmp/filea 
+ echo ' File /home/ s t u d e n t / t mp/filea is 133 bytes . '  
File /home/ s t udent/tmp/filea is  133 byt es . 
+ for F I LE in ' $D I R/ * ' 
++ stat  - - p rintf=%s /home/ s t u d e n t / t mp/fileb 
+ echo ' File /home/ s t u d e n t /tmp/fileb is 266 bytes . '  
File /home/student/tmp/fileb is 266 bytes . 
+ for F I LE in ' $D I R/ * ' 
++ stat  - - p r i n tf=%s /home/ s t u d e n t / tmp/filec 
+ echo ' File /home/ s t u d e n t / tmp/filec is 399 bytes . '  
File /home/ s t uden t / tmp/filec is  399 bytes . 

W h i l e  Bash 's  debug mode p rovides h e l pf u l  in format ion ,  the  vo l u m i nous output  may act u a l l y  
become more h i nd ra nce t han  h e l p  f o r  t roub l eshoot i ng ,  espec ia l l y  as t h e  lengths  o f  scr i pts 
i n c rease. Fortu nate l y, the debug  mode can be enab l ed part ia l l y  on  j ust a port ion of a scr i pt, 
rather  than  on  its ent i rety. This featu re i s  espec ia l l y  usef u l  when  debugg ing  a l ong  scr ipt and the  
source of the  p rob lem has  been na rrowed to  a port ion  of t he  scr ipt .  

Debugg ing  can  be turned o n  at a spec i f ic  po int  i n  a scr ipt by i nsert ing the command  set -x a n d  
tu rned off b y  i nsert i ng  the  c o m m a n d  set +x. The fo l l ow ing  demonstrat ion  shows the  p rev ious 
exa m p l e  scr ipt with debugg i ng  enab led  j u st for the  command  l ine enc losed i n  the for l oop .  

338 RH254-RH E L  7-en-1 -20140711 

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

[ s t uden t@se rve rX bin ] $  cat filesize 
# ! /bin/bash 

DI R=/home/ s t udent/tmp  

for  F I LE in $DIR/ * ; d o  
set  - x  

Tro u b l eshoot i ng  s h e l l  scr ipt bugs  

e c h o  " File $ F I L E  i s  $ ( s t at - - p rintf= ' %s '  $ F I L E ) bytes . "  
set  +x 

done 

[ s t uden t@serverX bin ] $  . /filesize 
++ stat  - - p rintf=%s / home/ s t u d e n t / tmp/filea 
+ echo ' File /home/ s t ud e n t /tmp/filea is 133 bytes . '  
File /home/ s t u d e n t /tmp/filea is  133 bytes . 
+ set +x 
++ stat - - p rint f=%s / home/ s t ud e n t / tmp/fileb 
+ echo ' File /home/ s t udent/ tmp/fileb is 266 bytes . '  
File /home/ s t u d e n t / t mp/fileb is  266 bytes . 
+ set +x 
++ s t at - - p rint f=%s / home/ s t udent/tmp/filec 
+ echo ' File /home/s t udent/ tmp/filec is  399  bytes . '  
File /home/ s t u d e n t / tmp/filec is  399 bytes . 
+ set  +x 

In add i t ion  to debug  m ode ,  Bash  a l so offers a verbose mode, wh ich  can be i nvoked w i th  the - v  

opt ion .  I n  verbose mode ,  Bash w i l l  p r i nt each command  t o  sta ndard out  pr ior  t o  its execut ion .  

[ s t uden t@se rve rx bin ] $  cat  filesize 
# ! /bin/bash 

DI R=/home/ s t u d e n t /tmp  

for  F I LE in $DIR/ * ; d o  
echo " File $ F I L E  is $ ( s t at - - p r intf= ' %s '  $ F I LE ) bytes . "  

done 

[ s t uden t@serverx bin ] $  bash - v  . /filesize 
stat  - - p rintf= ' %s '  $ F I L E ) bytes . " 
s t at - - p rintf= ' %s '  $ F I L E ) bytes . 
stat  - - p r intf= ' %s '  $FI LE 
File /home/ s t u d e n t / t mp/filea is  133 bytes . 
s t at - - p r intf= ' %s '  $ F I LE )  bytes . " 
stat  - - p r intf= ' %s '  $ F I L E ) bytes . 
stat  - - p rintf= ' %s '  $ F I L E  
File /home/ s t u d e n t / tmp/fileb is 266 bytes . 
s t at - - p rintf= ' %s '  $ F I L E ) bytes . "  
stat  - - p rintf= ' %s '  $FI LE ) bytes . 
stat  - - p r intf= ' %s '  $ F I LE 
File /home/ s t u d e n t / t mp/filec is 399 bytes . 

L i ke the  debug  featu re, the  verbose feature can a l so be tu rned  on a n d  off at spec i f i c  po ints i n  a 
scr ipt  by i n sert i ng  t he  set - v  a n d  set +v l i n es,  respect ive l y. 
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Pract i ce: Wr i t i ng  Bash Scr i pts 

P ra ct i ce:  Writ i n g  B a s h  Scr i pts 

G u i d ed exe rc ise 

I n  th i s  l a b, you w i l l  c reate a Bash s h e l l  scr ipt t o  a utomate t h e  process o f  i n d iv id u a l l y  back ing  
u p  every  M a ri a  D B  data base on  serve rx and g e nerat i ng  a report p rov i d i ng  stat ist ics o n  each 
database backup .  rw··-Machines;serverX 
Outcomes:  

A Bash scr ipt which a utomates the  p rocess of pe rform ing  i nd iv id u a l  backups of each database in  
Mar i aDB .  The  scr ipt  w i l l  a l so report the  s ize stat ist ics o n  each database backup .  

Before you begin . . .  

• Reset se rve rx. 

Log i nto se rve rX and  become  root w i th  sudo - i. 

You have been  tasked w i th  wr i t i ng  a Bash  s h e l l  scr ipt to perform a backup  of a l l  Mar i aDB  
databases on  a server us ing  mysqldump.  Each  database wi l l  be  backed u p  to  the  d i rectory 
/dbbackup  a n d  w i l l  be named DATABASENAME . dump. You r  scr ipt w i l l  p r i n t  out  the message  
' Backing u p  " DATABASENAM E " ' as  it  i n i t iates the dump  o f  each d ata base. 

Once the backups for a l l  the data bases a re comp leted, your  scr ipt w i l l  generate a report showing  
the  name of each database backup ,  i ts s i ze, a n d  the  percentage  of t he  tota l database  dump s ize  i t  
accou nts for. The data for  each data base shou l d  be l i ned u p  i n  co l u m n s  for readab i l i ty. 

The com p l ete output  of you r  scr ipt shou l d  l ook  l i ke the fo l l ow ing :  

[ root@serverX - ] #  /usr/local/sbin/dbbackup 
Bac king  u p  "mysql"  
Bac king  u p  " t e s t " 

/d bbac k u p/mysql . d ump 
/dbbac k u p / t es t . dump  

514664 99% 
1261 0% 

D 1 .  I nsta l l  t h e  mariadb-server package ,  t hen  e n a b l e  a n d  sta rt t he  mariadb serv ice. 

D 1 .1 .  I n sta l l  mariadb-server package w i t h  yum. 

I [ root@serverX - ] # yum install -y  mariadb- server 
l 

D 1 .2 .  Enab le  and  s tar t  mariadb.  

[ root@serverx - ]#  systemctl enable mariadb 
ln -s ' / us r/lib/systemd/system/mariad b . se rvice ' ' /e t c/systemd/sys tem/ 
multi - user . t a r g e t . want s/mariad b . se rvice ' 
[ root@serverx - ] #  systemctl start mariadb 

D 2 .  C reate the  database backup  d i recto ry. 
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[ root@se rve rX  - ] #  mkdir /dbbackup 

D 3. On the comm a n d  l i n e, formu l ate a command  to generate a l i st of database n a m es,  
exc l u d i n g  the system data bases info rmation_schema and performance_sc hema. 

D 3.1 .  I ssue  t h e  SHOW DATABASES comm a n d  t o  mysql as  t h e  root MySQL user. 

[ root@se rverx - ] #  mysql - u  root - e  ' SHOW OATABASES ' 
+ - - - - - - - - - - - - - - - - - - - - +  
I Database 
+ - - - - - - - - - - - - - - - - - - - - + 

info rmat ion_sc h ema 
mysql  
pe rfo rmance_sc h ema 
t e s t  

+ - - - - - - - - - - - - - - - - - - - - + 

D 3.2. U t i l i ze the  - - skip - column - names a nd - E formatt ing opt ions to s i m p l i fy the 
output  for pars ing .  

[ root@serverX -]#  mysql - - skip - column - names - E  - u  root - e  ' SHOW DATABASES ' I 
* * * * * * * * * * * * * * * * * * * * * * * * * * *  1 .  row * * * * * * * * * * * * * * * * * * * * * * * * * * *  
informat ion_schema 
* * * * * * * * * * * * * * * * * * * * * * * * * * *  2 .  row * * * * * * * * * * * * * * * * * * * * * * * * * * *  
mysql 
* * * * * * * * * * * * * * * * * * * * * * * * * * *  3 .  row * * * * * * * * * * * * * * * * * * * * * * * * * * *  
perfo rmance_schema 
* * * * * * * * * * * * * * * * * * * * * * * * * * *  4 .  row * * * * * * * * * * * * * * * * * * * * * * * * * * *  
test  

D 3.3 .  Exc l ude  the  row header  l i nes and  the  two system databases from the  output .  

[ r oot@se rve rX - ] #  mysql - - skip - column - names -E  -u root - e  ' SHOW 

DATABASES ' I grep -v ' A* '  I grep -v ' Ainformation_schema$ ' I grep - v  

' Aperformance_schema$ ' 
mysql 
test  

D 4.  C reate your scr ipt .  Store the  MySQL user, the  formatt i ng  opt ions, the  SHOW DATABASES 

command ,  a n d  the  backup d i rectory as va r ia b l es. 

342 

D 4.1 . Create the  new scr ipt  f i l e  with a text ed i tor. 

[ root@serverX - ] # vim /usr/local/sbin/dbbackup 

D 4.2. Spec i fy the i nterpreter progra m  for the scr i pt .  

; # ! /bin/bash 

D 4.3.  Set the  va r ia b l es .  
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G u ided exerc ise 

# Variables 
DBUSER= root 
FMTOPTIONS= ' - - s kip - column - names - E ' 
COMMAND= ' SHOW DATABASES ' 
BACKUPDIR=/dbbac k u p  

D 5 .  I n it iate a for l oop  a n d  loop  t h rough the  l i st o f  data bases to back  u p  each o n e  to the  
/dbbackup d i rectory. 

D 5.1 .  I n it iate the  f o r  l o o p  b y  pass i n g  i n  a l i st o f  database n a m e s  v i a  com m a n d  
s ubst i tu t ion .  

# Bac k u p  non - system databases 
for  D BNAME in $ ( mysql $FMTOPTIONS -u  $DBUSER -e " $COMMAND "  I g rep  - v  " *  I 

g rep  - v  information_schema I g r e p  - v  performance_schema ) ;  d o  

D 5 .2 .  Add the  com m a n d s  to be executed wit h i n  each loop .  

echo  " Backing u p  \ " $DBNAME\ " "  
mysqld ump - u  $DBUSER $DBNAME > $BACKUPDI R/$DBNAME . d ump 

D 5.3. C l ose t he  for l oop .  

i done  

D 6. Generate a report of each database 's n a m e, d u m p  s i ze, and the  percentage of the tota l  
dump s i ze  it  accou nts for. 

D 6.1 .  I n it iate a for l o o p  t o  i terate t h ro u g h  a n d  tota l u p  t h e  s ize o f  each data base d u m p  
i n  the  /dbbackup d i rectory. 

# Add up size of all database dumps  
f o r  DBDUMP in $BACKUPD I R/ * ; d o  

D 6.2 .  Add the  com m a n d s  to be executed wit h i n  each loop.  

S IZE=$ ( s tat  - - p rintf "%s\n " $DBDUMP ) 
TOTAL=$ [ $TOTAL + $SIZE ] 

D 6.3.  C l ose t he  fo r l oop .  

done  

D 6.4.  C reate a for l oop  to i terate th roug h  and report on each database d u m p. 

# Repo r t  name , size ,  and percentage of total for  each database d ump 
echo  
for  DBDUMP  in  $BACKUPDIR/ * ; do  
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D 6.5. Add the commands  to be  executed w it h i n  each loop .  

S IZE=$ ( s t at - - p r i n t f  "%s\n "  $DBDUMP ) 
echo " $DBDUMP , $SIZE , $ [  180 * $SIZE I $TOTAL ] % "  

D 6.6 .  C l ose the  for l oop. 

done 

D 7. Save a n d  execute the  scr i pt. 

344 

D 7.1 . M a ke the  scr ipt  executa b l e. 

[ r oot@serverX - ] #  chmod u+x /usr/local/sbin/dbbackup 

D 7.2 .  Execute the scr ipt .  

[ root@serverX -]# /usr/local/sbin/dbbackup 
Bac king up  " mysql"  
Bac king up  " t e s t " 

/dbbac k up/mysql . d ump , 514664 , 99% l 
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Lab :  Wr i t i ng  Bash Scr ipts 

L a b :  Writ i ng B a s h  Sc r i pts 

Performa nce check l ist 

I n  th i s  l ab ,  you wi l l  wr i te a s imp l e  Bash  scr i pt to a utomate the  creat i on  of user accounts .  

Resou rces: 

Files: /tm p/su pport/newusers 

Machines: serverX 

Outcomes:  

A she l l  scr i pt ,  /usr/local/sbin/mkaccou n t s, which  creates new user  acco u nts based on  
i nformat ion  p rovi ded i n  a da ta  f i l e. 

Before you begin . . .  

Reset se rve rx. 

Log i nto serverX a n d  become the  root user  with sudo - i. 

• R u n  lab bashbasic setup .  

You r  company provides host i ng  serv ice to customers, and  you have been  tasked  with wri t i ng  
a Bash she l l  sc r ip t  ca l l ed  /usr  /local/sbin/mkaccounts  to automate the p rocess o f  
c reat i ng  accounts  for  new customers. At the  e n d  of each day, a co lon-separated data f i l e  ca l l ed 
/tmp/support /newusers is created a n d  conta ins  i nformat ion on  new customers that  have 
s i gned  up .  The  scr ipt  w i l l  read t h ro u g h  th i s  data  f i l e  a n d  c reate a user  account  for each new 
customer. 

The sa l es d e pa rtment  has  req uested that  the  scr ipt a l so generate a report brea k ing  down the  
new customers by s u pport t i e r, so sa l es staff can  stay i nformed rega rd i n g  t rends  of support  t i e r  
p u rc hases .  For each support t i e r, t hey wou l d  l i ke the report to deta i l  t he  tota l n u m ber  o f  new 
customers a n d  the  percentage  of t he  day ' s  new customers that  chose the  t ier  type. 

Once you have com p l eted the scr ipt ,  run lab bashbasic g rade to ver i fy its f unct iona l ity. 

1 .  C reate y o u r  scr i pt. Set the  fi l e  na me, /tmp/suppo r t/newusers ,  as  the  va l u e  o f  t h e  
va r ia b l e  NEWUSERSFI LE. 

2. Loop t h rough  the entr ies i n  the $NEWUSERSFILE data f i l e  and ext ract  the va l ues of the f i rst, 
second ,  a n d  l a st f i e l ds  to obta i n  the f i rst na me, l ast na me, a n d  s u pport t i e r  l eve l of each 
new c u stomer. C reate an accoun t  for each  new customer such  that  the  account  name is the 
l owercase com b inat ion  of the ir  f i rst i n it i a l  and l ast name ( i .e . ,  j doe) and the  comment  of the 
account  is the ir  f u l l  name ( i .e . ,  John Doe) .  

3.  C reate a report s u m mar i z i ng  the n u m ber  of  new customers for each support t ier and what  
percentage of the  tota l new user  accou nts the  su pport type  compr ises .  The report shou l d  
pr i n t  as  fo l l ows:  

1 1 Tie r 1 1 1 , 1 1 22 1 1 , 1 1 44%"  
1 1 Tie r 2 1 1 , " 15 " , 1 1 30%1 1 

" Ti e r  3 1 1 , " 13 1 1 , 1 1 26%1 1  
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4. Save and  execute the  scr i pt .  Verify that  the  scr ipt performed as  in tended .  If t h e  scr ipt 
d i d  not perform a s  i ntended ,  you w i l l  need to r u n  lab bashbasic clean to p u rge  out  
accou nts that  m ight have been created before reru n n i n g  you r  scr ipt .  

5. Ver ify you r  scr ipt  by r u n n i n g  lab bashbasic grade.  
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So l ut ion  

So lut ion  

I n  th i s  l a b, you w i l l  w r ite a s imp l e  Bash scr ipt  t o  a utomate the  creat ion of user  accounts .  

Resou rces :  

Files: /tm p/s u p port/newusers 

Machines: serverX 

O utcomes: 

A she l l  scr ipt ,  /usr /local/sbin/mkaccount s ,  wh ich  c reates new user accou nts based on  
i nformat ion p rov ided  i n  a data f i l e. 

Before you begin . . .  

• Reset serverX. 

Log i nto serve rX a n d  become the  root user  w i th  sudo - i. 

• Run  lab bashbasic setup. 

You r  company p rov ides  host i n g  service to customers ,  a n d  you have been tasked w i th  w ri t i ng  
a Bash  s h e l l  scr ipt  ca l l ed /us r /local/sbin/mkaccou n t s  to  automate the  p rocess o f  
c reat i ng  accounts fo r  new customers. A t  the  end  of each  day, a co lon-separated data  f i l e  ca l l ed 
/tmp/support/newusers  i s  c reated and conta ins  i nformat ion on  new customers that h ave 
s igned  up. The scr ipt  w i l l  read t h rough  th i s  data  f i l e  a n d  c reate a user  account for each  new 
customer. 

The sa l es department  has  req uested that the  scr i pt a l so generate a repo rt brea k i ng  d own the  
new customers by s u p port t i e r, so sa l es staff can  s tay  i nformed regard i ng  t rends  of s u pport  t i e r  
p u rchases.  For each s u p port t i e r, they wou l d  l i ke the  report  to deta i l  the  tota l n u m ber  of new 
customers and  the  percentage of the  day 's  new customers that  chose the  t ier  type. 

Once you have comp l eted the  scr ipt ,  run  lab bashbasic g rade to ver i fy i ts funct iona l i ty. 

1 .  C reate your scr i pt .  Set the  f i l e  name, /tmp/suppo r t / newusers ,  as the va l u e  of t h e  
va r ia b l e  NEWUSERSFI LE. 

1 .1 .  C reate the  new scr ipt  w i t h  a text ed i tor. 

I I [ root@se rverx - ] #  vim /usr/local/sbin/mkaccounts 
J 

1 .2 .  S pec i fy t he  i n terpreter program fo r t he  scr i pt .  

i l # ! /bin/bash  l 
1 .3. Set the  NEWUSERSFILE va r ia b le. 

# Variables 
NEWUSERS F I LE=/tmp/suppo r t /newu s e r s  

2. Loop t h rough  the en t r ies i n  the  $NEWUSERSFILE data f i le  and extract  the  va l u es of the  f i rst, 
second ,  and  l a st f i e l d s  to obta i n  the f i rst n a me,  l a st na me, and  s u p port t ie r  l eve l  of each 
new customer. C reate an  acco u nt for each new customer  such that  the  account  name is  the 
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l owercase comb inat ion  of the i r  f i rst i n i t i a l  and l a st name ( i .e. ,  j doe) and the  comment  of the 
accou nt i s  the ir  f u l l  name ( i .e. ,  John Doe) .  

2.1 .  Read t h rough  the  entr ies i n  the  f i l e  by i n it i a t ing  a for l oop i n  com b i nat ion  with 
com mand  s ubst i tut ion .  

# Loop  
for  ENTRY in $ ( cat $NEWUSERS F I LE ) ; do  

2.2 .  Extract  and  save the va l u es of t he  f i rst. second ,  and l a st f i e l ds. 

# Ext r ac t  first , las t , and  t i e r  field s 
F I RSTNAME=$ ( echo $ENTRY I c u t  - d :  - f l )  
LASTNAME=$ ( echo  $ENTRY I c u t  - d : - f2 )  
TI ER=$ ( echo $ENTRY I c u t  - d : - f 4 )  

2.3. Compose the  account name f o r  the  n e w  customer. 

# Make account  name 
F IRSTINITIAL=$ ( ec h o  $FIRSTNAME cut -c 1 I tr ' A- Z '  ' a - z ' ) 
LOWERLASTNAME=$ ( echo $LASTNAME t r  ' A - Z ' ' a - z ' )  

ACCTNAME=$F I RSTI N ITIAL$LOWERLASTNAME 

2.4. C reate the accou nt with the  use radd command .  

# C reate accou n t  
u s e radd $ACCTNAME - c  "$FI RSTNAME $LASTNAME "  

2.5. C l ose t he  f o r  loop .  

done  

3. Create a report s u m m a riz ing  the  n u m ber  of new customers for each support t ier and what 
percentage of the  tota l  new user  accounts the  support type comprises.  The report shou ld  
p r i n t  as  fo l l ows: 

348 

" Tier  1 " , 1 1 2 2 1 1 ,  " 44%1 1  
" Tie r 2 1 1 ,  1 1 15 " , 1 1 30%1 1  
" Tier  3 " , 1 1 13 1 1 , 1 1 26%1 1  

3.1 .  Determ ine  the tota l n u m ber  of n ew customers and store the va l u e  in a var iab l e. 

I TOTAL=$ ( cat $NEWUSERS F I L E  I wc -1 ) 

3.2. Dete rm ine  the  tota l n u m ber  of new customers for each s u pport t i e r  a n d  store the tota l s  
i n to va r i ab l es.  
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So lu t ion  

T IER1COUNT=$ ( g rep - c : 1$ $NEWUSERS F I LE )  
TI ER2COUNT=$ ( g rep - c  : 2$ $NEWUSERS F I L E )  
TIER3COUNT=$ ( g rep - c  : 3$ $NEWUSERS F I L E ) 

3.3.  Ca l cu late the  percentages for each  s u pport t i e r. 

T I ER1PCT=$ [ $TIER1COUNT * 100 I $TOTAL 
T I ER2PCT=$ [ $TI ER2COUNT * 100 I $TOTAL 
TI ER3PCT=$ [ $TIER3COUNT * 100 I $TOTAL 

3.4. Pr in t  the report. 

# Print  repo r t  
e c h o  " \ " Tier 1\ " ' \ " $TI ER1COUNT\ " ' \ " $TI ER1PCT%\ '" '  
echo " \ " Tier  2\" , \ " $TIER2COUNT\ " , \ " $TIER2PCT%\ " "  
echo " \ " Tie r 3\" , \ " $TIER3COUNT\ " , \ " $TIER3PCT%\ " "  

4. Save a n d  execute the  scr ipt .  Verify that  t he  scr ipt  performed as  i ntended .  If the scr ipt 
d i d  not  perform as i ntended ,  you w i l l  need  to run  lab bashbasic clean to p u rge out  
accounts  that  m ight have been c reated before reru n n i n g  you r  scr i pt .  

4.1 .  M a ke the scr i pt executab l e. 

i [ root@serverx - ] #  chmod u+x /usr/local/sbin/mkaccounts  I 
4.2. Execute the  scr ipt. 

[ root@serverx -]# /usr/local/sbin/mkaccounts 
" Tie r 1 " , " 2 2 " , " 44 . 00%"  

" Tier  2 " ,  " 15 " ,  " 30 . 00%" 
" Tier 3 " , " 13 " , " 26 . 00%" 

5. Ve r ify your scr ipt by r u n n i n g  lab bashbasic g r ade. 
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C h a pter 1 1 .  Wr it i ng  Bash Scr ipts  

-

S u m m a ry 
-

Bash S h e l l  Scr ipt i ng  Bas ics  

In  th i s  sect ion ,  students learned how to :  
-

• Write, execute, a n d  debug  s imp l e  Bash s h e l l scr i pts.  

• Store and ret r ieve data d u ri n g  scri pt execut ion  with the use of var i ab l es. -

• Enhance scr ipt  f unct iona l ity with com m a n d  s u bst i tut ion  a n d  a r i thmet ic  expa ns ion .  

• Perform i terat ive execut ion  of  tasks  w i th  for  l oops .  
-

• Troub leshoot Bash  s h e l l  scr ipt issues w i th  debug  a n d  verbose modes. 
-

-

-

-

-

-

-

-

-

-

-

-· 

-
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® TRAINING 

CHAPTER 1 2  

BASH CONDITIONALS AND 

CONTROL STRUCTURES 

Overview 

Goal To use Bash conditi o n a l s  a n d  other control structures to 

write more soph isticated shel l  comma nds a n d  scri pts. 

Objectives • I n corporate the use of positiona l  parameters, exit status,  

test condit io ns, a n d  condit ional  str u ct u res to i m plement 

f low control  in  Bash shel l  scripts. 

Sections • Enhancing Bash S h e l l  S c ri pts with Condit iona ls  a nd 

Contro l Struct ures (and Practice) 

Lab • Bash Condit ionals a n d  Control Structures 
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Chapter 12 .  Bash  Cond i t iona l s  and  Contro l  St ructures 

E n h a n c i n g  Bash S h e l l S c ri pts wit h Co n d it i o n a l s  

a n d  Cont ro l  St ruct u res 

Object ives 
After com p l et i ng  t h i s  sect ion ,  students s h o u l d  be a b l e  t o  i ncorporate t he  u s e  o f  pos it i ona l  
parameters, ex i t  status ,  test cond i t ions ,  and  cond i t io n a l  structu res to i m p l ement  f l ow contro l  i n  
Bash she l l  scr i pts.  

U s i n g  Bash s pecia l va r ia b l es 
Wh i l e  user-def i ned  va r i ab l es p rov ide a means  for scr ipt authors to create conta i ne rs to store 
va l ues used by a scr ipt ,  Bash  a l so prov ides some predef i ned va r iab les ,  wh i ch  can  be u sefu l when 
wr i t ing she l l  scr i pts. One type of  p redef ined va r i ab l e  i s  posit i ona l  para m eters .  

Posit iona l para m eters 

Pos it ion a l  pa ra m eters a re va r iab les  wh i ch  store the  va l ues of command - l i ne  a rguments to a 
scr ipt .  The va r ia b l es a re na med n umer ica l ly. The  va r i ab le  0 refers to the  scr i pt name itse l f. 
Fo l l owi ng  that ,  t he  va r i ab l e  1 is p redef ined w i th  the  f i rst a rg u ment  to the  scr ipt  as its va l ue, 
the var i a b l e  2 conta i n s  the second a rg u ment,  a n d  so on. The va l u es can be refe renced with the 
syntax $1, $2, etc. 

I m portant  

W h i l e  ra re, w h e n  referenc ing  va l u es past t h e  n i nt h  pos i t iona l  para m eter, t h e  b race­
quoted form of var ia b l e  expans ion  m ust be  used. For exam p l e, the va l u e  of the tenth  
posi t iona l a rg ument  must be referenced w i th  the  syntax  $ { 10}  rathe r  than  $10. 
Otherwise,  Bash w i l l  expand the '$1 '  i n  $10 to the va l u e  of the f i rst pos it i ona l  a rg ument 
to the scr i pt .  

Bash prov ides spec i a l  va r i ab les to refe r to pos it i ona l  parameters: $ *  and $@. Both of these 
va r iab les  refe r to a l l  a rguments i n  a scr i pt, but  w i th  a s l i ght  d i fference. W h e n $ *  i s  used,  a l l  of 
the  a rgu ments  a re seen as a s i ng l e  word.  However, when $@ is used ,  each a rg u ment is seen as a 
separate word. Th is  is demonstrated i n  the  fo l l ow ing examp l e. 
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[ s t ud e n t@serverx bin ] $  cat showargs 
# ! /bin/bash  

for  ARG  in " $ * " ;  do  
echo  $ARG 

done 

[ s t ud e n t@serverx b in ] $  . /showargs 1 2 3 

1 2 3 

[ s t u d e n t@serverx bin ] $  cat showargs 
# ! /bin/bash  

for  ARG  in  " $@ " ; do 
echo  $ARG 

done 

[ s t u d e n t@se rve rx bin ] $  . /showargs 1 2 3 

1 
2 
3 

Eva l uat i ng  exit codes 

Another va l u e  which may be usef u l  when work i ng  with pos it i ona l  pa ra m eters i s  $#,  which 
represents the  n u m ber of com mand - l i n e  a rg u me nts passed to a scr i pt .  Th is  va l u e  can be used to 
verify whether  any a rg u ments ,  or  the correct n u mber  of a rg u ments ,  a re passed to a scr ipt.  

[ s t uden t@serverX bin ] $  cat countargs 
# ! /bin/bash  
echo "There  are $# argume n t s . "  

[ s t uden t@serverx bin ] $  . /countargs 
There  a r e  0 a r g umen t s . 

[ s t uden t@serverx bin ] $  . /countargs 1 2 3 

There  a r e  3 a r g umen t s . 

Eva l u a t i n g  ex it  codes 
Every com m a n d  retu rns  a n  ex it  status ,  a l so common ly  refe rred t o  as  retu rn  status or  ex it  code.  
A successfu l  comm a n d  exits with an ex it  status  of 0. Unsuccessf u l  comma nds ex it  w i th a nonzero 
exit  status .  U pon  comp let ion ,  a com m a n d ' s  ex i t  status is passed to t he  pa rent  p rocess and  
stored i n  t he  ? va r i ab l e. Therefore, the  ex i t  status  o f  a n  executed com m a n d  can  be ret r ieved by  
d i sp l ay i ng  t h e  va l u e  of $?. The fo l l ow ing  exa m p les demonstrate the  execut ion a n d  ex i t  status  
ret r ieva l of severa l common  com m a nds. 
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[ st uden t@serverx bin ] $  ls /etc/hosts 
/etc/ho s t s  

[ s t uden t@serve rX bin ] $  echo $? 
0 

[ s t udent@se rve rx bin ] $  ls /etc/nofile 
ls : cannot access /etc/ nofile : No  such  file or d i r e c t o r y  

[ s t udent@serverx bin ] $  echo $? 
2 

[ st udent@se rve rX bin ] $  grep localhost /etc/hosts 
127 . 0 . 0 . 1  localhost  localhos t . localdomain localhost4  localhos t4 . localdomain4 
: : 1 localhost  localhos t . localdomain localhos t 6  localhost6 . localdomain6 

[ s t uden t@serverx bin ] $  echo $? 
0 

[ s t uden t@se rve rx bin ] $  grep random /etc/hosts 

[ s t uden t@serverx bin ] $  echo $? 
1 

Us ing  exit codes wit h in  a scr ipt 

Once executed,  a scr ipt w i l l  ex i t  when  it has  p rocessed a l l  of i ts  contents .  However, there may 
be t i mes when  it  i s  des i ra b l e  to ex i t  a scr ipt m idway t h rough ,  such as when  a n  error cond it ion i s  
encou ntered.  Th is  can be accom p l i shed  with the  use of the  exit com mand  wit h i n  a scr ipt .  When 
a scr ipt encou nters the  exit command ,  it  wi l l  ex it  i mmed iate ly  a n d  sk ip  the  p rocess i n g  of the  
rema inder  of  the  scr ipt .  

The  exit command  can  be executed w i th  an  opt iona l  i nteger  a rg u ment  between E> a n d  
255, w h i c h  represents a n  ex it  code. An  exit  code va l u e  o f  e rep resents no error. A l l  other  
n o nzero va l ues i nd i cate a n  e rror ex i t  code .  Scr ipt au thors can  use d i fferent nonzero va l ues to  
d i fferent iate between d i fferent types of errors encountered.  Th i s  ex i t  code i s  passed back  to the  
parent  process, wh ich  stores i t  i n  t he ? vari ab l e  a n d  can  be  accessed w i th  $? as  demonst rated i n  
t he  fo l l owi ng  exa mp les. 

[ s t uden t@se rve rx bin ] $  cat hello 
# ! /bin/bash 
echo  " Hello , world " 
exit 0 
[ s t udent@serverx bin ] $  . /hello 
Hello , wo rld 

[ s t udent@serverX bin ] $  echo $? 
0 
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Test i n g  scr ipt  i nputs  

[ s t u dent@serverX bin ] $  cat  hello 

# ! /bin/bash 
echo " Hello , wo rld " 
exit 1 

[ s t udent@serverx bin ] $  . /hello 

Hello , wo rld 

[ s t u dent@serverx bin ] $  echo $? 

1 

I f  the exit com m a n d  is ca l l ed  w i thout  a n  a rg u m e nt. t hen  the  scr ipt w i l l  ex i t  a n d  pass on to the  
parent  p rocess t he  ex i t  status of the  l ast com m a n d  executed.  

Test i n g  scr i pt i n puts 
To ensu re t h a t  scr i pts a re n o t  eas i l y  dera i l e d  by u n expected cond i t ions ,  i t  i s  g o o d  p ract ice for 
scr ipt au tho rs to not  m a ke ass u m pt ions  rega rd i n g  i n puts ,  such as com mand - l i n e  a rg u ments,  
user  i n puts ,  com m a n d  s u bst i tut ions ,  va r i a b l e  expans ions ,  f i le name expans ions ,  etc. I ntegr i ty 
check i ng  ca n be performed by us i ng  Bash ' s  test featu re. Tests can be performed u s i n g  Bash 's  
test com m a n d  syntax ,  [ <TESTEXPRESSION> ] . They can  a l so be performed us ing  Bash ' s  

newer  extended test  command  syntax ,  [ [ <TESTEXPRESSION> ] ] , wh i ch  h a s  been  ava i l a b l e  
s i nce B a s h  vers ion  2.02. 

L i ke a l l  com ma n d s, the test com m a n d  p rod uces an ex it  code upon com p l et ion ,  wh i ch  is  stored 
as  the va l u e  $?. To see the conc l us ion  of a test ,  s i m p l y  d i s p lay the va l u e  of $? i m m ed i ate ly  
fo l l ow i ng  the  execut ion  of the  test  com m a n d .  O n ce aga in ,  a n  ex i t  statu s  va l u e  of e i n d icates the 
test  succeeded ,  w h i l e  nonzero va l ues i nd icate the  test  fa i l ed .  

Performing compar ison tests 

Compar ison test express ions make use of binary comparison operators. These operators expect 
two objects ,  one  o n  each s ide of the operator, a n d  eva l u ate the two for equa l ity and i nequa l ity. 
Bash uses a d i fferent set of operators for str i n g  a n d  n u mer ic  compar isons ,  and  uses  the  fo l l owi ng  
syntax  format :  

I [ <ITEMl> <BI NARY COMPARISON OPERATOR> <ITEM2> ' 

Bash 's  n umer ic  com p a r ison is l i m ited to i nteger  compar i son .  The fo l l owi n g  l i st of b i n a ry 
compar ison operators is used i n  Bash for i n teger  com par i son .  

Operator M ea n i n g  Exa m p l e  

-eq is  equa l  to [ " $a " -eq " $ b" l 
-ne  is  not equa l  to  [ " $a " - ne  " $b " l 
-gt i s  g reater t h a n  [ "$a " -gt  " $ b" ]  

-ge i s  g reater t h a n  or  e q u a l  to [ " $a " -ge  " $b "  ] 

- I t  i s  less t h a n  [ " $a "  - I t  " $b " ] 

- l e  i s  l ess t h a n  o r  e q u a l  to [ " $a " - l e  "$ b " l 

The fo l l owi n g  exa m p les  demonst rate the use of Bash ' s  n u mer ic  compar i son  operators .  
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1---�-�-- �- - - --- - ------ ------- - - � - -·-��=·�- - --- -- � -��-- -. ---��-�--�- �-�- -��·�: 
[ st udent@serverx - ] $  [ 1 - eq 1 ] ; echo $? 
0 
[ s t udent@serverx - ] $  [ 1 - ne 1 ] ; echo $? 
1 
[ s t udent@serverX - ] $  8 - g t  2 ] ; echo $? 
0 
[ s t udent@serverx - ] $  [ 2 - ge 2 ] ; echo $? 
0 
[ s t uden t@serverx - ] $  [ 2 - lt 2 ] ; echo $? 
1 
[ s t uden t@serverX - ] $  [ 1 - lt 2 ] ; echo $? 
0 

·-- ------ �- -

Bash ' s  st r i ng  compar ison uses the fo l l ow ing b i na ry operators. 

Operator Mean i ng  Exa m p l e  

= i s  e q u a l  to [ "$a " = " $b" J 
- - i s  e q u a l  to [ "$a " = =  " $b" J - -

! =  i s  not equa l to [ "$a " != " $b" J 

The fo l l ow ing  exa mp les demonst rate the  use of Bash ' s  str i ng  compar i son  operators. 

[ s t uden t@se rverx - ] $  abc = abc ] ;  echo $? 
0 
[ s t udent@serverx - ] $  abc == def ] ;  echo $? 
1 
[ s t uden t@se rve rx - ] $  abc ! =  def ] ;  echo $? 
0 

Bash a l so  has  a few u n a ry operators ava i l a b l e  for str i ng  eva l uat ion .  U na ry operators eva l uate 
j ust one item us i ng  the fo l l ow ing  format .  

j [ <UNARY OPERATOR> <ITEM> ] 

� - - --- �---- · · - -

The fo l l ow ing  tab le  shows Bash 's  u nary operators for str i ng  eva l uat ion .  

Operator M ea n i n g  Exa m p l e  

-z str i ng  is zero l ength  (nu l l )  [ - z  " $a " ]  

-n  s t r i ng  i s  not n u l l  [ -n " $a " ]  

The fo l l ow ing  exa m p les demonst rate t he  use of Bash ' s  st r i ng  u n a ry operators. 

[ s t uden t@serve rX - ] $  STRING= ' ' ;  [ -z "$STRING" ] ;  echo $? 
0 
[ s t udent@serverx - ] $  STRING= ' abc ' ;  - n  "$STRING" ] ; echo $? 
0 

1 

t----�--��--��--- ----�---- - - --·----- - - ·--- ___ . .  _ ------ - _ __j 

Test ing f i les  and  d i rectories 

Bash ' s  str i ng  and b i na ry operators a l l ow users to i m p l ement the  good p ract ice of not assu m ing  
the  i ntegr i ty of i n puts to  a she l l  scr i pt .  The same  cau t i on  shou l d  be u t i l i zed when scr ipts  i nteract 
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Test i n g  scr ipt  i n p uts 

with externa l  ent i t ies ,  such as  f i l es a n d  d i rector ies .  Bash offers a l a rge  n u m ber  of test operators 
fo r th is p u rpose, as l i sted i n  the fo l l ow ing  tab l e. 

O pe rato r  Mean i ng E xam p le  

- b  f i l e  ex ists a n d  i s  b lock  spec i a l  [ -b  < F I LE >  l 
-c f i l e  ex ists and i s  character [ -c < F I LE> ] 

spec ia l  

-d  f i le  ex ists and i s  a d i rectory [ -d < D I R ECTORY> l 
-e f i l e  exi sts [ -e < F I LE> ] 

-f f i l e  i s  a reg u l a r  f i l e  [ -f < F I LE >  l 
-L  f i l e  ex is ts  and i s  a symbo l i c  [ - L  < F I LE> ] 

l i n k  

- r  f i l e  ex ists a n d  read permiss ion  [ - r  < F I LE> ] 

is g ranted 

-s  f i l e  ex ists  a n d  has  a s ize [ -s < F I LE> ] 
g reater t h a n  zero 

-w f i l e  exists a n d  write [ -w < F I LE> ] 
perm iss ion is g ra nted 

-x f i l e  ex ists a n d  execute (or [ -x  < F I LE >  l 
search)  permiss ion  is g ra nted 

Bash a l so offers a few b i na ry compa r ison operators for perfo rm ing  f i le  compar ison.  These 
operators a re def ined i n  the fo l  l ow ing  ta b l e. 

Operator Mean i ng  Exa m p l e  

-et 

-nt  

-ot  

F I L E1 has  t he  same device a n d  [ < F I L E1 >  -et < F I LE2>  l 
i node n u m ber  as F I LE2 

F I L E1 has  newer mod i f ica t ion  [ < F I LE 1 >  -nt  < F I L E2 > ] 
date t han  F I L E2 

F I L E1 has  o l de r  mod i f i ca t i on  [ < F I L E1 >  -ot < F I L E2> ] 
date than  F l  L E2 

I m porta nt  

T h e  space characters o n  the  i ns i de  o f  the  brackets o f  the  test express ion ,  as we l l  a s  
those u sed to separate t he  e l ements w i th i n  t h e  test express ion ,  a re n ot there for 
rea d a b i l i ty, but  rather  a re requ i red for the proper eva l uat ion  of the express ion .  I f  a ny 
of t hese space cha racters a re m iss i ng ,  the  test w i l l  e i ther  fa i l  o r  produce i naccurate or  
u nexpected resu lts .  

Log ica l  A N D, O R  operators 

S i tuat ions  may a r ise where it  may be usef u l  to test more t h a n  one  cond i t ion .  Bash ' s  log ica l AND 

operator, &&, a l l ows users to perform a compound  cond i t ion  test to see if both of two cond i t ions  
a re t rue. On  the  other hand ,  Bash ' s  l og i ca l  OR operator, 1 1 . a l l ows users to test whether  one  of  
two cond i t ions  a re t rue. The fo l l ow ing  exam p l es demonst rate the  use of Bash 's  l og i ca l  AND a n d  
OR operators. 
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[ s t uden t@serverx - ] $  [ 2 - gt 1 ] && [ 1 - g t  (:) ] ; echo $? 
0 
[ s t udent@serverx - ] $  [ 2 - gt 1 ] && [ 1 - gt 2 ] ;  echo $? 

1 
[ s t udent@serverx - ] $ [ 2 - gt 1 ] 1 1  [ 1 - g t  2 ] ; echo $? 

0 
[ s t udent@serverx - ] $  [ (:) - gt 1 ] 1 1  [ 1 - g t  2 ] ; echo $? 

1 

U s i ng con d it i on a l  st ruct u res 
S i m p l e  s h e l l  scr i pts rep resent a co l l ect ion o f  comm a n d s  w h i c h  a re executed from beg i n n i n g  to 
end .  Cond i t iona l  struct u res a l low users to i ncorporate dec is ion  mak ing  i nto s h e l l  scr ipts ,  so that  
certa i n  port ions  of the  scr i pt a re executed on l y  when  certa i n  cond i t ions  a re met. 

I f/then statement 

The s imp l est of the cond i t io n a l  st ruct u res i n  Bash i s  the i f/t h e n  construct ,  wh i ch  has the 
fo l l ow ing  syntax .  

if <CONDITION> ; then  
<STATEMENT> 

<STATEMENT> 
fi 

With  th i s  const ruct, i f  a g iven cond i t ion  is met, one  or more act ions are taken .  If t he  g iven 
cond i t ion  i s  not met ,  t hen  no  act ion i s  taken .  The  n u m e ric ,  str i ng ,  and  f i l e  tests previous l y  
demonstrated a re freq uen t l y  u t i l i zed fo r  test i ng  the  cond i t i ons  i n  if /t hen statements .  The  
fo l l ow ing  code  sect ion  demonstrates the  use  of a n  if/then statement to start the  psacct 

serv ice if i t  is not act ive. 

systemc t l  is - act ive psacct > /dev/null 2>&1 

if [ $? - ne 0 ] ;  t h e n  
systemctl s t a r t  psacct  

fi 

I f/then/e lse statement 

The if/then cond it iona l structure can be fur ther  expanded so that  d i fferent sets of act ions can 
be taken depend i ng on  whether a condit ion i s  met .  Th is  i s  accomp l i shed w i th  the  if / t hen/else 

cond i t iona l  construct .  

if <CONDITION> ; then 
<STATEMENT> 

fi 

<STATEMENT> 
else 

<STATEMENT> 

<STATEMENT> 

The fo l l ow ing  code sect ion  demonst rates the use of a n  if/then/else statement  to start the 
psacct serv ice i f  i t  is  not act ive a n d  to stop it i f  i t  i s  act ive. 
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systemctl i s - act ive psacct > /dev/ null 2 >&1 

if [ $? - ne  0 ] ;  t h e n  
systemctl s t a r t  psacct  

else 
systemc t l  s t o p  p s acc t 

fi 

l f/then/e l i f/then/e l se  statement 

Us ing cond i t i ona l  st ructu res 

Last l y, t he  if/then/else cond i t iona l  s truct u re can be fur ther  expanded  to test more than  one  
cond i t ion ,  execut i ng  a d i fferent set  of act i ons  when  a cond i t ion  is  met .  The  const ruct for th i s  i s  
shown i n  the  fo l l ow i n g  exa m p l e. I n  th i s  cond i t i o n a l  st ruc ture, Bash wi l l  test  the  cond i t ions  i n  the  
order  p resented.  Upon  f i nd i ng  a cond i t i on  that  i s  t rue, Bash w i l l  execute t he  act ions  associated 
with the cond i t ion  and then sk ip the  rema inde r  of the  cond i t iona l  s truct u re. I f  none of the 
cond i t ions  a re t rue ,  then Bash wi l l  execute the  act ions e n u m e rated i n  the  else c l a use.  

if <CONDITION > ; t h e n  
<STATEMENT> 

<STATEMENT> 
elif <CONDITION> ; then  

<STATEMENT> 

<STATEMENT> 
else 

<STATEMENT> 

<STATEMENT> 
fi 

The fo l l ow ing  code sect ion  demonst rates the  use  of an if/t hen/elif/t hen/else statement 
to run  the  mysql c l i e nt i f  the  mariadb serv ice i s  act ive, r un  the  psql c l ien t  if t he  postgresql 

service is act ive, or r u n  the  sqlite3 c l i en t  if both the  mariadb and  postgresql serv ices a re not 

act ive. 

systemctl is - active mariadb > /dev/null 2>&1 
MARIADB_ACTIVE=$? 
systemc tl  i s - act ive postg resql > /dev/null 2>&1 
POSTGRESQL_ACTIVE=$? 

if [ " $MARIADB_ACTIVE " - eq 0 ] ;  t h e n  
mysql 

elif [ " $POSTGRESQL_ACTIVE " - eq 0 ] ; t h e n  
p s q l  

else 
sqlite3 

fi 

Case statement 

Users can  add  as m a ny elif c l a uses as they wa nt  i nto an if/then/elif/t hen/else 

statement  to test  a s  m a ny con d it ions  as t hey need .  H owever, as  more a re added ,  t he  statement  
and  its l og i c  becomes i n c reas i ng l y  ha rder  to rea d  and comprehend .  For t hese more comp lex 
s i tuat ions ,  Bash offe rs a n other  cond i t ion a l  s t ruct u re known as case statements. The case 

statement  u t i l izes the fo l l owi ng  syntax:  
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r-
1 case <VALUE> in 

<PATTERN1> ) 
<STATEMENT> 

<STATEMENT> 

<PATTERN2> ) 
<STATEMENT> 

<STATEMENT> 

1 esac 
L.- --------�--
The case statement  attem pts to match <VALUE> to each <PATTERN> i n  order, one by one.  
When a pattern  matches, the  code seg ment  associated with that  pattern i s  executed ,  w i th the ; ; 
syntax i n d icat i ng  the end of the b l ock .  A l l  other  patterns rem a i n i n g  i n  t he  case statement  a re 
then  sk ipped a n d  the  case statement  i s  ex ited.  As many pattern/statement  b l ocks as needed can  
be added .  

To m im i c  the  behav ior  o f  a n  else c l ause i n  a n  if/t hen/elif/ t hen/else construct ,  s imp ly  
use * as the  f i na l  pattern  i n  the  case statement .  S i nce th i s  express ion  matches anyth i ng ,  i t  has  
the  effect of execut ing  a set  of  com mands  if none  of  the other  patterns a re matched.  

The case statements a re wide ly used i n  i n it scr i pts. The fo l l ow ing  code sect ion  is a n  examp l e  of 
how they a re common ly  used to take d i fferent act ions, depend i ng  on the a rg u ment passed to the  
scr ipt .  

r-· I case " $ 1 "  in j s t a r t )  

1 s t a r t  

I 
I 
I 

s t o p ) 
rm - f $loc kfile 
stop  

resta r t )  
r e s t a r t  

reload ) 
reload 

s t at u s )  
s t a t u s  

* ) 
echo ' ' Usage : $0 ( s tart l s top l restar t l reload l s t a t u s ) "  

esac 
L _ _ __ _ _ -----�-�------�- ---·---------

If t he  act ions to be taken a re the same for more than  one pattern  i n  a case statement ,  the  
patte rns can  be com bined to share the  same act ion b l ock ,  as demonstrated i n  the  fo l l ow ing  
exam p l e. The  p ipe  character, I ,  i s  used to separate the  mu l t i p l e  patte rns .  
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case " $ 1 "  in 

reload I r e s t ar t ) 
r e s t a r t  

esac 

Refe re n ces 

bash(1 )  and test (1 )  man pages 
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Pract ice:  E n h a nc i n g  B a s h  S h e l l Scr i pts w i t h  

Co n d it i o n a l s  a n d  Co nt ro l  St r u ct u res 

G u ided exerc ise 

I n  th i s  l a b, you w i l l  c reate a Bash s h e l l  scr ipt t o  a utomate t h e  p rocess o f  creat i ng  Apache  v i rtua l  
hosts. 

�·"'·� : .. �···� 
Outcomes: 

A Bash scr ipt which a utomates the process of c reat i ng  Apache v i rtua l  host conf ig u rat ion  f i l es 
a n d  a document  root d i rectory. The scr ipt wi l l  perform the necessary checks to accommodate 
f i rst-t ime execut ion  of the scr ipt on  a server, as  we l l  as  ensu re that v i rt ua l  host conf l i cts do  not 
occ u r. 

Before you begin . . . 

• Reset se rve rx. 

Log into se rve rX a n d  become root with sudo - i. 

You r  company prov ides web host i ng  service to customers, a n d  you have been tasked w i th  writ i ng  
a Bash she l l  scr ipt  ca l l ed /usr /local/sbin/mkvhost to a utomate the  many steps i nvo l ved 
i n  sett ing  u p  an  Apache name-based v i rt ua l  host for you r  customers. The script wi l l  be  used for 
v i rtua l  host c reat ion  on a l l  servers go ing  forwa rd , so it  needs to a l so be a b l e  to accommod ate the 
one-t ime tasks  that  a re executed the  f i rst t ime a new server  is  conf i gu red for  na me-based v i rt ua l  
host ing .  

The scr ipt w i l l  take two a rg u ments.  The f i rst a rg u ment  wi l l  be  the  fu l l y  q u a l i f ied doma in  name of  
the  new v i r tua l host. The second a rg u ment wi l l  be  a n u mber  between 1 a n d  3 ,  wh ich  rep resents 
the support t ier that the  customer p u rchased.  The  s u p port t ier d etermines  the su pport  ema i l  
add ress, wh i ch  wi l l  be  set w i t h  t he  Apache  Serve rAdmin d i rect ive for the  v i r t ua l  host.  

The scr ipt w i l l  c reate a conf i gu rat ion  f i le under  /etc/htt pd/conf . vhos t s . d with the name 
<VIRTUALHOSTNAME> . conf for  each v i r tua l  host. I t  w i l l  a l so c reate a document  root d i rectory 
for the v i r tua l  host at  / s rv/<VIRTUALHOSTNAME>/www. Pr ior  to c reat i ng  the v i rt u a l  host 
conf i gu rat ion f i l e  and document root d i rectory, the scr ipt  w i l l  check  to make s u re they do  not 
a l ready exist to ensu re there w i l l  not be a conf l i ct .  

D 1 .  I nsta l l  the httpd package, then enab le  and start h t t pd.  

D 1 .1 .  I nsta l l  t h e  httpd package with yum. 

----- - - - - - ·- - � - - - - - - -- - ·  ---- - - - - -- �-- · -· - · -�-· -· --· -; 
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[ root@se rve rX -]# yum install - y  httpd 
i 
----- --- - - - � - - - · ---- -�---- -----�- · - - - -� - - - -- - - - � - - - �-- - · - -

D 1 .2. Enab l e  a n d  sta rt h t t pd.  
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G u i ded  exercise 

[ root@serverX -]# systemctl enable h t t pd 

ln - s ' /u s r/lib/systemd/system/ht t p d . se rvice ' ' /et c/systemd/system/mult i ­
u s e r . t arget . wa n t s / h t t p d . se rvice ' 
[ root@se rve rX - ] #  systemctl  start  h t t pd 

�-�-�------�-��-- - - -- - - --- -- - - - --- - ------------' 

D 2. Beg i n  wr it ing you r  scr ipt .  Store the f i rst and second  a rg u ment  of the  scr ipt i n  the 
VHOSTNAME and TIER va r iab l es, respect ive ly. Set  the  fo l l owi ng  va r ia b l es :  

Va r i ab l e  Va l u e  

HTTPDCO N F  /etc/httpd/conf/httpd .conf 

V HOSTCO N F D I R  /etc/httpd/conf.vhosts.d 

DEFVHOSTCO N F F I L E  $ V H  OSTCON FD  I R/00-def a u  l t -vhost.conf 

V H OSTCO N FF I L E  $ V H OSTCO N F D I R/$VHOST N A M E.conf 

WWW ROOT /s rv 

DEFVH OSTDOCROOT $WWWROOT/defa u l t/www 

V H OSTDOC ROOT $WWWROOT/$VHOSTNAM E/www 

D 2.1 .  C reate t he  new scr ipt  f i l e  w i th  a text ed i tor. 

� -- --- - --�--�� ---- -- - - - - ��- --- -- - � - - -- - -�- � - ---' I [ root@serverX - ] #  vim /usr/local/sbin/mkvhost 

l- -�� -�� -- - - -- � �- �- -- --- - --- -- - - �---- - ---- - - -- � --� -- - i 
D 2.2.  S pec i fy the  i nterpreter p rogram for t he  scr ipt .  

i # ! /bin/bash ! 

D 2.3 . Set the  va ri a b les  for the a rg u me nts.  

# Va riables 
VHOSTNAME=$1 
TI ER=$2 

--� -��---�- -- -- - --- -----�--- -- ---�- I 
D 2.4. Set the  other  var i ab l es. 

HTTPDCONF=/e t c / h t t pd/conf/ h t t pd . conf 
VHOSTCON FDI R=/etc/ht t pd/conf . vh o s t s . d  
DEFVHOSTCO N F F I LE=$VHOSTCONFDI R/00 - default - vhos t . conf 
VHOSTCON F F I LE=$VHOSTCON FDI R/$VHOSTNAME . conf 
WWWROOT=/srv  
DEFVHOSTDOCROOT=$WWWROOT/default /www 
VHOSTDOCROOT=$WWWROOT/$VHOSTNAME/www l .  - - - - ------ - - - -- �- ----- _, 

D 3. Check  t he  a rg u m e nt va l ues in the VHOSTNAME a n d  TIER va r i ab l es. If e i ther  i s  b l a n k, 
d i sp l ay t he  message "Usage: mkvhost VHOSTNAME TIER" a n d  ex it  w i th  a status of 1. 

I f the a rg u m ents a re passed correct l y, t hen  use a case statement  to set a VHOSTADMIN 

va r i ab l e  to the  proper  support ema i l  a d d ress, based on  the  va l u e  of $TI ER. The 
case  statement  w i l l  use the  $TIER va l ues of 1, 2 ,  a n d  3 to set  VHOSTADMIN  to the 
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correspond ing  support e m a i l  a d d ress. I f any other $TIER va l u e  is  encountered,  the  case 
statement  shou ld  d i sp l ay the message  "Invalid tier specified. " and ex it  with a status  of 1. 

T I E R  $V H OSTA D M I N  

1 bas ic_su pport@exam p l e.com 

2 bus i ness_support@exa m p le.com 

3 enterpr i se_suppo rt@exa mp le.com 

D 3.1 .  C reate t h e  i f/t hen/e l se/f i statement .  Use an  O R  cond i t iona l  t o  check  whether  
e i ther  of the  a rg u m ents i s  b l a n k  and ,  i f  so ,  d i sp l ay the  usage  message a n d  exit 
w i th  a status  of 1 .  

# Check arg umen t s  
if [ " $VHOSTNAM E "  = ' ' ] 1 1  [ " $TIER"  = ' ' ] ; t h e n  

echo " Usage : $0 VHOSTNAME TIER"  
exit  1 

else 

D 3.2.  C reate the case statem e nt .  

# Set  support  email add ress  
case $TIER  in 

esac 

1 )  VHOSTADMIN= ' basic_s uppor t@example . com ' 

2 )  VHOSTADM I N = ' business_suppo r t@example . com ' 

3 ) VHOSTADMIN= ' e n t e r p r ise_s u p p o r t@example . com ' 

* ) echo " I nvalid tier  s pecified . "  
exit 1 

i ; 
__ _ _ _ _ J 

D 3.3.  C l ose the if statement.  

- - - - - -----�- - -�- --- --- ----��---

i fi 

--' 

D 4. Check  to see if the  $VHOSTCONFDIR d i rectory is nonex istent .  If so, create the  d i rectory. 
Check  the  exit status  of the  d i rectory c reat ion and  d i sp l ay  the  error  message "ERROR: 

Failed creating $VHOSTCONFDIR" if the  d i rectory creat ion  fa i l ed .  

# Create conf directory  one  t ime if non - exis tent  
if [ ! - d $VHOSTCONFDIR  ] ;  t h e n  

fi 

mkdir $VHOSTCONFDIR  

if [ $? - ne e ] ;  then  

fi  

echo " ERROR : Failed c r eating $VHOSTCONF D I R . "  
exit 1 # exit 1 

D 5. For Apache to be awa re of the  $VHOSTCONFDIR d i rectory, you m ust have a n  i n c l ude  
statement  i n  $HTTPDCONF. Check  to  see  i f  the  fo l l owi ng  entry ex ists i n  the  conf i gu rat ion  
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Gu ided  exerc ise 

f i l e. I f  not ,  make a backup of the f i le  to $HTTPDCONF . o rig and then append  the ent ry to 
the end of the conf ig u rat ion  f i l e. Check  the exit statu s  of the f i l e  modi f icat ion and d i sp l ay  
t he  e rror message "ERROR: Failed adding include directive" i f  i t  fa i l ed .  

I ncludeOptional conf\ . vh o s t s \ . d/ \ * \ . conf 

# Add include one t ime if mis sing  
g rep  -q  ' A i ncludeOpt ional conf\ . vh o s t s \ . d/ \ * \ . conf$ ' $HTTPDCONF 

if [ $? - ne 0 ] ;  t h e n  

fi 

# Bac k u p  befo re  modifying 
c p  -a $HTTPDCO N F  $HTTPDCONF . o rig 

echo " I ncludeOpt ional conf . vhosts . d/ * . conf"  >> $HTTPDCON F  

if [ $? - ne 0 ] ;  t hen 

fi 

echo " ERROR : Failed adding include di rective . "  
exit 1 

D 6. Check  to see i f  a defa u l t  v i rt u a l  host a l ready exists a n d ,  i f  not .  c reate it .  

- D 6.1 .  Verify if the  defa u l t  v i rtua l  h ost conf i gu rat ion  f i l e  a l ready exists and ,  if not .  create 
and popu l ate i t  with the fo l l ow ing  statement :  

... cat <<DEFCONFEOF > $DEFVHOSTCONFFILE  

-

-

-

-

-

-

-

-

-

-

-

<Vi r t ualHost  _default_ : 80> 
Documen tRoot  $DEFVHOSTDOCROOT 
CustomLog " lo g s /default - vh o s t . lo g "  combined 

</Vi r t ualHost>  

<Di rectory $DEFVHOSTDOCROOT> 
Req uire all g ranted 

</Directo ry> 
DEFCONFEOF 

# Chec k for  default v i r t ual host 
if [ ! - f  $DEFVHOSTCO N F F I L E  ] ;  then  

cat <<DEFCONFEOF > $DEFVHOSTCON F F I LE 
<Vi r t u alHo s t  _default_ : 80> 

Document Root $DEFVHOSTDOCROOT 
customlog " lo g s/default - vhost . log " combined 

</Vi r t ualHost>  

<Di rectory  $DEFVHOSTDOCROOT> 
Req uire  all g ranted  

</Directo ry> 
DEFCON FEOF 
fi  

D 6.2. Ver i fy if  the  defa u l t  v i rtua l  host document root d i rectory a l ready ex ists and ,  i f  
not ,  c reate i t .  
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if [ - d  $DEFVHOSTDOCROOT ] ;  t h e n  
mkdir  - p  $DEFVHOSTDOCROOT 
res torecon  - Rv /s rv/ 

fi 

D 7. Check  to see i f  the  v i rtua l host 's  conf ig u rat ion  f i l e  a l ready exists and ,  i f  so, d i sp l ay the 
error  message  "ERROR: $VHOSTCONFFILE already exists. " a n d  exit  w i th  a status  of 
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1. Check  to see if  t he  v i rt ua l  host 's document root d i rectory a l ready ex ists  and ,  i f  so, 
d i sp l ay the error message "ERROR: $VHOSTDOCROOT already exists. " a n d  exit with 
a status  of 1. I f  no  er rors a re encou ntered w i th  the  p revious  two checks,  cont i n u e  with 
the creat ion of the  v i rtua l  host confi g u rat ion  f i l e, $VHOSTCONF F I L E ,  and document root 
d i recto ry, $VHOSTDOCROOT. Pop u l ate the v i rt ua l  host confi gu rat ion  f i l e  w i th the fo l l ow ing  
here statement :  

cat <<CON FEOF > $VHOSTCON F F I L E  
<Vi r t ualHost  * : 80> 

Serve r Name $VHOSTNAME 
Serve rAdmin $VHOSTADM I N  
Docume n t Root $VHOSTDOCROOT 
E r r o r Log " logs/${VHOSTNAME}_e r r o r_log "  
c u s t omLog " logs/${VHOSTNAME}_access_lo g "  common 

</Vi r t ualHos t >  

<Directory  $VHOSTDOCROOT> 
Req uire  all g ranted 

</Di rectory> 
CONFEOF 

# Chec k f o r  v i r t ual host conflict 
if [ -f $VHOSTCONFFILE  ] ;  then  

echo " ERROR : $VHOSTCON F F I L E  already exists . "  
exit 1 

elif -d $VHOSTDOCROOT ] ;  then  
echo " ERROR : $VHOSTDOCROOT al ready exis t s . "  
exit 1 

' else 
cat <<CONFEOF > $VHOSTCONFFILE  

<Directory  $VHOSTDOCROOT> 
Require all g ranted 
Allowove r r ide None 

</Directo ry> 

<Vi r t ualHost  * : 80> 
Docume n t Root $VHOSTDOCROOT 
Serve r Name $VHOSTNAME 
Serve rAdmin $VHOSTADM I N  
E r r o r log " logs/${VHOSTNAME}_e r r o r_lo g "  
cus tomLog " logs/${VHOSTNAME}_access_log " common 

</Vi r t u alHost> 
CONFEOF 

fi 

mkdir  - p $VHOSTDOCROOT 
resto recon - Rv $WWWROOT 
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Gu ided  exerc ise 

D 8.  Verify the  syntax  of the  conf ig u rat ion  f i l e  w i th  t he  com mand  apachec t l  configtest .  

I f  t he re a re no  er rors,  t hen  re load h t t pd . se rvice. Otherwise, d i sp l ay  the  e rror 
message "ERROR: Configuration error. " a n d  exit with a status  of 1. 

# Chec k conf ig and reload 
apachectl  configtest  &> /dev/n ull 

if [ $? - e q  e ] ;  t hen 

else 

fi  

s y s t emctl reload httpd  &> /dev/n ull 

echo " ERROR : Config e r r o r . "  
exit  1 

D 9. Save a n d  execute t he  scr i pt. 

D 9.1 . M a ke the  scr ipt  executab l e. 

[ root@serverx - ] #  chmod u+x /usr/local/sbin/mkvhost 

D 9.2. Execute the scr ipt .  

j [ root@serverX - ] #  /usr/local/sbin/mkvhost wwwX . example . com 3 
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La b:  B a s h  Cond it i o n a l s  a n d  Co nt ro l  St ru ct u res 

Performa nce chec k l i st 

I n  t h i s  l ab ,  you wi l l  enha nce and  add  new featu res to a Bash scr i pt that  au tomates the  creat ion of 
user  accou nts.  

Resou rces:  

Files: • /usr/ loca l /sb i n/m kaccounts 

/tmp/support/newu sers 

Machines: serverX 

Outcomes: 

A s h e l l  scr i pt. /usr/local/sbin/mkaccounts ,  which creates new user accounts based on 
i nformat ion  p rovided i n  a data f i l e. The she l l  scr ipt  w i l l  support two d i fferent opt ions for an 
a rg u ment  to offer a verbose mode or  to d i sp l ay a usage message.  Pr ior  to the  creat ion of new 
accounts,  the scr ipt w i l l  check for and report conf l i cts with ex ist i ng  accou nts. 

Before you begin . . .  

• Reset se rve rx. 

Log i nto se rverX and  become the root user  with sudo - i. 

• R u n  lab bashcondit ionals set u p. 

You r  company provides host i ng  serv ice to customers, and  cu rrent l y  uses a Bash she l l  scr ipt 
ca l l ed  /usr/local/sbin/mkaccou n t s  to a utomate the d a i l y  task of c reat i ng  accou nts for new 
customers by process ing  a co lon-separated data  f i le  l ocated at /tmp/suppo r t/newusers .  

You have been  tasked  with extend i ng  the  scr ip t  to add  the fo l l owi ng  new featu res: 

• The scr i pt shou l d  accept a com mand - l i ne  a rg u ment so that it  can e i ther  be run in verbose 
mode or  generate a usage message. 

• When in verbose mode, the scr ipt s h o u l d  generate a message  to i nd icate the  creat ion  of each 
account .  

• Pr ior  to t he  c reat ion of  a n  accou nt ,  t he  scr ipt shou l d  check  ex ist ing accou nts and  report i f  a 
conf l ict o r  d u p l icat ion occu rs. 

Once you have comp leted the scr i pt, r u n  lab bashcondit ionals g r ade to ver ify i ts 
funct iona  I i ty. 

1 .  Beg i n  by extend i ng  the  scr ipt l ocated at / u s r  /local/sbin/mkaccou n t s  by  stor ing  the  
f i rst a rg u ment  to the  OPTION vari a b l e. 

2. After the va r i ab le  dec l a rat ion at  the top of the scr ipt ,  add a case statement  that expects 
th ree  patterns  for the  va l ue  of the OPTION va r i ab l e  and ta kes the fo l l ow ing correspond ing  
act ions .  
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Perfo rmance check l ist 

Patte rn  Act i o n  

B l a n k  va l ue  No  act ion .  

- v  Set var i a b l e  VERBOSE to va l u e  o f  'y ' . 

- h  D isp l ay  usage message "Usage: mkaccounts 

[-h l -v]" a n d  ex it .  

A l l  other  patterns  D i sp l ay usage message " Usage: mkaccounts 

[-h l -v]" a n d  ex i t  w i th  status  1. 

3. W i th i n  the  ex ist i ng  for loop,  pr ior to creat i ng  the new user accou nt .  check whether an 
account  of the  same name a l ready  ex ists .  I f  a n  accoun t  a l ready ex ists, set the  va l u e  of the 

ACCTEXIST va r ia b l e  to 'y ' . Store the  va l u e  of the  GECOS f ie l d  of the  ex ist i ng  account  i n  the 
va r i ab l e  ACCTEXISTNAME. 

4. W i th i n  the ex ist i ng  for l oop ,  use the ACCTEXIST a n d  ACCTEXISTNAME va r iab l es to perform 
the  fo l l ow ing  eva l uat ions  a n d  correspond i ng  act ions .  

Cond i t ion  Act i o n  

Account  exists a n d  t h e  f u l l  n a m e  o f  t he  D i sp l ay  message  " Skipping 

exist i ng  account  matches that  of a n ew <ACCOUNTNAME>. Duplicate found. " 

customer. 

Accou nt exists and  the f u l l  n a m e  of the  D i sp l ay  message  "Skipping 

ex ist i ng  account  does not  match that  of a <ACCOUNTNAME>. Conflict found. " 

new customer. 

Acco u nt does not a l ready ex ist .  C reate the accou nt .  I f  the  va l u e  of the 
va r ia b l e  VERBOSE i s  set to 'y ' , d i sp l ay  
message  "Added <ACCOUNTNAME>. " 

5.  Save and execute the  scr ipt .  Ve r ify that  the  scr ipt perfo rmed as  i ntended wi th  each of the 
expected opt ions.  You may need  to run lab bashconditionals clean to p u rge  out  
accounts  that  m igh t  have been  c reated before reru n n i n g  you r  scr i pt .  

6. Ver i fy you r  scr ipt  by ru n n i n g  lab bashcondit ionals g r ade.  
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S o l ut ion  

I n  th i s  l a b, you wi l l  e n h a nce a n d  add  new featu res t o  a Bash scr ipt  that a utomates the  c reat ion of 
user  accou nts. 

Resources: 

Files: /us r/ l oca l /sb i n/m kaccou nts 

/tmp/support/newusers 

Machines: serverX 

O utcomes: 

A s h e l l  scr i pt , /usr  /local/sbin/mkaccounts ,  wh ich  creates new user accounts based on 
i nformat ion provided i n  a data f i l e. The she l l  scr ipt w i l l  su pport  two d i fferent opt ions  for a n  
a rg u ment t o  offer a verbose mode or  t o  d i sp l ay a usage  message.  Pr ior t o  t h e  c reat ion  o f  new 
accou nts,  the scr i pt wi l l  check  for and report conf l i cts with exi sti ng  accounts .  

Before you begin . . .  

• Reset se rve rx. 

Log i nto se rverX a n d  become the  root user  w i th  sudo - i. 

• Run  lab bashconditionals setup .  

You r  company provides host i ng  service to customers ,  a n d  cu rrent ly  uses  a Bash  s h e l l  scr ipt 
ca l l ed  /usr/local/sbin/mkaccounts  to a utomate the  d a i l y  task of creat i ng  accou nts for new 
customers by process i ng  a co l on-separated data f i l e  l ocated at /tmp/suppor t /newusers .  

You have been tasked w i th  extend ing  the  scr ipt to add  the  fo l l ow ing  new featu res: 

• The scri pt shou l d  accept a com mand- l i ne  a rg u ment  so that it  can e i ther  be run in verbose 
mode or  generate a usage message. 

When i n  verbose mode,  t he  scr i pt shou l d  generate a message to i nd i cate the  c reat ion of each 
account .  

Pr ior  to the  creat ion  of a n  accou nt ,  the scr ipt shou l d  check ex ist i ng  acco u nts and report i f  a 
conf l ict or d u p l icat ion occu rs. 

Once you have com p leted the  scr ipt ,  r un  lab bashcondit ionals g rade to ver ify its 
funct iona l ity. 

1 .  Beg i n  b y  extend i ng  the  scr ipt l ocated a t  / u s r/local/sbin/mkaccounts  b y  stor i ng  the 
f i rst a rg u ment  to the  OPTION va r i ab l e. 
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1 .1 .  B a c k  u p  the  scr i pt p r i o r  to m a k i n g  edits .  

[ root@serverX -]# cp - a  /usr/local/sbin/mkaccounts /usr/local/sbin/ 

; mkaccounts . o rig 

1 .2. After the ex ist i ng  l i n e  dec l a r i ng  the NEWUSERSFILE var iab le, add a new va r ia b l e, 
OPTION, to store the  f i rst a rg u ment. 
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Solut ion 

OPTION=$1 

2 .  After the var iab le  dec larat ion at t h e  t o p  of the  script,  add a case statement t h a t  expects 

th ree patterns for the va lue  of the OPTION var iab le  a n d  takes the fo l lowing corresponding 

act ions. 

Pattern 

B l a n k  va lue 

- v  

- h  

Al l  other patterns  

c a s e  $OPTION in 

' ' ) 

- v )  

- h )  

* )  

e sac 

VERBOSE=y 

echo " Usage : $0 [ -h 1 - v ] " 
echo 
exit 

echo " Usag e : $0 [ - h l - v ] " 
echo 
exit 1 

Action 

No a ct ion .  

Set var iab le  VERBOSE to  va l u e  of ' y ' .  

Display usage message " Usage: mkaccounts 

[-h l-vJ" a n d  exit .  

D i sp lay  usage message " Usage: mkaccounts 

[-hl-v}" and exit with statu s  1. 

3. Wi th in  the ex ist ing for loop, pr ior  to creat ing  the new user account, check whether an 

account of the same name a l ready exists. I f  an account a l ready exists,  set the va lue of the 

ACCTEXIST var iab le  to 'y ' .  Store the va lue  of the GECOS field of the exist i ng account i n  the  

var iab le  ACCTEXISTNAME. 

# Test for d u p s  and conflic t s  
ACCTEXIST= ' ' 
ACCTEXISTNAME= ' '  

id $ACCTNAME &> /dev/null 

if  [ $? - eq 0 ] ;  then 
ACCTEXI ST=y 
ACCTEXISTNAME= " $ ( g r e p  11$ACCTNAME :  /etc/passwd I c u t  - f5 - d : ) "  

fi 

4. With in  the exist in g  for loop ,  use the ACCTEXIST a n d  ACCTEXISTNAME va r iab les  to perform 

the fo l lowing eva l uat ions and correspond ing  act ions.  
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Condition Action 

Account ex ists and the fu l l  name of the D isp lay message "Skipping 

ex ist ing account matches that of a new <ACCOUNTNAME>. Duplicate found. " 

customer. 

Account ex ists and the fu l l  name of the D isp lay message "Skipping 

ex ist ing account does not match that  of a <ACCOUNTNAME>. Conflict found. " 

new c ustomer. 

Account does not a l ready exist.  Create the accou nt. I f  the va l ue  of the 

var iab le  VERBOSE is  set to 'y ' ,  disp lay 

message "Added <ACCOUNTNAME>. " 

# Test  for d u p s  and conflict s  
if [ " $ACCTEXIST" = ' y '  ] && [ " $ACCTEXISTNAME" = " $F I RSTNAME 

$ LASTNAME"  ] ;  then  
echo " Skipping $ACCTNAME . Duplicate found . "  

elif [ " $ACCTEXIST" = ' y '  ] ; t h e n  
echo " S kipping $ACCTNAM E .  Conflict found . "  

else 
use radd $ACCTNAME - c  "$FIRSTNAME $LASTNAME "  

f i  

if " $VERBOSE " = ' y '  ] ;  then 
echo "Added $ACCTNAME . "  

fi 

5. Save and execute the scr ipt. Verify that  the script performed as intended with each of the 

expected opt ions.  You may need to run  lab bashcondit ionals c lean to p u rge out 

accou nts that  m ight have been c reated before rerunn ing  your scr i pt. 
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5.1. M a ke the scr ipt executa b le. 

[ root@serverX - ] #  chmod u+x /us r/local/sbin/mkaccounts 

5.2. Execute the scr ipt with an inva l id  a rg u ment. 

[ root@serverX -]# /usr/local/sbin/mkaccounts test 

Usage : . /mkaccounts  [ -h 1 - v ]  

[ root@serverX sbin]#  echo $? 

1 

5 .3. Execute the script with the - h a rg u ment.  

[ root@serverX -]# /usr/local/sbin/mkaccounts - h  

U s ag e : . /m kacco u n t s  [ - h l - v ]  

[ root@serverX s b i n ] #  echo $? 

0 

5.4. Execute the script with the  - v  a rg ument .  
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[ root@serverX - ] #  /usr/local/sbin/mkaccounts  - v  
Added bwe r t s . 
Added h b alla . 

Added c r undle . 
Added tg rana . 
S k ipping  bwe r t s . Conflict found . 
S k ipping  hballa . Du plicate found . 
" Tier 1 1 1 , 1 1 24 1 1 , 1 1 46% 1 1  
1 1 Tie r 2 1 1 , 1 1 15 1 1 , 1 1 28%" 
" Tier  3 1 1 , 1 1 13 1 1 , 1 1 25%" 

So l u t i on  

5 .5 .  Execute the  scr ipt w i th  no  a rg u ments.  S i nce accounts have  a l ready been c reated , t h ey 
wi l l  f i rst need to be p u rged  wi th  lab bashconditionals clean. 

i -
! [ root@serverX - ] # lab bashconditionals clean 

[ root@serverX - ] #  /us r/local/sbin/mkaccounts  

Skipping bwe r t s . Conflict  found . 

i 

S k ipping  hballa . D u plicate found . 
' 'Tier  1 ' ' , ' ' 24 ' ' , ' 1 46% 1 1  

" Tie r 2 " , " 15 " , 1 1 28%1 1  

" Tier 3 " , 1 1 13 1 1 , 1 1 25%" 

6. Ve r ify you r  scr ipt  by r u n n i n g  lab bashcondit ionals g r ade.  
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S u m m a ry 

374 

Enhanc i ng  Bash S h e l l  Scr ipts with Cond it i ona l s  and Contro l  Structu res 

I n  th i s  sect ion ,  s tudents l earned how to:  

• Extend  scr ipt f u nct ion a l i ty with the  use of pos i t iona l  parameters. 

• Eva l u ate exit status  to verify success or  fa i l u re of p rogra m  execut ion .  

• Perform tests on  scr ip t  i n puts ,  fi l es ,  a n d  d i rector ies w i th  the  test  com m a n d .  

• Ut i l ize if /then a n d  case statements  t o  perform d i fferent act ions f o r  d i fferent  
cond i t ions .  
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red hat ® 

® TRAINING 

CHAPT E R 1 3  

CONFI GURING T HE SHELL 

ENVIRONMENT 

Overview 

Goal To c ustom i ze Bash sta rt u p  and use environment variables, 

Bash a l iases, and Bash functions. 

Objectives • Use bash startup sc ripts to define e nviron ment varia b les, 

a l iases, a n d  f u nctions 

Sections • Changing the S h e l l  E nvironment (and Practice) 

Lab • Configur ing the S h e l l  E nvironment 
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C h a n g i n g  t h e  S h e l l  E nvi ro n m e nt 

O bject ives 
After com p l et i ng  t h i s  sect ion ,  st udents s h o u l d  be a b l e  t o  descr ibe envi ronment va ri a b l es ,  
conf i g u re them i n  bash start up  scr i pts,  d efi n e  bash a l iases, and use fu nct ions .  

E nvi ro n ment va r ia b l es 
The she l l  a n d  scr i pts use va r i ab les to store data ;  some va r iab les  can  be passed to s u b-processes 
a l ong  with the i r  content. These spec i a l  va r iab l es a re ca l l ed environment variables. 

App l icat ions  a n d  sess ions use these va r i ab les  to determ ine  the i r  behav ior. Some of them a re 
l i ke l y  fa m i l i a r  to adm in i st rators, such  as PATH, USER, a nd HOSTNAME, among  others. What  makes 
va r i ab l es env i ronment va r ia b l es i s  that  they have been exported i n  the  she l l .  A va r i ab l e  that  is 
f l agged as  an export wi l l  be passed , w i th  its va l ue ,  to a ny sub-process spawned from the she l l .  
U se rs can  use  the  env command to v i ew  a l l  env i ronment va r ia b l es t ha t  a re def ined i n  t he i r  she l l .  

A n y  va r ia b l e  def ined i n  t h e  she l l c a n  be a n  env i ronment  va r i ab l e. T h e  key t o  mak ing  a va r i ab le  
become a n  env i ronment  va r iab le  i s  f l agg i ng  it  for export us i ng  the  expo r t  command .  

I n  the  fo l l ow ing  examp l e, a var ia b le ,  MYVAR, wi l l  be set. A sub-she l l  is spawned ,  and  the MYVAR 

va r i ab l e  d oes not exist i n  the  s u b-s h e l l .  

r - ·- I 1 [ s t udent@d emo - ] $  MYVAR= " some value" 

' [ s t uden t@demo - ] $  echo $MYVAR 
! some value 
i [ s t uden t@demo - ] $  bash 

i [ s t uden t@demo - ] $  echo $MYVAR j [ s t uden t@demo - ] $  exit 
L 

I n  a s im i l a r  exa m p le ,  the export  com m a n d  w i l l  be used to tag the  MYVAR var i ab l e  as a n  
env i ronment va r i ab l e, w h i c h  w i l l  be passed t o  a su b-she l l .  

[ s t uden t@demo - ] $  MYVAR= " some value "  

[ s t udent@d emo - ] $ export MYVAR 

[ s t uden t@demo - ] $  echo $MYVAR 
some value I [ s t uden t@demo - ] $  bash 

I ;�!�d�:���emo - ] $  echo $MYVAR 

I [ s t uden t@demo - ] $ exit 

L 

bash sta rt -up  scr i pts 
One p lace  where env i ronment  va r iab l es a re used is  i n  i n i t i a l i z i ng  the  bash env i ron ment upon 
user  log i n .  When  a user  logs i n ,  severa l she l l  scr i pts a re executed to i n i t i a l i ze the i r  env i ron ment ,  
sta rt ing w i th  the  /etc/p rofile, fo l l owed by a p rofi l e  in  the  user ' s  home d i rectory, typica l l y  
-I . bash_p rofile. 
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Us ing  alias 

N ote 

A bash she l l  w i l l  l o o k  f o r  one  o f  t h ree  f i l es i n  a user ' s  h o m e  d i rectory:  
. bash_p rofile, . bash_login, o r  . p rofile. The s h e l l  w i l l  look for the f i les i n  the 
g iven order, and w i l l  execute the f i rst f i le i t  l ocates. 

Beca use these p rofi les  have add i t i ona l  scr ipt ing  i n  them,  wh i ch  ca l l s  other  she l l scr i pts, the bash 

l og in  scr ipt ing w i l l  typ ica l l y  be t he  fo l l ow ing :  

/etc/p rofile 
\_ /etc/p rofile . d/ * . s h 

-/ . bas h_p rofile 
\_ -/ . bas h r c  

\ _  /etc/bas h r c  

Genera l l y, there a re two types o f  l og i n  scr i pts ,  p rof i les  a n d  " RCs" .  P rof i l es  a re fo r  sett i ng  a n d  
export i ng  o f  env i ronment va r i ab l es,  as  we l l  as  r unn i ng  c o m m a n d s  t h a t  shou l d  o n l y  be run  u po n  
l o g i n .  RCs,  s u c h  as /et c/bashrc ,  a re f o r  r u n n i n g  com m a nds ,  sett i ng  a l i ases, def i n i ng  fu nct ions, 
a n d  othe r  sett i ngs  that  ca n n ot be exported to s u b-she l l s .  Usua l l y, p rof i l es a re o n l y  executed i n  a 
l og i n  s h e l l ,  whereas RCs a re executed every t ime  a s h e l l  is c reated ,  l og i n  or non - log in .  

The l ayout  of the f i l e  ca l l  is such  that  a user  can  overr ide the  defa u l t  sett i ngs  provided by  the  
system wide  scr i pts. M a ny of  the  conf i g u rat ion  f i l es p rov ided by Red Hat  w i l l  conta i n  a comment  
i nd icat i ng  where user-spec i f ic  cha nges  shou ld  be added .  

U s i n g  alias 
alias is a way adm in i st rators o r  u se rs can  def i ne  the i r  own com m a n d  to the system or  overr ide  

the  use of ex ist i ng  system comma nds .  A l i ases a re parsed a n d  subst i tuted pr ior  to the  she l l  
check i ng  PATH. alias c a n  a l so be used t o  d i sp l ay a l l  ex ist i ng  a l i ases def ined i n  t h e  she l l .  

[ s t u d e n t@demo - ] $  alias 
alias eg rep= ' eg r e p  - - colo r=au t o ' 
alias fg rep= ' fg rep - - color=au t o ' 
alias g rep= ' g rep - - colo r=au t o ' 
alias l . = ' ls - d  . *  - - colo r=au t o ' 
alias ll= ' ls -1 - - color=au t o ' 
alias ls= ' ls - - color=aut o ' 
alias vi= ' vim ' 
alias which= ' alias I / u s r / bin/which - - t t y - only - - read - alias - - show-dot  - - s how- t ilde ' 

A l l  t he  defa u l t a l iases def ined i n  a user  e nv i ronment  a re i n  the  previous l y  shown output  of 
alias. The def i n it ion  of the 11 a l i a s  means  that when the user types 11 as  a command ,  the s h e l l  
w i l l expa nd  t h e  a l ias  a n d  execute ls - 1  - - color=au to.  I n  t h i s  way, a n e w  command  1 1  h a s  
b e e n  a d d e d  to the  s h e l l .  I n  a nother  exa m p l e, the  a l ias  f o r  g rep,  the  a l ia s  overr ides the  defa u l t  
i nvocat ion  o f  a n  ex ist i ng  com m a n d  o n  the  system.  W h e n  a u s e r  enters the  g rep command ,  
the  she l l  w i l l  expa nd  the  a l i a s  a n d  s u bst i tute the  grep - - color=auto com mand .  Due  to the  
a l ias ,  a l l  ca l l s  to  grep a re over r i dden  to become ca l l s  to grep  with the  - - color opt ion  passed 
a utomat ica l l y. 

Use the  alias command to set a n  a l ias .  The def ined a l i as  w i l l  ex ist for the  d u rat ion  of the 
cu rrent s h e l l  on l y. 
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alias mycomm= " <command t o  execu t e > "  

[ s tudent@demo - ] $ alias usercmd= ' echo " H u r rah ! " ;  l s  - 1 '  
[ s t udent@demo - ] $  use rcmd 

H u r rah ! 
t o t al 0 
- rw- rw- r - - .  1 s t udent  s t udent  0 J u n  9 13 : 21 file1 
- rw - rw- r - - .  1 s t u d e n t  s t udent  0 Jun 9 13 : 21 file2 
- rw - rw - r - - . 1 s t u d e n t  s t udent  0 Jun 9 13 : 21 file3 

To make the a l i as  pers istent ,  the user wou l d  need to add the command to the bottom of the i r  
-I . bashrc .  

[ s t udent@demo - ] $ vi -/ . bashrc 

# User specific aliases and functions  
alias usercmd= ' echo " Hu r rah ! " ;  ls - 1 '  

After the alias i s  added  t o  the -/ . bash re,  i t  w i l l  b e  ava i l a b l e  i n  every s h e l l  created.  

To remove a n  a l ias  from the  env i ronment,  use the  unalias command .  

U s i ng funct ions  
When used i n  s h e l l  scr i pts, f u nct i ons  a re a way of i so l a t i ng  a segment of code s o  that  i t  can  be 
ca l l ed repeated l y  w i thout  hav ing  to write the en t i re segment  aga in .  Add it i ona l l y, i f  the code 
req u i res a n  u pdate, the  fu nct ion 's  content ca n be u pdated ,  and everywhere the  funct ion i s  
referenced,  the u pdated code is  now executed.  

A n  examp le  of d ef i n i ng  and us i ng  a funct ion with i n  a s h e l l  scr i pt fo l l ows, taken from 
/etc/profile. The pat hmunge fu nct ion takes two a rg u m e nts;  the f i rst is  a d i rectory, the 
second (opt ion a l )  is  the word "after " . Based on  whether  "after " i s  passed as $2 ,  the  d i rectory w i l l  
b e  added t o  the  PATH env i ronment  var iab l e  a t  t h e  front o r  e n d  of the ex ist i ng  l i st o f  d i rector ies.  
Later, the fu nct ion i s  i nvoked severa l t i mes to b u i l d  the PATH for root o r  reg u l a r  users.  Not ice 
that  for root, a l l  the  d i rector ies a re prepended to PATH, where reg u l a r  users have the i r  PATH 

bu i l t  by append ing .  

pathmunge ( )  { 

} 

if [ " $2 "  = " af t e r "  
PATH=$PATH : $1 

else 
PATH=$1 : $PATH 

fi 

then  

if "$EU I D "  = " 0 "  ] ; t h e n  
pat hmunge /sbin  

else 

fi 

378 

pathmunge /us r/sbin  
pat hmunge /us r/local/ sbin 

pathmunge / u s r /local/sbin aft e r  
pathmunge /us r/sbin aft e r  
pat hmunge / s b i n  aft e r  
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Us i ng  fu nct ions  

Fu nct ions can  a l so be set  i n  t he  bash she l l  env i ronment .  When  set i n  the  env i ro n m e nt .  they can 
be executed as  commands on  the  com mand  l i ne ,  s i m i l a r  to a l i ases. U n l i ke a l iases ,  t hey can take 
a rguments ,  be much m o re soph ist i cated i n  t he i r  a ct ions ,  a n d  prov ide  a ret u rn code. Fu nct ions 
can  be def i ned  i n  the  cu rrent she l l by typi ng  them i nto t he  command l i ne ,  but  m o re rea l ist ica l l y, 
they shou l d  be  set i n  a user ' s -/ . bashrc or  t h e  g loba l  /et c/bash re .  

There a re m a ny f unct ions  set  by defa u lt i n  the  user  env i ro n ment .  wh ich  can  be v iewed with the  
set com m a n d .  set wi l l  d i sp l ay a l l  fu ncti ons  and  var i a b l es i n  the cu rrent she l l  env i ro n ment .  To 
remove a f unct ion  from the  env i ro n ment .  a user  or  a d m i n istrator may use the unset  com mand ,  
pass ing  the  func t i on  o r  va ri a b l e  n a m e  to  remove. 

Refe re n ces 

bash(1 ) ,  env(1 ) ,  a n d  builtins(1 )  m a n  pages 
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P ract i ce:  Wo rki n g  w i t h  Log i n  a n d  N o n - Log i n  

S h e l l s  

G u ided exerc ise 

I n  t h i s  l a b, you w i l l  app l y  changes t o  t h e  scr i pts used t o  esta b l i sh  the i n i t i a l  she l l  env i ronment for 
l og in and non - l og i n  she l l s. 

Resources:  

Files: /etc/profi l e  

/etc/bashrc 

-/ . bash_prof i l e  

-/ . bashrc 

Machines: serverX 

Outcomes: 

S h e l l s  wi l l  n ow have add i t iona l  env i ro n m e nt va r i ab l es, funct ions ,  and a l i a ses def ined .  

Before you begin . . .  

Reset you r  se rverx system. After  the  reset comp letes, log  i n  as  the student user. 

D 1 .  Change  the student  user 's  PS1 env i ronment  var i ab l e  to [ \u@\h \t  \w] $  . 

D 1 .1 .  S i nce t h i s  i s  a n  env i ron ment  va r ia b l e, and  i t  s hou l d  affect on l y  student ,  ed i t  
-I . bash_profile. 

[ s t udent@serverX - ] $ vi -/ . bash_profile 

D 1 .2 .  Add a n  entry for  t he  PS1 va r i ab l e, sett i ng  it to [ \u@\h \ t \w] $ . 

# User  s pecific environment  and s t a r t u p  p ro g r ams 

PATH=$PATH : $HOME/ . local/bin : $HOME/bin 
PS1= ' [ \u@\h \t \w) $  ' 

expo r t  PATH PS1 

D 2.  Set a l iases for the  student  user  so that  when  the rm, cp ,  or  mv commands a re used ,  they 
a re a utomat ica l l y  ca l l ed w i th  the  - i  opt ion .  

380 

D 2.1 .  Ed it t h e  student 's -/ . bashrc  conf igu rat ion f i l e. 

[ s t u dent@serverX - ] $ vi -/ . bashrc 

D 2.2. Add a l iases for the commands  i nto the f i l e. 
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Gu ided  exerc ise  

# U s e r  specific aliases and functions  

alias rm= ' rm - i '  
alias cp= ' cp - i '  
alias mv= ' mv - i '  

D 3.  You h ave dec ided that  users o n  serverX need to have a n  a p p l i cat ion to he lp  them d iv i ne  
the  futu re. Add a func t ion  ca l l ed Bball, ava i l a b l e  to a l l  users,  that  se l ects a ra ndom 
n u m ber betwee n  zero a n d  t h ree. Based  on  the ra ndom va l ue,  t he  funct ion  shou l d  p resent 
a message to he lp them m a ke a dec is ion a bout the  fu tu re. 

D 3.1 .  E d i t  the  /etc/bas h r c  f i l e. 

I [ s t udent@serverx - ] $  sudo vi /etc/bashrc 
! 

D 3.2.  At the bottom of t he  f i l e, add  the  Bball fu nct ion .  

Sball ( )  { 

} 

echo "Shaking  
echo 
sleep 3 
value= " $ [  $RANDOM % 3 ] "  
case $value in  

0 )  echo "All signs  point  to yes . " 
1 )  echo "The an swe r is no . "  ; ;  
2 )  echo "Ask  again late r . "  
3 )  echo " O u tlook h azy . " ; ;  

esac 
echo 

D 4. U se an ssh sess ion to create a l og i n  s h e l l  to ver i fy that  the e nv i ronment  changes a re 
effect ive. 

[ s t uden t@se rverX - ] $  ssh student@localhost 

s t uden t@localhost ' s  passwo r d : st udent 

[ s t uden t@se rverx 00 : 06 : 57 - ] $  touch filel 

[ s t uden t@serverx 00 : 06 : 57 - ] $  rm filel 

rm : remove reg ular empt y  file ' file1 ' ?  y 

[ s t uden t@se rverX 00 : 06 : 57 - ] $  Bball 

The answe r  is  no . 
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La b: Conf i g u ri n g  t h e S h e l l  E nvi ro n m e nt 

Performa nce check l i st 

I n  th i s  l a b, you w i l l  m a ke conf i gu rat ion  changes to the  s h e l l  env i ronment  for i nd iv id u a l  users, a n d  
a l l  users, on  the  mach ine. 

You r  i nternat iona l  coworkers have comp l a i ned that  when  they log  i nto the  conso le  of serverX,  
the  l a nguage  on  the  mach i ne  is  set i ncorrect ly. You wi l l  conf i g u re the  mach ine  such that when a 
user  logs i n  with the term i n a l  type of linux, the  LANG va r ia b l e  w i l l  be set to en_US. 

The student user req u i res a command  be added to the i r  env i ronment. diskcheck w i l l  r un  
iostat -d  a n d  df - hP - - type xfs. 

The student  user  needs an env i ronment var i ab l e  JAVA_HOME set to /usr /lib/j vm. 

Resources: 

Files: /etc/p rof i l e  

-/ .bash_profi l e  

• -/. bash rc 

Machines: serverX 

O utcomes: 

A l l  u sers w i l l  have the i r  LANG va r i ab l e  set to en_us when us i ng  a linux term ina l  type. The 
student user  w i l l  have a f u n ct ion ,  na med diskcheck,  def i ned  i n  the env i ronment. The student  
w i l l  have a n  env i ronment va r i ab l e, JAVA_H O M E, def ined i n  the  env i ronment .  

Before you begin . . .  

Reset you r  se rverX system.  

1 .  Detect the  term ina l  type o f  a she l l .  I f  i t  is  linux, m a k e  s u re the  l a nguage  i s  set to en_us. 

2 .  Add a funct ion to the  student  user ' s  env i ronment .  The fu nct ion  i s  ca l l ed diskcheck,  

and  when ca l l ed ,  w i l l  d i sp l ay the  output  of the  iostat -d a n d  df - hP - - type xfs 

com ma nds .  

3. Set an env i ronment  va r i ab l e, JAVA_HO M E, to /us r/lib/j vm for the student user. 
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So l ut ion  

So l ut ion  

I n  th i s  l a b, you w i l l  m a ke conf i gurat ion  changes  to the  s h e l l  e nvi ronment for i n d i v i d u a l  users ,  and  
a l l  users ,  on  the  mach i ne. 

You r  internat io n a l  coworkers have comp l a i ned  that  when  they log i nto the  con so l e  of serverX ,  
the l a nguage  on the  mach i ne  i s  set i n correct l y. You w i l l  conf i gu re the  mach ine  such that  when  a 
user  l ogs  i n  w i th  t he  term i n a l  type of linux, t he  LANG va r ia b l e  w i l l  be set to en_US. 

The student  user  req u i res a command  be added  to the i r  env i ronment .  diskcheck wi l l  r un  
iostat -d  a n d  df - hP - - type xfs. 

The student user needs an env i ronment va r ia b l e  JAVA_HOME set to /usr/lib/j vm. 

Resou rces: 

Files: /etc/prof i l e  

-/ .bash_profi l e  

-/.bashrc 

Machines: serverX 

Outcomes: 

Al l  users w i l l  have the i r  LANG va r ia b l e  set to en_US when us i ng  a linux term i n a l  type. The 
student  user w i l l  have a funct ion ,  na med diskcheck,  def ined  i n  the env i ronment .  The student  
w i l l  have  a n  env i ronment  va r ia b l e, JAVA_HOM E,  def i ned  i n  the  env i ro n m ent. 

Before you begin .. .  

Reset you r  serverx system.  

1 .  Detect the  term i n a l  type of a she l l .  I f  i t  is  linux,  m a ke su re the  l a nguage  i s  set to en_US. 

2. 

Ed i t  the  /etc/profile f i l e. At the bottom of the  f i l e, add  a bit of scr ipt wh i ch  w i l l  check  
the  TERM va r ia b l e  to see i f  i t  is  set  to linux.  I f  i t  i s ,  ass ig n the LANG vari a b l e  to en_US and 
expo r t  the  LANG sett i ng .  

if [ " $TERM " = =  " linux " ] 
t hen 

LANG=en_US 
expo r t  LANG 

fi 

To ver ify the sett i ng  works, switch to a v i rt u a l  conso le  a n d  log in as  a user. Check  the va l u e  
o f  the  LANG va r ia b l e. 

[ s t udent@serverX - ] $  echo $LANG 
en_ US 

Add a fu nct ion  to the student  user 's env i ronment .  The fu nct ion  is  ca l l ed diskcheck ,  

a n d  when  ca l l ed ,  w i l l  d i sp l ay the  output  of t he  iostat -d a n d  df - hP - - type xfs 

com m a nds. 
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Ed i t  t he  student user 's -/ . bash r e  a n d  add  the  fu nct ion def in i t ion .  Add  the  new funct ion  at  
the  e n d  of the  f i l e. 

# U s e r  s pecific aliases and f u n c t ions  
diskcheck ( )  { 

iostat - d  

echo 

df - hP - - type xfs 

} 

Sou rce the -/ . bash re and  ver i fy the  funct ion .  

[ s t u d e n t@serverX - ] $  . -/ . bashrc 

[ s t u den t@serverX - ] $  diskcheck 

3. Set an env i ronment va r iab le, JAVA_HO M E, to /us r/lib/j vm for t he  student  user. 

384 

Ed it  the  student user ' s  . bash_p rofile, a nd at the bottom of the  f i l e, add  an  ent ry for 
JAVA_HOME. Set JAVA_HOME to / u s r  /lib/j vm. Use the  expo r t  command  to tag the 
var ia b l e  to be ava i l a b l e  for a l l  s u b-she l l s .  

JAVA_HOME=/ u s r /lib/j vm 
expo r t  JAVA_HOME 

Source the . bash_p rofile to read the cha nges into the env i ronment. 

I [ s t u d e n t@serverX - ] $  . -/ . bash_profile 

Ensure the  var i ab l e  i s  ava i l a b l e  in sub -s h e l l s. 

[ s t u d e n t@serverX - ] $  bash 

[ s t u den t@serverX - ] $  echo $JAVA_HOME 

/ u s r /lib/j vm 
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So l u t ion  

S u m ma ry 

C h a n g i n g  the  S h e l l  Env i ro n m e nt 

I n  th i s  sect ion ,  students l ea rned how to conf ig u re bash start  u p  scr i pts to def ine  
env i ron ment  va r ia b l es ,  a l i ases ,  and funct ions  . 
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red hat® 
® TRAINING 

CHAPT E R 14 

LINUX CONTAINERS AND 

DOCKER 

Overview 

Goal To manage L i n u x  contai ners with Docker in Red Hat 

E nterprise Linux 7. 

Objectives • Expla in  what L i n u x  contai ners a re a n d  Docker's role i n  

m a n a g i n g  them. 

• Manage L i n u x  containers using Docker . 

Sections • I ntroduction to L i n u x  Contai ners 

• Using Docker 
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Chapter 14. L inux  Containers and Docke r  

I nt rod uct ion to L i n u x  Conta i n e rs 

O bject ives 
After comp let ing  th is  sect ion,  students shou ld  be ab le  to exp la in  what L i n u x  containers are and 

the ro le  Docker p lays i n  manag ing them.  

L inux co nta i ners 
A container is a l i g htweight a pp l icat ion iso lat ion mechan ism that a l l ows the  kernel  to run  groups 

of p rocesses in  their  own iso lated user spaces, separate from the host system. The container 

has its own p rocess l i st, network stack ,  f i le  systems,  and other resources, but  shares the kernel  

with the h ost and  the other conta iners r u n n i ng o n  the system. Linux containers are i mplemented 

through a comb inat ion of three kernel  features: namespaces for iso lat ion ,  control groups for 

resource control ,  and SELinux for secur i ty. 

A tool  ca l l ed  Docker i s  used to c reate, control ,  a n d  manage contai ne rs .  Docker adds a n  A PI , a n  

image  format,  and  a de l ivery and s h a r i n g  m o d e l  to L inux  containers. A Docker image contains 

a n  app l i cat ion and  a l l  its dependencies. When a conta iner  i s  started,  a read-write l ayer for that 

conta iner  is combined with the read-on ly image us ing  LVM th i n  provis ion ing .  Docker images are 

portab le  and  can be saved and  exported to other systems and  use rs. 

388 

I m po rta nt 
At t h e  t ime  o f  wr it ing (Ju n e  2014),  L inux  conta i n ers and  Docke r  i n  R e d  Hat Enterprise 

L inux  7 were rap id ly  evo lv ing techno log ies. Some deta i l s  of this c h a pter may change 

i n  the  weeks  and months  to come.  Conta i ne rs a re fu l ly  s uppo rted,  but  due  to the rapid 

ongoing development of these tools ,  Red Hat req uests that customers do  not dep loy 

Docker in a miss ion-cr it ica l  environment at th is  t ime. 

For u p-to-date documentat ion on conta iners in RHEL 7, a n d  future updates on Red 

H at ' s  support pol i cy, p lease see the references posted on acces s . red hat . com l i sted 

at the end of th i s  sect ion.  

Th is  content i s  c urrently not a n  RHCE exam competency. 

Emil 

,--•.. .  � ' ' 
-.·. : ,.�--

HOST OS. SHARED SERVICES 
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R H254-R H E L  7-en-1 -20140711 



-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

Conta iner  tec h n o l ogy  

Figure 14. 1 :  Docker, containers, and Docker images 

Conta i ner  tec h no l ogy  

N a mespaces 

The ke rne l  prov ides conta i ne r  i so la t ion  t h rough  namespaces,  wh ich create a new env i ronment 
w i th  a u n i q u e  v iew of a subset of t he  resou rces on  the system.  Some have ca l l ed  namespaces 
"ch root on stero ids ," s i nce i n stead of j u st provid i ng  p rocesses with a d i fferent  root f i l e  system ,  
p rocesses a l so h ave a d i fferent  v i e w  o f  the  p rocess tab l e, network i ng  stack ,  a n d  s o  o n .  

There a re f ive d i fferent types o f  na mespaces c u rrent ly  i n  use b y  conta i ne rs :  

Namespaces Used by Linux Containers 

N a m espace Pu rpose 

M o u nt I so l ates t he  f i l e  system s  seen by the  conta i ne r. Conta i ners have a 
d i fferent I than  each  other, a n d  a l so d i fferent t h a n  the  h ost system.  

P I D  Eac h  conta iner  h a s  its own process I D  ( P I D) ta b l e. Processes i ns i de  a 
conta i ne r  cannot see outs ide p rocesses, a n d  P I D  1 is d i fferent  i n  each  
conta i ne r. A l l  p rocesses i n  the  conta iner  a re v i s i b l e  f rom the  host ,  but  
wi l l  have  d i fferent  P ID  n u m bers .  

N etwork  Eac h  conta iner  has  its own network  i nterfaces,  rout i ng  ta b le ,  and  
f i rewa l l  r u l es ,  wh i ch  a re no t  d i rect l y  v is i b l e  f ro m  the  host 's  defa u l t 
network n a mespace or each other. These can  be connected to the  
host 's  n etwork i nfrastructu re a n d  the  outs ide  wor l d .  

I PC I so l a tes t he  i nterprocess com m u n i cat ion  ( I PC)  resources such  as 
System V s ha red memory and POS I X  message q ueues .  Two conta i ne rs 
ca n not i nteract w i th  each other 's  shared memory spaces. 

UTS A conta i n e r  can  have a d i fferent  host name  and doma in  name than  
o ther  conta i ners a n d  the  host system .  

Contro l  g ro u ps 

Contro l g ro u ps (cg rou ps) a re used by the  kerne l  to manage  system resou rces. Cgroups  a l l ow fa i r  

(o r  u nfa i r) a l l ocat ion of CPU  t i me, memory, a n d  1 /0 bandwidth  among  p rocesses a n d  g roups  o f  
p rocesses. Conta i ne rs use cg roups  to manage  resou rce consumpt ion ,  so that  a conta i ne r  w i l l  ge t  
a certa i n  sha re of system reso u rces but  not stea l  a l l  system resou rces. 

Management  of cgroups  is  beyond  the scope of this cou rse. System a d m i n istrators fa m i l i a r  w i th  
cgro u ps shou ld  be aware that  RHEL 7 now uses syst emd scope and s l ice u n its to more eas i l y  
manage  cgroups. 

S E L inux  and conta iners 

Not everyth i n g  is namespaced,  a n d  conta i ne rs a re less secure t han  v i rt u a l  mach ines. I n  orde r  to 
p rotect the  host and other  conta i ne rs from a comprom ised conta i n e r, S E L i n u x  i s  used.  

With S E L i n u x  enforc i ng ,  conta i ne r  p rocesses ca n o n l y  wr ite to conta i ne r  f i l es. Conta i ne r  
p rocesses r u n  as the  type  svir t_lxc_net_t,  and  image  f i l es a re l a be l ed w i th  the  type 
svi r t  sandbox_file t .  

To keep two conta i ners f rom access i n g  each other, even though they have the same S E L i n u x  
type, M u l t i -Category Secu rity ( M CS )  types a re u s e d .  E a c h  conta i ne r  runs  as  svir t_lxc_net_t,  

but  i s  ass igned a random a n d  u n i q u e  category when it i s  started by Docker. I f  a p rocess has  the 

RH254- R H E L  7-en-1 -20140711 389 



&. U[3 

C ha pter 14. L i nux  Conta i ners a nd Docker 

r i ght SEL inux  type but its category does not match,  access i s  den ied. A reference at the  end of 

this sect ion  provides a h i g h- level overview of SEL inux  MCS type checki ng .  

Wa r n i n g  
Always run the h ost system with SEL inux  i n  enforc ing  mode.  

I f  the host system being used to contro l  conta iners i s  being run with S E L i n u x  d isab led 

or set to permissive mode, it is poss ib le  for a host i l e  process runn ing  i n  a conta iner  

to  break out  and  compromise the  host e nv i ronment and  a l l  other conta iners on  the  

system. 

Docker 
Docker provides t h e  user i nterface, A P I ,  image format,  and  other tools used t o  manage L i n u x  

conta iners i n  RHEL 7. T h e  docker package i s  p rovided b y  a spec ia l  repository, RHEL  7 Extras  

( r h el - 7 - s e rve r - ex t r as - rpms),  which  is updated under  more aggressive eng i neer ing cr iter ia 

than the core d istr ibut ion .  

Docker runs a daemon started by the syst emd un i t  docke r . s e rvice to manage conta i ners. 

The user i nteracts with th is  daemon throug h  the docker command .  I mages a re stored in a local  

index kept i n  the /var /lib/doc ker d i rectory, but are loaded and exported with the docker 

command .  

Docker images 

A Docker image i s  a stat ic sna pshot of a conta i ner 's  conf igurat ion ,  which is  used to l aunch  a 

conta iner. The image is a read-on ly  l ayer that is never modif ied.  I n stead, Docker adds a read­

write over lay to wh ich  a l l  changes a re made. Changes a re saved by creat ing a new i mage. A 

s i n g l e  image can be used to generate m a ny conta i ners that  a re very s l ig ht l y  d ifferent, but on ly  

n eed enough d isk  space to store a very sma l l  amount  of  d ifferences. 

A platform image i s  an image  with no  parent. This is  a base l i ne  image that defi nes the core 

runt ime envi ronment, packages, and  ut i l i t ies needed to run a n  app l icat ion.  Red Hat provides 

an extremely m in ima l  p latform image for R H E L  7 that has the m in imum req u i red packages to 

s upport a conta i ner, bash, a nd to use yum to down load  and i nsta l l  add it iona l  packa g es i nto a 

container. 

Container 
(writable, running appl ication A) 

Figure 14.2: Image layering using Docker 

The Docker registry 

Platform images can be provided as a tar a rch ive and  loaded manua l l y. More frequent ly, they 

are pulled f rom a Docker registry. Th is  repository may be ava i l ab l e  to the pub l i c .  Red Hat provides 
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a read-on ly reg istry at  regis t ry .  access . redhat . c om , from which the  R H E L  7 base p latform 

image can be pu l led .  Docker ma inta ins  a pub l i c  registry from which open source comm u nity­

provided images can  be p u l led .  

I t  is a lso poss ib le  to use the  docker-registry package to set  u p  a s imp le  pr ivate repository. Images 

can be pushed to th i s  pr ivate repository and  p u l l ed by other mach ines in the network. 

('
Docker Reg istry

-\ 

-: =:, �=� 
... -.... l-J ) 

� ..... �..._.---' 

Figure 14.3: Docker images and a Docker registry 

Co nta i n ers a nd v i rt u a l izat ion 
Conta iners and v irtua l i zat ion are two tech no log ies  that  provide complementary ways o f  d iv id ing 

up system resou rces. Conta i ners can be r u n  on  v i r tua l  mach ines and i n  c loud comput ing 

environments,  comb i n i n g  both techno log ies. I f  v i rtua l izat ion "vert ica l l y"  a bstracts hardware, 

conta iners can be sa id  to "horizonta l l y "  segment operat ing  systems. 

There are use cases more su ited for one tec h no logy or the other. Some adva ntages of Docker 

conta i ners :  

Conta iners are l i ghtweight i n  resource use, so more conta i ners can be run on  the same 

hardware. 

• Conta i ners ca n be c reated a nd destroyed more qu i ck l y  than  v irtua l  mach ines.  

U n l i ke v irtua l  mach in es, conta i ne rs do not need to s upport an  ent i re operat i ng  system; only a 

core runt ime is needed for the app l icat ion .  Th is  a l l ows ra p id  app l i cat ion dep loyment .  

Docker images have a vers ion  contro l  stream,  so s uccessive vers ions  of a n  image can  be 

tra c ked and  even reverted.  Components reuse components from other l ayers, mak i ng  

conta iner  imag es very l i ghtweight.  

Docker images are easi ly tra n sferab le  to other mach ines  which have Docker ava i l a b le. 
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By compar ison ,  some advantages of vi rtua l i zat ion :  

V i rtua l  mach ines run the i r  own kerne l  a nd fu l l  operat ing system,  wh ich  a l l ows stronger  

iso lat ion between the host hypervisor and  the  virtua l  mach ine. 

V i rtua l  mach i nes can eas i ly  run operat in g  systems and kernels that are complete ly d ifferent 

than the hypervisor host's operat i ng  system.  

V i rtua l  mach ines can be l i ve-mig rated from one  hypervisor node to a nother  wh i l e  runn ing ;  

conta i n e rs m ust be stopped before be ing  m oved from one mach ine  to a nother. 

Containerization 

II 

Figure 14.4: Containers and virtua/ization 

Red Hat Enterprise L inux Atomic  H ost 

Red Hat is work ing with Project Atom i c  ( h t t p : / /www . p r o j e c t at omic . io)  to produce 

a var iant of Red Hat Enterprise L i n u x  7 (Red Hat Enterprise Linux Atomic Host) that is 

opt im ized to run containers i n  a s m a l l  footpri nt, and which can be updated atomica l ly  for easier 

ma intai nab i l ity. Runn ing  conta iners on a Project Atomic  system is  somewhat ana logous to 

runn ing  v i rtua l  mach i nes on a th in  hypervisor host. On ly  the components needed to support the  

conta iners would be provided by  the h ost envi ronment .  
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Conta i ne rs a n d  v i rtu a l i zat ion  

Refe re n ces 

FAQ:  What i s  Docker and how is  i t  i ntegrated i n  R H E L7?  
https ://access.redhat .com/site/so l ut i ons/906143 

H ow is Docker supported in R H EL7? 
https ://access .redhat.com/s i te/so l u t i ons/907283 

Get Started w i th  Docker Conta i ne rs in R H E L  7 
https ://a ccess. redhat .com/s i te/ar t i c l es/881 893 

Red H at E nterpr ise L i n u x  7 - Docker Overview 
https://access .redhat .com/s ite/v i deos/911053 

Docker  
http://www.docker.co m  

Project Atomic  
http://www.projecta tom i c . i o  

M o re i nformat ion  i s  ava i l a b l e  i n  the  "L i nux  Conta i ne rs w i t h  Docker  Format"  sect ion o f  
t he  Red Hat Enterprise Linux 7. 0 Release Notes a n d  i n  the  Red Hat Enterprise Linux 7 
Resource Management and Linux Containers Guide, wh ich  can  both be fou n d  at 

· https ://access .redhat.com/docs 

S E L i n u x  p l ays an i m portant  ro l e  i n  L i n u x  conta i ne r  secur i ty. The  fo l l ow ing  referen ce i s  
a usef u l  gu i de  to i l l u strate SEL inux  po l i cy  conce pts ,  i n c l u d i n g  M C S  a n d  M LS,  i n  a l i g ht­
hea rted way: 

The S E L i n u x  Co lor i n g  Book 
http://b I og .  I i  nu  xg rr  I .co m/2014/04/16/th e-se I i  nu  x -co lor i  ng -book/ 
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U s i n g  Doc ke r  

O bject ives 
After comp let ing  t h i s  sect i on ,  students shou l d  be a b l e  to u s e  Docker t o  m a n a g e  L i n u x  conta i ne rs. 

I nsta l l i ng a n d  sta rt i ng Docke r  
To down load a n d  use the  Docker package that  comes w i th  Red Hat  Enterpr ise L i nux  7, t he  R H E L  
7 system needs t o  be reg i stered a n d  proper ly  su bscr ibed to R H E L  7 us i ng  subscription ­

manage r.  Once that i s  done ,  access to the  R H E L  7 Opt i ona l  a n d  R H E L  7 Extras  channe l s  needs to 
be enab l ed and the docker package i nsta l l ed .  

[ roo t@demo - )#  subscription - manager repos - - enable=rhel - 7 - serve r - ext ras - rpms 

[ root@demo - ] #  subsc ription - manager repos - - enable=rhel - 7 - serve r - optional - rpms 

[ root@demo - ) #  yum install docker 

Wa r n i n g  

At the  t ime  of wr it i ng ,  a bug  i n  Docker requ i red  that  t he  
firewalld service be  tu rned  off i n  order  to r u n  Docker, 
h t t p s :  / / b u g z il l a . r e d h at . c o m / s h ow_b u g . c g i  ? i d = 1 8 9 8 2 8 1 .  It i s  expected that  
th i s  i ssue w i l l  be  reso lved i n  the  near  futu re, bu t  i n  the  mea nt ime,  the  serv ice  must  be 
d i sab led .  

[ root@demo - ] #  systemctl s t o p  firewalld 

[ root@demo - ) #  sys t emctl disable firewalld 

Once Docker is i nsta l l ed ,  the  docker service m ust be sta rted a n d  enab l ed .  

[ root@demo - )#  systemctl start  docker ; systemctl enable docker 

Pu l l i n g  o r  load i n g  p l atform i m ages 
Once Docker i s  i n sta l l ed ,  t h e  next step i s  t o  get base p l atform images into t h e  mach ine ' s  l oca l 
i ndex .  One way to do th i s  is to p u l l  the  images from a remote Docker reg i st ry. Th i s  can  be done  
wi th  the  com mand  docker pull reposi tory/image - name. I f  no repository i s  spec i f ied ,  
the  com m u n ity Docker hub repository is  assumed .  Red Hat  has  a n  offic i a l  base image  na med 
redhat/ rhel7 ava i l a b l e  at regist ry.access.redhat.com. 

�ot@demo - ) #  docker pull regis t ry . access . redhat . com/ redhat/rhel7 

I Pulling repository regis t ry . access . redhat . com/ redhat / r h el7 

L .. �1f5733f050b : Download complet e  . 
. . 

······ -----------------' 

Another  way to get base i m ages is to get them i n  t he  form of a n  exported tar  

a rc h ive and  load them.  Red Hat  makes the  base  image  ava i l a b l e  i n  th i s  fo rm from 
h t t p s : / / ac c e s s .  r e d h a t . c o m/ s e a r c h / b r ow s e / d o c k e r - images#?.  With the  tar a rch ive 
in the cu rrent d i rectory, the fo l l ow ing  command  w i l l  load it  i nto the loca l i ndex :  
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R u n n i n g  Docker  conta i ne rs 

I [ root@demo - ] #  docker load - i  rhel - server - docker - 7 . 0 - 21 . 4- x86_64 . tar . gz 
I 

Once the  i mages a re loaded i nto the  l oca l i n d ex ,  l i st t he  ones that  a re ava i l a b l e  w i th  t h e  
com mand  docke r images: 

[ root@demo -]# docker images 

REPOSITORY 
regis t ry . acce s s . redhat . com/ redhat/rhel7 
regis t ry . acces s . redhat . c om/ redhat/rhel7  

TAG I MAGE I D  CREATED VI RTUAL SIZE 
0 e1f5733f050b 3 days ago 140 . 2  MB  
0 - 21 e1f5733f050b 3 days  ago 140 . 2  MB  

R u n n i ng Docke r  conta i n e rs 
The doc ker run  com mand  is used to run  a conta i ne r. I n  i ts s imp lest form ,  it ta kes two 
a rgu ments :  the n a m e  of the image  to use, a n d  the name of a com mand  to run i n  the conta i ne r. 
Here is a n  exa m p l e  t h at w i l l  r u n  a conta i ne r  i n  i nteract ive mode, us i ng  the  image  r hel7, a n d  r u n  
the  command  cat  /etc/host s .  When the  com mand  ex its ,  the  conta i ne r  wi l l  be  stopped .  T h e  
- - rm command  w i l l  d e l ete the  conta iner  when  it  ex its .  

[ root@demo -]# docker run - i  -t  - - rm rhel7 cat /etc/hosts  

172 . 17 . 0 . 12 64fde39b4cea 
127 . 0 . 0 . 1  local h o s t  
: : 1  localhost  ip6 - localh o s t  ip6 - loopbac k 
fe00 : : 0  ip6 - localnet 
ff00 : : 0  ip6 -mcas t p refix 
ff02 : : 1  ip6 - allnodes  
ff02 : : 2  ip6 - all r o u t e r s  

A more usefu l exa m p l e  w i l l  start a new conta i n e r, r u n n i n g  t h e  bash com mand :  

[ root@demo - ] #  docker r u n  - i  - t  rhel7 bash 

bash - 4 . 2# echo hello > /tmp/testfile 

bash - 4 . 2# exit 

exit 
[ root@demo - ] #  

Th is  t ime,  w h e n  the  conta i ner  ex i ted ,  i t  d i d  not remove i t s  f i l e  system because the  - - rm opt ion 
was not i n c l uded .  Th i s  ca n be seen with the  docker ps -a com mand .  The - a  opt ion  shows 
a l l  conta i n e rs on t h e  system,  r u n n i n g  or stopped .  (W i thout  - a, on ly  r unn i ng  conta i ne rs a re 
d i sp l ayed. )  

[ root@demo -]# docker ps - a  
CONTAINER I D  I MAGE COMMAND CREATED STATUS 
37917647b633 redhat / r hel7 : 0  bash 7 min u t e s  ago Exited ( 0 )  2 min u t e s  ago 

s illy_fe rmi3 

PORTS NAMES 

S i nce the  conta i ne r  was not removed when it  ex i ted ,  use docker start  to resta rt it  a nd 
connect to it i nteract ive ly  aga i n  (w i th  the  - ai opt ions) .  The name of the  conta i n e r  was ass igned 
ra ndom ly, s i n ce one  was not spec i f ied when it  was f i rst c reated.  I t  can  be se lected by name or  I D. 

[ root@demo - ] #  docker start - ai silly_fermi3 

bash - 4 . 2# cat /tmp/testfile 
hello 
bash - 4 . 2# exit 
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I m p o rta nt  

T h e  R H E L  7 base conta i ner  i m a g e  i s  a n  extremely m i n i m a l  env i ro n m e nt .  Docker 
ensu res it  has  network connect iv ity (despite the  image not hav i ng  network i ng u t i l i t ies  
i n sta l l ed )  and a l l  i t  i s  des igned to be ab le  to do  i s  use yum to i nsta l l  add i t i ona l  packages.  
(The conta i ne r  does not need a R H E L  s ubscr ipt ion in i ts own r ight ,  a s  i t  uses i ts  host 's 
ent i t l ement . )  

Th is  i s  i ntent iona l .  The idea beh i nd  the  base conta i ner  image is  that  it  i s  the  abso l ute 
m i n i m u m  needed to a l low the a d m i n istrator to bootst rap it  to a usefu l  set of software 
packages for the i r  p u rposes. 

C reat i n g  Docker  i m a g es 
I n  the  next exa mp le, a Docker image w i l l  be c reated from the base image  that  i n c l udes the httpd 

package.  The  new image w i l l  then  be used to r un  a conta i ner. 

R u n  a conta i n e r  from the  base R H E L  7 i mage o nce, to m a n u a l l y  i nsta l l  t he  httpd package.  

[ r oot@demo - ] #  docker run - i  rhel7 bash - c  "yum install - y  h t t pd ; yum clean all" l 
Afte r the packages have i nsta l l ed a n d  the  conta i ne r  has ex ited ,  i dent i fy the  l ast conta i ne r  
wh ich  was r un  w i th  docker  ps - 1. With  the  name or  I D  o f  the  conta i n e r, t he  docker commit 

command  can be used to c reate the new image  f rom the conta iner ' s  f i l e  system. The fo l l owing 
command wi l l  a l so i n c l ude  a com ment  (with - m) .  

r--- '� 
I [ roo t@demo - ] #  docker ps -1 I I CONTAI NER  I D  I MAGE COMMAND CREATED STATUS ! 

I PORTS NAMES 

,1_1,.1 I, ecaf8a3102a3 redhat/rhel7 : 0  bash  - c ' yum clean a 4 minu t e s  ago Exited ( 0 )  3 minutes  
.i ago d reamy_goodalll 

[ roo t@demo - ] #  docker commit - m  " RHEL7 + httpd" d reamy_goodalll rhel_httpd 

74acf538ab6f5308a77bc308abae753e4ee683583eb4821455bccd4a141a7591 
[ r oot@demo - ] #  docker images 
REPOSITORY TAG I MAGE I D  CREATED VI RTUAL SIZE 
rhel_h t t pd lat e s t  74acf538ab6f 52 seconds  ago 168 . 2  MB 
regis t ry . acces s . redhat . com/red h a t / r hel7 0 e1f5733f050b 3 d ays  ago 140 . 2  MB 
regist ry . access . redhat . com/red h a t / r hel7 0 - 21 e1f5733f050b 3 days ago 140 . 2  MB 

Now a conta i ne r  can  be run  which uses th is new image as its base l i ne .  The  fo l l ow ing command 
w i l l  i ntroduce  two new opt ions .  The - p 8080 : 80 opt ion  w i l l  m a p  port  8080/TCP on  the  host to  
port  80/TCP on  the  conta i ne r. The -d  wi l l  cause the  conta i ne r  to s tar t  i n  t he  backg round .  The 
command  /us r/sbin/ht t pd - DFOREGROUND wi l l  s tart  Apache HTTPD i n  a very bas ic  mode i n  
the  conta i ne r. 
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Sta rt i n g  a pr ivate Docker reg istry 

[ root@demo - ) #  docker run - p  8089 : 80 - d  rhel_httpd /us r/sbin/httpd - DFOREGROUND 
de50d07b5a7e9e430558ec205fa49c0010adc5ccc19fb0d384081319925c10ab 
[ roo t@demo - ] #  curl http : //localhost : 8G8G 

< ! DOCTYPE h tml PUBLIC " - //W3C//DTD XHTML 1 . 1//EN " " h t t p : //www . w3 . o r g /TR/xhtml11/DTD/ 
x h t ml11 . d t d " >  

<h tml xmlns= " h t t p : //www . w3 . o r g/1999/xh t m l "  xml : lang= " e n " >  
< head> 

< t i tle>Tes t  Page for  the Apach e  HTTP Server on Red Hat  En t e r p rise  Linux</ title> 

The docker his t o ry image com mand  can  be used to review the  com m it l og fo r an image  a n d  
to s e e  w h a t  i m a g e  l ayers i t  i s  based u pon .  

N ote 

A n  even  better way  to  construct  t he  image  is  to  use docke r  build a n d  a Dockerfile 

to scr ipt  its construct ion .  L i ke K i cksta rt ,  t he  advantage of us i ng  Dockerf i l es i s  that  t h e  
b u i l d s  a re reprod uc i b l e  a t  s o m e  p o i n t  i n  t he  futu re. There i s  m o re i nformat ion on  how 
to do  th i s  in the references l i sted at the end of th i s  sect ion .  

Sta rt i n g  a p rivate Docke r  reg ist ry 
To m a ke it eas ier  to d i st r i bute f i n i shed  i m ages to other  hosts,  system a d m i n istrators can push  
the i r  i mages to a Docker reg i st ry. Red Hat  p rovides a package,  docker-registry, which  can be used  
to se t  u p  a pr ivate reg istry fo r  a n  organ izat ion ' s  i nte rna l  u se. Th is  server does not need  to be on  
a host r u n n i n g  Docker itse l f. 

The steps to set th i s  u p  a re s imp l e :  

1 .  I nsta l l  docker-registry from R H E L  7 Extras .  

2 .  Start  and enab l e  the  docke r - regis t ry se rvice. 

3. E n s u re that port 5000/TC P is reachab l e  t h rough  the system ' s  f i rewa l l .  

[ root@demo - ] # yum install docke r - regis t ry 

[ root@d emo - ] #  systemctl start  docke r - regis t ry 

[ root@demo - ) #  systemctl enable docke r - regist ry 

[ r oo t@demo - ] #  firewall - cmd - - add - po rt=SGGG/tcp 

[ root@demo - ] #  firewall - cmd - - add - port=5GG9/tcp - - pe rmanent 

Pus h i n g  images to a pr ivate reg ist ry 
To push  an i mage  to a p r ivate reposito ry, i t  m ust f i rst be tagged with the host add ress and port 
of t he  repository wi th  docke r t ag .  I t  can  t hen  be pushed  w i th  docker push.  
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[ root@demo - ] # docker tag rhel_ht tpd regis t ry . example . com : seee/user/httpd ----------.11_· [ root@demo - ] # docker images 
REPOSITORY TAG I MAGE I D  CREATED VI RTUAL SIZE 
r hel_h t t pd lat e s t  74acf538ab6f 36 min u t e s  ago 168 . 2  MB  
regis t ry . example . com : 5000/u s e r / h t t p d  l a t e s t  74acf538ab6f 36 min u t e s  a g o  168 . 2  MB 
regis t r y . acce s s . redhat . com/redhat/r hel7 0 e1f5733f050b 3 days ago 140 . 2  MB 
regis t ry . access . redhat . com/redhat/r hel7 0 - 21 e1f5733f050b 3 days ago 140 . 2  MB 
[ root@demo -]# docker push regis t ry . example . com : 5990/user/httpd 

The  push  refe r s  t o  a repository  [ regis t ry . example . com : 5000/use r / h t t p d ]  ( len : 1 )  
Sending image list 
P u s hing repository regis t ry . example . com : 5000/ u s e r /h t t pd (1 t ag s )  
Image e1f5733f050b already p u shed , s k ipping 
74acf538ab6f : Image succes sfully pushed . 
Pushing  t ag for  rev [ 7 4acf53Bab6 f ]  on { h t t p : //regis t r y . example . com : 5000/v1/ reposito ries/ I 
u s e r / h t t pd/tag s/lat e s t }  I ' 
[ root@demo - ] #  i 

'------------�-�----�-�-- I 

Export i n g  i m ag es to a f i l e  
The docker save comm a n d  ca n b e  used to save a n  image  f i l e  to a n  u n compressed tar  a rch ive. 
Th i s  f i l e  can then  be cop ied to a nother  Docker host a n d  loaded  i nto its i ndex with docker load. 

Th is  a rch ive w i l l  i n c l ude  a l l  the l ayers needed to reconstruct  the i mage.  

[ root@demo -]# docker save - - output=rhel_httpd - latest . tar  rhel_httpd 

C l ea n i n g  u p  
Severa l  commands  a re usef u l  for c l ean i ng  u p  conta i ne rs: 

• docker stop con tainer w i l l  stop a conta i ne r  g racef u l l y, and docker kill con tainer 

w i l l  send  it  a kill s ig n a l .  

• docker rm con tainer w i l l  de l ete a conta i ne r ' s  f i l e  system i m a g e  permanent ly  from t h e  
l oca l  i ndex. Once t h i s  i s  done, t h e  conta iner  can not b e  resta rted;  i t  m ust be recreated.  

• docker rmi image w i l l  remove a n  image from the  host 's  i ndex.  I t  d oes not remove that  
image from a reg ist ry. I t  i s  i m portant not to remove any i mages that  a host  may cu r ren t l y  be 
us i ng .  

• docke r info w i l l  p rov ide some bas ic  i nformat ion  about the  Docker env i ro nment  and c u rrent 
resou rce consumpt ion .  
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C lean i ng  u p  

Refe re n ces 

docke r (1 )  a n d  nsente r(1 )  man  pages 

Get Started with Docker Conta i ners in  R H E L7 
https ://access .  red hat  .com/s i te/a rt i c l es/881893 

Red Hat  E nterpr ise L i n u x  7 - Docker Overv iew 

https ://access .redhat .com/s i te/v ideos/91 1053 

Docker 
http://www.docker.com 

More i nformat ion  i s  avai l a b l e  in the " L i n u x  Conta i n e rs with Docker Format"  section of 
the Red Hat Enterprise Linux 7. 0 Release Notes and in the Red Hat Enterprise Linux 7 
Resource Management and Linux Containers Guide, wh ich  can  both be fou n d  at  

https ://access .redhat .com/docs 
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Chapter 1 4. L i n u x  Conta i ners and  Docker 

-

S u m m a ry 
-

I ntroduct ion  to L i nux  Conta i ners 

I n  th i s  sect ion ,  students l ea rned  how to: 
-

• Exp l a i n  how L i nux  conta i ne rs a re i m p l emented.  

• Exp l a i n  the  ro l e  of  Docker in  conta i ne r  management. -

Us i ng  Docker 

In  th is  sect ion ,  students l ea rned  how to: ---

• I n sta l l  and  conf i g u re Docker on  Red Hat  Enterpr ise L i nux  7. 

• C reate a n d  run  conta i ne rs w i th  Docker. 

• Create new Docker images from a conta iner. 
-

• I n sta l l  a pr ivate Docker reg istry a n d  push  images to i t .  

-

-

-

-

-

-

-

-

-

-

-
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CHAPTER 1 5  

COMPREHENSI VE REVIEW 

Overview 

Goal To p ractice and demonstrate knowledge and sk i l l s  learned i n  

Red H a t  System Admin istration I l l . 

Objectives • Review t h e  course c h a pters to reinforce knowledge a n d  

s k i l ls. 

Sections • Red Hat System Admin ist rat ion I l l  Comprehe nsive Review 

Lab • Comprehensive Review of System A d m i nistration I l l  
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Chapte r 1 5. Com prehens ive Review 

Red H at Syste m  Ad m i n i st rat i o n  1 1 1  
Co m p re h e n s ive Review 

O bjectives 
After com p let i ng  th i s  sect ion ,  st udents shou l d  be a b l e  to demonst rate know ledge  a n d  sk i l l  of the  
topics covered i n  each cha pter. 

Review ing  Red Hat  System Ad m i n ist rat ion  I l l  
Before beg i n n i n g  the  comprehens ive review for th i s  course, students shou l d  be comforta b l e  w i th  
the  top ics  covered i n  each chapter. 

Do not hes itate to ask  the  i n st ructor for extra g u i d a nce or c l a r i f icat ion on these top ics .  

Chapter 1,  Controlling Services and Daemons 

To review h ow to manage  services a n d  the boot -up  p rocess us i ng  systemctl.  

• Ma nage how systemd starts  u p  system daemons and network services, us ing syst emctl. 

• Contro l  a n d  t roub l eshoot system boot us i ng  systemd ta rgets. 

Chapter 2, Managing 1Pv6 Networking 

To conf ig u re and  t ro u b l eshoot bas ic  1 Pv6 network ing  on  Red Hat  E nterpr ise L i n u x  systems.  

• Review how to conf i g u re 1 Pv4 network ing i n  R H E L  7. 

• Exp l a i n  the  bas ic  concepts of 1 Pv6 network i ng ,  a n d  read a n d  wr i te condensed 1 Pv6 a d d resses. 

• Conf i gu re 1 Pv6 network i ng  us ing  command - l i ne  too l s  and conf i gu rat ion  f i l es. 

Chapter 3, Configuring Link Aggregation and Bridging 

To conf igu re a n d  tro u b l eshoot advanced network  i nterface f unct iona l ity, i n c l u d ing  tea m ing  and  
l oca l software br idges.  

• Use network tea m ing  to p rovide  l i n k  redundancy or  h i gher  t h rough put .  

• M a nage a network tea m i nterface. 

• Ma nage loca l  software br idges a n d  associated i nterfaces. 

Chapter 4, Network Port Security 

To permit  a n d  reject access to network services us i ng  advanced SEL i nux  a n d  f i rewa l l d  f i l ter ing  
techn iq ues. 

• Review f i rewa l l d  concepts a nd ma nagement  commands  covered in  previous  cou rses. 

• Conf i gu re more comp lex  f i rewa l l  conf i gu rat ions  us i ng  f i rewa l l d ' s  support for " r i ch  l a n guage 
ru l es." 

• Descr i be a n d  imp l ement  N etwork Address Tra n s l at ion  ( N AT) .  

• Ensure network ports have the  correct SEL i nux  type so that  serv ices a re ab le  to b ind to them. 
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Review ing  Red Hat  System A d m i n i strat ion  I l l  

Chapter 5, Managing DNS for Servers 

To set a n d  ver ify correct D N S  records fo r systems a n d  conf i g u re secure cach i n g  D N S  name 
service. 

• Exp l a i n  how D N S  i s  used to reso l ve names a n d  a d d resses and the pu rpose of key D N S  resource 
records. 

• Confi g u re unbound to act as  a secure l oca l cach ing  n a m eserver. 

• Descr ibe  com m o n  D N S  conf i g u rat ion  p rob l ems  a n d  how to ident i fy a n d  reso lve them .  

Chapter 6, Configuring Email Transmission 

To re lay  a l l  ema i l  sent  by the system t h rough  a n  S M T P  gateway. 

Conf i g u re a Red Hat  Enterpr ise L i nux  server to t ra nsmi t  a l l  ema i l  t h rough  a n  u n a uthent icated 
SMTP gateway. 

Chapter 7, Providing Remote Block Storage 

To provide and  use n etworked i SCS I  b lock  devices as remote d isks. 

• Exp l a i n  at a h i g h  l eve l  how iSCS I i s  used to p rovid e  remote access to b l ock d evi ces. 

• Prov ide remote access us i ng  a l oca l d isk as  a LUN of an i SCS I  storage target.  

Access remote storage  us i ng  a n  i SCS I  i n it i ator  and prepare it  for u se. 

Chapter 8, Providing File-based Storage 

To p rovi de N FS exports a n d  S M B  f i l e  shares to spec i f ic  systems a n d  users.  

• Export f i le systems to c l ient  systems us i ng  N FS ,  contro l l i ng access by I P  add ress. 

Export f i l e  systems to c l ients us ing  N FS,  contro l l i ng  access with Kerberos and us i ng  l abe l ed 
N FS.  

• Share f i le  systems with c l i e nts us ing S M B, contro l l i n g  access by username and password. 

M o u nt an S M B  sha re with the multiuser m o u nt opt ion ,  us i ng  password-based a uthent icat ion 
a n d  ci fscreds to contro l  a ccess 

Chapter 9, Configuring MariaDB Databases 

To prov ide a Mar i a D B  S Q L  database for use by p rog ra m s  a n d  database adm in is t rators.  

• I n sta l l  M a r i a D B. 

• Confi gu re a n d  a d m i n iste r M a ri a D B. 

• Confi gu re user  a n d  access r ig hts. 

• Back u p  and restore M a r i a D B  data bases. 

Chapter 10, Providing Apache HTTPD Web Service 

To conf i gu re Apache  HTTPD to prov ide  TLS-e n a b led  webs ites and  v i r tua l  hosts. 

• I d ent i fy the key conf i g u rat ion  f i l es, log f i l es ,  a n d  content d i rector ies used by Apache  h t t pd.  

Confi gu re Apache h t t pd to prov ide I P-based and n a m e-based v i rt u a l  hosts .  

• Confi gu re Apache h t t pd to p rovide TLS-encrypted v i rtua l  hosts. 

• Conf i gu re Apache h t t pd to serve dynam ic  data base-dr iven web content .  
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Chapter 11, Writing Bash Scripts 

To wr ite s i m p le ,  we l l -structu red she l l scr ipts us i ng  Sash 's  s h e l l  expans ion  featu res and  for- loop 
construct.  

• To wr ite s i m p l e  she l l  scr i pts us ing  Bash .  

Chapter 12, Bash Conditionals a n d  Control Structures 

To use Bash  cond i t i ona l s  a n d  other contro l  st ruct u res to write more soph ist i cated she l l  
commands  a n d  scr i pts. 

• I n corporate the use of pos i t iona l  para m eters,  ex i t  status ,  test cond i t ions, and cond it i ona l  
st ruct u res to imp l ement f l ow contro l  i n  Bash  s h e l l  scr i pts. 

Chapter 13, Configuring the Shell Environment 

To custom ize Bash sta rtup a n d  use env i ronment va r i ab les ,  Bash a l iases ,  a n d  Bash funct ions .  

• Use bash  sta rtup scr ipts to def i ne  env ironment va r iab l es, a l i ases ,  and funct ions 

Chapter 14, Linux Containers and Docker 

To manage  L i n u x  conta i ne rs with Docker in Red Hat  Enterpr ise L i nux  7. 

• Exp l a i n  what  L i n u x  conta i ne rs a re a n d  Docker ' s  ro l e  in manag i ng  them.  

• M anage L inux  conta i ners us ing  Docker. 

404 

Refe re n ces 

Get  i nformat ion on  more c lasses avai l a b l e  f rom Red  Hat  at  
http ://www.redhat .com/t ra i n i n g/ 
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Lab :  Comprehens ive Rev iew of System Adm in istrat ion  I l l  

La b:  Co m p re h e n s ive Revi ew of System 

Ad m i n i st rat i o n  1 1 1  

Tas k  sce n a rio  

I n  th i s  l a b, you w i l l  conf ig u re a system us i ng  t h e  s k i l l s  ta ught  i n  th i s  course. 

Resou rces: 

Files: /home/s t udent /myapp . php 

/home/student /mydb . mysqldump 

Machines: serverX and desktopX 

Outcomes: 

A system conf ig u red accord i ng  to the l i sted spec i f icat ions. 

Before you begin . . .  

• Reset your  desktopX system.  

Log i nto and  set  u p  you r desktopX system.  

[ s t udent@des k topX - ] $ lab sa3 - review setup 

• Reset your  se rve rx system.  

• Log i nto and  set  u p  your  se rve rX system.  

- - ------ -�-�---�-�-� ·-·- - - - ---- ---- ... . ------ -� -----

[ s t uden t@se rverx - ] $ lab sa3 - review setup 

Specif icat ions 

--- - - - - - - --

You h ave been tasked w i th  conf i g u r i n g  a new system for you r  compa ny:  serverX. The system 
shou ld  be  conf i g u red accord i n g  to t he  fo l l ow ing  req u i rements :  

• You r  se rverX system has two i nterfaces named slavel and slave2.  These interfaces s h o u l d  
be s l aved i n  a n e w  team ing  device ca l l ed  teaml. 

The tea m ing  device shou l d  use the act ivebackup r u n n e r, and be confi gu red with the 
fo l l ow ing  IP add resses: 

192 . 168 . 0 . 100/24 

• fd00 : base : ba11 : x :  : 1/64 

When successf u l l y  conf ig u red ,  both 192 . 168 . 0 .  254 and fd00 : base : ball : X :  : fe shou l d  
be p i ngab l e. 

• You r  se rverx system shou l d  p rovide cach ing  DNS  serv ices to systems  on the  
172 . 25 . X .  0/24 s u bnet.  u s i ng  172 . 25 . 254 . 254 as  a fo rwa rde r. 

D N S S EC va l idat ion  for the example . com doma in  shou l d  be bypassed.  
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• You r  serverX system shou l d  accept new ema i l  messages over SMTP from the 
172 . 25 . X .  0/24 s u b net.  A l l  messages not add ressed to @se rverx .  example . com or 
@localhost [ .  localdomain ] shou l d  be forwarded to the SMTP smarthost r u n n i n g  on  
desktopX . example . com. 

• You r  serverX shou l d  export  an i SCS I  d i sk  ca l l ed  
iqn . 2014 - 06 .  com . example : se rve rX .  zoidberg .  Th i s  i SCS I  device shou l d  be backed by a 
512 MiB part i t ion on the  secondary hard d r ive. Access s h o u l d  on l y  be a l l owed to c l i e nts with 
a n  ION of iqn . 2014 - 06 . com . example : desktopX. 

• You r  serve rx system shou l d  export the  (new) /expo r t s/hypnotoad d i rectory u s i ng  N FSv4. 
This export shou l d  req u i re Ke rberos authent icat ion and f u l l  encrypt ion .  A l l  c l ients on  the  
172 . 25 . X .  0/24 su bnet shou ld  have read-wr ite access to th i s  export. 

F i l e  system permiss ions on the u nder ly ing  /expo r t s/hypnotoad d i rectory shou l d  be 1777. 

Both you r  desktopX and serverX systems  h ave a l ready been conf i gu red for LDAP a n d  
Kerberos f o r  u s e r  i nformat ion a n d  authent icat ion .  desktopX has  a l so b e e n  conf i g u red w i t h  a 
c l ient  keytab fo r Kerberos. 

A keytab  for you r  serverx system can be obta i ned from 
h t t p : / / c las s r oom . e xample . c o m/ p u b / k e y t ab s / s e r v e rX . k e y t a b .  

• Your  se rve rX system shou ld  export the  (new) d i rectory /exports/bigbang us i ng  smb.  This  
d i rectory shou l d  be owned by the  bigbang g roup ,  a n d  a ny new f i l es created i n  th i s  d i rectory 
shou l d  automat ica l l y be owned by the bigbang group as  we l l .  

T h e  n a m e  for t h e  share shou l d  b e  bigbang, a n d  t h e  Samba-on l y  user  penny s h o u l d  b e  ab l e  
to  con n ect read-wr ite us i ng  the  password I<3Sheldon. penny shou l d  be a member  of t he  
bigbang group.  

• You r  se rve rX system shou l d  serve out two TLS-protected doma ins  on  port 444/TCP: 

wwwx . example . com a n d  w e b a p pX . example . com. These doma ins  shou l d  serve out content 
from /srv/wwwX/www/ and /s rv/webappX/www/, respect ive l y. 

The TLS-enab l ed website on  h t t p s : / /wwwX . example . c o m : 444 shou l d  respond w i th  the 
fo l l ow ing  text: 

The website at h t t p s : I /we b a p pX . e x am p l e . c o m : 444 shou l d  respond by execut i n g  the P H P  
app l icat ion found  i n  /home/st udent/myapp . php.  

You wi l l  need the fo l l owi ng  cert i f icates and  keys to com p l ete th i s  requ i rement :  

• h t t p : / / c l a s s r oom . e x am p l e . com/ p u b / e x a m p l e - c a . c r t  

• h t t p : / / c l a s s r oom . e x am p l e . c o m/ p u b / t l s / c e r t s /wwwX . c r t  

• h t t p : / / c l a s s r oom . example . c o m / p u b / t l s / p r iv a t e /wwwX . k e y  

• h t t p : / / c l as s r oom . example . c om/ p u b / t l s / c e r t s /we b a p pX . c r t  

• h t t p : / / c la s s r oom . e x am p l e . com/ p u b / t l s / p r iv a t e /we b a p pX . k e y  
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Task scena rio  

The P H P  app l i cat ion  needs a data base to work .  A comp lete backup (mysqldump) of a work ing  
database can be fou n d  i n  /home/student/mydb . mysqldump. 

• On you r  desktopX mach i ne, c reate a new (executa b l e) scr ipt ca l l ed  
/home/student/bin/myusers .  

When th i s  scr ip t  i s  ca l l ed  w i th  the  userlist a rg u m e nt .  i t  shou l d  retu rn  a l i st of a l l  users 
def i ned i n  /etc/passwd with  a she l l  othe r  t h a n  /sbin/ nologin. Output shou l d  be  a l i st of 
userna m es, one  per  l i ne ,  sorted a l pha bet ica l l y. 

When th i s  scr ipt  is ca l l ed w i th  the  use rinfo a rg u m e nt .  it shou ld  retu rn  the  p referred  s h e l l  of 
the second  a rg u m e nt .  o r  "invalid user"  i f  t hat user does not ex ist .  I f  the second a rg u ment  

is empty or  u n d ef i ned ,  the e rror message " Please specify a username" m u st be 
d i sp l ayed,  and an ex i t  code of 132 must be retu rned .  

I f  t he  scr ip t  i s  ca l l ed  w i thout  any  a rguments ,  the  fo l l ow ing  text must be  d i sp l ayed:  

myu s e r s  use rlist  
myu s e r s  u se rinfo <USERNAME> 

Exa m p les :  

[ s t u den t@des k to pX -]$  myusers 

myu s e r s  userlist  
myu s e r s  use rinfo <USERNAME> 
[ s t udent@de s k t opX - ] $  myusers userlist 

halt 
root 
s h u t d own 
s t udent  
sync 
[ s t u den t@de s k t opX - ] $  myusers userinfo st udent 
/bin/bash 

---! 

Any e rror cond i t ions  not spec i f ied p revious l y  s h o u l d  retu rn  no output .  a n d  a n  ex i t  code of 0. 

A l l  you r  cha nges m u st su rvive a reboot. When  you a re done  conf ig u r i ng  you r  serverx system ,  
reboot i t .  t hen  r u n  t he  fo l l owi ng  command on  desktopX to verify you r  work.  

! [ s t uden t@de s k topX - ] $ lab sa3 - review g rade 
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So l ut ion  

I n  th i s  l ab ,  you w i l l  conf i gu re a system us i ng  the  s ki l l s  taught  i n  t h i s  cou rse. 

Resou rces: 

Files: • /home/st udent/myapp . php  

• /home/st udent/mydb . mysqldump 

Machines: se rverx a n d  desktopX 

Outcomes: 

A system conf i gu red accord i n g  to the  l i sted spec i f icat ions .  

Before you begin . . .  

• Reset you r  desktopX system. 

• Log i nto and set u p  you r  desktopX system.  

i-i [ st ud e n t@deskt opX - ] $  lab sa3 - review setup 
! 

----1 
• Reset you r  se rve rX system. 

• Log i nto and set u p  you r  serverX system.  

! [ s t u d en t@se rverX -)$  lab sa3 - review setup 
i 
" - - --- �-�-- --�-�� -- �-- - � - --·--- ---· ·-�- ��- - ----���- -- �----- · -

Specificat ions  

You have been  tasked with conf i gu r i ng  a new system for  you r  company:  se rve rX. The system 
shou l d  be confi g u red accord i ng to the  fo l l owi ng  req u i rements:  

• You r  se rverX system has two in terfaces na med slavel and slave2. These i nterfaces shou l d  
be s l aved i n  a new team ing  device ca l l e d  teaml. 

The tea m i n g  device shou l d  use the act ivebackup runner, a n d  be conf i g u red with the  
fo l l owi ng  I P  add resses: 

• 192 . 168 . 0 . 100/24 

• fd00 : ba5e : ball : X : : l/64 

When successfu l l y  conf i gu red ,  both 192 . 168 . 0 .  254 and fd00 : ba5e : ball : X :  : fe shou l d  
be p i ngab l e. 

• You r  se rve rX system shou ld  p rov ide cach i ng  D N S  services to systems on  the  
172 . 25 . X .  0/24 subnet, us ing  172 . 25 . 254 . 254 as a forwa rder. 

D N SS EC va l i d at ion  for the  example . com doma in  shou ld  be bypassed.  

• Your  se rverX system shou ld  accept new e m a i l  messages over SMTP from the 
172 . 25 . X .  0/24 s u bnet.  A l l  messages not a d d ressed to @se rve rx .  example . com or  
@localhost [ . localdomain ] shou l d  be forwarded to the  SMTP  smarthost r unn i ng  on  
desktopX . example . com. 
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So l u t ion  

• You r  se rverX shou ld  export  a n  i SCS I  d i s k  ca l l ed  
iqn . 2014 - 06 .  com . example : s e rverX .  zoidbe rg.  Th is  iSCS I d ev ice shou l d  be backed by a 

512 MiB part i t ion on  the seco n d a ry h a rd d r ive. Access shou l d  o n l y  be a l lowed to c l i e nts w i th  
a n  ION of iqn . 2014 - 06 . com . example : desktopx. 

• You r  s e rverx system shou l d  export t he  (new) /expo r t s/hypnotoad d i rectory us i ng  N FSv4. 
Th i s  export shou l d  req u i re Kerberos au thent icat ion a n d  f u l l  encrypt ion .  A l l  c l ients  on  the  
172 . 25 . X .  0/24 s u bnet shou ld  have  read-write access to th i s  export .  

F i le  system permiss ions on  the u nder l y i ng  /exports/hypnotoad d i rectory shou l d  be 1777.  

Both you r  desktopX and  se rve rX systems have a l ready been conf i g u red for LDAP and 
Kerberos for user  in format ion  a n d  au thent icat ion .  desktopX has  a l so been conf i gu red with a 
c l i ent  keyta b for Kerberos. 

A keyta b for you r  se rverx system can be obta ined from 
h t t p : / / c l a s s r o o m . e x a m p l e . c om/ p u b / k e y t a b s / s e rve rX . k e y t ab.  

• You r  se rverX system shou l d  export the (new) d i rectory /expo r t s/bigbang us ing smb. This 
d i rectory shou l d  be owned by the bigbang g roup ,  and a ny new f i l es created i n  th is  d i rectory 
shou l d  a utomat ica l l y be owned by the bigbang group as  we l l .  

T h e  n a m e  f o r  the  share shou l d  be bigbang, a n d  the  Samba-o n l y  u se r  penny shou l d  be a b l e  
t o  connect read-write u s i n g  the  password I <3Sheldon.  penny s h o u l d  be a member  o f  t h e  
bigbang g roup .  

• You r  se rverX system sho u l d  se rve out  two TLS-protected domains  on  port  444/TCP: 

wwwX . e x a m p l e . com and  we b a p pX . e x a m p l e . com.  These doma ins  shou l d  serve out content  
from / s rv/wwwX/www/ a n d  /s rv/webappX/www/, respect ive l y. 

The TLS-ena b l ed website on h t  t p s : I lwwwX . exam p l e . c o m : 444 shou l d  respond with t he  
fo l l owi n g  text: 

This i s  wwwX 

The webs ite at h t t p s : I /we b a p pX . e x a m p l e . c o m : 444 shou l d  respond  by execut i ng  t he  P H P  
a p p l i cat ion  fou n d  i n  /home/student/myapp . php.  

Yo u w i l l  need the  fo l l ow ing  cert i f icates and keys to com p l ete th i s  req u i rement :  

• h t t p : / / c l a s s r o o m . e x am p l e . c o m / p u b / e xam p l e - c a . c r t  

h t t p : / / c l a s s r oom . e x a m p l e . c o m/ p u b / t l s / c e r t s /wwwX . c r t  

h t t p : / / c l a s s r o o m . e x a m p l e . c o m/ p u b / t l s / p r iva t e /wwwX . k e y  

• h t t p : / / c l a s s r o o m . e x a m p l e . c o m/ p u b / t l s /c e r t s /we b a p pX . c r t  

• h t t p : / / c l a s s r o o m . ex a m p l e . c o m/ p u b / t l s / p r ivat e /we b a p pX . k ey 

The P H P  app l icat ion needs a database to work .  A com p l ete backup (mysqldump) of a work i ng  
da tabase  can  be fou n d  i n  /home/st udent/mydb . mysqldump.  
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• O n  you r  desktopX m a c h i ne, c reate a new (executa b l e) scr ipt ca l l ed  
/home/st udent/bin/myusers .  

When th i s  scr ipt is  ca l l ed w i th  the  userlist a rg u me nt ,  i t  shou ld  retu rn  a l i st o f  a l l  u se rs 
def ined i n  /etc/passwd with  a she l l  ot her  t han  /sbin/nologin. Output  shou l d  be a l i st of 
usernames,  one per l i ne ,  sorted a l pha bet ica l l y. 

When  th i s  scr ipt  is ca l l ed  w i th  the  userinfo a rg u ment ,  it s hou l d  retu rn  the  prefer red  s h e l l  of 
the second a rg u m e nt ,  o r  "invalid user"  i f  that  user  does not exist. If the second  a rg u ment  
i s  empty or  u n d ef ined ,  the  e rror message "Please specify a username" m u st be 
d i sp l ayed,  and  an  ex it  code of 132 must be returned .  

I f  the scr ipt i s  ca l l ed  w i thout  a ny a rg u ments ,  the  fo l l owi ng  tex t  m ust be d i sp l ayed:  

myuse r s  use rlist 
myu s e r s  use rinfo <USERNAME> 

Examp les :  

[ st uden t@des k t opX - ] $ myusers 

myu s e r s  use rlist  
myu s e r s  user info <USERNAME> 
[ st u d e n t@des ktopX - ] $  myusers userlist 

halt 
root 
s h u t d own 
student  
sync 

[ s t ud e n t@de s k topx - ] $  myusers userinfo student 
/bin/bash 

Any error cond i t ions  not specif ied previous ly  shou l d  retu rn  no  output ,  and an ex it  code of 0. 

A l l  you r  cha nges m ust su rvive a reboot .  When you a re done conf igur i ng  you r  serverX system ,  
reboot it ,  t h e n  r u n  the  fo l l ow ing  command  on desktopX t o  ver i fy you r  work.  

! ! [ s t udent@d e s k t opX - ] $  lab sa3 - review grade 
I 

1 .  You r  serverx system has  two i nterfaces n a m e d  slavel a n d  slave2. These i n te rfaces 
shou l d  be s l aved in a new tea m i n g  device ca l l ed  t eaml. 
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The tea m ing  device shou l d  use the  activebackup r u n n e r, and  be confi g u red w i th  the  
fo l l owing IP  add resses: 

• 192 . 168 . 0 . 100/24 

• fd00 : ba5e : ba11 : X : : 1/64 

When successf u l l y  conf i gu red ,  both 192 . 168 . 0 .  254 and fd00 : ba5e : ball : X :  : fe shou l d  
be p i ngab l e. 

1 .  C reate a n e w  team i n g  device ca l l ed t eaml, us i ng  the  ac tivebackup runner. 
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So l ut ion  

[ s t udent@se rve rX - ]$  sudo  nmcli con add  type team con - name teaml ifname teaml 

config ' { " runner " :  { " name " : " ac t ivebackup " } } ' 

2. Add the IP a d d resses to the  teaml conf ig .  

[ s t uden t@se rve rX - ]$  sudo  nmcli con mod  teaml ipv4 . addresses ' 192 . 168 . G . lGG/24 ' 

[ s t u d e n t@se rverx - ] $  sudo nmcli con mod teaml ipv4 . method static 

[ s t u d e n t@se rverX - ] $ sudo nmcli con mod t eaml ipv6 . addresses 

3. 

' fdGG : baSe : ball : X :  : 1/64 ' 
[ s t u d e n t@se rve rX - ] $  sudo nmcli con mod teaml ipv6 . method static 

Add both the slavel and slave2 i nterfaces as  s l aves to the teaml i nterface. 

[ s t u den t@s e rve rX - ] $  sudo nmcli con add type team- slave con - name teaml - slavel 

ifname slavel master teaml 

[ s t udent@serve rX - ] $  sudo nmcli con add type team- slave con - name team1 - slave2 

ifname slave2 master  teaml 

4. Test by p i n g i n g  both 192 . 168 . 0 .  254 a n d  fd00 : ba5e : ball : X :  : fe. 

I [ s t uden t@se rverx - ] $  ping - c l  192 . 168 . G . 254 

I [ s t u d e n t@serverx - ] $  ping6 -cl fdaa : base : ball : X :  : fe 

2. You r  se rve rX system shou l d  provide  cach i ng  D N S  serv ices to systems on  the  
172 . 25 .X .  0/24 su bnet, us i ng  172 . 25 . 254 . 254 as  a forwarder. 

D N S S EC va l i da t i on  for the  example . com doma i n  s h o u l d  be bypassed.  

1 .  I nsta l l  unbound on you r  se rverX system .  

I [ s t uden t@se rve rx - ] $  sudo yum install unbound ! 

2.  Conf i gu re u n bound to l i sten on a l l  i nterfaces. Add  the  fo l l ow ing  l i nes to 
/etc/unbound/unbound . conf i n s i de  the serve r : b l ock :  

, i n t e r face : 0 . 0 . 0 . 0  I inte rface : : : 0  

3. A l low q u er ies  from the 172 . 25 . X .  0/24 s u bnet .  Add the fo l l owi n g  l i n e  to 
/etc/unbound/unbound . conf i n s i de  the serve r : b lock :  

! 
I access - cont rol : 172 . 25 . X . 0/24 allow 
i 

4. D i sab le  D N S S EC va l i dat ion  for t he  example . com doma in .  Add the  fo l l owi n g  l i n e  to 
/etc/unbound/unbound . conf i n s i de  the serve r : b l ock :  

domain - insec u r e : example . com 
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5. Conf i g u re unbound to forward a l l  req uests to 172 . 25 . 254 . 254. Add the  fo l l ow ing  
l i nes to /etc/unbound/unbound . conf:  

fo rwa r d - zone : 
name : . 
fo rwar d - add r : 172 . 25 . 254 . 254 

6. Start a n d  enab l e  the unbound . service service. 

[ s t udent@se rverX -]$ sudo systemctl enable unbound . service 

[ s t udent@se rve rx - ] $  sudo systemctl  start unbound . service 

7. Conf i g u re the  defa u l t  f i rewa l l  zone to a l l ow DNS  traff i c .  

[ s t uden t@se rverx - ] $  sudo  firewall - cmd - - permanent - - add - se rvice=dns 

[ s t udent@serverx - ] $  sudo firewall - cmd - - reload 

3. You r  se rve rx system shou l d  accept new ema i l  messages ove r S M T P  from the 
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172 . 25 . X .  E>/24 subnet .  A l l  messages not addressed to @se rve rX . example . com or 
@localhost [ .  localdomain ] shou ld  be forwarded to t he  SMTP smarthost runn ing on 
desktopX . example . com. 

1 .  Ve rify that the  postfix package i s  i n sta l l ed  on  se rverX. 

r [ s t u de n t@serverx - ] $  sudo yum install postfix 
i 

2. Conf i gu re postfix to l i sten on  a l l  n etwork i n terfaces, re lay ing  m a i l  from the 
172 . 25 . X .  E>/24 (a nd loca l  h ost) s u bnet .  

! [ s t udent@serverX -]$ sudo postconf - e  ' inet_interfaces = all ' l 
! [ s t udent@se rverx - ] $  sudo postconf - e  ' mynetworks = 172 . 25 . X . 0/24, 127 . 0 . 0 . 0/8 ' 111, I 

3. Conf i g u re postfix to on l y  pe rform loca l  de l i very for the serve rX .  example . com, 

localhost ,  and  localhost .  localdomain doma ins .  

[ s t ud ent@serverX - ] $  s u d o  postconf - e  ' mydestination = serverX . example . com , 

localhost . localdomain , localhost ' 

4. Conf i gu re post fix to send a l l  m a i l  not i n c l uded i n  mydest inat ion to the  server at 
desktopX . example . com. 

I [ s t udent@serverx - ] $  sudo postconf -e ' relayhost = [ desktopX . example . com] ' 
! 

5. Open a l l  re l evant ports on  the f i rewa l l .  

[ s t udent@serverX - ] $  sudo firewall - cmd - - permanent - - add - service=smtp 

[ s t u dent@se rverx -]$ sudo firewall - cmd - - reload 
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So l u t ion  

6 .  ( Re)start a n d  enab le  t h e  postfix . se rvice service.  

I 
I [ s t udent@serverX - ] $  sudo systemctl restart postfix . service 

[ s t udent@serverx - ] $  sudo systemctl  enable postfix . service 
I 

4. C reate a new 512 MiB part i t ion  on your  secondary h a rd d r ive on se rve rX, then  export 
that over iSCSI  us i ng  the  n a m e  iqn . 2014 - 06 .  com . example : se rve rx .  zoidberg ,  but 
o n l y  to c l ients  w i th  the  iqn . 2014 - 06 . com . example : desktopX i n i t iator name. 

1 .  I n sta l l  t he  n ecessary packa ges. 

2 .  

[ s t uden t@s e rve rX - ] $ sudo  yum  install targetd targetcli 

Sta rt and enab l e  the targetd . se rvice service.  

I [ s t ud en t@se rverX - ] $  sudo systemctl start targetd . se rvice 

I [ s t uden t@serve rx - ] $  sudo systemctl enable targetd . se rvice 

3. C reate a new 512 MiB part i t ion  on you r  secondary h a rd d r ive. 

[ s t uden t@serverX - ] $  sudo fdisk /dev/vdb 

Welcome to fdisk  ( u til - linux 2 . 23 . 2 ) . 

Changes will remain in memo ry only,  until you decide t o  write t hem . 
Be careful before using  the  write  command . 

Device does not  c o n t ain a recognized partition  t able 
Building a new DOS d i s klabel wit h disk identifier  0x0aee5076 . 

Command ( m  for  help ) : n 

P a r t i t ion type : 
p p r imary ( 0  p rima r y ,  0 extended , 4 free ) 
e extended 

Selec t ( default p ) : p 

Partition  n umber ( 1 - 4 ,  default 1 ) : 1 

F i r s t  sector  { 2048 - 20971519 , default 2048 ) : Enter 

Using default value 2048 
Last  sector , +sec t o r s  o r  +size{K , M , G}  { 2048 - 20971519 , default 20971519 ) :  +512M 

P a r t i t ion  1 of type Linux  and of  size 512 MiB is  s e t  

Command ( m  for  help ) : w 

The partition table has  been alt e red ! 

Calling ioctl ( )  t o  r e - read p a r t i t ion table . 
Syncing d i s k s . 

4. Conf ig u re targetd for the  target ,  i n c l ud i ng  the  ACL .  M a ke s u re the  conf i gu rat ion  
persists. Remember  to use the  Tab key l i bera l l y. 
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[ s t udent@serverx - ] $  sudo targetcli 

targetcli shell ve r s ion 2 . 1 . fb34 
Copyrig h t  2011 - 2013 by Dat e r a ,  I n c . and o t h e r s . 
F o r  help on commands , type ' help ' 

/> backstores/block c reate serverX . zoidberg /dev/vdbl 

--1 
/> /iscsi c reate iqn . 2014 - 06 . com . example : se rverX . zoidberg  

/> /iscsi/iqn . 2014 - 06 . com . example : se rverX . zoidberg/t pgl/luns c reate /backstores/ li 
block/serverX . zoidberg 1 . 
/> /iscsi/iqn . 20 14 - 0 6 . com . example : se rverX . zoidbe rg/t pgl/por t als create 

172 . 25 . X . 11 3260 

I> /iscsi/iqn . 2014 - 06 . com . example : se rverX . zoidberg/t pgl/acls c reate 

iqn . 2014 - 06 . com . example : desktopX 

/> saveconfig 

I> exit L��-�-�--�--������----------��---�----' 
5. Open port 3260/TCP on the  fi rewa l l .  

[ s t udent@serverx - ] $  sudo firewall - cmd - - permanent - - add - port=3260/tcp 

[ s t udent@s e rverx -]$ sudo firewall - cmd - - reload 

5. Conf i gu re a Kerbe r ized N FSv4 export for /expor t s/hypnotoad. A keytab  can  be obta ined  
f rom h t t p : / / c l as s r o o m . e x am p le . c o m/ p u b / k e y t ab s / s e rve rX .  k e y t ab.  The export 
s hou l d  be ava i l a b l e  read-write to c l ients us ing both Ke rberos a uthent icat ion and enc rypt ion .  
The  exported d i rectory shou l d  have  1777 perm iss ions .  
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1 .  C reate the  exported d i rectory. 

I [ s t udent@serverx - ] $  sudo mkdir - m1777 - p  /ex
-
po

_
r
_

t
_
s
_
/
_
h
-
yp

_
n
_

o
_
t
_
o
�
a

-
d

------��--, 

'-�--------------�· 

2. C reate a new f i le  /etc/expo r t s  with the  fo l l owi ng  contents :  

1·-7expo r t s/hypnotoad 172 . 25 . X . 0/24 { sec = k r
-
b

-
5p

_

,

_

r

_

w

_

)
-------------------.. 

i 

3. Down load the  keytab  to /etc/krb5 . keytab: 

,---�---��--------�-----��--------�----------. I [ s t udent@serverx - ] $  sudo wget - 0  /etc/krbS . keytab http : //class room . example . com/ ! 
I pub/keytabs/serverX . keytab I 

4. Sta rt a n d  e n a b l e  the nfs - secu re - se rve r . se rvice service. 

j [ s t udent@serverX - ] $ sudo systemctl start nfs - secure - server . service i [ s t udent@serverX - ] $  sudo systemctl enable nfs - secure- serve r . service 
L__. 

5. Open the ports needed fo r N FSv4 on  the f i rewa l l .  

[ s t udent@serverx -] $ sudo firewall - cmd - - pe rmanent - - add - service=nfs 

[ s t udent@serverx - ] $  sudo firewall - cmd - - reload 

' I 
J 
--i 

i 
! 
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So l ut ion  

6 .  You r  se rve rX system shou l d  export the  (new) d i rectory /expor t s/bigbang us ing smb.  

Th is  d i rectory s h o u l d  be owned by the  bigbang g ro u p, and any  new f i l es c reated i n  th i s  
d i rectory shou l d  a utomat ica l l y  be owned  by the  bigbang group  as  we l l .  Users outs i de  of the  
bigbang group shou l d  not have access to th i s  sha re. 

The name  for the s h a re shou l d  be bigbang, and the S a m ba-o n l y  user penny shou l d  be a b l e  
t o  connect read -wr i te u s i n g  the  password I<3Sheldon. penny shou l d  be a m e m ber o f  t h e  
bigbang g ro u p. 

1 .  C reate the  u s e r  and  group. 

[ s t uden t@se rverX - ] $  sudo groupadd bigbang 

[ s t u d e n t@serverX - ] $  sudo useradd -s /sbin/nologin -G bigbang penny 

--------------�-� 

2. C reate the  /expo r t s/bigbang d i rectory w i th  perm iss ions 2770,  owned  by the 
bigbang g roup .  

[ s t udent@serverX - ] $  sudo mkdir - m  2770 - p  /exports/bigbang 

[ s t uden t@se rverX - ] $  sudo chgrp bigbang /export s/bigbang 

3. Mark  the /expo rts/bigbang d i recto ry, and a l l  of i ts c h i l d ren ,  as  be i ng  of the S E L i n u x  
samba_share t context. 

:·--·· 

1 [ s t u d e n t@serverX - ] $  sudo semanage fcontext - a  - t  samba share t ' /exports/ 

bigbang ( / . * ) ? '  

[ s t udent@serverX - ] $  sudo restorecon - RFv /exports/bigbang 

4. I nsta l l  both t he  samba and  samba-client packages. 

i [ s t udent@serverX - ] $  sudo yum install samba samba - client 

L�-·- · .  . . . - . . . . . ·-·- ----�--�� 

5. Add an export b lock for the /expo r t s/bigbang d i rectory to the  
/etc/samba/smb . conf f i l e. Use t he  sha re n a m e  bigbang. 

,------ -­
[ bigban g ]  

path  = /expo r t s/bigbang 
valid u s e r s  = @bigbang 

I write  list  = @bigbang 
L______---�----------------� 

6. Set the Samba  password for penny to I<3Sheldon.  

[ s t uden t@se rverX -]$  sudo smbpasswd - a  penny 

New SMB passwo r d : 1<3Sheldon 

Retype new SMB passwo r d : 1<3Sheldon 
Added u s e r  penny . 

7. Start a n d  e n a b l e  the  smb . se rvice serv ice. 

I 

____ __ __J 

-- �- - ---···· 

-

-

-

[ s t u d e n t@se rverX - ] $  sudo systemctl  start  smb . service 

[ s t u den t@se rverX - ] $  sudo systemctl enable smb . service 
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8 .  Open  u p  a l l  the  re l eva nt po rts o n  the  f i rewa l l .  

I I [ s t udent@serverX - ] $  sudo firewall - cmd - - permanent - - add - service=samba j [ s t uden t@serverx - ] $  sudo firewall - cmd - - reload 

.___ -�--���--������������--' 

7. You r  se rve rX system shou l d  serve out two TLS-protected doma ins  o n  port 444/TCP: 

wwwx .  example . c o m  and  we b a p pX . example . c o m .  These doma ins  s h o u l d  serve out  
content from /s rv/wwwX/www/ and /s rv/webappX/www/, respect ive l y. 

The TLS-enab l ed website on h t  t p s : I /wwwX . e x ample . c o m : 444 s h o u l d  respond with t he  
fo l l ow ing  text: 

I This is wwwx 

The webs ite at h t  t p s : I /we b a p pX . example . c o m : 444 shou l d  respond  by execut ing  the 
PHP  a p p l icat ion fou n d  i n  /home/st udent/myapp . php.  

You wi l l  need the  fo l l owi ng  cert i f icates and keys to com p l ete th i s  req u i rement :  

• h t t p : / / c las s r o o m . e xample . c o m/ p u b / example - c a . c r t  

• h t t p : / / c las s r o om . e xample . c o m/ p u b / t l s / c e r t s /wwwX . c r t  

• h t t p : / / c las s r o o m . e xample . c o m / p u b / t l s / p r iv a t e /wwwX . k e y  

• h t t p : / / c las s r o o m . e xample . c o m / p u b / t l s / c e r t s /we b a p pX . c r t  

• h t t p : / / c las s r o o m . e xample . c o m/ p u b / t l s / p r ivat e /we b a p pX . key 

The PHP a p p l icat ion  needs a data base to work.  A com p l ete backup (mysqldump) of a 
work i ng  data base can be fou n d  i n  /home/st udent/myd b . mysqldump.  

1 .  I nsta l l  the needed packages:  

r-�student@serverx -]$ sudo yum install httpd mod_ssl mariad b - se rver php php - mysql l 
L_ 
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2. Start a n d  enab l e  the mariadb service, t hen  restore the database d u mp.  

; [ s t udent@serverX - ] $  sudo systemctl start mariadb I [ s t udent@serverx - ] $  sudo systemctl enable mariadb 

[ s t udent@serverX - ] $  sudo mysql < /home/student/mydb . mysqldump ! 
3. C reate the content d i rector ies a n d  the i r  content .  

[ s t udent@se rverX -]$ sudo mkdir -p  /s rv/{www, webapp}X/www 

[ s t udent@serverX - ] $  sudo cp /home/student/myapp . php /s rv/webappX/www/index . php 

[ s t udent@serverX -]$ echo " This is wwwX" I sudo tee /srv/wwwX/www/index . html 

[ s tuden t@serverX - ] $  sudo restorecon - RFv /s rv/ 

4. Dow n l oad  a l l  needed ce rt i f icates.  

1 ! 
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5. 

So l u t ion  

[ s t ud e n t@se rve rx - ] $  cd /etc/pki/tls/certs  

[ s t u d en t@serve rX c e r t s ] $  sudo  wget  http : //classroom . example . com/pub/example ­

ca . c r t  

[ s t udent@se rve rX c e r t s ] $ sudo wget http : //classroom . example . com/pub/tls/certs/ 

wwwx . crt  

[ s t u d e n t@serverx c e r t s ] $  sudo  wget  http : //classroom . example . com/pub/tls/cer t s/ 

webappX . crt  

[ s t udent@serverX c e r t s ] $  cd /etc/pki/tls/private 

[ s t udent@serverx p r ivat e ] $  sudo wget http : //classroom . example . com/pub/tls/ 

p rivate/wwwX . key 

[ s t udent@se rve rX p rivat e ] $  sudo wget http : //classroom . example . com/pub/tls/ 

private/webappX . key 

[ s t u d e n t@se rverx p r ivate ] $  sudo chmod 0400 w* key 

Conf i g u re S E L i n u x  to a l l ow h t t pd to l i sten on port 444/TCP. 

[ s t uden t@se rverx - ] $  sudo semanage port -a -t http_port_t -p tcp  444 

6. Conf i g u re h t t pd to l i sten on port 444/TCP us i ng  https by a d d i n g  the  fo l l owi ng  l i n e  to 
/etc/h t t pd/conf/h t t pd . conf: 

I I Listen  444 h t t ps 
i 

7. Conf i g u re two v i rtua l  hosts by a d d i n g  the  fo l l owi n g  two f i l es to /etc/htt pd/conf . d/ :  

/etc/ht t pd/conf . d/wwwX . conf 

<Vi r t u alHost  * : 444> 
Serve rName wwwX . example . com 
SSLEngine on 
SSLP rot ocol all - SS Lv2 - SSLV3 
SSLCipherSuite H I G H : MEDIUM : ,

·
aNull : ! MOS 

SSLHono rCiphe r o r d e r  on 
SSLCe r t ificateFile /etc/pki/tls/ce r t s/wwwX . c r t  
SSLCe r t ificateKeyFile /etc/pki/tls/private/wwwX . key 
SSLCe r t ificateChain File /etc/p ki/tls/ce r t s /example - ca . c r t  
Doc ume n t Root / s rv/wwwX/www 

</Vi r t ualHost>  

<Directory  /s rv/wwwX/www> 
Req uire  all g ranted  

</Directo ry> 

/etc/ht t pd/conf . d/webappX . conf 

RH254- R H E L  7-en-1-20140711 417 



C h a pter 1 5. Comprehens ive Review 

<Vi r t ualH o s t  * : 444> 
ServerName webappX . example . com 
SSLEngine O n  
SSLProtocol a l l  - SS LV2 - SSLv3 
SSLCiphe rSuite  HIGH : MEDIUM : ! aN ull : ! MD5  
SSLHono rCiph e r O r d e r  on 
SSLCe r t ificateFile /etc/pki/tls/c e r t s/webappX . c r t  
SSLCe r t ificat eKeyFile /etc/pki/tls/p r ivat e/webappX . key 
SSLCe r t ificateChainFile /etc/pki/tls/c e r t s /example - ca . c r t  
Docume n t Root  /s rv/webappX/www 

</Vi r t ualHost>  

<Di rectory  /s rv/webappX/www> 
Req uire  all g ranted 

</Di recto ry> 

8. Start and enab l e  the h t t pd . se rvice service. 

[ s t udent@serverX - ] $  sudo systemctl start  h t t pd . service 

[ s t udent@serverX - ] $  sudo systemctl enable httpd . service 

9. Open a l l  needed ports on the  f i rewa l l .  

[ s t udent@serverx - ] $  sudo firewall - cmd - - pe rmanent - - add - port=444/tcp 

[ s t udent@serverX -]$ sudo firewall - cmd - - reload 

8. On you r  desktopX mach i ne, c reate a new (executa b l e) scr ipt ca l l ed 
/home/st udent /bin/myu sers .  

418 

When th i s  scr ipt i s  ca l l ed  with the  userlist a rg u m e nt ,  it shou l d  return  a l i st of a l l  u se rs 
def ined i n  /etc/passwd, with a s h e l l  other  t han  /sbin/nologin. Output  s h o u l d  be a l i st 
of usernames, one  per  l i ne,  sorted a l phabet ica l l y. 

When th i s  scr ipt  is ca l l ed  with the  user info a rg u ment ,  it shou l d  retu rn  the  p refer red she l l  
o f  t h e  second  a rg u ment ,  o r  "invalid u s e r "  i f  t hat user  does not ex ist .  I f  t h e  second 
a rg u ment i s  empty or  u n defi ned ,  the  error  message " Please specify a username" 

must be d i sp l ayed,  and an ex it  code of 132 m ust be retu rned .  

I f  the scr ipt is  ca l l ed  w i thout  any  a rguments,  t he  fo l l ow ing  text  must be d i sp l ayed:  

myu s e r s  userlist  
myu s e r s  u s e r info <USERNAME> 

Exa mp les: 
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[ s t udent@serverx - ] $  myusers 

myu s e r s  u s e r l i s t  
myu s e r s  u s e rinfo <USERNAME> 
[ s t u den t@se rverx - ] $  myusers use rlist 

halt 
root 
s h u t down 
s t udent  
sync 
[ s t udent@serverx -]$ myusers use rinfo st udent 

/bin/bash 

So l ut ion 

Any error cond i t i ons  not p revious ly  spec i f ied  s h o u l d  retu rn  no  output ,  a n d  an exit  code of 0. 

1 .  C reate the /home/s t udent /bin/ d i rectory:  

[ s t uden t@de s k t opX - ] $  mkdir /home/student/bin 

2. C reate the new f i le /home/student/bin/myusers  with the fo l l owi n g  content :  

# ! /bin/bash  

if [ $# - eq 0 ] ;  then  
echo " $ ( basename $0 ) userlis t " 
echo " $ ( basename $0 ) use rinfo <USERNAME> " 

fi 

case $1 in 
u s e r  lis t ) 

g rep  - v  ' : /sbin/ nologin$ ' /etc/pas swd I c u t  - d : - fl I s o r t  

u s e r info ) 
if [ " $2 "  == " "  ] ;  then  

fi 

echo  " Please specify a u s e r name " 
exit 132 

if ! getent  pas swd $2 &> /dev/null ; t h e n  
echo  " invalid u se r "  
exit 

fi 
g e t e n t  pas swd $2 I cut  - d : - f7 

* ) 
exit 

..... esac 

-

-

-

-

3. M a ke the new script executa b le :  

[ s t udent@d e s k t opX - ] $  chmod +x /home/student/bin/myusers 

9. Reboot you r  se rve rX mach i ne ,  then  ver i fy you r  work by runn i ng  the  lab sa3 - review 

g rade command  on you r  desktopX system.  
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[ s t udent@d e s k topX - ] $  lab sa3 - review grade 
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S u m m a ry 

Red Hat  System Admi n i st rat i on  I l l  Compre hensive Review 

• Review c h apters to va l i d ate know ledge  leve l .  

• Review pract ice exerc ises t o  va l i d ate s k i l l  leve l .  
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